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Abstract

Path Tracing provides a record of the packet path as a sequence of
interface ids. |In addition, it provides a record of end-to-end
del ay, per-hop delay, and | oad on each egress interface along the
packet delivery path.

Path Tracing allows to trace 14 hops with only a 40-bytes |Pv6 Hop-
by- Hop extensi on header

Path Tracing supports fine grained timestanp. It has been designed
for linerate hardware inplenentation in the base pipeline.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

I nt roducti on

Path Tracing provides a *record of the packet path* as a sequence of
interface ids. In addition, it provides a *record of end-to-end

del ay, per-hop delay, and | oad on each egress interface* along the
packet delivery path.

Path Tracing allows to *trace 14 hops with only a 40 bytes |Pv6 Hop-
by- Hop header*. The overhead is lower than [INT], [RFC9197],
[1-D. song-opsawg-ifit-framework], and [I-D. kumar-ippmifa].

Path Tracing supports fine-grained tinmestanps. |t has been desi gned
for *linerate hardware inplenmentation in the base pipeline*. This
enabl es coll ecting accurate information.

Path Tracing is applicable to both SR-MPLS [ RFC8660], as well as SRv6
[ RFC8986]. This docunent defines the Path Tracing specification for
the SRv6 dat apl ane.

The specification proposed in this docunment has been inpl enented
successfully in different interoperable hardware platforns at
linerate (Section 11).

As per the taxonony in [RFC7799], Path Tracing is an Active

measur enent nethod as it sends dedi cated probe packets to discover
and record the packet path. While the same header and packet
processing could be passively applied to user traffic, such passive
operation is out of scope of this docunent.

Ter mi nol ogy

The following terns used within this docunent are defined in

[ RFC8402], [RFC8754] and [ RFC8986]: Segnent Routing (SR), SR Domain,
Segnent ID (SID), SRv6, SRv6 SID, SR Policy, Segment Routing Header
(SRH), SR source node, transit node, SR Endpoint, SA DA

The following ternms are used in this docunent as defined bel ow
PT: Path Tracing

MCD: M dpoi nt Conpressed Data (MCD). Infornmation that every transit
router adds to the packet for PT purposes. Defined in Section 3 of
this docunent.

HoH- PT: 1 Pv6 Hop-by-Hop Option [ RFC8200] for Path Tracing. It
contains a stack of MCDs. It is defined in Section 9.1 of this
docunent
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DOH PT: | Pv6 Destination Option [RFC8200] for Path Tracing. It is
defined in Section 9.2 of this docunent.

PT Source: A Source node that starts a PT Probing Instance (defined
in Section 5) and generates PT probes.

PT Mdpoint: A transit node that performs plain | Pv6 forwarding (or
SR Endpoi nt processing) and in addition records PT information in the
HbH- PT.

PT Sink: A node that receives PT probes sent fromthe SRC contai ning
the information recorded by every PT M dpoint along the path, and
forwards themto a regional collector after recording its PT

i nformation.

RC. Regional collector that receives PT probes, parses, and stores
themin TimeSeries Database. It uses the information in the HBH PT
and the DOH PT to construct the packet delivery path as well as the
ti mestanp at each node.

2.1. Requirements Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

3. Mdpoint Conpressed Data

Every PT M dpoint al ong the packet delivery path -from Source to
Sink- records its PT information into the HoH PT header. This
information is known as M dpoi nt Conpressed Data (MCD). It contains
the follow ng infornation:

* MCD.OF (Qutgoing Interface ID): An 8-bit or 12-bit interface ID
associated with the egress physical interface of the router

- The interface IDis assigned by an operator. The Interface IDs
are not globally unique across the entire network. |[|ndeed the
sanme Interface ID nmay be repeated multiple tines in the network
as long as the end-to-end path can be deterninistically
i nferred based on the chain of Interface IDs.

- The programm ng of the Interface ID in the device nmay be done

by CLI/NETCONF or any other neans, and it is out of the scope
of this docunent.
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- The usage of an 8-bit or 12-bit Interface IDis an operator
choice, but the Interface ID size MJST be consistent across the
entire network.

- In case of Link Aggregation Goups (LAG bundle) [LAG, each one
of the menbers is configured with a different interface ID

* MCD.OL (Qutgoing Interface Load): A 4-bit representation of the
egress interface load (i.e., current throughout relative to the
i nterface bandwi dth).

- The load is represented using a 4-bit value in logarithmc
scale. This allows nore granular information as the load is
hi gher .

* MCD. TTS (Truncated Tinestanp): An 8-bit tinestanp encoding the
time at which the packet egress the router

- Each egress interface in the device is configured with a TTS
tenpl at e.

- The TTS tenpl ate defines the position of 8-bits to be selected
fromthe egress tinmestanp. Section 4 of this docunent
di scusses the tinmestanp format used in path tracing.

- A Path Tracing M dpoint inplenentation MAY support one or nore
TTS tenpl ates. Each TTS tenplate provides a different time
preci si on.

- An operator configures an egress interface with a single TTS
tenpl ate. The choice of the TTS tenplate for a given interface
is based on the type of the link connected to that interface.
For exanple, an interface connected to DC link will have a
different TTS Tenplate froman interface connected to
intercontinental or WAN |ink, as they have different precision
requirenents.

4. Tinmestanp requirenments

4.1. Tinmestanp format
Path Tracing uses a 64-bit tinmestanp format. [RFC8877] reconmends
two 64-bit tinestanp formats: 64-bit Truncated PTP tinestanp format

and NTP 64-bit tinestanp format. Path Tracing can work with both
formats indifferently.
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4.

2

Ti me synchroni zati on

Al'l routers across the network MJST have time-synchronization. PTP
[ EEE1588] and NTP [ RFC5905] are exanple protocols that can be used
for time-synchronization

PT Probi ng | nstance

The controller configures a PT Probing Instance at the source node.
A PT Probing Instance is configured with the follow ng paraneters:

* SA the source address of the PT probe. Typically, it is the
| oopback address of the PT SRC

* Session ID: A 16-bit val ue.

* Probe-rate: Nunber of probes per second to generate as part of
this PT Probing Instance. The probe-rate is the aggregate of the
probes generated across all the sweeping ranges.

* SRv6 SID List: The SRv6 SID |ist associated with the packet. The
last SIDis the Sink node.

*  DSCP val ue
* Hop-limt Value
* | Pv6 Fl ow Label sweeping range:

- |If set, different Flow Label values nmust be used in the probe
packets. It may be specified as a range of specific Flow Labe
values to enunerate, or it may be specified as the nunber of
di fferent random Fl ow Label values to use in a round-robin.

*  HbH PT size

* MIU sweepi ng range

- |If set, payload nust be included at the end of the packet to
test different packet sizes.

PT Source Node Dat apl ane Behavi or

For each configured PT Probing Instance, according to the probe-rate,
the PT SRC generates a PT probe packet as foll ows:
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S01. Generate a new | Pv6 packet
S02. Set the I1Pv6 SA as per PT Probing Instance configuration
S03. Set the IPv6 DA to the first SID fromthe SRv6 SID List
S04. Set the I Pv6 Next Header field to zero (HbH)
S05. Set the DSCP and Fl ow Label val ues as per
PT Probing I nstance configuration
S06. Append an | Pv6 Hop-by-Hop header with HbH PT
S07. Set all bits of the HoH-PT MCD Stack to zero
S08. IF SID List has nore than one SID

S09. Append an SRH

S10. Set the Next Header field to 60 (IPv6 Destinations Options
header)

S11. Wite the remaining SIDs of the SIDIlist in the SRH

S12. Append an | Pv6 Destinations Option header with DOH PT

S13. Set the Next Header field of the |IPv6 Destinations Options
Header to 59 (1 Pv6 No Next Header)

S14. Add paddi ng bytes after the I Pv6 Destinations Option header to
reach the desired packet size as per the MIU sweepi ng range
configuration

S15. Set the session ID field of the DOH PT as per

PT Probi ng I nstance configuration
S16. Performan I Pv6 FIB | ookup to determ ne the Qutgoing
Interface (I FACE-QUT) on which packet will be forwarded

S17. Record Transmit 64-bit tinmestanp (SRC. T64) in the T64 field

of the DOH PT
S18. Record I FACE-QUT ID (SRC.AOF) in the IF_IDfield
of the DOH PT

S19. Record | FACE-QUT Load (SRC.AOL) inthe IF_ LD field
of the DOH PT

S20. Forward the packet via | FACE- QUT

Not es:
* The pseudocode describes | ocal processing at a node. An
i npl ementation of the pseudocode is conpliant as |ong as the
externally observable wire protocol is as described in the
pseudocode.
7. PT M dpoint Node Dat apl ane Behavi or

When a midpoi nt node receives an | Pv6 packet that contains an | Pv6
HbH- PT option, the node processes the HoH PT as foll ows:
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S01. When processing HoH PT option {
S02. Conpute the MCD information as per Section 3
S03. HbH PT. MCD_St ack[ MCD_Si ze: HoH PT. OPT_Dat a_Len-1] =
HboH PT. MCD_St ack[ O0: HoH- PT. OPT_Dat a_Len- (MCD_Si ze+1) ]
/1Shift HoHPT MCD Stack to the right by MCD Size bytes
S04. HbH- PT. MCD_St ack[ 0: MCD_Si ze-1] = MCD[ 0: MCD_Si ze- 1]
/1 Push the MCD at the beginning of the Stack
S05. }

Not es:

* The PT M dpoint behavior MJST be inplenented in the nornal
pi peline to experience the regular datapath (i.e., linerate with
full PPS and full BW. Ofloading the processing of this option
to either the slowpath or a co-processors is not acceptable and
yields invalid results.

8. PT Sink Node Datapl ane Behavi or

We define a new SRv6 Endpoi nt Behavi or call ed "Endpoi nt Behavi or
bound to an SRv6 Policy with Tinmestanp, Encapsul ati on and Forward"
("End. B6. TEF" for short).

It is a Binding SID instantiated, at Sink nodes, that encapsul ates
the packet with a new | Pv6 header, an SRH that contains the SID |i st
associated to End.B6. TEF SI D, and an | Pv6 Destinations Option header
with DOH PT that is used to carry Path Tracing information of Sink
node.

When N receives a packet whose IPv6 DAis S and Sis a loca
End. B6. TEF SID, N does the follow ng:
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SO01. Record Rx 64-bit timestanp (SNK. T64)

S02. Record incoming interface ID (SNK. I1F)

S03. Record incoming interface Load (SNK.11L)

S04. Push a new | Pv6 header

S05. Set the IPv6 SA to the Sink node | oopback

S06. Set the IPv6 DA to the first SIDin the SRv6 SID List
S07. IF SID List has nore than one SID

S08. Append an SRH

S09. Set the SRH Next Header field to 60 (IPv6 Destinations
Opti ons header)

S10. Wite the remaining SIDs of the SIDIlist in the SRH

S11. Append an | Pv6 Destinations Option header with DOH PT

S12. Set the Next Header field of the | Pv6 Destinations Options
Header to 41 (1 Pv6 header)

S13. Set the session ID field of the DOHPT to zero

S14. Wite SNK. T64 in the T64 field of the DOH PT

S15. Wite SNK. IIFinthe IF_ID field of the DOH PT

S16. Wite SNK.IIL in the IF_LD field of the DPH PT

S17. Submit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the new destination

Not es:

* The pseudocode describes | ocal processing at a node. An
i mpl ementati on of the pseudocode is conpliant as |long as the
externally observable wire protocol is as described in the
pseudocode.

9. PT Headers
9.1. |Pv6 Hop-by-Hop Option for Path Traci ng (HoH PT)
Thi s docunent defines a new I Pv6 Option for Path Tracing to be
carried in the I Pv6 Hop-by-Hop Header. The option has the follow ng
format:
i I S S S s o i e
| Option Type | Opt Data Len |
B i s T T i i o S o T Ji I
I I
~ MCD St ack ~
I I
I e I S i S i i S

Figure 1: | Pv6 Hop-by-Hop Option for Path Tracing (HbH PT)
Wher e:
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*  Option Type: TBAl-1
- The 3 high-order bits of the option nust be set to 001

0 00: Skip HbH for nodes that don't support the HoH PT Option
Type

0 1: update HboH PT for nodes that support the HoH PT Option
Type

* (Opt Data Len: the length of the MCD stack in bytes.

*  MCD Stack: netadata scratchpad where PT M dpoints record their
MCDs

Not e: The HbH PT has a variable length. It is RECOMVENDED t hat

i npl ement ati ons support a 38-octet HbH PT Option. The operator, upon
configuring the Source node behavior, MJST sel ect an option |ength
that is supported by all the routers in the network.

9.2. |1Pv6 Destination Option for Path Traci ng (DOH PT)

Thi s docunent defines a new | Pv6 Option for Path Tracing to be
carried in the I Pv6 Destination Options Header. The option has the
follow ng format:

B il s S S S S I S i

| Option Type | Opt Data Len |
i i i T i I S i e s o o i i
I I
+ T64 +
I I
B i s T T i i o S o T Ji I
I I
+- +

+
Session ID | IF_ID | IF_LD
T T i e I i

Figure 2: I Pv6 Destination Option for Path Traci ng (DOH PT)
Wher e:
*  Option Type: TBAL-2

- The 3 high-order bits of the option nmust be set to 000

0 00: Skip the IPv6 Destination Options header for nodes that
don’t support the DOH PT Option Type

o 0: DOH PT cannot be changed enroute
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* Opt Data Len: the length of the DOH PT in bytes (12).

* T64: 64-bit Timestanp

* Session ID: Session identifier set by SRC node generating the
probes. Used to co-relate probes of the same session. Value of
zero neans unset.

* |F_ID 12-bit Interface ID

* |F_LD: 4-bit Interface Load

Note: The DOH PT is generated by both the PT SRC and the PT SNK

When used at the PT SNK node, the Session ID field MJST be set to

zero.

10. Benefits

* Low over head:

- A 40Byte Hop-By-Hop header allows for 14 hops path
measurenents: 1 at the PT SRC, 12 at PT Mdpoint routers and 1
at the PT SNK

-  PT has the | owest MIU overhead conpared to alternative
solutions such as [INT], [RFC9197],

[1-D. song-opsawg-ifit-framework], and [I-D. kumar-ippmifa].
* Linerate and HWfriendliness:

- Inplemented at linerate in current hardware, using the regul ar

forwardi ng pipeline. No offloading to co-processors or slow

pat h whose dat abases m ght defer from forwardi ng pipeline.

- Leverages mature hardware capabilities (basic shift operation);
no packet resizing at every node along the path

- High nunmber of diverse linerate interoperable hardware
I mpl enent ati ons (see Section 11)

* Scal abl e Fi ne-grai ned Ti nest anp:
- 64bit at PT SRC and PT SNK
- 8bit at PT Mdpoint |everaging flexible per-outgoing-Iink

tenplate allowing diverse link types in the sanme neasurenent
(e.g., DC, netro, WAN)
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11.

12.

* Scal abl e Load neasurenent
| mpl enent ati on Status
Editorial note: Please renove this section prior publication.

The following routing platforns have participated in an interop
testing:

* (Cisco 8802 (based on Cisco Silicon One Q00)

* Cisco ASR9904 with Lightspeed |linecard

* (G sco NCS5508 (based on Broadcom Jericho2 platform
* Cisco Nexus N3K-C3464C (based on Barefoot Tofino)

*  SONi C Whitebox (based on Cisco Silicon One Q00)

* Marvell Prestera Fal con

*  Keysi ght | xNetwork

The foll owi ng open-source software networking stacks have al so
participated in the interop

* FD.io VPP
* Li nux Kerne

The foll owi ng opensource applications al so have extensions to support
Pat h Traci ng:

* Wreshark

*  Tcpdunp

* P4 inplenentation for software switch
Security Considerations

The security considerations for Segnent Routing are discussed in

[ RFC8402]. Section 5 of [RFC8754] describes the SR Depl oynent Model
and the requirements for securing the SR Domain. The security

consi derations of [RFC8754] al so cover topics such as attack vectors
and their mitigation nmechanisnms that also apply to the behaviors
introduced in this docunent. Together, they describe the required
security nechani sns that allow establishnent of an SR donai n of
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trust. Having such a well-defined trust boundary is necessary in
order to operate SRv6-based services for internal traffic while
preventing any external traffic from accessing or exploiting the
SRv6- based services

Thi s docunent defines the Path Tracing architecture, which is
depl oyed on a secured SRv6-domain. As such, all the security
consi derations defined in [ RFC8754], [RFC3402], and [ RFC8986] are
appl i cabl e.

In addition, any border router in an SR Domain network where Path
Tracing is enabl ed, MJST support the configuration of the follow ng
ACLs:

*

If there is a packet comng froman external interface destined
towards an internal interface that contains an | Pv6 Hop-by-Hop
header with a Path Tracing option, then such packet is silently
dr opped.

If there is a packet comng froman internal interface destined
towards an external interface that contains an | Pv6 Hop-by-Hop
header with a Path Tracing option, then such packet is silently
dr opped.

These ACLs SHOULD be enabl ed by default. An operator MAY disable
themindividually based on | ocal configuration

The processi ng of

| Pv6 Hop-by-Hop headers coul d sonetines be used as

an attack vector to overload the CPU of the router. As defined in
Section 7 of this document, the HBH PT option MJST be processed in
the router’s fast path. Therefore, there is no inpact on the
router’s CPU.

13.

| ANA Consi der ati ons

Thi s docunent requests the followi ng | Pv6 Option Type assignnments
fromthe Destination Options and Hop-by-Hop Options sub-registry of
Internet Protocol Version 6 (1Pv6) Paraneters.

Hex Val ue Bi nary Val ue Descri ption Ref erence

TBAl1-1 00 1 TBAl HoH PT [ This. D]
TBA1-2 00 0 TBAl DOH PT [This. D
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