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Abst r act

Quter-lInner TLS (O -TLS) hides TLS CientHello netadata (SN, ALPN,

ci pher list, JA3) fromon-path DPl by splitting a TLS session into
two layers. The client first establishes an outer TLS 1.3 tunnel to
an entry node with no SNI, then tunnels an ordinary TLS handshake for
the backend inside that encrypted channel. This docunment descri bes
the architecture, signaling, deploynent considerations, and security
trade-offs, together with | aboratory evidence denonstrating the

t echni que.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 May 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1. I nt roduction

DPlI appliances routinely block HTTPS connections based on TLS
ClientHell o contents such as SNI, ALPN, cipher lists, or JA3
fingerprints ([RFC8446]). O-TLS inserts an entry node between the
client and backend. On-path observers see only a normal TLS 1.3
connection to an I P address, whereas the true ClientHello is tunnel ed
i nside the outer channel.

2. Mtivation and Relationship to Existing Wrk

Encrypted Cient Hello (ECH) [I-D.ietf-tls-esni] protects SNI within
a single TLS handshake but requires clients, DNS, and origin servers
to support ECH and to depl oy DNSHPKE keys. O -TLS targets operators
that can deploy a termnating entry proxy in front of unnodified
backends; only the entry node needs changes. O -TLS also hides the
entire CientHello (cipher list, JA3, ALPN), not only SNI. Unlike
domai n-fronting techni ques, O-TLS does not rely on CDN

m sconfiguration; entry nodes are explicit infrastructure.

3. Term nol ogy

* QuterTLS TLS 1.3 session between client and entry node, no SN,
certificate bound to entry IP.

* |InnerTLS TLS 1.3 (or 1.2) session between client and backend,
carried as application data inside QuterTLS.

* Entry Node Frontend proxy that terminates QuterTLS, parses the
inner ClientHello, selects a backend, and relays InnerTLS records.

* Backend Oigin server that termnates the | nnerTLS connecti on.
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4.

Architecture
Client --QuterTLS--> Entry Node --1nnerTLS--> Backend.

1) DNS discovery: client queries ‘ _oitls.exanple.com TXT "v=1

ttl _outer=10"" or an HTTPS RR ‘exanmple.com HTTPS ... oi-tls=1" to
learn that O-TLS is supported. 2) QuterTLS: client connects to the
entry IP (A AAAA answer) with TLS 1.3, no SNI, ordinary extensions.
3) InnerTLS: client generates a standard ClientHello with the real

SNI and transmts it as encrypted application data. 4) Session
lifetime: outer tunnel normally stays up for the session, but entry
nodes MJUST enforce an advertised TTL and drop tunnel s where the inner
handshake never starts. After the inner handshake conpletes, entry
nodes MAY cl ose the outer tunnel.

DNS Si gnal i ng

Clients SHOULD retrieve ‘' _oitls' TXT/HTTPS records using DoH DoT

([ RFC8484], [RFC7858]) to hide the signal from DPl; UDP queries still
work but | eak metadata. The TXT record may carry paraneters such as
outer TTL or ALPN hints. The entry IP is taken fromthe original A
AAAA answer. |If no O-TLS record exists, the client falls back to
plain TLS.

Depl oynment Consi derati ons

* Entry Integration: O-TLS can run within HAProxy/ngi nx nodul es or
st andal one proxies. The entry node inspects only the first inner
record.

* Backend Requirements: none—backends see an ordinary TLS session
and can host HITP/ 1.1, HITP/2, WebSocket, etc.

* Certificate Validation: QuterTLS MJST use trusted certificates
(e.g., ACME for entry IPs). DNS discovery SHOULD use trusted DoH
DoT.

* QuterTLS TTL: entry nodes MJST enforce an advertised TTL (e.qg.,
510s) and drop tunnels with no inner ClientHello. After the
i nner handshake, outer tunnels MAY be cl osed.

* Rate Limiting: operators SHOULD cap concurrent QuterTLS sessions
and i nner handshakes to mitigate CPU based DDoS.
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7.

10.

I mpl ement ati on Status

Ref erence code and Docker |abs are avail abl e at

https://github. com EvrkMs/ O -TLS. The | abs include a baseline HITPS
fl ow where DPI observes SNI and an O -TLS flow where DPI’ s SN
extractor fails. These |abs denonstrate the |ogic and are not
production SDKs; real deploynents require separate client/entry

i mpl enent ati ons.

Security Considerations

O -TLS hides CientHell o netadata but does not defend against IP

bl ocki ng, volunetric DDoS, or backend conpronise. Entry nodes becone
trusted points of failure; if conprom sed they reveal all SN val ues.
Proper certificate validation and DoH DoT are required to avoid MTM
Entry nodes nmust be protected via Anycast, |oad bal ancing, and rate
limting.

I ANA Consi derations
Thi s docunent nakes no requests of | ANA
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