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Abst ract

The Arm Confidential Compute Architecture (CCA) is series of hardware
and software innovations that enhance Armi s support for Confidential
Conputing for large, conpute-intensive workloads. Devices that

i mpl ement CCA can produce attestation tokens as described in this
meno, which are the basis for trustworthiness assessment of the
Confidential Conpute environnent. This docunent specifies the CCA
attestation token structure and semanti cs.

The CCA attestation token is a profile of the Entity Attestation
Token (EAT). This specification describes what clains are used in an
attestation token generated by CCA conpliant systens, how these
clains get serialized to the wire, and how they are cryptographically
pr ot ect ed.

This informational docunent is published as an i ndependent subni ssion
to inprove interoperability with Armis architecture. It is not a
standard nor a product of the |ETF.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025.
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1.

I nt roducti on

The Arm Confidential Compute Architecture (CCA) [CCA-ARCH] is a set
of hardware [RVE] and firmmvare [RVM specifications, backed by a
reference inplenentation [ TF-RW

CCA provi des confidential conpute environnents, called Real ns, that
can be dynamically allocated by the Normal world host. The initia
state of a Realm and of the platformon which it executes, can be
attested. Attestation allows the Real mowner to establish trust in
the Realm before provisioning any secrets to it. The Real m does not
have to inherit the trust fromthe Non-secure hypervisor which
controls it.

As outlined in the RATS Architecture [ RFC9334], an Attester produces
a signed collection of Clains that constitutes Evidence about its
target environnent. This docunment focuses on the output provided by
requests fromthe Realmto the Real m Managenent Monitor (RW)
managenment conponent for an attestation token that covers the state
of that Real mand the CCA Platform This output corresponds to

Evi dence in [ RFC9334] and, as a design decision, the CCA attestation
token is a profile of the Entity Attestati on Token (EAT) [EAT]. Note
that there are other profiles of EAT avail able, such as

[1-D kdyxy-rats-tdx-eat-profile] and [I|-D. mandyamr at s- gwest oken],
for use with different use cases and by different attestation

t echnol ogi es.

Since the CCA tokens are consuned by services outside the device,
there is an actual need to ensure interoperability. Interoperability
needs are addressed here by describing the exact syntax and senantics
of the attestation clainms, and defining the way these clains are
encoded and cryptographically protected.

Further details on concepts expressed bel ow can be found in the Realm
Managenent Monitor specification 1.0 [RW.

As nentioned in the abstract, this neno docunents a vendor extension
to the RATS architecture, and is not a standard.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
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The ternms Attester, Relying Party, Verifier, Attestation Result,
Target Environnent, Attesting Environnment and Evidence are defined in
[ RFC9334]. We use the term"receiver" to refer to Relying Parties
and Verifiers.

W use the ternms Evidence, "CCA attestation token", and "CCA token"
i nterchangeably. The terns "sender" and Attester are used

i nterchangeably. Likew se, we use the ternms Verifier and
"verification service" interchangeably.

RoT:
Root of Trust, the minimal set of software, hardware and data that
has to be inplicitly trusted in the platform- there is no
software or hardware at a deeper |evel that can verify that the
Root of Trust is authentic and unnodified. An exanple of a RoT
suitable for CCA would be an isolated Trusted subsystem
responsible for initial neasurenents, |ifecycle state nanagenent,
identity and attestation services. The services that the RoT
provi des for securitization of the CCA environnent are descibed as
Har dwar e- Enf orced Security (HES) - see Section B4.1.5 of [RME.

Real m Wor | d:
Real m Worl d, provides a security state and physical address range
that provides an execution environment for VMs that is isolated
fromthe Normal and Secure worlds. The controlling firnware
running in the Real mworld can access nenory in the Normal world
to allow shared buffers. (This is simlar to Trusted Execution
Envi ronnment (TEE), "secure world", or "secure enclave".)

Real m
t he Real m execution environnent, is an Arm CCA environnent that
can be dynamically allocated by the Normal world Host.

NW Host :
Normal world host, refers to the security domain outside of the
restricted Root, Secure and Real mworlds. This typically contains
the host hypervisor and supervisory services. The NWHost can
al | ocate and manage resource allocation and can nanage the
schedul i ng for other worlds.

In this docunment, the structure of data is specified in Concise Data
Definition Language (CDDL) [ RFC8610].

3. CCA Attester Model
There are two kinds of CCA Attester: direct and del egated. Their

architectural arrangenents are described in Section 3.1 and
Section 3.2, respectively.
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3. 1. Direct

TODO. |ssue #16 (https://github. com Si nonFrost-Armdraft-ffmrats-
cca-token/issues/ 16)

3.2. Del egated

The structure of the CCA del egated Attester is illustrated in
Figure 1. The CCA delegated Attester is a "layered attester™
(Section 3.2 of [RFC9334]) with exactly two layers: platformand
realm

The Real m Managenent Monitor (RM) is the top |ayer Attesting
Environment. It attests to the initial menory content of each Realm
that is executed on a CCA platform and any dynam c nmeasuremnents
provi ded by Real mguest code. It uses its own private key called RAK
(Real m Attestation Key) to sign the clainms regarding the requesting
Real m

The HES (Hardware Enforced Security) is the bottom!layer Attesting
Envi ronnment, which acts as the CCA platform hardware RoT. It attests
to the executables and configuration contents of the "Monitor
Security Dommin", which includes the RMM as well as a few rel evant
CCA paraneters (e.g., the CCA platforminpl enentation identifier),
and the security lifecycle state of the platform Additionally, it
generates the RAK keypair, transfers it over a trusted channel to the
RMM and stores the hash of the RAK public key in a claimthat is
signed using the CCA Platform Attestation Key (CPAK) as part of the
pl at f orm Evi dence.

The CCA Evi dence produced in del egated node conprises two separately
si gned EATs, one for the platform another for the realm wapped in
a CMN[CWN collection. The intra-collection binding is detailed in
Section 4. 10.
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Figure 1: CCA Attester
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Boot Phase

The HES Attesting Environnment is responsible for collecting the
information to be represented in CCA platformclains and to assenble
theminto Evidence.

The Main Bootl oader, executing at boot-timnme, nmeasures the trusted
computing base (TCB) of the RealmWorld - i.e., |oaded firnware
components and the associ ated configuration payl oads - and sends them
to the HES RoT to be stored isolated. See Figure 2.

i-th Target Mai n Boot HES
Envi r onment Loader RoT
I I I

Lo |- |- |-~
| loop i | I I I
| | neasure | | |
| | 0-mmmee e yo .
I I | wite I I
| | | neasurement | |
| | oo <

Fi gure 2: CCA Attester Boot Phase
Run-ti me Phase

The Real m Managenent Monitor (RMM, executing at run-tinme, maintains
measurenents for the state of a Realm It can respond to requests
issued froma Realmfor an attestation token relevant for that Realm
by obtaining a CCA Platform attestati on token fromthe HES RoT and
conmbining that with an attestati on token contai ni ng Evi dence
reflecting Real mstate.

The HES RoT, executing at run-tine, maintains neasurenents for the
state of the CCA platform TCB, including the lifecycle state of the
CCA platform It can answer requests coming fromthe RMto coll ect
and format clainms corresponding to that state and use a CCA Platform
Attestation Key (CPAK) to sign them (see Figure 3). Howthe CPAK is
derived is inplenentation-specific.
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HES Real m
RoT Manager Verifier
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Platform | | |
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Token | | |
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sign .---+ | |
wo o | |
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R >| |
| I I
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| I I I
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I v | |
| Real m | |
| Token | |
| _ I I
| sign .---+ |
| woo I
| RAK ' -->| |
| I I
| I I
I | CCA Token |
| R >|
| |

Figure 3: CCA Attester Run-time Phase

A reference inplementation of the CCA Attester is provided by
[ TF-RW .

4. CCA dains

This section describes the clains to be used in a CCA reference
attestation token.

There are two | ogical sections within the CCA attestation token,
relating to the two Target Environnment el enents:
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*  The CCA Pl atform token
*  The Real m state token

The two sections use inter-related clainms to bind together into a
single logical unit. See Section 9 for nore details.

The above tokens are presented to the requester within a top | evel
Concept ual Message WV apper (CMAN collection [CMA.

CDDL [ RFC8610] along with text descriptions is used to define each
cl ai mindependent of encoding. The follow ng CDDL type(s) are reused
by different clains:

arm pl atf orm hash-type = bytes .size 32 /
bytes .size 48 /
bytes .size 64

Two conventions are used to encode the Right-Hand-Side (RHS) of a
claim the postfix -label is used for EAT-defined clains, and the
postfix -key for PSA-originated clains.

4.1. CCA Attestation Token top |evel wapper

The above tokens are presented to the requester within a top | eve
CMN col lection [CMAJ. The collection map has two entries, one for a
bstr encoding of the CCA Platformtoken and the other for a bstr
encodi ng of the Real m state token/

; CMW (draft-ietf-rats-nsg-wap) Collection
cca-token = #6.399(cca-token-col |l ection)

cca-token-collection = {

44234 => bytes .cbor COSE Signl<armplatformclains> ; 44234=0xACCA
44241 => bytes .cbor COSE_Si gnl<cca-real mcl ai ng>

}
4.2. CCA Platformtoken C ai s

4.3. Caller dains
4.3.1. CCA Platform Nonce

The Nonce claimis used to carry a challenge provided by the caller
to denonstrate freshness of the generated token

Frost, et al. Expi res 4 Septenber 2025 [ Page 10]
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The EAT [EAT] nonce (claimkey 10) is used. Since the EAT nonce
claimoffers flexiblity for different attestation technologies, this
specifications applies the followi ng constraints to the nonce-type:
* The |l ength MUST be either 32, 48, or 64 bytes.

* Only a single nonce value is conveyed. The array notati on MJST
NOT be used for encoding the nonce val ue.

Where the CCA Platforminplenmentati on uses the Del egated Token
si gni ng nodel Section 4.10, the value of the Nonce claimw |l be a
hash of the Real m Public Key claimof the CCA Real m State token
Section 4.8.7.
This claim MJST be present in a CCA Platform attestati on token
arm pl atform chal | enge-1abel = 10
arm pl atformchal | enge = (
arm pl at f orm chal | enge-1 abel => arm pl at f or m hash-type
)
4.4. Target ldentification Cains
4.4.1. CCA Platformlnstance ID
The Instance I D claimrepresents the unique identifier of the
Platform Attestation Key (PAK). The EAT ueid (claimkey 256) of type
RAND is used. The follow ng constraints apply to the ueid-type:
* The length MJST be 33 bytes.

* The first byte MJST be 0x01 (RAND) foll owed by the 32-byte uni que
identifier of the PAK

eat-uei d-rand-type = bytes .join eat-ueid-rand-fnt
eat-ueid-rand-fm = |

; the type byte is 0x01

uei d-rand-typ

bytes .size 32
]

ueid-rand-typ = h’ 01’

This claim MJST be present in a CCA Platform attestation token
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arm platforminstance-id-Iabel = 256 ; EAT ueid
arm platforminstance-id-type = eat-ueid-rand-type

armplatforminstance-id = (
armplatforminstance-id-label => armplatforminstance-id-type
)

4.4.2. CCA PlatformlInplenmentation ID

The I nplenentation ID claimuniquely identifies the inplenentation of
the CCA Platform A verification service uses this claimto |ocate
the details of the CCA Platformi npl enentati on froman Endorser or
manuf acturer. Such details are used by a verification service to
determ ne the security properties or certification status of the CCA
Pl atform i npl enent ati on.

The value and fornmat of the IDis decided by the manufacturer or a
particular certification scheme. For exanple, the ID could take the
formof a product serial nunber, database ID, or other appropriate
identifier.

This claim MJST be present in a CCA Platform attestation token.
Note that this identifies the CCA Platforminplenmentation, not a
particul ar instance. To uniquely identify an instance, see the

Instance I D claim Section 4.4.1.

armplatforminplenentation-id-label = 2396 ; PSA inplenentation ID
armplatforminplenmentation-id-type = bytes .size 32

armplatforminplementation-id = (

armplatforminpl enmentation-id-|abel =>
armplatforminplenentation-id-type

)

4.5. Target State dains

4.5.1. CCA PlatformProfile Definition
The CCA platformprofile claimidentifies the EAT profile to which
the CCA platformtoken conforns. This allows a receiver to assign
the intended semantics to the rest of the clainms found in the token.

The EAT eat_profile (claimkey 265) is used.

The format of the CCA platformprofile claimis defined as a text
string of value "tag:armcom 2023: cca_pl atforn#l.0.0".

Frost, et al. Expi res 4 Septenber 2025 [ Page 12]
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This claim MJUST be present in a CCA Platform attestati on token.

See Section 4.9, for considerations about backwards conpatibility
with previous versions of the CCA Platform attestation token format.

armplatformprofile-label = 265 ; EAT profile
armplatformprofile-type = "tag: arm com 2023: cca_pl at f or m#1. 0. 0"
armplatformprofile = (
armplatformprofile-label => armplatformprofile-type
)
4.5.2. Security Lifecycle

The Security Lifecycle claimrepresents the current lifecycle state
of the CCA Platform

The state is represented by an integer that is divided as foll ows:

* major[15:8] - CCA Platformsecurity lifecycle state, and

* mnor[7:0] - | MPLEMENTATI ON DEFI NED st at e.
The CCA Platformlifecycle states are illustrated in Figure 4. A non
debugged CCA platformwi |l be in psa-lifecycle-secured state. Realm

Management Security Domai n debug is al ways recoverable, and woul d
therefore be represented by psa-lifecycl e-non-psa-rot-debug state.
Root world debug is recoverable on a HES system and woul d be
represented by psa-lifecycl e-recoverabl e-psa-rot state. On a non-HES
system Root worl d debug is usually non-recoverable, and woul d be
represented by psa-lifecycle-lifecycl e-decomi ssioned state

This claim MJST be present in a CCA Platform attestation token.
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Devi ce

I

Provi si oni ng |
Lockdown | ]

v

I
v I
---------------- | Recoverabl e
—————————————— + Secur ed R |
| e | |
Non | n Recover abl e |
Recover abl e RM Debug | Root Debug |
Root Debug Enabl e | | |
I I I I I
I v I v I
I N e +-
| | Real m Manager | | Root |
I I Debug I | Debug |
| Y e e e e e e e e e m e 1 1 - - + ______ 1
I
|

Figure 4: CCA Platform Lifecycle States

The CDDL representation is shown below Table 1 provides the
mappi ngs between Figure 4 and the data nodel.
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armplatformlifecycle-label = 2395 ; PSA |lifecycle

armplatformlifecycl e-unknown-type = 0x0000. . 0x0O0f f
armplatformlifecycl e-assenbl y-and-test-type = 0x1000. . 0x210f f
armplatformlifecycle-armplatformrot-provisioning-type = 0x2000. . 0x20ff
armplatformlifecycl e-secured-type = 0x3000. . 0x30f f
armplatformlifecycl e-non-armpl atformrot-debug-type = 0x4000. . 0x40f f
armplatformlifecycl e-recoverabl e-arm pl at f ormrot - debug-type = 0x5000. . 0x50f f
armplatformlifecycl e-deconm ssi oned-type = 0x6000. . Ox60f f

armplatformlifecycle-type =
armplatformlifecycl e-unknown-type /
armplatformlifecycl e-assenbl y-and-test-type /
armplatformlifecycle-armplatformrot-provisioning-type /
armplatformlifecycl e-secured-type /
armplatformlifecycl e-non-armpl atformrot-debug-type /
armplatformlifecycl e-recoverabl e-arm pl atf ormrot-debug-type /
armplatformlifecycl e-deconmi ssi oned-type

armplatformlifecycle = (
armplatformlifecycle-1abel => armplatformlifecycle-type
)

psa-lifecycl e-unknown-type is not shown in Figure 4; it represents an
invalid state that nmust not occur in a system
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| CDDL | Lifecycle |
| | States |
[ s ey sy o}
| psa-lifecycl e-unknown-type | |
e o e e oo +
| psa-lifecycl e-assenbly-and-test-type | Assembly and |
| | Test |
o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - o e e e +
| psa-lifecycl e-psa-rot-provisioning-type | CCA Platform |
| | Provisioning |
e o e e oo +
| psa-lifecycle-secured-type | Secured |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo Fom e e e e oo o +
| psa-lifecycl e-non-psa-rot-debug-type | Non- Recoverabl e |
| | CCA Platform |
I | Debug I
e o e e oo +
| psa-lifecycle-recoverabl e-psa-rot-debug-type | Recoverabl e CCA |
| | Pl atform Debug |
o m mm e e e e e e e e e e e e e e e e e e e mm e meaa o - o e e e +
| psa-lifecycl e-deconmm ssioned-type | Deconmi ssi oned |
o m m e e e e e e e e e e e e e e e e em e eeeao o o e e e e o s +

Tabl e 1: Lifecycle States Mppings
4.5.3. Platform Config

The CCA platformconfig claimdescribes the set of chosen

i npl ementation options of the CCA platform As an exanple, these may
i nclude a description of the Ievel of physical menory protection

whi ch is provided.

The CCA platformconfig claimis expected to contain the System
Properties field which is present in the Root Non-volatile Storage
(RNVS) public paraneters.
This claim MIST be present in a CCA Platform attestati on token.
armplatformconfig-label = 2401 ; PSA pl atformrange

; TBD: add to | ANA registration
armplatformconfig-type = bytes

armplatformconfig = (
armplatformconfig-label => armplatformconfig-type
)
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4.

4.

6. Software Inventory C ains
6.1. Software Conponents

The Software Conponents claimis a |ist of software conponents which
can affect the behavior of the CCA platform

This claim MJST be present in a CCA Platform attestati on token

Each entry in the Software Conponents |ist describes one software
conponent using the attributes described in the follow ng
subsections. Unless explicitly stated, the presence of an attribute
i s OPTI ONAL.

Note that, as described in [RFCO9334], a relying party will typically
see the result of the appraisal process fromthe Verifier in form of
an Attestation Result, rather than the CCA Platformtoken fromthe
attesting endpoint. Therefore, a relying party is not expected to
under stand the Software Conponents claim |Instead, it is for the
Verifier to check this claimagainst the avail abl e Reference Val ues
and provide an answer in formof an "high level"” Attestation Result,
whi ch may or may not include the original Software Conponents claim

arm pl at f orm sw conponent s-1 abel = 2399 ; PSA software conponents

arm pl at f orm sw- conmponent = {

}

? 1 => text, conponent type

2 => armplatformhash-type, ; measurenent val ue
? 4 => text, ; version
5 => armpl atform hash-type, ; signer id
? 6 => text, ; hash algorithmidentifier

arm pl at f orm sw conponents = (

)
4.

Fr

arm pl at f orm sw conponent s-| abel => [ + armpl atform sw conponent ]

6.1.1. Conponent Type

The Conponent Type attribute (key=1l) is a short string representing
the role of this software conponent. This attribute is intended for
use as a hint to help the verifier understand how to eval uate the CCA
pl at f orm sof t war e conponent neasurenent val ue.

This attribute is optional in a CCA Pl atform software conponent.

ost, et al. Expi res 4 Septenber 2025 [ Page 17]



Internet-Draft CCA Reference Attestation Token March 2025

4.6.1.2. Measurenent Val ue

The Measurenent Value attribute (key=2) represents a hash of the

i nvari ant software conponent in nenory at the tine it was
initialized. The value MJST be a cryptographi c hash of 256 bits or
stronger.

This attribute MJST be present in a PSA software conponent.
4.6.1.3. Version

The Version attribute (key=4) is the issued software version in the
formof a text string. The nmeaning of this string is defined by the
sof t war e conmponent vendor.

This attribute is optional in a CCA Pl atform software conponent.
4.6.1.4. Signer ID

The Signer ID attribute (key=5) uniquely identifies the signer of the
software conponent. The identification is typically acconplished by
hashing the signer’s public key. The value of this attribute will
correspond to the entry in the original nanifest for the conponent.
This can be used by a Verifier to ensure the conponents were signed
by an expected trusted source.

This attribute MIST be present in a CCA Platform software conmponent.
4.6.1.5. Measurenent Description

The Measurenent Description attribute (key=6) contains a string

i dentifying the hash algorithmused to conpute the correspondi ng
Measur ement Value. The string SHOULD be encoded according to "Hash
Name String"” in the "Nanmed I nformati on Hash Al gorithm Registry”

[ 1 ANA. nanmed-i nformation].

4.6.1.6. Measurenent Description

The Measurenent Description attribute (key=6) contains a string

i dentifying the hash algorithmused to conpute the correspondi ng
Measur enent Value. The string SHOULD be encoded according to "Hash
Nane String" in the "Naned |Informati on Hash Al gorithm Registry"

[ 1 ANA. naned-i nformation].
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4.7. Verification d ains

The following clainms are part of the CCA Platformtoken (and

therefore still Evidence) but aimto help receivers, including
relying parties, with the processing of the received attestation
Evi dence

4.7.1. Verification Service |ndicator

The Verification Service Indicator claimis a hint used by a relying
party to locate a verification service for the token. The value is a
text string that can be used to |ocate the service (typically, a URL
specifying the address of the verification service APl). A Relying
Party may choose to ignore this claimin favor of other information.

; PSA verification service
armplatformverification-service-label = 2400
armplatformverification-service-type = text

armplatformverification-service = (
armplatformverification-service-|abel =>
armplatformverification-service-type

)

It is assuned that the relying party is pre-configured with a list of
trusted verification services and that the contents of this hint can
be used to |l ook up the correct one. Under no circunstances mnmust the
relying party be tricked into contacting an unknown and untrusted
verification service since the returned Attestation Result cannot be
relied on.

Note: This hint requires the relying party to parse the content of
the CCA Platformtoken. Since the relying party may not be in
possession of a trust anchor to verify the digital signature, it uses
the hint in the sane way as it would treat any other infornmation
provi ded by an external party, which includes attacker-provided data.

The CCA platformverification service indicator claimis OPTIONAL in
a CCA pl atformtoken

4.7.2. CCA PlatformHash AlgorithmID
The CCA platformhash algorithmID claimis a text string that
identifies the algorithmused to cal cul ate the extended measuremnents

in the CCA platformtoken

The string SHOULD be encoded according to "Hash Narme String" in the
"Named | nformati on Hash Al gorithm Regi stry" [|ANA named-information].
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The CCA platform hash algorithmID claimMJIST be present in a CCA
pl at f orm t oken.

arm pl at f orm hash-al go-i d-1abel = 2402 ; PSA platformrange
; TBD: add to | ANA registration

arm pl atform hash-al go-id = (
arm pl at f orm hash-al go-i d-1abel => text
)
4.8. CCA Real mstate token C ains

The CCA Real mstate token contains clainms that represent the Target
Environment that is the Realmthat requested the attestation report.

4.8.1. Real m Nonce

The Nonce claimis used to carry a challenge provided by the caller
to denonstrate freshness of the generated token

The EAT [ EAT] nonce (claimkey 10) is used. Since the EAT nonce
claimoffers flexiblity for different attestation technologies, this
specification applies the followi ng constraints to the nonce-type:

* The length MJST be 64 bytes.

* Only a single nonce value is conveyed. The array notation MJST
NOT be used for encodi ng the nonce val ue.

This claim MJUST be present in a CCA Real mstate attestati on token

cca-real mchal | enge-1abel = 10
cca-real mchal | enge-type = bytes .size 64

cca-real mchal | enge = (
cca-real mchal | enge-1abel => cca-real mchal | enge-type
)
4.8.2. CCA PlatformProfile Definition
The Realmprofile claimidentifies the EAT profile to which the Real m
token conforns. This allows a receiver to assign the intended
semantics to the rest of the clainms found in the token

The EAT eat_profile (claimkey 265) is used.

The format of the CCA platformprofile claimis defined as a text
string of value "tag:armcom 2023: real m#1. 0. 0".
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This claimis OPTIONAL in a CCA Real mattestation token. |If the
Real mprofile is not included in a CCA Real mtoken then the profile
val ue used in the CCA Platformtoken should refer to a profile that
descri bes both Platformand Real mcl ai ns.
cca-real mprofile-label = 265 ; EAT profile
cca-real mprofile-type = "tag: arm com 2023: r eal m#1. 0. 0"
cca-realmprofile = (

cca-real mprofile-label => cca-real mprofile-type
)

4.8.3. Real m Per sonal i sati on Val ue

The Real m Personalization Value (RPV) claimcontains the RPV which
was provided at Real mcreation.

This claim MJUST be present in a CCA Real mstate attestati on token.

cca-real mpersonal i zati on-val ue-| abel = 44235
cca-real mpersonalization-val ue-type = bytes .size 64

cca-real mpersonalization-value = (

cca-real mpersonalization-val ue-1abel =>
cca-real mpersonalization-val ue-type

)

4.8.4. RealmlInitial Measurenent
The Real mInitial Measurenent claimcontains the conpound extension
of measurements taken of Real mmenory and state before the Realmis
activat ed.
This claim MJST be present in a CCA Real mstate attestation token.
cca-real minitial -measurenent-|abel = 44238
cca-real minitial -measurenent = (

cca-real minitial-nmeasurenent-|abel => cca-real mneasurenent-type

)

4.8.5. Real m Extensi bl e Measurenents
The Real m Ext ensi bl e Measurements cl ai m cont ai ns measur enent s

provi ded by Real m guest software and extended to the set of Realm
Ext ensi bl e Measurenents mai ntai ned by the RW
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This claim MJUST be present in a CCA Real mstate attestati on token
cca-real m ext ensi bl e- measur enent s-1 abel = 44239
cca-real mextensi bl e-nmeasurenents = (

cca-real mext ensi bl e- neasur enent s-1 abel =>
[ 4*4 cca-real mneasurenent-type ]

)

4.8.6. Real mHash Al gorithm Measurenents

The Real m hash algorithmID claimidentifies the algorithmused to
calcul ate all hash val ues which are present in the Real mtoken

The string value of the claimSHOULD be encoded according to "Hash
Name String"” in the "Nanmed I nformati on Hash Al gorithm Registry”
[ 1 ANA. nanmed-i nformation].
This claim MJUST be present in a CCA Real mstate attestati on token
cca-real mhash-al go-id-1abel = 44236
cca-real mhash-algo-id = (
cca-real mhash-al go-id-1abel => text
)

4.8.7. RealmPublic Key

The Real m public key claimidentifies the attestation key which is
used to sign the Real mtoken

The value of the Real mpublic key claimis a byte string
representati on of a COSE Key.

This claim MJIST be present in a CCA Real mstate attestation token
cca-real mpublic-key-|abel = 44237

; See RFC8152 for definition of COSE_Key
cca-real mpublic-key-type = bstr .cbor COSE Key

cca-real mpublic-key = (
cca-real mpublic-key-label => cca-real mpublic-key-type
)
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4.8.8. RealmPublic Key Hash AlgorithmID

The Real m public key hash algorithmidentifier claimidentifies the
al gorithmused to hash the value of the Real mPublic Key claim
Section 4.8.7 such that it can be presented as a Challenge for the
bound CCA Pl atformtoken Section 4. 10.

This claim MIST be present in a CCA Real mstate attestation token
cca-real mpublic-key-hash-al go-id-1abel = 44240

cca-real mpublic-key-hash-algo-id = (
cca-real mpublic- key-hash-al go-id-1abel => text
)

4.9. Backwards Conpatibility Considerations

This profile conforms to the clains in the Beta2 rel ease of the 1.0
rel ease of the Real m Managenment Monitor specification. [RW . There
has not been a prior release of this specification to the 1.0

rel ease. Hence this section is a place holder for claimchanges
introduced in future rel eases.

4.10. Token Binding

The reference inmplenentation uses a 'Del egated Mddel’ for token
signing. In this nodel, the conpletion of signing operations for the
CCA token is delegated fromthe CCA Platform RoT to the RMM  Wen
the RMMinitialises, it obtains a 'Real mAttestati on Token’ (RAK)
signing key pair fromthe CCA Platform RoT. The public part of that
key pair is hashed and used as a challenge to obtain a CCA Platform
token (signed by the CCA Platform RoT). Wen guest code in a Realm
requests a CCA Attestation token, the RVMM prepares a Real mstate
token, signed by the RAK private key, then waps both tokens in a CMV
Col l ection. The two tokens are bound together by the Nonce claimin
the CCA Platformtoken having the sane value as a hash of the Real m
Public key claimin the Real mstate token (using the hash al gorithm
identified by the Real m Public Key Hash AlgorithmID clain.

A verifier MIUST check this binding is valid when verifying a CCA
Attestation token

An inplenmentati on may choose instead a 'Direct Mdel’. In this
model , when guest code in a Real mrequests a CCA Attestation token,
the RMWM prepares a Real mstate claimset, but does not wap it in a
CMN Instead, the claimset is hashed and this value is used as a
Chal l enge to obtain a CCA Pl atformtoken, signed by the CCA Pl atform
RoT. The CCA Platformand Real mstate claimset are presented within
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a CMN Col l ection as in the Del egated nodel. The two parts of the
coll ection are bound together by the Nonce claimin the CCA Platform
token having the sane value as the hash of the Real mstate claimset.
If the Direct Model is used, the CCA Platformprofile claim

Section 4.5.1 MJST have a different value fromthe reference profile.
The map value within the CCA Attestation token CMNV Col | ection for the
Real m state claimset MJST al so have a different value to that used
for a Realmstate CMNWtoken. |In such a profile, the Real m Public Key
Section 4.8.7 and Real m Public Key Hash AlgorithmID Section 4.8.8
clains will not be used.

4.11. Reference Profile
4.11.1. Token Encodi ng and Si gni ng

The CCA attestation token is encoded in CBOR [ STD94] fornmat. The
CBOR representation of a CCA attestation token MJST be "valid"
according to the definition in Section 1.2 of [STD94]. Besides, only
definite-length string, arrays, and maps are all owed.

G ven that a PSA Attester is typically found in a constrai ned devi ce,
it MAY NOT emit CBOR preferred serializations (Section 4.1 of
[STD94]). Therefore, the Verifier MJST be a variation-tol erant CBOR
decoder. TODO |ssue #31 (https://github.con Si nonFrost-Arnidraft-
ffmrats-cca-token/issues/31) need different narrative fromloT
reasons

Cryptographic protection is obtained by wapping the CCA Pl atform and
Real mstate clains-set in a COSE Wb Token (CW) [RFC8392]. The
signature structure MJST be a tagged (18) COSE _Signl [ STD96].

Acknowl edgi ng the variety of nmarkets, regul ations and use cases in
which the CCA attestation token can be used, the baseline profile
does not inpose any strong requirement on the cryptographic

al gorithms that need to be supported by Attesters and Verifiers. The
flexibility provided by the COSE format should be sufficient to dea
with the | evel of cryptographic agility needed to adapt to specific
use cases. It is RECOMVENDED that commonly adopted al gorithns are
used, such as those discussed in [COSE-ALGS]. It is expected that
receivers will accept a wider range of algorithns, while Attesters
woul d produce CCA tokens using only one such al gorithm

The CCA Platformtoken is always directly signed by the CCA Platform

RoT. Therefore, the CCA clains-set is never carried in a Detached
EAT bundle (Section 5 of [EAT]).
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4.11.2. Freshness Mbodel

The CCA token supports the freshness nodels for attestati on Evidence
based on nonces and epoch handl es (Section 10.2 and Section 10. 3 of

[ RFC9334]) using the nonce claimto convey the nonce or epoch handl e
supplied by the Verifier. No further assunption on the specific
renote attestation protocol is nade.

Note that use of epoch handles is constrained by the type
restrictions inposed by the eat_nonce syntax. For use in CCA tokens,
it must be possible to encode the epoch handl e as an opaque binary
string between 8 and 64 octets.

4.11.3. Synopsis

Table 2 presents a concise view of the requirenents described in the
precedi ng sections.
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| Issue | Profile Definition |
[} g ——p———_—_ g —_—_——————————————(——————————————————r
| CBOR/ JSON | CBOR MJUST be used |
o e e e oo o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| CBOR Encodi ng | Definite I ength maps and arrays MJST be |
| | used |
Fom e e e oo et +
| CBOR Encodi ng | Definite length strings MJST be used |
o e e e e oo oo oo e e e e e e e e e e e e e e e e e e e e oo +
| CBOR | Variant serialization MAY be used |
| Serialization | |
Fom e e e oo o m e e e e e e e e e e e e e e e e e e e e aa oo +
| COSE Protection | COSE _Signl MJST be used |
o e e e e oo oo oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| Algorithns | [ COSE- ALGS] SHOULD be used |
o e e e oo o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| Detached EAT | Detached EAT bundl es MUST NOT be sent |
| Bundl e Usage | |
Fom e e e oo et +
| Verification Key | Any identification method listed in |
| ldentification | Appendix F.1 of [EAT] |
o e e e oo o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| Endorsenents | See Section 7.2 |
Fom e e e oo o m e e e e e e e e e e e e e e e e e e e e aa oo +
| Freshness | nonce or epoch ID based |
o e e e e oo oo oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| Cains | Those defined in Section 4. As per general

| | EAT rules, the receiver MJST NOT error out

| | on claims it does not understand. |
Fom e e e oo o m e e e e e e e e e e e e e e e e e e e e aa oo +

Tabl e 2: Baseline Profile
5. Coll ated CDDL
====—===—=—======= NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ===========—=====

cca-token = #6.399(cca-token-coll ection)
cca-token-collection = {
44234 => bytes .cbor COSE_Si gnl<arm pl atformcl ai ns>,
44241 => bytes .cbor COSE _Signl<cca-real mcl ai ns>,

}

COSE_Si gnl<C> = #6. 18([
Header s,
payl oad: bytes .cbor C
signature: bytes,

1)
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cca-real mclains = cca-real mclai mmp
cca-realmclaimmp = {
cca-real mchal | enge,
? cca-real mprofile,
cca-real mpersonalization-val ue,
cca-realminitial -neasurenent,
cca-real mextensi bl e- measurenent s,
cca-real mhash-al go-id,
cca-real mpublic-key,
cca-real mpublic-key-hash-al go-id,
}
cca-real mchal | enge-1abel = 10
cca-real mchal | enge-type = bytes .size 64
cca-real mchal |l enge = (cca-real mchal |l enge-1abel => cca-real m\
chal | enge-type)
cca-real mextensi bl e-neasurenent s-1 abel = 44239
cca-real mext ensi bl e-nmeasurenents = (cca-real mextensi bl e-\
measur enent s-1 abel => [4*4cca-real m neasurenent-type])

cca-real mhash-al go-i d-1abel = 44236
cca-real mhash-algo-id = (cca-real mhash-al go-id-1abel => text)
cca-real minitial -measurenent -l abel = 44238

cca-realminitial-neasurenent = (cca-realminitial-neasurenent-\
| abel => cca-real mneasurenent-type)
cca-real mneasurenent-type = bytes .size 32 / bytes .size 48 / \
bytes .size 64
cca-real mpersonal i zati on-val ue-1 abel = 44235
cca-real mpersonalization-val ue-type = bytes .size 64
cca-real mpersonalization-value = (cca-real mpersonalization-val ue-\
| abel => cca-real mpersonalization-val ue-type)
cca-real mprofile-label = 265
cca-realmprofile-type = "tag: arm com 2023: real m#1. 0. 0"
cca-realmprofile = (cca-realmprofile-label => cca-real mprofile-\
type)
cca-real mpublic-key-hash-al go-id-1abel = 44240
cca-real mpublic-key-hash-al go-id = (cca-real mpublic-key-hash-al go-\
i d-1abel => text)
cca-real mpublic-key-1abel = 44237
cca-real mpublic-key-type = bstr .cbor COSE_Key
cca-real mpublic-key = (cca-real mpublic-key-1label => cca-real m\
publ i c- key-type)

label =int / tstr
val ues = any
COSE_Key = {
1 =>tstr / int,
? 2 => bstr,
? 3 =>tstr / int,
? 4 => [+ tstr /[ int],
? 5 => bstr,
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* | abel => val ues,
}
armplatformclains = armpl atformclai mmp
armplatformclaimmp = {
armplatformprofile,
arm pl atf orm chal | enge,
armplatforminpl enentation-id,
arm pl atforminstance-id,
arm pl atformconfig,
armplatformlifecycle,
arm pl at f orm sw conponent s,
? armplatformverification-service,
arm pl at f orm hash-al go-i d,

arm pl at f orm chal | enge-1 abel = 10
arm pl atformchal | enge = (armpl atformchal | enge-1abel => arm\
pl at f or m hash-t ype)
armpl atformconfig-1abel = 2401
armplatformconfig-type = bytes
armplatformconfig = (armplatformconfig-label => armplatform\
config-type)
arm pl at f orm hash-al go-i d-1abel = 2402
arm pl atform hash-al go-id = (armpl atform hash-al go-id-1abel => text)
armpl atform hash-type = bytes .size 32 / bytes .size 48 / bytes .\
size 64
armplatforminpl ementation-id-1abel = 2396
armplatforminplementation-id-type = bytes .size 32
armplatforminplenentation-id = (armplatforminplenentation-id-\
| abel => armplatforminplenentation-id-type)
armpl atforminstance-id-1abel = 256
armplatforminstance-id-type = eat-ueid-rand-type
armplatforminstance-id = (armplatforminstance-id-|abel => arm\
pl atf orminstance-i d-type)
armplatformprofile-label = 265
armplatformprofile-type = "tag: arm com 2023: cca_pl at f or m#1. 0. 0"
armplatformprofile = (armplatformprofile-label => armplatform\
profil e-type)
armplatformlifecycle-1abel = 2395
armplatformlifecycl e-unknown-type = 0x0000 .. OxOOff
armplatformlifecycl e-assenbl y-and-test-type = 0x1000 .. Ox10ff
armplatformlifecycle-armplatformrot-provisioning-type = 0x2000 .\

0x20f f
armplatformlifecycl e-secured-type = 0x3000 .. Ox30ff
armplatformlifecycl e-non-armpl atformrot-debug-type = 0x4000 .. \

0x40f f

armplatformlifecycl e-recoverabl e-arm pl atformrot-debug-type =\
0x5000 .. Ox50ff
armplatformlifecycl e-deconm ssi oned-type = 0x6000 .. Ox60ff
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armplatformlifecycle-type = armplatformlifecycl e-unknown-type / \
armplatformlifecycl e-assenbl y-and-test-type / armplatform\
lifecycle-armplatformrot-provisioning-type / armplatform\
lifecycle-secured-type / armplatformlifecycle-non-armplatformrot\
-debug-type / armplatform!lifecycle-recoverable-armplatformrot-\
debug-type / armplatformlifecycl e-decom ssi oned-type
armplatformlifecycle = (armplatformlifecycle-label => arm\
platformlifecycl e-type)
arm pl at f orm sw conponent s-| abel = 2399
arm pl at f orm sw conponent = {
? 1 => text,
=> arm pl at f orm hash-type,
4 => text,
=> arm pl at f or m hash-t ype,
6 => text,

N O1-ON

arm pl at f orm sw conponents = (arm pl at form sw conponents-1abel => [\
+ arm pl at f orm sw conponent])
armplatformverification-service-Iabel = 2400
armplatformverification-service-type = text
armplatformverification-service = (armplatformverification-\
service-label => armplatformverification-service-type)
eat-ueid-rand-type = bytes .join eat-ueid-rand-fnt
eat-ueid-rand-fnm = |
uei d-rand-typ,
bytes .size 32,

]
ueid-rand-typ = h’ 01’
Headers = (
protected: enpty or_serialized _map,
unpr ot ect ed: header _nap,
)
enpty_or_serialized_map = bstr .cbor header_map / bstr .size O
header _map = {
Generi c_Headers,
* | abel => val ues,
}
Generi c_Headers = (
? 1 =>int [/ tstr,
2 => [+ | abel],
3 =>tstr / int,
4 => bstr,
2 (5 => bstr // 6 => bstr),

ASIEO RO REN

~
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6

Si gni ng key inplenmentation alternatives

In the CCA Platformreference design, PAKs (Section 3.4, Paragraph 2)
are raw public keys.

Some inpl ementati ons may choose to use a PAK that is a certified
public key. |If this option is taken, the value of the CCA Platform
Profile Definition claim Section 4.5.1 MJIST be altered fromthe
reference inpl enentati on val ue.

TODO. Issue #32 (https://github.com Si nonFrost-Arnmidraft-ffmrats-
cca-token/issues/32) Cut the follow ng bl ock?

Certified public keys require the manufacturer to run the
certification authority (CA) that issues X 509 certs for the PAKs.
(Note that operating a CA is a conplex and expensive task that may be
unaf fordable to certain manufacturers.)

Using certified public keys offers better scalability properties when
compared to using raw public keys, nanely:

* storage requirenents for the Verifier are mnimsed - the sane
manuf acturer’s trust anchor is used for any nunber of devices,

* the provisioning nodel is sinpler and nore robust since there is
no need to notify the Verifier about each new y manufactured
devi ce,

Furt hernore, existing and well-understood revocati on nmechani sns can
be readily used.

TODO. Issue #35 (https://github.com Si nonFrost-Armdraft-ffmrats-
cca-token/issues/35) inprove cert description

The PAK's X. 509 cert can be inlined in the CCA Platformtoken using
the x5chai n COSE header paraneter [COSE-X509] at the cost of an
increase in the CCA Platformtoken size. Note that the exact split
bet ween pre-provisioned and inlined certs may vary dependi ng on the
specific deployment. In that respect, x5chain is quite flexible: it
can contain the end-entity (EE) cert only, the EE and a parti al
chain, or the EE and the full chain up to the trust anchor (see
Section 2 of [COSE-X509] for the details).

TODO. |ssue #33 (https://github.com Si nonFrost-Arnmdraft-ffmrats-
cca-token/issues/33) lose followng as 10T centric??
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Constraints around network bandw dth and conputing resources
avail abl e to endpoints, such as network buffers, may dictate a
reasonabl e split point.

7. CCA Attestation Token Verification

To verify the token for the reference profile, the initial need is to
check correct encoding for the token. Primary trust is established
by checking the signing of the CCA Platformtoken CM. The key used
for verification is supplied to the Verifier by an authorized
Endorser along with the corresponding Attester’s Instance ID.  For
the verifier, the CCA PlatformlInstance ID Section 4.4.1 claimis
used to assist locating the key used to verify the signature covering
the CCA Platform CWM token. The verifier can also be supplied with
the information that the key instance has been revoked and is no

| onger valid.

Addi tional validation checks on the token are:

* Checking that the binding between the CCA Platformtoken and the
Real m state token is valid Section 4.10}. This has the side effect
of establishing the trustworthiness of the RAK public key.

* Validating that the Realmstate token is correctly signed by the
RAK.

* Checking that the value of the Ill claimis psa-lifecycle-secured
state. Note that some other values of this claim(psa-lifecycle-
non- psa-r ot - debug and psa-|lifecycl e-recoverabl e-psa-rot states)
may indicate that the attester is only tenporarily unsuitable and
the verifier may choose the to indicate this as a contraindication
rather than a full verification failure. See discussion of the
CCA platformlifecycle in [RW.

The Verifier will typically operate a policy where val ues of sone of
the claims in this profile can be conpared to reference val ues,
registered with the Verifier for a given deploynment, in order to
confirmthat the device is endorsed by the manufacturer supply chain.
The policy may require that the relevant clainms nust have a match to
a registered reference value. Al clains may be worthy of additiona
appraisal. It is likely that nost deploynments would include a policy
with appraisal for the follow ng clains:

* Implenentation ID - the value of the Inplenentation ID can be used
to identify the verification requirenments of the depl oynent.
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* Software Component, Measurement Value - this val ue can uniquely

identify a firmvare rel ease fromthe supply chain. 1n sone cases,
a Verifier my maintain a record for a series of firmware

rel eases, being patches to an original baseline release. A
verification policy may then allow this value to match any point
on that rel ease sequence or expect some mninmmlevel of maturity
related to the sequence.

* Software Conponent, Signer ID - where present in a depl oynent,

this could allow a Verifier to operate a nore general policy than
that for Measurenent Val ue as above, by allowi ng a token to
contain any firmvare entries signed by a known Signer |ID, w thout
checking for a uniquely registered version.

AR4AS| Trustworthiness C ai ns Mappi ngs

[ RATS- AR4SI] defines an informati on nodel that Verifiers can enpl oy
to produce Attestation Results. AR4SI provides a set of standardized
apprai sal categories and tiers that greatly sinplifies the task of
witing Relying Party policies in nulti-attester environments.

The contents of Table 3 are intended as guidance for inplenenting a
PSA Verifier that conputes its results using AR4SI. The table
descri bes which PSA Evidence clainms (if any) are related to which
AR4ASI trustworthiness claim and therefore what the Verifier nust
consi der when deciding if and how to appraise a certain feature
associated with the PSA Attester
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| Trustworthiness | Related PSA cl ains |
| Vector clains | |
[ s sl s
| configuration | Software Conponents (Section 4.6.1) |
Fom oo o m o o oo +
| executabl es | ditto |
o e e e e oo oo et +
| file-system | NA |
o e e e e oo oo e e e e e e e e e e e e e e e e e e e e oo +
| bhardware | I'nplenentation ID (Section 4.4.2) and CCA |
| | Platformconfig (TODO

Fom e o m o e o e +

| instance-identity | Instance ID (Section 4.4.1). The Security |
| | Lifecycle (Section 4.5.2) can al so inpact |
| | the derived identity. |

| I'ndirectly derived from execut abl es, |
| hardware, and instance-identity. The |
| Security Lifecycle (Section 4.5.2) can al so

| be relevant: for exanple, any debug state

| will expose otherw se protected nmenory. |

S TRy . +
| sourced-data | NA |
I IR T T T +
| storage-opaque | Indirectly derived from executabl es, |
| | hardware, and instance-identity. |
o e e e e oo oo e e e e e e e e e e e e e e e e e e e e oo +

Table 3: AR4SI C ai ns nmappi ngs

Thi s docunent does not prescribe what val ue nmust be chosen based on
each possible situation: when assigning specific Trustworthiness
Claimvalues, an inplenentation is expected to follow the algorithm
described in Section 2.3.3 of [RATS-AR4SI].

7.2. Endorsements, Reference Values and Verification Key Materia
The [ CCA- ENDORSEMENTS] defines a protocol based on the [ RATS-CoRI M
data nodel that can be used to convey CCA Endorsenents, Reference
Val ues and Verification Key Material to the Verifier

8. Inplenentation Status

/1l RFC Editor: please renpve this section before publication
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10.

10.

10.

10.

I mpl enent ati ons of this specification are provided by the Trusted
Fi r mvar e- RWM project [TF-RVMM and the Verai son project [Veraison].
These i npl enentations are rel eased as open-source software.
Security and Privacy Considerations
This specification re-uses the EAT specification and therefore the
CW specification. Hence, the security and privacy considerations of
those specifications apply here as well.
Attestation tokens contain infornation that may be unique to a device
and therefore they may allow singling out an individual device for
tracki ng purposes. Deploynents that have privacy requirenments nust
take appropriate measures to ensure that the token is only used to
provi si on anonynous/ pseudonym keys.
I ANA Consi derations
1. CBOR Wb Token d ains Registration
I ANA is requested to make permanent the follow ng clains that have
been assigned via early allocation in the "CBOR Wb Token (CQAI)
Clains" registry [|ANA- O\ .
1.1. Security Lifecycle Caim
* ClaimNane: armplatformsecurity-lifecycle
* CaimDescription: ArmPlatform Security Lifecycle
* JW daimNanme: NA
* (CaimKey: 2395
* C aimVal ue Type(s): unsigned integer
* Change Controller: Hannes Tschofenig TODO |ssue #34
(https://github.com Si nonFrost-Arnidraft-ffmrats-cca-token/
i ssues/ 34) find docunent centric change controller
* Specification Docunment(s): Section 4.5.2 of RFCthis
1.2. Inplenentation ID Caim

* ClaimNane: armplatforminplenmentation-id

* CaimDescription: ArmPlatform I nplenentation ID
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* JW daimNanme: NA

* ClaimKey: 2396

* (O aimVal ue Type(s): byte string

* Change Controller: Hannes Tschofenig

* Specification Docunent(s): Section 4.4.2 of RFCthis
10.1.3. Software Conponents Claim

* ClaimNane: armplatformsoftware-conponents

* ClaimDescription: Arm Pl atform Software Conponents

* JW CaimName: NA

* CaimKey: 2399

* ClaimValue Type(s): array

* Change Controller: Hannes Tschofenig

* Specification Docunent(s): Section 4.6.1 of RFCthis
10.1.4. Verification Service Indicator Caim

* CaimNane: armplatformverification-service-indicator

* ClaimDescription: ArmPlatform Verification Service |ndicator

* JW daimNanme: NA

* (O aimKey: 2400

* CaimValue Type(s): text string

* Change Controller: Hannes Tschof enig

* Specification Docunment(s): Section 4.7.1 of RFCthis
10.1.5. Platform Config Caim

* (CaimNane: armplatformconfig

* CaimDescription: Arm Pl atform Configuration
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10.

10.

10.

JWI C aimNanme: NA

Cl aimKey: 2401

ClaimValue Type(s): byte string
Change Controller: Hannes Tschofenig

Speci fication Document(s): Section 4.5.3 of RFCthis

.6. PlatformHash AlgorithmID dain

Cl ai m Name: arm pl atform hash-algmid

Cl ai m Description: ArmPlatformHash Al gorithmID
JWI C ai m Nane: N A

Cl ai m Key: 2402

Cl aim Val ue Type(s): text string

Change Controller: Hannes Tschofenig

Speci fication Docunment(s): Section 4.7.2 of RFCthis

. 7. CCA Token Pl atform Token Label

Cl ai m Nanme: cca-pl atformtoken-| abel

Cl ai m Description: CCA Token Pl atform Token Label
JWI C aimNanme: NA

ClaimKey: 44234

ClaimValue Type(s): byte string

Change Controller: Hannes Tschofenig

Speci fication Docunent(s): Section 4.1 of RFCthis

.8. Real mPersonalization Value Caim

Cl ai m Name: cca-real mpersonalization-val ue

Cl ai m Description: CCA Real m Personalisation Val ue
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10.

10.

10.

JWI C aimNanme: NA

Cl aim Key: 44235

ClaimValue Type(s): byte string
Change Controller: Hannes Tschofenig

Speci fication Docunment (s): Section 4.8.3 of RFCthis

.9. RealmHash AlgorithmID Caim

Cl ai m Name: cca-real mhash-algmid

Cl ai m Description: CCA Real m Hash Al gorithmID
JWI C ai m Nane: N A

Cl ai m Key: 44236

Cl aim Val ue Type(s): text string

Change Controller: Hannes Tschofenig

Speci fication Docunment(s): Section 4.8.6 of RFCthis

.10. Realm Public Key daim

Cl ai m Nane: cca-real mtpublic-key

Cl ai m Description: CCA Real m Public Key
JWI C aimNanme: NA

Clai m Key: 44237

ClaimValue Type(s): byte string

Change Controller: Hannes Tschofenig

Speci fication Docunment(s): Section 4.8.7 of RFCthis

.11. RealmliInitial Masurement Caim

Cl ai m Nane: cca-real mrinitial -neasurenent

Clai m Description: CCA Realmlnitial Measurenent
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* JW daimNanme: NA

* (ClaimKey: 44238

* (O aimVal ue Type(s): byte string

* Change Controller: Hannes Tschofenig

* Specification Docunent(s): Section 4.8.4 of RFCthis
10.1.12. Real m Extensible Measurenents Caim

* ClaimNanme: cca-real mextensibl e-neasurenents

* (ClaimDescription: CCA Real m Extensible Measurenents

* JW CaimName: NA

* ClaimKey: 44239

* ClaimValue Type(s): array

* Change Controller: Hannes Tschofenig

* Specification Docunent(s): Section 4.8.4 of RFCthis
10.1.13. Real m Public Key Hash AlgorithmID O aim

* C aimNane: cca-real mpublic-key-hash-al gmid

* ClaimDescription: Real mPublic Key Hash AlgorithmID C aim

* JW daimNanme: NA

* O aimKey: 44240

* CaimValue Type(s): text string

* Change Controller: Hannes Tschof enig

* Specification Docunment(s): Section 4.8.8 of RFCthis
10. 1. 14. CCA Token Del egat ed Real m Token Label

* (Clai mNane: cca-platformdel egat ed-real m| abel

* ClaimDescription: CCA Token Pl atform Token Label
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* JW daimNanme: NA
*  (ClaimKey: 44241
* (O aimVal ue Type(s): byte string
* Change Controller: Hannes Tschofenig
* Specification Docunent(s): Section 4.1 of RFCthis

10. 2. Media Types
No new nedia type registration is requested. To indicate that the
transmitted content is a CCA attestation token, applications can use
the application/eat+cwt nedia type defined in [ EAT- MEDI ATYPES] with
the eat profile paraneter set to tag:arm com 2023: cca_pl at for m#1. 0. 0.

10.3. CoAP Content-Formats Registration

I ANA is requested to register a CoAP Content-Format ID in the "CoAP
Cont ent - For mat s" regi stry [l ANA- CoAP- Cont ent - For mat s] :

* Aregistration for the application/eat+cwt nedia type with the
eat _profile paraneter equal to
"tag:armcom 2023: cca_pl atform#l. 0. 0"

The Content-Formats should be allocated fromthe Expert review range
(0-255).

10.3.1. Registry Contents

*  Media Type: ‘application/eat+cw;
eat _profile="tag: arm com 2023: cca_pl at f or n#1. 0. 0"

* Encoding: -
* 1d: To-be-assigned by | ANA
* Reference: RFCthis

*  Media Type: ‘application/eat+cw;
eat _profile="tag:arm com 2023: real m#1. 0. 0"

*  Encoding: -
* |d: To-be-assigned by | ANA

* Reference: RFChis
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Appendi x A.  Exanpl es
The foll owi ng exanpl es show CCA attestation tokens for an
hypot heti cal system conprising a single nunber of software component.

The attesting device is in a lifecycle state (Section 4.5.2) of
SECURED.
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A.1. Del egated Mde

The foll owi ng sanple claimset and token are representative of a CCA
Token using "del egat ed node" described in Section 3.2.

In this nodel, the eat_nonce claimin the Platformtoken contains a
hash of the RAK public key claimin the Real mtoken

Al 1. Pl atform d ai ns Set
The CCA Platformclains set is

====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ===========—=====

265: "tag: arm com 2023: cca_pl at f or n#1. 0. 0",

10: h'\
0D22E08A98469058486318283489BDB36F09DBEFEB1864DF433FAGES4EA2D711’
2396: h’\
7F454C4602010100000000000000000003003E00010000005058000000000000’ ,
256: h"\

0107060504030201000FOEODOCOB0A090817161514131211101F1E1D1C1B1A1918

2401: h' CFCFCFCF |

2395: 12291,

2402: "sha- 256",

2400: "https://verai son. exanpl e/ . wel | - known/ ver ai son/ verification",

2399: [

1:"RSE BL1 2",

5:h'\
5378796307535DF3EC8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’

2:h'\
9A271F2A916B0OB6EE6CECB2426F0B3206EF074578BES5D9BC94F6F3FE3ABSGAA

6: "sha- 256"

H
{

1. "RSE _BL2",
5:h'\
5378796307535DF3EC8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’
2:h"\
53C234E5E8472B6 AC51C1AE1CAB3FEO6FADO53BEBSEBFD8977B010655BFDD3C3’
6: "sha- 256"

}
{

1:"RSE S,

5:h"\
5378796307535DF3EC8DSB15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’

2:h'\
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1121CFCCD5913F0A63FECA0AG6FFDA4EAG4FODC135C66634BA001D10BCF4302A2"
6: "sha- 256"

b
{

1. "AP_BL1",

5:h'\
5378796307535DF3EC8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’

2:h'\
1571B5EC78BD68512BF7830BB6A2A44B2047C7DF57BCE79EBSALICOESBEAOASOT’

6: "sha- 256"

H
{

1."AP_BL2",

5:h'\
5378796307535DF3EC8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’

2:h"\
10159BAF262B43A92D95DB59DAEL1F72C645127301661EOA3CE4E38B295A97C58

6: "sha- 256"

}
{

1:"SCP_BL1",

5:h"\
5378796307535DF3ECSDSB15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’

2:h'\
10122E856B3FCD49F063636317476149CB730A1AA1CFAAD818552B72F56D6F68

6: "sha- 256"

b
{

1. "SCP_BL2",

5:h'\
F14B4987904BCB5814E4459A057EDAD20F58A633152288A761214DCD28780B56

2:h'\
AA67A169BOBBA217AA0AA88A65346920C84C42447C36BASF7EAG65F422C1FESDS

6: "sha- 256"

H
{

1."AP_BL31",

5:h'\
5378796307535DF3EC8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’

2:h"\
2E6D31A5983A91251BFAE5AEFA1ICOA19D8BA3CF601DOESA706B4CFA9661A6B8SA" ,

6: "sha- 256"

}
{

1:"RVM',

5:h"\
5378796307535DF3EC8DSB15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’

2:h'\
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A1FB50E6C86FAEL679EF3351296FD6713411A08CF8DD1790A4FDOSFAEB688164°
6: "sha- 256"

b
{

1:"HW CONFI G',

5:h'\
5378796307535DF3EC8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’

2:h'\
1A252402972F6057FA53CC172B52B9FFCAG698E18311FACDOF3BO6ECAAEF79EL7

6: "sha- 256"

H
{

1. " FW CONFI G',

5:h'\
5378796307535DF3EC8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’

2:h"\
9A92ADBCOCEE38EF658C71CE1B1BF8C65668F166BFB213644C895CCB1ADO7A25

6: "sha- 256"

}
{

1:"TB_FW CONFI G',

5:h"\
5378796307535DF3ECSDSB15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’

2:h'\
238903180CC104EC2C5D8B3F20C5BC61B389ECOA967DF8CC208CDC7CD454174F

6: "sha- 256"

b
{

1: "SOC _FW CONFI G',

5:h'\
5378796307535DF3EC8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’

2:h'\
E6C21E8D260FE71882DEBDB339D2402A2CA7648529BC2303F48649BCE0380017’

6: "sha- 256"

}

]
}

Al 2. Real m C ai s Set

The CCA Realmclains set is
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

265: "tag:armcom 2023:real m#1.0.0", / eat _profile /

10: h'\
6E86D6D97CC713BC6DD43DBCE491A6B40311C027A8BF85A39DA63E9CE44C132A8A11\
9D296 FAE6A6999E9BF3E4471B0CE01245D889424C31E89793B3B1D6B1504" , / \

eat _nonce /

44236: "sha-256", / Real m hash al gorithm/

44240: "sha-256", / RAK hash algorithm/

44235: h’'\
54686520717569636B2062726F776E20666F78206A756D7073206F76657220313320\
6C617A7920646F67732E54686520717569636B2062726F776E20666F7820', / PV /

44237: << { | RAK/

1. 2, | kty=EC2 /
-1: 2, | crv=P-384 /
-2: h'\
76F988091BE585ED41801AECFAB858548C63057E16B0E676120BBDOD2F9C29E056 C5\
D41A0130EB9C21517899DC23146B' , / x-coordi nate /
-3: h'\
28E1B062BD3EA4B315FD219F1CBB528CB6E74CA49BEL6773734F61A1CA61031B2BBF\
3D918F2F94FFCA4228E50919544AF |/ y-coordi nate /

} >>,
44238: h’'\
311314AB73620350CF758834AE5C65D9E8C2DC7 FEBEGE7DO654BBES64E300D49" , |\
/| RRM/
44239: |
h'\
24D5B0A296CC05CBD8068C5067C5BD473B770DDA6AEOS2FE3BA30ABE3F9AGABL’ , \
/ REM O] /
h'\
788FC090BFC6BSED903152BA8414E73DAF5B8C7BB1E79AD502AB0699B659ED16’ , \
/ REM 1] [/
h'\
DAC46A58415DC3A00D7A741852008E9CAEG64F52D03BOF76D76F4B3644FEFCA416" , \
| REM 2] /
h'\
32C6AFC627E55585C03155359F331A0E225F6840DB947DDO6EFABS1BE2671939" |\
/| REM 3] /
1.
44241: "private" | MeC policy /
}
3. PlatformAttestati on Key

The COSE Key representation of the Platform Attestati on Key (PAK)
used for creating the COSE Signl signature over the CCA Platform
token is
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

[ kty [ 1. 2, [ EC2/
[ crv [ -1. 2, | P-384/
/| x-coordinate / -2: h'\
212867C52E2B9508B0A420A90560F394D2DFAA21BDD7514FF1A901AFE7ELF78BB11D\
4E66F8ABA3BAFA7T6AF6A31CADESC ,
|/ y-coordinate / -3: h'\
84CE2DAFC9964258B53FAD718774F45620D111B176E8318E1187DB0235A318D37BA5\
97FEESOEOE4AC762A12BCB3EAGEDS’
/[ private key / -4: h'\
8AC090C995869F61ACL358F02B021A26 AB6EB386203AC735D7CE9855538B91F74C44\
BOD580243EFB799A293DCBAA0899’
}

A.1.4. RealmAttestati on Key

The COSE Key representation of the Real m Attestati on Key (RAK) used
for creating the COSE Signl signature over the CCA Real mtoken is

=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

[ kty I 1. 2, [ EC2/
[ crv [ -1. 2, [ P-384 ]/
/| x-coordinate / -2: h'\
76F988091BE585ED41801 AECFAB858548C63057E16BOE676120BBDOD2F9C29E056C5\
D41A0130EB9C21517899DC231468B'
/| y-coordinate / -3: h'\
28E1B062BD3EA4B315FD219F1CBB528CB6E74CA49BEL6773734F61A1CA61031B2BBF\
3D918F2F94FFCA228E50919544AF" ,
[ private key / -4: h'\
2011C7/FO3CEE4325176E524F033C0CELE21A76E6C1A4FOB839AA1DF61EOEBASCBAOS5\
740F9B69EFA7EB1A4185BD117F68’
}

A.1.5. Signed and Bound Assenbly
The resulting CMWVW col lection is
=============== NOTE: '\’ |ine wapping per RFC 8792 ================
399({

44234: << 18([
h’ A1013822"

{1

<< {
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265:"tag: arm com 2023: cca_pl at f orn#1. 0. 0",
10: h'\
0D22E08A98469058486318283489BDB36F09DBEFEB1864DF433FAGES54EA2D711"
2396: h’\
7F454C4602010100000000000000000003003E00010000005058000000000000’ ,
256: h' \
0107060504030201000FOEODOCOB0A090817161514131211101F1E1D1C1B1A1918’
2401: h’ CFCFCFCF'
2395: 12291,
2402: "sha- 256",
2400: "https: //verai son. exanpl e/ . wel | - known/ ver ai son/\
verification",
2399: [

1:"RSE BL1 2",
5:h"\
5378796307535DF3ECS8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’
2:h'\
9A271F2A916B0OB6EE6CECB2426F0B3206EF074578BES5D9BC94F6 F3FE3ABS6AA
6: "sha- 256"
b,
{

1: "RSE BL2",

5:h'\
5378796307535DF3EC8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’ ,

2:h'\
53C234E5E8472B6AC51C1AE1CAB3FEO6FADOS3BEBSEBFD8977B010655BFDD3C3’

6: "sha- 256"

H
{

1. "RSE_S",
5:h'\
5378796307535DF3EC3D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’ ,
2:h"\
1121 CFCCD5913F0A63FECA0A6FFD44EA64FIDC135C66634BA001D10BCF4302A2"
6: "sha- 256"

}
{

1:"AP_BL1",
5:h"\
5378796307535DF3EC8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’
2:h'\
1571B5EC78BD68512BF7830BB6A2A44B2047C7DF57BCE79EBSA1COESBEAOAS0L
6: "sha- 256"
b,
{

1:"AP_BL2",
5. h"\

Frost, et al. Expi res 4 Septenber 2025 [ Page 48]



Internet-Draft CCA Reference Attestation Token March 2025

5378796307535DF3EC8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’
2:h'\
10159BAF262B43A92D95DB59DAE1F72C645127301661E0A3CE4E38B295A97C58
6: "sha- 256"
} 1
{

1."SCP_BL1",
5:h'\
5378796307535DF3EC8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’
2:h"\
10122E856B3FCD49F063636317476149CB730A1AA1CFAAD818552B72F56D6F68
6: "sha- 256"
b,
{

1:"SCP_BL2",
5:h"\
F14B4987904BCB5814E4459A057ED4AD20F58A633152288A761214DCD28780B56
2:h'\
AAG67A169BOBBA217AA0AA88A65346920C84C42447C36BASF7EA65F422C1FESDS
6: "sha- 256"
b,
{

1:"AP_BL31",
5:h'\
5378796307535DF3EC8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’
2:h'\
2E6D31A5983A91251BFAE5AEFA1COA19D3BA3CF601DOESA706B4CFA9661A6B8SA" ,
6: "sha- 256"
b,
{

1:"RW',
5:h'\
5378796307535DF3EC8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’
2:h"\
A1FB50E6C86FAE1679EF3351296FD6713411A08CF8DD1790A4FDO5FAES8688164
6: "sha- 256"
b,
{

1: " HW CONFI G',
5:h"\
5378796307535DF3ECSD8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’
2:h'\
1A252402972F6057FA53CC172B52B9FFCA698E18311FACDOF3BO6ECAAEF79ELT’
6: "sha- 256"
} il
{

1. "FW CONFI G',
5. h"\
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5378796307535DF3EC8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’
2:h'\

9A92 ADBCOCEE38EF658C71CE1B1BF8C65668F166BFB213644C895CCB1ADO7A25’
6: "sha- 256"

H
{

1."TB_FW CONFI G',

5:h'\
5378796307535DF3EC8D8B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’

2:h"\
238903180CC104EC2C5D8B3F20C5BC61B389ECOA967DF8CC208CDC7CD454174F

6: "sha- 256"

}
{

1: " SOC_FW CONFI G',
5:h"\
5378796307535DF3EC8D38B15A2E2DC5641419C3D3060CFE32238C0FA973F7AA3’
2:h'\
E6C21E8D260FE71882DEBDB339D2402A2CA7648529BC2303F48649BCE0380017’
6: "sha- 256"
}
]

1 o>>,

h'\
31D04D52CCDE952C1E32CBA181885A40B8CC38E0528C1E89589807642AA5E3F2BC37\
F95374506BFFAD2EABE7063CAD72419270C722E8DADI3EES8B6COFACE3B43C9761A49\

941AB6F38FFDFF496 AD463B4CBFAL1D83E23E31F7F62329DE30C1CC8’

1) >>,

44241: << 18([
h’ A1013822’
{1
<< {
265: "tag: arm com 2023: real m#1. 0. 0",
10: h'\
6E86D6DO7CC713BC6DD43DBCE491A6B40311C027A8BF85A39DA63E9CE44CL32A8A11\
9D296FAE6AG999E9BF3E4471B0CE01245D0889424C31E89793B3B1D6B1504"
44236: "sha- 256",
44240: "sha- 256",
44235: h' \
54686520717569636B2062726F776E20666F78206A756D7073206F76657220313320\
6C617A7920646F67732E54686520717569636B2062726F776E20666F7820° ,
44237: h'\
A40102200221583076F988091BE585ED41801 AECFAB858548C63057E16BOE676120B\
BDOD2F9C29EQ056C5D41A0130EB9C21517899DC23146B22583028E1B062BD3EA4B315\
FD219F1CBB528CB6E74CA49BEL16773734F61A1CA61031B2BBF3DO18F2F94FFCA228E\

50919544AF
44238: h' \
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311314AB73620350CF758834AE5C65D9E8C2DC7 FEBEGE7D9654BBES64E300D49’
44239: |
h'\
24D5B0A296CC05CBD8068C5067C5BD473B770DDA6AEO82FE3BA3S0ABE3F9AGABL
h'\
788FC090BFC6BBED903152BA8414E73DAF5B8C7BB1E79AD502AB0699B659ED16’
h'\
DAC46A58415DC3A00D7A741852008E9CAE64F52D03B9F76D76F4B3644FEFCA16’
h'\
32C6AFC627E55585C03155359F331A0E225F6840DB947DDO6EFAB81BE2671939
]

1 >,

h'\
580B1DEA32D30AC6884C86B39CBEOFCBO03BDO0ODF5103F9BAB01386A46 A3BA8143E27\
ED6DA4EBODOA2724ABDF9640C09462FACE6GDF186909DFAGEB131E3A7918276077ACDA\

B8 ASBBDECA6BOEAAFAB66E1439C1371FA4FB1D6AAC047481B5DC75DD46°
1) >>

)

whi ch has the foll owi ng basel6 encodi ng:

d9018f a219acca5905eed28444a1013822a0590581a91901097823746167
3a61726d2e636f 6d2¢c323032333a6363615f 706c6174666f 726d23312e30
2e300a58200d22e08a98469058486318283489bdb36f 09dbef eb1864df 43
3f a6e54ea2d71119095¢58207f 454c460201010000000000000000000300
3e0001000000505800000000000019010058210107060504030201000f Oe
0d0c0b0a090817161514131211101f 1e1d1c1b1al191819096144cf cf cf cf
19095b193003190962677368612d323536190960783a68747470733a2f 2f
7665726169736f 62e6578616d706c652f 2e77656¢c6c2d6b6e6f 776e2f 76
65726169736f 6e2f 766572696669636174696f 6€19095f 8da40169525345
5f 424¢315f 320558205378796307535df 3ec8d8bl15a2e2dc5641419¢3d30
60cf e32238c0f a973f 7aa30258209a271f 2a916b0b6ee6cech2426f 0b320
6ef 074578be55d9bc94f 6f 3f e3ab86aa06677368612d323536a401675253
455f 424¢320558205378796307535df 3ec8d8b15a2e2dc5641419¢3d3060
cfe32238c0f a973f 7aa302582053c234e5e8472b6ac51claelcab3f e06f a
d053beb8ebf d8977b010655bf dd3¢c306677368612d323536a40165525345
5f 530558205378796307535df 3ec8d8b15a2e2dc5641419¢c3d3060cf e322
38c0f a973f 7aa30258201121cf ccd5913f 0a63f ec40a6f f d44eab64f 9dc13
5c66634ba001d10bcf 4302a206677368612d323536a4016641505f 424c31
0558205378796307535df 3ec8d8b15a2e2dc5641419¢3d3060cf e32238c0
f a973f 7aa30258201571b5ec78bd68512bf 7830bb6a2a44b2047c7df 57bc
e79eb8alc0e5beala50106677368612d323536a4016641505f 424¢c320558
205378796307535df 3ec8d8b15a2e2dc5641419¢3d3060cf €32238¢c0f a97
3f 7aa302582010159baf 262b43a92d95db59daelf 72c645127301661e0a3
ce4e38b295a97¢c5806677368612d323536a401675343505f 424¢31055820
5378796307535df 3ec8d8b15a2e2dc5641419¢c3d3060cf e32238c0f a973f
7aa302582010122e856b3f cd49f 063636317476149cb730alaalcf aad818
552b72f 56d6f 6806677368612d323536a401675343505f 424c32055820f 1
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4b4987904bch5814e4459a057ed4d20f 58a633152288a761214dcd28780b
56025820aa67a169b0bba217aa0aa88a65346920c84c42447c36basf 7eab
5f 422c1f e5d806677368612d323536a4016741505f 424c33310558205378
796307535df 3ec8d8b15a2e2dc5641419¢3d3060cf €32238c0f a973f 7aa3
0258202e6d31a5983a91251bf aeb5aef alc0al9d8ba3cf 601d0e8a706b4cf
a9661a6b8a06677368612d323536a40163524d4d0558205378796307535d
f 3ec8d8bl15a2e2dc5641419¢c3d3060cf €32238c0f a973f 7aa3025820al1f b
50e6c86f ae1679ef 3351296f d6713411a08cf 8dd1790a4f dO5f ae8688164
06677368612d323536a4016948575f 434f 4e464947055820537879630753
5df 3ec8d8b15a2e2dc5641419¢c3d3060cf e32238c0f a973f 7aa30258201a
252402972f 6057f a53cc172b52b9f f ca698e18311f acdOf 3b06ecaaef 79e
1706677368612d323536a4016946575f 434f 4e4649470558205378796307
535df 3ec8d8b15a2e2dc5641419¢3d3060cf €32238c0f a973f 7aa3025820
9a92adbcOcee38ef 658c71celblbf 8c65668f 166bf b213644c895cchladO
7a2506677368612d323536a4016c54425f 46575f 434f 4e46494705582053
78796307535df 3ec8d8b15a2e2dc5641419¢3d3060cf e32238¢c0f a973f 7a
a3025820238903180cc104ec2c5d8b3f 20c5bc61b389ec0a967df 8cc208c
dc7cd454174f 06677368612d323536a4016d534f 435f 46575f 434f 4e4649
470558205378796307535df 3ec8d8b15a2e2dc5641419¢c3d3060cf €32238
c0f a973f 7aa3025820e6c21e8d260f e71882debdb339d2402a2ca7648529
bc2303f 48649bce038001706677368612d323536586031d04d52ccde952¢
1e32cbhal81885a40b8cc38e0528c1e89589807642aa5e3f 2bc37f 9537450
6bf f 4d2e4be7063c4d72419270c722e8d4d93ee8b6¢c9f ace3b43c9761a49
941ab6f 38f f df f 496ad463b4cbf a11d83e23e31f 7f 62329de30cl1lcc819ac
d159024ed28444a1013822a05901e1a8190109781¢c7461673a61726d2e63
6f 6d2c323032333a7265616c6d23312e302e300a58406e86d6d97cc713bc
6dd43dbce491a6b40311c027a8bf 85a39da63e9ce44c132a8a119d296f ae
6a6999e9bf 3e4471b0ce01245d889424c31e89793b3b1d6b150419accc67
7368612d32353619acd0677368612d32353619acch584054686520717569
636b2062726f 776e20666f 78206a756d7073206f 766572203133206c617a
7920646f 67732e54686520717569636b2062726f 776e20666f 782019accd
586ba40102200221583076f 988091be585ed41801aecf abh858548c63057¢
16b0e676120bbd0d2f 9c29e056¢c5d41a0130eb9c21517899dc23146b2258
3028e1b062bd3eadb315f d219f 1cbb528ch6e74ca49bel6773734f 61alca
61031b2bbf 3d918f 2f 94f f c4228e50919544ael19acce5820311314ab7362
0350cf 758834ae5c65d9e8c2dc7f ebe6e7d9654bbe864e300d4919accf 84
582024d5b0a296¢cc05chd8068¢c5067c5bd473b770dda6ae082f e3ba30abe
3f 9a6ab15820788f c090bf c6b8ed903152ba8414e73daf 5b8c7bble79ad5
02ab0699b659ed165820dac46a58415dc3a00d7a741852008e9caeb4f 52d
03b9f 76d76f 4b3644f ef c416582032c6af c627e55585¢c03155359f 331a0e
225f 6840db947dd96ef ab81be26719395860580b1dea32d30ac6884c86b3
9cbeOf cb03bd00df 5103f 9bab01386a46a3ba8143e27ed6d4eb0d0a2724a
bdf 9640c09462f ace6df 186909df a6eb131e3a7918276077acdab8a8bdec
abbOeaaf ab66e1439¢1371f 4f bld6aac047481b5dc75dd46
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A.2. D rect Mde

The foll owing sanple claimsets and the resulting CCA Token are
representative of a CCA Token using "direct node" (Section 3.1).

In "direct node" the eat_nonce claimin the Platformtoken contains a
hash of the Real mclains set, which includes verifier-provided
chal | enge dat a.
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