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Abstract

A description of how entities wishing to validate a Verified Mark
Certificate (VMC) should retrieve and validate these docunents.

Thi s docunent is a conmpanion to BIM core specification, which should
be consul ted al ongside this docunent.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Novenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents

Chuang, et al. Expi res 2 Novenber 2026 [ Page 1]



I nternet-Draft fetch_and validation_of vnt May 2026

extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Brands I ndicators or |ogos help people visually recogni ze products
and services, and consequently their providers. 1In the context of
email, it can help users understand who a sender is. Brand

I ndicators for Message Identification is a specification as described
in [I-D.blank-ietf-bim] for senders to associate and provi de brand
Indicators to email. As noted in that docunent’s security

consi derations, the potential for abuse with brand indicators is
high, and in particular a risk for |ook-alike domai ns and copycat
indicators. One way to nmitigate abuse is to validate brand ownership
of sone Indicators by sone third-party and have that validation
provably denonstrated through an X 509/ PKI X [ RFC5280] certificate as
an evidence docunment [|-D.blank-ietf-bini]. W call such
certificates containing Indicators that neet the profile described
later in this docunment Verified Mark Certificate (VMJ). This
docunent provides a specification on how email receivers working on
behal f of emmil users can fetch VMC fromthe Internet and how t hey
can validate the content of the VMC. Wth this, the email receiver
can prove that the VMC was indeed issued by some trusted third-party
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such as a Certification Authority (CA).
2. Term nol ogy

BIM: Brand Indicators for Message ldentification (BIM)
specification [I-D. blank-ietf-bim] that conbi nes DMARC- based nessage
aut hentication with cryptographic methods to ensure the identity of a
sender.

BI M Evi dence Docunent: A docunent published by a Mark Verifying
Authority (MVA) which in the context of a Verified Mark Certificate
(VM) is a Certification Authority (CA) to assert evidence of
verification.

Emai | Receivers: The entity or organization that receives and
processes enmail. Miil Receivers operate one or nore Internet facing
Mai | Transport Agents (MIAs).

End entity certificate: A non-CA certificate representing a user (or
domai n) of the PKI certificates.

Indicator: A brand indicator displayed on a Mail User Agent (MJA
e.g., an enmil client) when the sender’'s email neets the BIM
specification requirenments. The brand | ogo and other associ ated
identity information is parsed fromthe Verified Mark Certificate.
I medi ate i ssuing CA certificate: A non-root CA certificate that

i ssues end entity certificates.

Root certificate: A self-signed CA certificate issued by the root CA
toidentify itself and to facilitate verification of certificates
i ssued by Subordi nate CAs.

Verified Mark Certificate (VMO): An end entity certificate that neets
the profile specified in this docunent and the Verified Mark
Certificate Guideline document.

3. Fetch of Verified Mark Certificate

This section normatively describes the actions needed to receive and
handle BIM identified nessages using Verified Mark Certificates that
is built on the protocol described in the [I-D. blank-ietf-bim].
Recei vers use these specified processes to fetch Verified Mark
Certificates securely, and then to validate the certificates and
their enbedded Indicators. |If all requirenents are met, receivers
may then display the Indicators. Details of these steps are

descri bed bel ow, and the indicator display procedure is described

her e.
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3.1. BIM Assertion Record

The sender decl ares associating BIM to a domain via an Assertion
record as normatively described by [I-D.blank-ietf-bim]. That
record describes the BIM policy and that policy nay include a neans
to find the BIM Indicator via the publication of evidence docunents.
The enmil receiver uses [RFCL035] to look for the publication of the
Assertion record as well as the lack of publication when [ RFC1035]
returns NXDOVAIN. Assertion records containing the "a=" tag and
associ ated popul ated val ue indicates that a sender has published a
BIM evidence docunent for use with that domain such a Verified Mark
Certificate. The evidence docunent nmay be found at a hosting service
specified by the URI in the value. The rest of this docunent
describes the process for fetching and validating the Verified Mark
Certificate with the clarification that other types of evidence
docunent will have their own specification for fetch and validation

3.2. Verified Mark Certificate Fetch

Verified Mark Certificates, in this specification, are published by
the sender’s web hosting service. The service MJST use HITPS
protocol and SHOULD use TLS version v1.2 [ RFC5246] or newer to avoid
protocol security bugs with earlier versions of TLS. That secure TLS
connecti on MJST be established by using the protocol specified in

[ RFC8446]. The TLS certificate MJST have a valid issuance path to
some client trusted server root CA certificate using the procedures
in [ RFC5280] .

3.3. Fetch Formt

Certificates fetched fromthe hosting service MIST be in PEM encodi ng
[RFC7468]. To facilitate X 509/ PKI X certificate issuance validation,
the full issuance chain up to and optionally including the root CA
certificate, MJST be present. The downl oaded file SHOULD be ordered
by starting with the Verified Mark Certificate, followed by its

i ssuer CA certificate and potential successive issuers all the way to
the optional root CA certificate. |If the certificates appear out of

i ssuance order, contain duplicates or nore than one VMC, the receiver
may choose to reject the validation. The filenane specified of the
BIM Assertion record "a=" tag URI SHOULD have a ".pent file nane
extension. Email receivers MAY cache the certificates and other

evi dence docunments, and if so the receivers SHOULD set a Time-To-Live

(TTL) on the cache entries as well as index by URI. This docunent
intentionally does not specify what that TTL value is. |[If the sender
wants force a certificate update, the sender MAY change the URI to a
new uni que location that will "bust the cache"
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4. \Verified Mark Certificate Profile

The profile describes the nmetadata contained within the Verified Mark
Certificate. This section normatively describes a subset of the
Verified Mark Certificate profile that pertains to the certificate

i ssuance and validity verification. The remaining content of the VMC
profile is defined via guidance docunents fromthe Authindicators
(aka BIM) Wrking Goup, and in particular the process for obtaining
that content (with sone overlap). For exanple, while this section
defines a requirenent for the VMC to contain the Logotype extension,
the Authindicators’ VMC Cuidelines docunent defines the content of
the | ogotype extension. The follow ng section describes the VMC
profil e checks using the profile described here as part of the VMC
val i dati on process.

4.1. Logotype Extension

Verified Mark Certificates MJUST use | ogotype extension to carry the
Indicators in the certificate as specified in [RFC3709]. That RFC

uses secure URIs to specify the Indicators, and this specification

calls for the Indicators to be enbedded directly in the certificate
via a DATA URI as defined by [ RFC6170] and [ RFC2397].

4.2. SVG Indicators

The I ndicators i mage format MJST be SVG (an open WBC specification)
as this helps with supporting different display resolutions that
likely change in the future as SVGis a vectorized (neaning

di mensionless) format. W believe that constraining the Indicators
to a single image type will help with interoperability. This SVG
MUST use the secure profile as defined by [ RFC6170]. Non-
normatively, to reiterate the secure profile defined there, it is
sunmari zed as:

* Use SVG Tiny profile
No scri pt
* No external resource references

Additionally this docunment normatively specifies additional security
restrictions on the SVG formatting as defined in
[1-D.svg-tiny-ps-abrotman]. The SVG MJST be conpressed to be space
efficient, and base64 encoded for the DATA URI encodi ng as defined by
[ RFC6170] and [ RFC2397].
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4.3. BIM Domain

A Verified Mark Certificate MIST define one or nore Subject

Al ternative Name (SAN) extension dNSNanme domai n as defined by

[ RFC5280] that identifies the location of the BIM Assertion record
that was used to fetch the VMC. There may be stronger properties
that can be said about the rel ationship between the VMC and t he
Assertion record depending on the validation done on dNSNane, but
that is outside the scope of this document. The domai n nane may
either be the author or organizational name as defined in

[1-D. blank-ietf-bim] i.e. the Assertion record domain wthout the
BI M header selector or "default" selector and without the " _bim"
wel | -known | abel, nmeaning that it matches agai nst any BIM header
sel ector including "default”. Alternatively the domain nanme nmay
specify also the BIM header selector or "default"” selector along
with the " bim" well-known |abel, and will only match agai nst that

specific selector. |If the domain is internationalized, it MJST
foll ow canoni calization procedure specified in section 7.2 of
[ RFC5280] .

4.4. BIM Extended Key Usage

Thi s docunent describes a new [ RFC5280] Extended Key Usage QO D that

identifies Verified Mark Certificate as id-Kkp-

Br andl ndi cat orf or Messagel dentification. Certificates conforning to

the Verified Mark Certificate profile is distinguished by using this
ext ended key usage.

i d- kp- Brandl ndi cat or f or Messagel dentification OBJECT IDENTIFIER ::= {id-kp 31 } AOD.

Verified Mark Certificates MJUST contain an Extended Key Usage
extension with the id-kp-Brandl ndi catorforMessagel dentification O D.
Also the CA certificate representing the inmedi ate issuer of Verified
Mark Certificates MUST al so contain an Extended Key Usage extension
wi th the id-kp-Brandl ndi catorforMessagel dentification O D designating
its usage.

4.5. Validity

A Verified Mark Certificate MJST specify a certificate validity
period using the notBefore and not After fields. It MJST al so define
a location to check for certificate revocation using a Certificate
Revocation List (CRL) Distribution Point and that is encoded in the
VMC as a [ RFC5280] cRLDi stributionPoints extension.
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4.6. Certificate Transparency

CT as specified provides transparency for the issued certificates.
The Verified Mark Certificate MIUST be logged to a set of Certificate
Transparency (CT) logs, and the proof of that |oggi ng nust be present
inthe certificate as a [ RFC6962] SCT extension. The SCT extension
MUST contain one or nore SCTs.

5. Validation of Verified Mark Certificate

Verified Mark Certificates provide the nmeans to securely authenticate
as well as identify the third-party Mark Verifying Authority which in
this case is a Certification Authority by verifying the issuance
chain. It also provides the means to associate the Verified Mrk
Certificate to the BIM Assertion record. This section concludes
with a BIM validation procedure for determ ning whether the VMCis
valid or not. This should be used as part of a procedure in

determ ning whether to display a BIM Indicator based on a VMC

5. 1. | ssuance and Profile Verification

To ensure the correctness of that certificate information, the
receiver verifies the authenticity of the certificate, its validity
and that it is a Verified Mark Certificate. After the certificate is
downl oaded, the receiver MJST validate the certificate with the

foll owi ng procedure:

1. Validate the authenticity of the certificate by checking the
certificate signatures, that the end-entity certificate issuance
chain | eads back to sone BIM root CA certificate, and confirm
menbership of the root CA certificate in the receiver’s trusted
BIM root set follow ng the path validation procedures specified
in section 6.1 of [RFC5280]. The downl oaded certificates MJST
contain all internediate CA certificates up to but not
necessarily including the root certificates.

2. Check the validity of the certificates in the certificate chain
using the procedures in section 4.1.2.5 of [RFC5280].

3. Check that the certificates in the certificate chain are not
revoked using the procedures in section 6.3 of [RFC5280]. The
end-entity certificate MIUST identify the CRL by a
cRLDi stributionPoints extension

4. Validate the proof of CT logging. The receiver MJST find one or
nmore SCTs, and validate that they are signed by a CT |og
recogni zed by the receiver using the procedures in [ RFC6962].
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5. Verify that the end-entity certificate is a Verified Mark
Certificate. The certificate MJST contain an Extended- Key- Usage
extension, and that it contains extended-key-usage is id-kp-

Br andl ndi cat or f or Messagel dentification. The entity certificate
must contain a | ogotype extension, and that it contains a SVG as
described in [#svg_indicators].

5.2. VMC Dommin Verification

Next the receiver checks VMC SAN dNSNane domai n name relationship to
the Assertion Record dormain name, to denonstrate that they nutually
identify each other. The follow ng procedure allows the dNSNanme to
either specify and thus match agai nst the Assertion Record’ s donain
nane only, or selector + domain name. To do this, the receiver
creates two domain nanme sets: 1) selector-set and 2) domain-set. The
receiver iterates over the VMC SAN dNSNanme domai n nanmes and adds them
to the domain nane sets as foll ows.

* |f the domain nanme contains "_binm" i.e. prefixed with the |abels
<sel ector>. bim, add to selector-set.
* (Otherw se add the domain nane to domain-set.

Then check if the Assertion record domain matches by checking the
fol |l owi ng:

* Check if the Assertion record author or organi zational domain
nanes as defined in [draft-blank-ietf-bim-01], which includes the
<selector>. _bim prefix, is present in the selector-set. |If
found, the VMC Domain Verification is considered to match.

* Check if the remaining Assertion record author or organizationa
domain nane is present in the domain-set. |f found, the VMC
Domain Verification is considered to match.

If internationalization is present, the receiver MJST canonicalize
the donmai n nanes using the internationalization procedures specified
in section 7.2 of [RFC5280].

5.3. Validation of VMC Evi dence Docunent

The foll owi ng procedure conbi nes the above steps to determ ne whether
a VMC contains a valid BIM Evidence Docunment. This should be a part
of a larger receiver defined procedure to determ ne whether to
display a BIM Indicator that nay take into account other receiver
specific signals such as reputation
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As a preanble, consider if the receiver supports VMC validation and
an Assertion Record is found which has BIM VMC |l ocation in the "a="

tag value. |If so then validate the VMC using the follow ng

al gorithm

1. Use the mechanismin the "a=" tag location to retrieve the VM,
this MUST be a URl with HTTPS transport.

2. If the TLS connection setup as described in
[#verified_mark_certificate fetch] fails, then validation returns
with an error.

3. If the evidence docunent does not contain a single valid VMC
certificate chain then validation returns with an error

4. Validate the VMC path validation procedure described in
[ #i ssuance_and_profile_verification]. |If path validation fails
then validation returns with an error

5. Validate the VMC Donmain relationship to the Assertion record as
described in [#VMC dormain_verification] i.e. matches. |f the VMC
Domain is not related to the Assertion record, then validation
returns with an error

6. Retrieve the SVG Indicator fromthe [Logotype] Extension (oid
1.3.6.1.5.5.7.1.12) of the validated VMC

7. Optionally, the receiver MAY choose to retrieve the SVG | ndi cat or
fromthe URI specified in the |=tag |ocation of the Assertion
Record and conpare this to the SVG I ndi cator enbedded within the
VMC. The receiver MAY fail validation if these Indicators
differ.

8. Validate the certificate neets the remaining profile
specification of the VMC as described in
[#verified mark certificate profile], otherw se validation
returns with an error

9. Proceed to the Indicator Validation as described in section 8.6
in[l-D blank-ietf-bim].

6. Appendi x
6.1. | ANA Consi derations

IANA is kindly requested to reserve the follow ng assignments for:

* The LAMPS-Bim -Certificate-2018 ASN.1 nodule in the "SM Security

for PKI X Ext ended Key Purpose" registry (1.3.6.1.5.5.7.3).

* The BIM certificate extended key usage (1.3.6.1.5.5.7.3.31)
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