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Abst r act

Thi s docunent defines the Apertol D-Signature HTTP header field, which
enabl es Al agents to cryptographically prove their identity on each
HTTP request. The agent signs the request method, target URL, body
hash, and identity metadata using an Ed25519 private key whose
correspondi ng public key is published in DNS via the ApertolD
protocol [APERTO D-DNS]. The nechani sm provi des request-| evel
identity verification, action binding (the signature is tied to the
specific nethod and URL), and replay protection via tinestanps and
nonces.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

The Apertol D protocol [APERTO D-DNS] enabl es domain owners to declare
aut horized Al agents in DNS, including publishing Ed25519 public keys
for agent identity verification. However, publishing a key in DNS
only establishes which key bel ongs to which agent — it does not prove
that a particular HITP request was made by the hol der of that key,

nor does it bind the signature to the specific action being

per f or nmed.
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Thi s docunent defines the Apertol D-Signature HTTP header field, which
cl oses both gaps. When an agent makes an HTTP request (e.g., to an
MCP server, an APlI, or any HITP service), it includes this header
contai ning an Ed25519 signature over the request nethod, target URL
body hash, and identity netadata. The receiving service can then
verify the signature against the public key published in the agent’s
Apertol D DNS record, confirnming both that the request originates from
the aut horized agent AND that the signature applies to this specific
request — not a different endpoint, not a different nmethod, not a

di fferent body.

Thi s mechani smis anal ogous to DKIM signatures for enmmil: DKIM key
records are published in DNS, and DKI M signatures are attached to
emai | nessages. Simlarly, ApertolD key records are published in DNS
(per [APERTO D-DNS]), and Apertol D-Signhature headers are attached to
HTTP requests (per this docunent).

1.1. Relationship to HTTP Message Si gnatures

HTTP Message Signatures [RFC9421] provides a general - purpose
framework for signing HITP nessages. Apertol D-Signhature does not use
RFC 9421 for the follow ng reasons:

* RFC 9421 requires structured headers (RFC 8941) support, conponent
identifiers, algorithmnegotiation, and signhature netadata — al
of which add inplenmentation conplexity that is unnecessary for the
si ngl e- purpose case of agent identity verification with a fixed
al gorithm

* Apertol D Signature uses DNS-based key di scovery (the public key is
in the agent’s DNS TXT record), which does not map to RFC 9421’ s
key resol ution nodel

* ApertolD-Signature is designed to be inplenentable as a drop-in
m ddl eware in under 100 lines of code in any |anguage, w thout
requi ring an RFC 9421 |ibrary.

However, Apertol D-Signature follows RFC 9421's principle of binding
signatures to specific request components. The signing input

i ncludes the HTTP met hod and request target (path + query), ensuring
that a signature is valid only for the specific action it was created
for.
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1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. The Apertol D Sighature Header Field
2.1. Header Syntax

The Apertol D-Signature header field contains senicol on-separated tag-
val ue pairs. The formal grammar uses ABNF [ RFC5234]:

Apert ol D- Si gnat ure: d=exanpl e. com s=l eadhunter;
t=1711100000; n=alb2c3d4e5f 6;
si g=<base64- ed25519- si gnat ur e- 88char s>

2.2. ABNF Definition

apertoi d-sig-hdr = "Apertol D-Signature” ":" OAS sig-value OAS
si g-val ue = domain-tag ";" SP selector-tag ";"
SP tinmestanp-tag ";" SP nonce-tag ";"

SP signature-tag
"d=" domai n- nane
"s=" sel ector

domai n-t ag
sel ector-tag

ti mestanp-tag "t=" 1*DIAT

nonce-tag "n=" 1*16HEXD G

signature-tag "si g=" base64url

domai n- nane = label *("." label)

| abel = ALPHA *(ALPHA / DA T / "-")

sel ect or = ALPHA *(ALPHA / DA T / "-")

base64ur | = 1*( ALPHA / DG T /[ "+" [ """ [ "="")
ons = *( SP/ HIAB)

2.3. Header Tags

d (REQUIRED) The domain the agent clains to represent. The verifier
uses this to |l ocate the Apertol D Policy Record at " _apertoid. <d>".

s (REQUI RED) The agent selector. Conbined with the domain, this
identifies the Agent Declaration Record at "<s>. apertoid. <d>"
where the public key is published.

t (REQUI RED) The signature tinmestanp as a Unix tinestanp (seconds
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since 1970-01-01T00: 00: 00Z). MJST be within the validity w ndow
(default: 300 seconds / 5 minutes) of the verifier’s current tinme.
Requests with timestanps outside this w ndow MJST be rejected

n (REQUI RED) A nonce: a unique, non-repeating value for this
request, encoded as 1-16 hexadeci mal characters (|l owercase). The
nonce provides replay protection within the timestanp validity
wi ndow. Verifiers MJST naintain a nonce cache for the duration of
the validity wi ndow and MJST reject requests with previously seen
nonces.

sig (REQUI RED) The Ed25519 signature over the signing input
(Section 3.1), encoded as unpadded Base64 per [ RFC4648] Section 4
(88 characters for 64 bytes).

3. Signing Procedure
3.1. Signing Input Construction

The signing input is a byte string constructed by concatenating the
foll owi ng components, each term nated by a newline character (0x0A):

signing input = d_val ue LF
s_val ue LF
t _val ue LF
n_val ue LF
met hod LF
t ar get LF
body hash LF

Wher e:
d_value The value of the d= tag (the domain nane, |owercase).
s _value The value of the s= tag (the selector, |owercase).

t _value The decimal string representation of the t=tag (the
ti mest anp).

n_value The value of the n= tag (the nonce, |owercase hex).

met hod The HTTP request nethod, uppercase (e.g., "CGET", "POST",
"DELETE"). This binds the signature to the specific HITP action
A signature created for a POST request MJST NOT be valid for a GET
or DELETE request.

target The request target as sent in the HITP request line: the path
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and query string, w thout the schene, host, or fragment (e.g.,
"/mcp/tool s/search?limt=10"). |If there is no query string, only
the path is included (e.g., "/ncp/tools/search”). This binds the
signature to the specific endpoint. A signature created for /nctp/
search MJST NOT be valid for /ntp/delete.

body_hash The | owercase hexadeci mal SHA-256 hash of the raw HTTP

Al l

request body. This binds the signhature to the specific request
content. |If the request has no body (e.g., GET, HEAD, DELETE
wi t hout body), the SHA-256 hash of the enpty string MJST be used:

e3b0c44298f clc1l49af bf 4c8996f b924
27ae41e4649b934ca495991b7852b855

components MUST be encoded as UTF-8. The signing input MJST be

determnistic: the same input paraneters MJST al ways produce the sane
signing input byte string.

3. 2.

Produci ng the Signature

The agent produces the signature as follows:

1.

3. 3.

Determ ne the request nethod (e.g., "POST") and request target
(e.g., "Intp/tools/search").

Conput e the SHA-256 hash of the request body (or the enpty-body
hash for bodyl ess requests).

Generate a uni que nonce (RECOMVENDED: 8-16 random hex
characters).

Record the current Unix tinestanp.
Construct the signing input as defined in Section 3.1

Sign the signing input using the agent’s Ed25519 private key per
[ RFC8032], producing a 64-byte signature.

Encode the signature as unpadded Base64 per [ RFC4648] Section 4.
Construct the Apertol D-Signature header with all required tags.
Attach the header to the outgoing HTTP request.

Exampl e

An agent "l eadhunter" acting for "exanple.com' sends:
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POST /ncp/tool s/ search HTTP/ 1.1
Host: api.target.com
Cont ent - Type: application/json

{"query": "find |eads in tech sector”, "linmt": 10}
The signing input (each line terninated by LF):

exanpl e. com

| eadhunt er

1711100000

alb2c3d4e5f 6

POST

/ mcp/ t ool s/ search

7d5e4a8b. .. (SHA-256 of the JSON body)

The agent signs this input with its Ed25519 private key and attaches:

Apert ol D- Si gnat ure: d=exanpl e. con s=l eadhunter;
t=1711100000; n=alb2c3d4e5f 6;
si g=MEUCI QDx4f ... (88 base64 characters)

4. Verification Procedure

Servi ces that have depl oyed Apertol D SHOULD i nspect incom ng HTTP
requests for the Apertol D-Signature header. |f the header is
present, the service SHOULD verify it per this specification. |If the
header is absent but the agent’s donmi n publishes an Apertol D policy
with "p=reject", the service MAY reject the unsigned request.

When a service receives a request with an Apertol D- Si gnat ure header,
it perforns the follow ng verification:
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VERI FY_APERTO D_SI GNATURE( r equest ) :

1. Extract Apertol D-Signature header fromrequest
2. Parse d=, s=, t=, n=, sig= tags
If any required tag is mssing: Return "nmalfornmed"
3. Check timestanp t=is within validity w ndow
If Jcurrent _time - t| > 300: Return "tinestanp_invalid"
4. Check nonce n= agai nst nonce cache:
If n=is in cache: Return "nonce_reused"
Add n= to cache with expiry =t + 300
5. Perform DNS verification per [ APERTO D DNS]:
Query " _apertoid.<d>" for policy record
Query "<s>. apertoid.<d>" for agent declaration
Extract pk= (public key) and check exp=
6. If DNS verification fails:
Apply policy p= frompolicy record
Return DNS verification result
7. Reconstruct signing_input from
d, s, t, n,
request . met hod (uppercase),
request.target (path + query),
SHA- 256( r equest . body)
8. Verify Ed25519 signature sig= agai nst signing_input
using public key pk= from DNS record
9. If signature is invalid:
Apply policy p= frompolicy record
Return "sig_invalid"
10. Return "pass"

4.1. Result Val ues

pass The signature is valid, the agent is authorized, and the
signature matches the specific request nmethod, target, and body.

mal formed The Apertol D-Signature header is present but cannot be
par sed.

timestanp_invalid The timestanp is outside the validity w ndow.
nonce_reused The nonce was already seen within the validity w ndow.

sig invalid The Ed25519 signature does not match the signing input
and public key.

DNS- | evel results (none, revoked, expired, url_m smatch
key m smatch, pernerror, tenperror) are as defined in [ APERTO D- DNS].

Ferro Expi res 23 Sept enber 2026 [ Page 8]



I nternet-Draft Apert ol D- Si gnature March 2026

5

6

6

Repl ay Protection
Apertol D- Signature provides three | ayers of replay protection

Ti mestanp wi ndow Signatures are valid for at nost 300 seconds (5
m nutes). Requests with tinmestanps outside this wi ndow are
rejected. This limts the useful lifetime of any intercepted
si gnature.

Nonce uni queness Wthin the tinestanp wi ndow, each nonce may be used
only once. Verifiers MJUST naintain a nonce cache and reject
duplicate nonces. The cache need only retain entries for the
duration of the validity window, older entries can be safely
evi ct ed.

Action binding The signing input includes the HTTP nethod and
request target. A valid signature for "POST /ntp/search" cannot
be repl ayed agai nst "DELETE /ntp/data" or "POST /ntp/export" —
even within the tinestanp wi ndow and with a fresh nonce, because
the signing i nput would differ.

Verifiers SHOULD use a validity wi ndow of 300 seconds (5 m nutes).
Shorter w ndows reduce the replay surface but increase sensitivity to
clock skew. Verifiers MAY allow configuration of the validity w ndow
within the range of 60 to 600 seconds.

Security Considerations
1. Action Binding Scope

The signing input includes the HTTP met hod and request target (path +
query), preventing cross-endpoint and cross-method replay attacks.
However, it does not include the Host header or schene. This neans a
valid signature could theoretically be replayed agai nst a different
host serving the same path, if the attacker can redirect the request.
In practice, this is nitigated by TLS: the agent establishes a TLS
connection to a specific host, and the signature is only transnmitted
over that connection. Services MIST require HTTPS per [RFC9110];
HTTP connections MJST NOT be used with Apertol D-Signature.

2. HTTP Headers Not Signed

HTTP headers (other than the request nethod and target) are not
included in the signing input. This means headers such as Content-
Type, Authorization, and custom headers can be nodified by an
intermediary without invalidating the signature. The rationale is
that Apertol D-Signature authenticates agent identity and binds it to
a specific action and payload — it is not a general - purpose nessage
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integrity mechanism TLS provides full message integrity in transit.
Services requiring header integrity beyond what TLS provi des SHOULD
use HTTP Message Signatures [RFC9421] in addition to Apertol D-

Si gnat ur e.

6.3. Cdock Synchronization

The tinestanp-based validity w ndow requires that agents and
verifiers maintain reasonably synchroni zed cl ocks. Agents and
verifiers SHOULD use NTP [ RFC5905] or equivalent tine
synchroni zati on. C ock skew greater than the validity w ndow w ||l
cause all requests to fail verification

6.4. Nonce Cache Requirenents

Verifiers MJUST nmaintain a nonce cache for the duration of the
timestanp validity window. The cache MJST be shared across al
verification instances if the service runs nultiple processes or
nodes. Failure to rmaintain a shared nonce cache allows repl ay
attacks across processes. For services running on a single node, an
in-menory cache is sufficient. For distributed services, a shared
cache (e.g., Redis, Mentached) is RECOVMMENDED

6.5. Private Key Protection

The agent’s Ed25519 private key MIST be protected with the sane care

as any other signing key. It SHOULD be stored in a hardware security
nmodul e (HSM), trusted platformnodule (TPM, or at minimumin
encrypted storage with appropriate access controls. |If the private

key is conproni sed, the donain owner MJST inmediately revoke the
agent’s DNS record per [APERTO D DNS] .

6.6. Signature Stripping

An attacker who can intercept and nodify HTTP requests could strip
the Apertol D Sighature header entirely, causing the request to appear
unsigned. Verifiers SHOULD query the agent’s ApertolD policy record
to determ ne whether the domain expects signed requests. If the
policy specifies "p=reject”, the verifier SHOULD reject unsigned
requests fromagents claimng to represent that donain.

Ferro Expi res 23 Sept enber 2026 [ Page 10]



I nternet-Draft Apert ol D- Si gnature March 2026

7.

8.

8.

9.

9.

Privacy Considerations

The Apertol D-Si gnature header reveals the agent’s domain (d=) and
sel ector (s=) to the receiving service and to any internediary that
can observe HITP headers. This is by design — the purpose of the
header is to declare agent identity. However, donmain owners should
be aware that the sane d= and s= val ues appear on all requests from
the sane agent, creating a correlation identifier that enables
request tracking across tinme and endpoints.

Servi ces that observe Apertol D-Signature headers | earn which donai ns
are using Al agents and which specific agents are maki ng requests.
This information is inherent to the protocol’s purpose and cannot be
mtigated without defeating the protocol’s goals. Domain owners who
wish to limt correlation SHOULD rotate sel ectors periodically,
though this requires publishing new DNS records.

I ANA Consi derations
1. HITP Header Field Registration

Thi s docunent requests registration of the foll owing HTTP header

field in the "Hypertext Transfer Protocol (HTTP) Field Nanme Registry"

mai nt ai ned at <https://ww.iana. org/assignnents/http-fiel ds>:

Field Nane: Apertol D-Signature

Status: permanent

Structured Type: NA

Ref erence: [this docunent]
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=== Agent sends signed POST request ===

POST / ncp/tool s/search HTITP/ 1.1

Host: api.targetservice.com

Cont ent - Type: application/json

Apert ol D- Si gnature: d=exanpl e. com s=l eadhunt er
t=1711100000; n=alb2c3d4e5f 6;
si g=MEUCI QDx4f akebase64si gnat ur ehere. .. 88chars

{"query": "find |eads in tech sector”, "limt": 10}
=== Signing input that was signhed ===

exanpl e.com n

| eadhunt er\ n
1711100000\ n
alb2c3d4e5f 6\ n

POST\ n

[ mcpl/ t ool s/ search\n
<sha256- hex- of - body>\n

=== Verifier checks ===

Par se header: d=exanple.com s=leadhunter

Ti mestanp 1711100000 wi thin 300s of now K

Nonce alb2c3d4e5f6 not in cache: OK, cache it

DNS: _apertoi d. exanpl e.com -> policy p=reject

DNS: | eadhunter. apertoid. exanpl e. com -> pk=MCow. . .
exp= not passed: K

Reconstruct signing input with nethod=POST

target =/ ntp/tool s/ search, body_hash=sha256( body)
Ed25519 verify sig against signing_input with pk: OK
Resul t: pass

NoohwNE

©®

=== Sane sighature replayed to DELETE endpoi nt ===

DELETE /ntp/data/all HITP/ 1.1

Apert ol D- Si gnat ure: d=exanpl e. com s=l eadhunt er
t=1711100000; n=alb2c3d4e5f 6;
si g=MEUCI QDx4f ... (sanme signature)

Verification FAILS at step 8:
si gni ng_i nput includes "DELETE" and "/ntp/data/all”
which differs fromoriginal "POST' and "/ntp/tool s/search”
-> Ed25519 verify FAILS -> Result: sig_invalid
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Appendi x B. I nplenmentation Guidance
Thi s appendi x i s non-normative.

To maxi m ze adoption, inplenentations SHOULD provi de m ddl eware or
decorator patterns that require mninmal code changes

# Python: Agent side - sign outgoing requests
import hashlib, time, secrets, base64
from nacl . si gning i nport Signi ngKey

def sign_request(nethod, url_path, body, donain, selector, key):

t =str(int(tinme.tine()))
n = secrets.token_hex(8)
body_hash = hashl i b. sha256( body) . hexdi gest ()
signing input = f"{domai n}\ n{sel ector}\n{t}\n{n}\n"
signing input += f"{method}\n{url path}\n{body hash}\n"
sig = key.sign(signing_input.encode()).signature
sig_b64 = base64. b64encode(si g).decode().rstrip("=")
return {

" Apertol D- Si gnat ure":

f*d={dommi n}; s={selector}; t={t}; n={n}; sig={sig_b64}"

}

# Python: Verifier side - verify incom ng requests
def verify_request(request):
header = request. headers. get (" Apertol D-Si gnature")
i f not header:
return "unsigned"
tags = parse_tags(header) # extract d, s, t, n, sig
# ... check tinmestanp, nonce, DNS | ookup, then
body_hash = hashli b. sha256(request. body) . hexdi gest ()
signing_input = (
f*{tags['d ]}\n{tags[’ s’ ]}\n{tags['t’ ]}\n{tags['n" ]}\n"
f"{request. net hod}\ n{request. pat h}\ n{ body hash}\ n"

)
pubkey = get _apertoi d_pubkey(tags['d'], tags['s']) # DNS
return verify_ed25519( pubkey, signing_ input, tags['sig’])

Ref erence i npl enentations in Python, Go, and JavaScript are
mai ntai ned at https://github. conl Apert ol D
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