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Abst r act

Thi s docunent defines Apertol D, a DNS-based protocol that enables
domain owners to declare authorized Al agents acting on their behal f,
publi sh cryptographic keys for agent identity verification, and
specify enforcement policies for unauthorized agents. ApertolD uses
exi sting DNS TXT records under the " apertoid" underscore-scoped
domai n nane to provide a decentralized, standards-based nechani smfor
Al agent identity declaration and verification.

Apertol D defines two record types: a Policy Record anal ogous to DVARC
that specifies domain-Ievel enforcenment behavior, and Agent

Decl arati on Records anal ogous to DKIM key records that bind agent
endpoints to Ed25519 public keys with nandatory expiration. A
conpani on docunent [APERTO D-SIG defines the HTTP request signing
mechani smt hat enabl es agents to cryptographically prove their
identity on each request.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 23 Septenber 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The rapid proliferation of Al agents acting autononously on the
internet has created a fundanental identity gap. Wen an Al agent
clains to act on behalf of a domain (e.g., "l represent

exanpl e.cont'), no standard protocol exists to verify this claim The
current internet infrastructure — designed for human users operating
browsers — provides no nmechanismto distinguish legitimte Al agents
frominpersonators, to verify which domain authorized an agent, or to
enforce policies when verification fails.

This gap is causing neasurable harm In the Amazon v. Perplexity
litigation (2025-2026), an Al agent disguised itself as a standard
web browser to access services under false pretenses. The Sal esloft-
Drift QAuth breach (2025) exploited over-perm ssi oned machi ne tokens
to conprom se over 700 conpanies. Research indicates that non-human
i dentities outnunber human identities by a factor of 144:1 in
enterprise environnments, yet 88% of organizations |lack identity
controls for Al systens.

Emai | faced an anal ogous identity problemtwo decades ago: any server
could send email claimng any sender address. The solution was a

| ayered DNS-based aut hentication framework: SPF [ RFC7208] decl ared
aut hori zed sending | Ps, DKIM][RFC6376] provided cryptographic
signatures, and DVARC [ RFC7489] unified themw th enforcenent
policies. ApertolD applies the same proven architectural pattern to
Al agent identity.
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Apertol D is designed to conplement, not replace, existing agent

di scovery mechani sms such as DNS- Al D
[1-D.nozleyw | |ianms-dnsop-dnsai d] and agent authentication franeworks
such as [I-D.klrc-aiagent-auth]. It also conplenents application-

| ayer agent protocols such as the Mddel Context Protocol (MCP) and
Agent -t o- Agent (A2A) protocol. DNS-AID provides discovery ("find the
agents for this domain"); [I|-D.klrc-aiagent-auth] provides a
composabl e authentication framework; Apertol D provi des DNS-based

aut hori zation and identity declaration ("verify that this agent is
genui nely aut horized by this domain").

The Apertol D protocol builds on the sane DNS infrastructure

phi | osophy as the ApertoDNS Protoco

[1-D. ferro-dnsop-apertodns-protocol], which nodernized Dynam c DNS
updat es using well-known URIs and RESTful patterns. Both protocols
denonstrate that DNS infrastructure can be extended through

| i ght wei ght, depl oyabl e nechani sns wi t hout requiring changes to DNS
servers or resolvers

Additionally, the EU Al Act (Regul ati on 2024/ 1689), Article 50,
requires Al systens interacting with natural persons to identify
thenselves as Al in a machi ne-readable format, effective August 2,
2026. ApertolD s optional "type" field provides a DNS-based
mechanismto satisfy this requirenent.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

2. Conparison with Existing Approaches

Several related efforts address aspects of Al agent identity and
di scovery. ApertolD is designed to conplenent these efforts, not
repl ace them

DANE ( RFC 6698) DANE authenticates TLS certificates for servers via
TLSA DNS records. However, DANE binds identity to a TLS endpoi nt
(server), not to an agent. Miltiple agents may share a server
and a single agent may operate across nultiple servers. ApertolD
binds identity to the agent itself, independent of the underlying
TLS infrastructure

DNS- Al D (draft-nozl eyw | | ians-dnsop-dnsai d) DNS-AID provides DNS-
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based di scovery of agents associated with a donain usi ng SVCB
records. It answers "what agents does this donmain have?" but does
not provide cryptographic identity binding or enforcenent

policies. ApertolD answers "is this specific agent genuinely

aut hori zed by this domai n?" The two are conpl enentary.

AlMS (draft-klrc-aiagent-auth) Al M5 proposes an agent authentication
framewor k composi ng SPI FFE, W MSE, and QAuth 2.0. It is designed
for intra-organization authentication but does not address cross-
dommi n trust bootstrapping via DNS. ApertolD provides the DNS-
based trust anchor that frameworks |ike Al MS can build upon

ANS (OWASP Agent Nane Service) ANS is a centralized registry with
PKI - based identity. ApertolDis fully decentralized, using
existing DNS infrastructure with no central registry, making it
depl oyabl e by any domain owner without third-party registration

HTTP Message Signatures (RFC 9421) RFC 9421 provides a general -
pur pose HTTP signing framework. ApertolD Signature (defined in
the conpani on docunment [APERTOD-SIG) is a deliberately
simplified, single-purpose nechanismoptimnzed for Al agent
identity verification with Ed25519 only. It is designed to be
i npl ementable in mnimal code without requiring the ful
compl exity of RFC 9421’ s conponent identifiers and al gorithm
negoti ati on.

3. Term nol ogy

Agent A software systemthat acts autononously on behal f of a
domai n, typically an Al-powered service that interacts with
external systens via HITP-based protocols (e.g., MCP, A2A, REST
APl s) .

Decl aring Domain The domain that publishes Apertol D DNS records to
declare its authorized agents. Anal ogous to the "donmain owner" in
SPF/ DKI M DIVARC.

Agent Selector A label that uniquely identifies an agent within a
decl aring domain. Used as the leftnost |abel in the agent

decl aration record name (e.g., "leadhunter" in
"l eadhunt er. _apertoi d. exanpl e. cont'). Anal ogous to the DKIM
sel ector.

Verifier An entity that queries ApertolD DNS records to determ ne
whet her an agent is authorized by the cl ai ned domai n and,
optionally, to verify the agent’s cryptographic identity.

Policy Record A DNS TXT record at "_apertoid. <domai n>" t hat
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specifies the domain's Apertol D enforcenent policy. Analogous to
a DMARC record.

Agent Declaration Record A DNS TXT record at
"<sel ector>. apertoid. <donmai n>" that declares an authorized agent
with its endpoint URL, public key, and netadata. Analogous to a
DKI M key record.

4, Pr ot ocol Overvi ew

Apertol D operates in two |layers, both inplenmented as DNS TXT records
under the " _apertoi d" underscore-scoped nane:

1. *Policy Layer:* A single record at "_apertoi d. <domai n>" decl ares
that the domain participates in ApertolD and specifies the
enforcenment policy (reject, warn, or none) for agents that fai
verification. This is anal ogous to DVARC

2. *ldentity Layer:* One record per authorized agent at
"<sel ector>. apertoid. <domai n>" decl ares the agent’s endpoi nt
URL, Ed25519 public key, type classification, and expiration
This is anal ogous to DKIM key records.

A conpani on docunent [APERTO D SIG defines a third |ayer: the
Apert ol D- Si gnature HTTP header that agents attach to outgoing
requests to prove their identity cryptographically. This docunent
focuses exclusively on the DNS records and their semantics.

The verification flow proceeds as foll ows:

1. An agent nakes a request claimng to represent a domain (e.g.,
via the Apertol D-Signature header or an out-of-band clain.

2. The verifier queries " apertoid.<claind donmain> to obtain the
policy record.

3. The verifier queries "<selector>. _apertoid.<claimed_domin>" to
obtain the agent declaration record.

4. The verifier checks that the agent’s endpoint URL matches the
declared URL, that the public key has not expired, and optionally
that the agent’'s presented key matches the decl ared key.

5. If verification fails, the verifier applies the enforcenent
policy specified in the policy record.
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5.

1.

Note: W thout the cryptographic signature nechani smdefined in

[ APERTO D-SI G, Apertol D provides authorization-1evel assurance only
— the domain has decl ared which agents are authorized, but agents
cannot actively prove their identity on each request. This is

anal ogous to how SPF provides authorization (which IPs may send)

wi t hout DKIM s cryptographic proof. Full identity verification
requi res both this docunent and [ APERTO D SI G .

Record Synt ax

Both Apertol D record types use the same syntax: a DNS TXT record

cont ai ni ng sem col on-separated tag-value pairs. This section defines
the formal grammar using ABNF [ RFC5234].

ABNF Definition
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apertoi d-record
versi on-tag
tag-val ue

tag

val ue

WSP

; Policy Record sp
policy-tag
rua-tag
emai | - addr ess

; Agent Declaratio
url -tag
keytype-tag
pubkey-t ag
exp-tag
type-tag
i ncl ude-tag
status-tag
prev-tag

; Value format def
base64- ed25519
base64- ed25519-si g
BASE64CHAR

htt ps-uri

URI - CHAR

domai n- nane
| abel

Tags are case-inse
ot herwi se specifie
MJUST be i gnored by

verifiers to allow forward conpatibility

production foll ows
6. Policy Record

6.1. Record Location
The ApertolD Polic

_apertoid. <donai n>

Ferro

Apertol D March 2026
version-tag *( ";" [WSP] tag-value )
"y" o "=" "APERTO D1"
tag "=" val ue
1* ALPHA
1*VCHAR
SP /| HTAB
ecific tags
"p" "=" ( "reject” / "warn" / "none" )
"rua" "=" "mailto:" enuil-address
1*VCHAR "@ donmi n- nane ; per RFC 5321
n Record specific tags
"url" "=" https-uri
k" "=" "ed25519"
"pk" "=" base64-ed25519
"exp" "=" 1*DIAT
"type" "=" ( "ai" / "human" / "hybrid" )
"include" "=" domain-name
"status" "=" "revoked"
"prev" "=" "sig:" base64-ed25519-sig
initions
= 44* 44( BASE64CHAR) ; 32 bytes = 44 chars
= 88*88( BASE64CHAR) ; 64 bytes = 88 chars
= ALPHA / DGEAT /[ "+" [ /" [ "="
= "https://" 1*URl - CHAR
= ALPHA / DGEGT / "-" [ "." | " " [ "~" ]
T B B B e S A I A B B o
A L A G R A e
B A A
= label *("." label)
= ALPHA *(ALPHA / DA T / "-")

nsitive. Values are case-sensitive unless

d. Witespace around semi col ons is OPTI ONAL and
parsers. Unknown tags MJST be ignored by

The enmmi | - addr ess

the addr-spec syntax defined in [ RFC5321].

y Record is a DNS TXT record published at:

Expi res 23 Sept enber 2026
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The underscore-scoped nanme " _apertoid' MJST be regi stered per
[ RFC8552]. A domain MJST NOT publish nore than one Apertol D Policy

Record. If multiple TXT records exist at this name, the verifier
MUST sel ect the record that begins with "v=APERTO D1" and di scard
ot hers.

6.2. Exanple

_apertoid. exanpl e.com 3600 IN TXT
"v=APERTQO D1; p=reject; rua=nmilto:apertoi d@xanple.cont

6.3. Policy Tags

v (REQUI RED) Protocol version. MJST be "APERTO D1" for this
specification. This tag MIUST be the first tag in the record.

p (REQUI RED) Enforcenent policy for agents that fail verification
Val i d val ues:

reject The verifier SHOULD reject requests fromagents that fai
verification.

warn The verifier SHOULD accept but flag requests from agents
that fail verification.

none The verifier SHOULD take no specific action on failure.
Used for nonitoring and gradual depl oynent.

Domai n owners SHOULD depl oy with "p=none" initially and progress
to "p=reject" after confirmng that legitinmate agents pass
verification.
rua (OPTIONAL) Reporting URI for aggregate verification reports.
MUST be a "mailto:" URI. Verifiers that support reporting SHOULD
send periodic aggregate reports to this address. The format of
aggregate reports is outside the scope of this docunent.
7. Agent Decl aration Record
7.1. Record Location
Each authorized agent is declared in a separate DNS TXT record at:

<sel ector>. _apertoi d. <domai n>
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The <selector> is a | abel chosen by the domain owner to identify the
agent. Selectors MJST conformto the syntax of a DNS | abel: 1-63
characters, consisting of al phanuneric characters and hyphens, not
starting or ending with a hyphen. Selectors are case-insensitive.

7.2. Exanple

| eadhunt er. _apertoi d. exanpl e.com 3600 I N TXT
"v=APERTO D1; url=https://agent.exanpl e.com ncp;
k=ed25519; pk=MCowBQYDK2VWAyEAexanpl ekeybase64her e;
type=ai; exp=1759276800"

Not e: The record above is shown on nultiple lines for readability.

In practice, it is a single TXT record string. |If the record exceeds
255 bytes, it MJIST be split into nultiple character-strings within a
singl e TXT RDATA as specified in [ RFCL035] Section 3.3.14.

7.3. Agent Declaration Tags

v (REQUI RED) Protocol version. MJST be "APERTO D1". MJST be the
first tag.

url (REQUIRED, nutually exclusive with include) The canonica
endpoint URL of the authorized agent. MJST be an HTTPS URI. The
verifier conpares this URL agai nst the agent’s actual endpoint.
URL matching is performed as specified in Section 11.4.

k (RECOWENDED) Key type. MJST be "ed25519" for this specification
Addi tional key types MAY be registered via the Apertol D Key Type
Regi stry (Section 15.3). |If present, the "pk" tag MJST al so be
present.

pk (RECOMVENDED) The agent’s Ed25519 public key, encoded as unpadded
Base64 per [RFC4648] Section 4. For Ed25519, this is exactly 44
characters (32 bytes encoded). This key is used by verifiers to
authenticate the agent’s identity via the Apertol D-Si gnature
mechani smdefined in [ APERTO D-SI G .

exp (REQUI RED when k is present) Key expiration as a Unix tinestanp
(seconds since 1970-01-01T00: 00: 00Z). Verifiers MJST reject keys
whose expiration has passed. Donain owners SHOULD set expiration
to no nore than 90 days in the future and rotate keys before
expiration.

type (OPTIONAL) Agent type classification. Valid values are

registered in the Apertol D Agent Type Registry (Section 15.2).
Initial val ues:
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ai  Aut onompus Al agent.
human Human- operated tool or interface.
hybrid Al-assisted systemw th hunan oversi ght.

This field supports conpliance with regul ations that require Al
systens to identify themsel ves, such as EU Al Act Article 50(2).

include (OPTIONAL, mutually exclusive with url) Delegation to a
third-party agent declaration. The value is a fully qualified
domai n nane pointing to an Agent Decl arati on Record published by
the third party. See Section 8.

status (OPTIONAL) Agent status. |If set to "revoked", verifiers MJST
treat this agent as unauthorized regardl ess of other fields. See
Section 10.

prev (OPTIONAL) Key rotation continuity proof. Contains a signature
of the new public key nade with the old private key, prefixed by
"sig:". See Section 10. 2.

7.4. Record Size Considerations

A typical Agent Declaration Record with all recommended fields is
approximately 170 bytes, fitting confortably within a single 255-byte
TXT character-string and well within the practical UDP DNS response
size limt. Each agent has its own record at a distinct DNS nane, so
the nunber of agents per donmain is not constrained by record size.

8. Del egation

VWhen a dommin uses third-party Al agent services, the domai n owner
del egat es agent authorization by publishing an Agent Decl aration
Record with an "include" tag pointing to the third party’ s own
Apert ol D record.

; Domain del egates to a Sal esforce agent
sal esforce. _apertoi d. exanpl e.com 3600 IN TXT
"v=APERTO D1; include=agentl. apertoid. sal esforce. cont

; Sal esforce publishes the actual agent declaration
agent 1. apertoid. sal esforce.com 3600 I N TXT
"v=APERTQO D1; url=https://agents.sal esforce.conf crm
k=ed25519; pk=<base64-pubkey>; type=ai; exp=1759276800"

Verifiers MJST follow "include" references to resolve the final Agent
Decl aration Record. To prevent abuse and excessive DNS | ookups:

Ferro Expi res 23 Sept enber 2026 [ Page 11]



I nternet-Draft Apertol D March 2026

9

9

9

10.

10.

Fe

* The maxi num del egation depth is 2 (i.e., the original record plus
one level of "include").

* A verifier MJUST NOT follow nore than 10 "i nclude" references in
total per verification attenpt.

* Circular "include" references MIST be detected and treated as a
verification failure.

The "include" tag is mutually exclusive with the "url" tag. A record
MUST contain either "url" or "include", but not both.

Key Publication
1. Ed25519 Key For mat

Apert ol D uses Ed25519 [ RFC8032] as its mandatory-to-inplenment key
type. Ed25519 was chosen for conpact key size (32 bytes / 44 Base64
characters), compact signature size (64 bytes), fast verification
(approxi mately 50 microseconds), and w de inplenmentation support
across all major cryptographic libraries.

The public key is published as the raw 32-byte Ed25519 public key
encoded in unpadded Base64. |nplenentations MJST support Ed25519
Future specifications MAY define additional key types via the
Apertol D Key Type Registry (Section 15.3).

2. Key Lifecycle
Keys published in Agent Declarati on Records MJST have an expiration
timestanp in the "exp" field. Domain owners SHOULD set key
expiration to no nore than 90 days in the future, rotate keys at
| east 7 days before expiration, and use TTL val ues of 3600 seconds (1
hour) for Agent Declaration Records to bal ance caching efficiency
with tinely key rotation

Revocati on

Apertol D provi des two revocati on nmechani sns: i rmedi ate revocation via
status record and key rotation with continuity proof.

1. | mredi ate Revocation

To inmedi ately revoke an agent, the domain owner replaces the Agent
Decl aration Record with a revocation record

| eadhunt er. _apertoi d. exanpl e.com 300 IN TXT
"v=APERTO D1; st atus=revoked"

rro Expi res 23 Sept enber 2026 [ Page 12]



I nternet-Draft Apertol D March 2026

10.

11.

Verifiers MJST check for "status=revoked" BEFORE perform ng any ot her
verification steps. |If "status=revoked" is present, the verifier
MJST treat the agent as unauthorized.

The TTL for revocation records SHOULD be 300 seconds (5 mnutes) to
m nim ze the wi ndow during which cached records may all ow a revoked
agent to pass verification.

2. Key Rotation

When rotating keys, the domain owner publishes a new Agent
Decl aration Record with the new key and a "prev" tag containing a
signature proving continuity:

| eadhunt er. _apertoi d. exanpl e.com 3600 I N TXT
"v=APERTQO D1; url=https://agent.exanple.com ncp;
k=ed25519; pk=<new- publi c-key>;
prev=si g: <base64- si gnat ur e- of - new key- by- ol d- key>;
type=ai; exp=1762000000"

The "prev" tag value is constructed as follows: (1) Let "new pubkey"
be the raw 32-byte new Ed25519 public key. (2) Sign "new pubkey"
usi ng the old Ed25519 private key, producing a 64-byte signature. (3)
Encode the signature as unpadded Base64. (4) Prepend "sig:" to form
the "prev" tag val ue.

Verifiers that have cached the previous public key SHOULD verify the
"prev" signature to confirmthat the key rotation was authorized by

the hol der of the previous key. |If the "prev" signature is invalid,
verifiers SHOULD treat this as a potential key conpronise and apply

the domai n’ s enforcenent policy.

The "prev" tag is OPTIONAL. \When absent, verifiers accept the new
key based solely on DNS authority (i.e., the domain owner’s contro
of the DNS zone).

Verification Procedure

This section defines the procedure for verifying an agent’s

aut hori zation via DNS records. Cryptographic signature verification
on individual HTTP requests is defined in the conpani on docunent

[ APERTO D-SI G .
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11.

11.

11.

1. Verification Inputs

The verifier receives: "claimed _domain® (the dormain the agent clains
to represent), "selector" (the agent selector), "agent url" (the URL
fromwhich the request originates), and optionally "agent pubkey"
(the agent’'s presented public key). |If no selector is available
(e.g., no Apertol D-Signature header is present), the verifier can
only confirmthat the domain publishes an Apertol D policy by querying
" _apertoid. <cl ai med_domai n>", but cannot verify a specific agent.

Ful | per-agent verification requires a selector, which is typically
obtai ned fromthe Apertol D-Si gnature header defined in

[ APERTO D-SI G .

2. Verification Al gorithm
VERI FY_APERTO D cl ai ned_domai n, sel ector, agent_url, agent_ pubkey):

1. Query TXT record at "_apertoid. <cl ai med_domai n>"
2. If no record found:
Return resul t="none" (domain does not publish Apertol D)
3. Parse policy record; extract p= val ue
4. Query TXT record at "<sel ector>. apertoid. <cl ai med_domai n>"
5. If no record found:
Return result="pernerror", apply policy p=
6. Parse agent declaration record
7. |If status=revoked:
Return resul t="revoked", apply policy p=
8. If record contains include= tag:
Fol | ow del egati on (max depth 2, max 10 total | ookups)
If delegation fails: Return result="tenperror"
Continue verification with resol ved record
9. Check exp= timestanp:
If current_tinme > exp: Return result="expired",
apply policy p=
10. Conpare agent _url with record url = val ue:
Mat ch rul es per Section 11.4.
If no match: Return result="url_nm smatch",
apply policy p=
11. If record contains k= and pk= tags AND agent _pubkey
i s provided:
Conpar e agent pubkey with record pk= val ue
If msmatch: Return result="key_ni smatch",
apply policy p=
12. Return result="pass"

3. Result Val ues

pass The agent is authorized by the domain and, if applicable, the
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11.

12.

12.

12.

crypt ographi ¢ key mat ches.
none The domai n does not publish Apertol D records.
revoked The agent has been explicitly revoked.
expired The agent’s key has expired.
url _m smatch The agent’s URL does not match the declared URL.

key m smatch The agent’'s presented key does not match the decl ared
key.

permerror A permanent error occurred (e.g., no agent record found,
mal f or med synt ax).

tenmperror A tenporary error occurred (e.g., DNS tinmeout, delegation
failure).

4. URL Matching Rul es

When conparing the agent’s URL agai nst the declared URL: the schene
MUST be "https" (HTTP MJUST NOT be accepted); host conparison is case-
i nsensitive per [RFC3986]; path conparison is case-sensitive;
trailing slashes are nornmalized; query strings and fragnents are

i gnored; port nunbers, if present, MJST match (default HTTPS port 443
i s assuned when absent).

Qper ational Considerations
1. Depl oynent Cui dance

Domai n owners depl oyi ng Apertol D SHOULD foll ow this progression: (1)
Publish a Policy Record with "p=none" and a "rua=" address to begin
collecting verification data without affecting agent operations. (2)
Publ i sh Agent Declaration Records for all known authorized agents,
initially without cryptographic keys (url= only). (3) Mnitor
aggregate reports to identify unauthorized agents. (4) Add Ed25519
keys (k= and pk= tags) to agent records. (5) Progress to "p=warn" and
then "p=reject" as confidence grows.

2. CDN and Reverse Proxy Interaction

VWhen agents operate behind CDNs or reverse proxies, the agent’s
apparent URL may differ fromthe URL in the Agent Decl arati on Record.
Domai n owners MJST ensure that the "url=" value nmatches the URL as
seen by verifiers, not the internal origin URL.
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12.

13.

13.

13.

3. TTL Recomendati ons

The following TTL val ues are RECOMVENDED: Policy Records: 3600
seconds (1 hour), as these change infrequently. Agent Declaration
Records: 3600 seconds (1 hour), balancing caching with tinely key
rotation. Revocation Records: 300 seconds (5 minutes), nininizing
the vulnerability wi ndow after revocation

Security Considerations
1. Authorization vs. ldentity Verification

Thi s docunent al one provi des authorization-|evel assurance: the
domai n decl ares which agents are authorized. Wthout the

crypt ographi ¢ signature nmechanismdefined in [APERTOD SIG, a
verifier can confirmthat an agent’s URL appears in the donmain’s DNS
records but cannot confirmthat the requester is genuinely that
agent. An attacker with network access could potentially proxy
requests through an authorized URL.

Full identity verification — where the agent proves on each request
that it possesses the private key corresponding to the public key
published in DNS — requires inplenmentation of both this docunment and

[ APERTO D-SI G .
2. DNSSEC

Apertol D records SHOULD be protected by DNSSEC [ RFC4033] [ RFC4034]
[ RFC4035] .

Wt hout DNSSEC, an attacker capable of DNS cache poi soning can inject
fraudul ent Apertol D records, including false public keys. ApertolD
provides two | evel s of assurance: w thout DNSSEC, it provides

aut hori zation-| evel assurance conparable to SPF and DKIM records (the
common case today); with DNSSEC, it provides cryptographic-Ieve
assurance where the public key in DNS is authenticated by the DNSSEC
chain of trust.

Verifiers SHOULD val i date DNSSEC when avail abl e and MAY treat DNSSEC
validated results with higher confidence. DNSSEC is REQUI RED for
full cryptographic verification of agent identity.
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13.

13.

13.

13.

14.

15.

3. Key Conprom se

If an agent’s Ed25519 private key is conprom sed, the domai n owner
MUST i nmedi ately publish a revocation record (Section 10.1) with a

|l ow TTL (300 seconds). The wi ndow of vulnerability equals the TTL of
the previously cached Agent Declaration Record. Domain owners SHOULD
use TTL val ues no hi gher than 3600 seconds to limt the maxi mum

vul nerability wi ndow to one hour.

4. Del egation Abuse

Attackers may attenpt to abuse the del egati on nmechanismto create
excessively long resolution chains or circular references. The
limts defined in Section 8 (maxi num depth of 2, maxi mum 10 | ookups)
mtigate this risk. Verifiers MJIST enforce these limts and treat
vi ol ati ons as pernmanent errors.

5. Agent Enuneration

An adversary may attenpt to enumerate a domain’s agents by querying
common sel ector nanmes. Dormain owners who wish to limt enumeration
SHOULD use non-predictabl e sel ector nanes. DNSSEC-si gned zones using
NSEC3 [ RFC5155] provide resistance agai nst zone wal ki ng.

6. DNS Anplification

Apertol D records are TXT records of noderate size (typically 170-250
bytes), conparable to DKIM key records. Standard DNS anplification
mtigations (response rate limting, BCP 38 source address

val i dation) apply.

Privacy Consi derations

Apertol D records are published in DNS and are therefore publicly
queryabl e. Domain owners should be aware that publishing ApertolD
records reveals: the existence and endpoint URLs of Al agents (which
may reveal internal infrastructure); the type classification
("type=ai") indicating the domain uses Al agents; and agent selectors
that may reveal organizational structure. Domain owners who wish to
limt exposure SHOULD use generic endpoint URLs and non-descriptive
sel ectors.

Verifiers querying Apertol D records may reveal interest in specific
domai ns to DNS operators. Standard DNS privacy nechani sns (DNS over
TLS [ RFC7858], DNS over HITPS [ RFC8484]) mitigate this concern

| ANA Consi der ati ons
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15.1. Underscore-Scoped Domai n Nane Regi stration

Thi s docunent requests registration of the following entry in the
"Underscored and d obally Scoped DNS Node Nanes" registry per

[ RFC8552] :
B oo el s oo
| RR Type | _NODE NAME | Reference |
[ ity e s e ety
| TXT | _apertoid | [this docunent] |
L I I +
Table 1

15.2. Apertol D Agent Type Registry

Thi s docunent requests |IANA to create the "Apertol D Agent Type"
registry with the following initial values. New values are
registered via the "Specification Required" policy per [RFC8126].

[ gty e ——(————————————————————— Ll —p—p—(—————r L
| Value | Description | Reference |
[ ety sy et o}
| ai | Autononous Al agent | [this docunment] |
Fommmaa - e T e T +
| hurman | Human-operated tool | [this docurment] |
Fomm oo T o e e e oo +
| hybrid | Al-assisted with human oversight | [this docunent] |
S e R +

15.3. Apertol D Key Type Registry

Thi s docunment requests |ANA to create the "Apertol D Key Type"
registry with the following initial value. New values are registered
via the "Specification Required" policy per [RFC8126].

B oo s e el
| Val ue | Description | Key Size | Reference |
[ ey e ety ety el o
| ed25519 | Ed25519 (EdDSA on Curve25519) | 32 bytes | [RFC8032] |
Fo-m e - - R T i I R I +

Table 3
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Appendi x A, Conpl et e Exanpl es
A.1. Basic Depl oynent

; Policy: warn on failures, receive reports
_apertoid. exanpl e.com 3600 IN TXT
"v=APERTO D1; p=warn; rua=nmilto:apertoi d@xanple.cont

; Agent: MCP server with Ed25519 key
assi stant. _apertoi d. exanple.com 3600 I N TXT
"v=APERTQO D1; url=https://ncp.exanpl e. com agent;
k=ed25519; pk=MCowBQYDK2VwAy EAb5VxRcGhlbi KLf Q6YD4nFkq;
type=ai; exp=1761955200"

A.2. Third-Party Del egation

; Policy: reject unauthorized agents
_apertoid. exanpl e.com 3600 IN TXT
"v=APERTO D1; p=reject; rua=mailto:sec@xanple.cont

;. Omn agent
| eadhunt er. _apertoi d. exanpl e.com 3600 I N TXT
"v=APERTQO D1; url=https://agents. exanpl e.conll| eadhunter;
k=ed25519; pk=MCowBQYDK2VwAyEAxyz123base64keyher e456;
type=ai; exp=1761955200"

; Delegated third-party agent
crm _apertoid. exanpl e.com 3600 IN TXT
"v=APERTO D1; include=client42. apertoid. sal esforce. cont

A. 3. Enmergency Revocation and Key Rotation
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; Step 1: Imrediately revoke conproni sed agent
| eadhunt er. _apert oi d. exanpl e.com 300 I N TXT
"v=APERTO D1; st atus=revoked"

; Step 2: Publish new key with rotation proof
| eadhunt er. _apertoi d. exanpl e.com 3600 I N TXT
"v=APERTQO D1; url=https://agents.exanpl e.conil eadhunter
k=ed25519; pk=<new- publi c-key-base64>;
prev=si g: <si gnat ur e- of - new key- by- ol d- key>;
type=ai; exp=1764547200"

Appendi x B. Integration with Application-Layer Protocols
Thi s appendi x i s non-normati ve.

Apertol D is designed to be protocol -agnostic at the application

| ayer. MCP Server Cards at "/.well-known/ntp/server-card.json"
provi de capability discovery; ApertolD conplenments MCP by providing
DNS- based verification that a given MCP server is authorized by the
cl ai mred domai n. A2A Agent Cards at "/.well-known/agent.json" provide
agent discovery; ApertolD provides a DNS-based trust anchor

i ndependent of the agent’s self-declared card. DNS-AID
[1-D.nozl eywi | |ianms-dnsop-dnsai d] provi des DNS-based agent discovery;
Apertol D provi des authorization and identity verification. The two
are conpl ementary: DNS-AID answers "what agents does this domain
have?" while ApertolD answers "is this agent genuinely authorized by
this domai n?"
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