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Abst r act

Thi s docunent specifies the ApertoDNS Protocol, a nodern RESTful
protocol for dynam c DNS (DDNS) updates. |t provides a secure,
provi der-agnostic alternative to | egacy protocols, with native
support for I1Pv4, |1Pv6, bulk updates, automatic |IP detection, TXT
record nmanagenent for ACME DNS-01 chal | enges, and standardi zed
aut henti cati on mechani sns.

The protocol uses well-known URIs (RFC 8615), JSON payl oads (RFC
8259), and bearer token authentication (RFC 6750) to enabl e
i nt eroperabl e dynam c DNS services across di fferent providers.

Status of This Meno
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Internet-Drafts are draft docunents valid for a maxi mum of six nonths
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time. It is inappropriate to use Internet-Drafts as reference
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1. Introduction

Dynam ¢ DNS (DDNS) services allow users with dynam cally assigned IP
addresses to maintain a consistent hostname that automatically
updates when their | P address changes. This capability is essentia
for honme users, small businesses, and |oT devices that need to be
reachabl e despite | acking static |IP addresses.

Wil e RFC 2136 [ RFC2136] defines DNS UPDATE for progranmmatic DNS
nmodi fi cations, nobst consuner-facing DDNS services use sinpler HITP-
based protocols. The de facto standard for consuner DDNS ener ged
organically wi thout formal specification
This lack of standardization has |ed to:
* I nconsistent inplenmentations across providers
* Security vulnerabilities from ad-hoc designs
* Limted feature sets (e.g., no native |IPv6 support)
* Vendor lock-in due to proprietary extensions
* No formal capability negotiation
Thi s docunent specifies the ApertoDNS Protocol as a nodern, secure,
and fully interoperable alternative designed for the current Internet
| andscape.

1.1. Protocol Versioning
The protocol version specified in discovery responses (e.g., "1.3.0")
refers to the semantic version of the protocol specification itself.
Thi s document represents the first |ETF standardizati on of a protoco
that has been in production use since 2024. The version nunber in
the di scovery endpoint reflects the feature set available, while the

Internet-Draft version (e.g., "-02") tracks the | ETF docunent
revi sion process separately.
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1.2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

1.3. Coals
The ApertoDNS Protocol is designed with the follow ng goals:

* *Provi der-agnostic*: Any DDNS provider can inplement this protoco
usi ng their own domain and brandi ng

* *Secure by default*: HTTPS required, bearer token authentication
*  *Modern*: JSON responses, proper HTTP senmantics, native |Pv6

* *Discoverable*: Self-describing via discovery endpoi nt

* *Extensible*: Capability negotiation allows future enhancenents

*  *Backward conpatible*: Optional |egacy endpoint for existing
clients

2. Term nol ogy
Thi s docunent uses the follow ng terns:

DDNS: Dynamic DNS. A service that automatically updates DNS records
when a client’s | P address changes.

Provider: An organization or service inplenenting this protocol to
of fer DDNS services to users

Hostnanme: A fully qualified domain name (FCQDN) nanaged by the
provi der and associated with a user account.

Token: An authentication credential issued by the provider, used to
aut hori ze APl requests.

Aut o-detection: Server-side determnation of the client’s | P address
fromthe incom ng HTTP request, used when the client specifies
"auto" as the | P val ue.

Client: Software or device that nakes requests to a DDNS provider to
updat e DNS records.
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A-label: The ASCII-Conpati bl e Encodi ng (ACE) form of an
Internationalized Domain Name | abel, as defined in [ RFC5891].
TXT Record: A DNS resource record type used to store arbitrary text
data, comonly used for donmin verification and ACVE DNS-01

chal | enges

ACMVE DNS-01: A challenge type defined in [ RFC8555] where donmain
ownership is proven by provisioning a DNS TXT record.

3. Protocol Overview
The ApertoDNS Protocol is a RESTful APl using JSON over HTTPS. Al
prot ocol endpoints are |ocated under the well-known URI path /.well-
known/ apert odns/ v1l/.

3.1. Base URL
Conform ng inplementati ons MIJST serve all endpoints under:

https://{provider-domain}/.well-known/ apertodns/vl/

The use of well-known URI's [ RFC8615] ensures consistent endpoint
di scovery across providers.

3.2. Content Type

Al'l request and response bodi es MIST use the application/json nedia
type [ RFC8259] unl ess ot herw se specifi ed.

3.3. Response Format

Al'l responses MJST include a bool ean success field at the top | evel

{

"success": true,

"data": { ... }
}
O for errors:
{
"success": false,
"error": {
"code": "error_code",
"message": "Human-readabl e description”
}
}
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4. Conformance Requiremnents
This section defines the requirenents for conform ng inpl enentations.
4.1. Conformance Levels
This protocol defines two conformance |evels:
Core Conformance: A conforming inplementation MJST inpl enent the
foll owi ng endpoints: /info, /health, and /update. A conformng
i npl ementati on MUST support bearer token authentication. A
conform ng inplenmentati on MJST serve all endpoints over HTTPS
Ful | Conformance: |In addition to core conformance requirenments, a
fully conform ng inplenmentati on MJST i npl enent: /bul k-updat e,
[ status/{hostnane}, and /domai ns endpoi nts.
4.2. Capability Advertisenent
| mpl enent ati ons MJST accurately advertise their capabilities in the
/info endpoint response. Inplenentations MJUST NOT advertise
capabilities they do not support.
4.3. Interoperability
I mpl enent ati ons SHOULD accept requests fromany conform ng client.
I mpl enent ati ons MUST NOT require proprietary extensions for basic
DDNS functionality.
5. Authentication
5.1. Supported Methods

Prot ected endpoints require authentication via one of the follow ng
met hods:

1. *Bearer Token* (RECOMMENDED) [RFC6750]: Authorization: Bearer
{t oken}

2. *APl Key Header*: X-API-Key: {token}
3. *HTTP Basic* (legacy only): Authorization: Basic {credential s}

| mpl enent ati ons MJUST support bearer token authentication
I mpl enent ati ons MAY support additional nethods.
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5.2. Token For nat
Tokens SHOULD fol |l ow the fornmat:

{provider} {environnent} {randon}

Wher e:
* {provider}: Provider identifier (e.g., "apertodns", "exanple")
* {environnent}: Token environnent ("live", "test", "sandbox")

* {randon}: Cryptographically secure random string (m ni mum 32
characters recomrended)

Exanpl e: apertodns_|ive Kj8nmP2xLI9nQ4wR7vY1zA3bC6dEOf G5hl
This format enabl es:
* Easy identification of token source during debuggi ng
* Environnment separation (production vs. testing)
* Consi stent token handling across providers
5.3. Token Transm ssi on
Tokens MUJST be transmitted only in HTTP headers. Tokens MJST NOT
appear in URLs, query paraneters, or request bodies where they m ght
be | ogged.
5.4. Authorization Scopes
Servers MAY i npl enent scope-based authorization to limt token
perm ssions. \When supported, the /info endpoint SHOULD i nclude a

scopes_supported array in the authentication object.

The foll owi ng scopes are defi ned:
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| Scope | Description |
[} gt p——p Clpp—p—p—p—p—p—_——————(——————————————————————(—————r
| dns:update | Perm ssion to update DNS A/ AAAA records

oo s o m m e e e e e e e e e e e e e e e eeee— oo +
| dormains:read | Permission to |ist user’s domains |
o e e o - o m m e e e e e e e e e e e e e e e e eo— oo - +
| txt:read | Perm ssion to read TXT records |
o e e - T +
| txt:wite | Perm ssion to create/update TXT records

oo s o m m e e e e e e e e e e e e e e e eeee— oo +
| txt:delete | Perm ssion to delete TXT records |
o e e o - o m m e e e e e e e e e e e e e e e e eo— oo - +

Table 1

Tokens with insufficient scope MIST receive a 403 Forbi dden response
when attenpting operations outside their permtted scope.

6. Endpoints
6.1. Discovery Endpoint (/info)
GET /.wel | -known/ apertodns/vl/info

The di scovery endpoint returns provider information, capabilities,
and configuration. This endpoint MJST NOT require authentication

6.1.1. Response Fields

B ool s s s
| Field | Type | Required | Description |
B ooy oo oo e s
| protocol | string | YES | MJST be "apertodns"

Fom e S SR S Fom oo +
| protocol version | string | YES | Semantic version |
| | | | (e.g., "1.3.0") |
Fom e e e oo Fomm e - o - Fomm oo - Tt +
| provider | object | YES | Provider |
| | | | information |
Fom e S R S oo +
| capabilities | object | YES | Supported features |
Fom e S S Fom e +
| authentication | object | YES | Supported auth |
| | | | net hods |
o e e e e oo oo S SRR TS o e e e e m oo oo +
| endpoints | object | YES | Avail abl e endpoi nt

I I I | paths I
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Fom e e e oo R S S +
| rate_limts | object | NO | Rate limting |
| | | | configuration |
o e e e e oo oo S SRR TS o e e e e m oo oo +
| server tine | string | NO | Current server tinme |
| | | (1SO 8601) |
Fom e e e oo R S S +
Table 2

6.1.2. Capability Fields

The capabilities object MJST include the followi ng fields:

[ oo bl s ooy oo oo
| Field | Type | Description |
[ e e e e e s e e s s s s s s s s s s s s s s s s st
| ipva | boolean | |Pv4 address updates supported |
Fom e S o m o e e +
| ipv6 | boolean | |Pv6 address updates supported |
o e e e o S R o e e e e e e e e e e e e e e +
| auto_ip_detection | boolean | Automatic |P detection supported

oo O o m o oo +
| bul k_update | boolean | Bul k update endpoint avail abl e |
o S o m o e e +
| max_bul k_si ze | integer | Maxi mum hostnanes per bul k request |
o e e e o S R o e e e e e e e e e e e e e e +

Tabl e 3

The capabilities object MAY include the followi ng OPTIONAL fi el ds:

[ s by ool oo oo sy o}
| Field | Type | Description |
[ sy s oo e e
| webhooks | boolean | Provider-specific webhook |
| | support avail abl e |
o e e e e oo - B Tt +
| txt_records | boolean | TXT record nanagenent |
| | | supported |
o e e e oo S e e e e e e e eaea oo n +
| txt_max_records | integer | Max TXT records per |
| | | hostnane (5) |
o e e e e oo - B Tt +
Tabl e 4
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When webhooks is true, the provider offers webhook notifications for
DNS updat e events such as | P address changes. The webhook APl is

i npl ement ati on-specific and not standardized by this protoco
version. Providers offering webhooks SHOULD docunent their webhook
APl separately.

When txt _records is true, the provider supports TXT record managenent
via the /txt endpoint. This capability enables ACVME DNS-01
chal | enges [ RFC8555] for automated certificate issuance

The capabilities object MAY include additional fields for future
extensions. Unknown capability fields SHOULD be ignored by clients.

6.1.3. Exanpl e Response
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{
"success": true,
"data": {
"protocol": "apertodns",
"protocol _version": "1.4.0",
"provider": {
"name": "Exanpl e DDNS',
"website": "https://example.coni,
"docunentation": "https://exanple.conm docs",
"support_enmil": "support @xanpl e. cont,
"privacy_policy": "https://exanple.com privacy",
"terns_of service": "https://exanple.conterns"
},
"capabilities": {
"ipv4d": true,
"ipv6e": true,
"auto_ip_detection": true,
"bul k_update": true,
"webhooks": true,
"txt_records": true,
"max_bul k_si ze": 100,
"txt_max_records": 5
},
"aut hentication": {
"met hods": ["bearer_token", "api_key_ header"],
"token_format": "{provider} {environment} {randont}”
"scopes_supported": [
"dns: updat e", "domains:read",
"txt:read", "txt:wite", "txt:delete"
]
},
"endpoi nts": {
"info": "/.well-known/apertodns/vl/info",
"health": "/.well-known/apertodns/vl/ health",
"update": "/.well-known/apertodns/vl/ update",
"bul k_update": "/.well-known/apertodns/vl/ bul k-updat e",
"status": "/.well-known/apertodns/vl/status/{hostnane}",
"domai ns": "/.well-known/apertodns/vl/ domai ns",
"txt": "/.well-known/apertodns/vl/txt"
1
"rate limts": {
"update": {"requests": 60, "w ndow seconds": 60},
"bul k_update": {"requests": 10, "w ndow _seconds": 60}
},
"server _tinme": "2026-01-15T12: 00: 00. 000Z"
}
}
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6.2. Health Endpoint (/health)
GET /.wel | - known/ apert odns/vl/ health

Returns service health status. This endpoint MJST NOT require
aut henti cati on and SHOULD be used for nonitoring.

6.2.1. Exanple Response

{
"success": true,
"data": {
"status": "healthy",
"timestanp": "2026-01-15T12: 00: 00. 000Z"
}
}
The status field MIUST be one of: "healthy", "degraded", or
"unheal t hy".

6.3. Update Endpoint (/update)
PCST /. wel | - known/ apert odns/v1/ update
Aut hori zati on: Bearer {token}
Cont ent - Type: application/json

Updates DNS records for a single hostnane. This endpoint MJST
require authentication

6.3.1. Request Fields

[ el sl e sl e sl
| Field | Type | Required | Description |
[} gty e fum ooty © o po e puug b fuss s fus s g pep—r o
| hostnane | string | YES | Fully qualified domain nane |
S T S I S T e +
| ipva | string | NO | I'Pv4 address or "auto" |
Fomm e e e oo B S Fomm e e e oo o +
| ipv6 | string | NO | I'Pv6 address or "auto” |
N R S —— N o e e e e e e e oo - - +
| ttl | integer | NO | Time to live in seconds |
| | | | (60-86400) |
T S IR T > +
Table 5

At | east one of ipv4 or ipv6e SHOULD be provided. |If neither is
provi ded, inplenentati ons SHOULD use auto-detection for |Pv4.
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The special value "auto" instructs the server to detect the client’s
| P address fromthe incom ng request.

6.3.2. Auto-Detection Limtations
Aut o-detection is constrai ned by HTTP connection semantics: the
server can only detect the address family used by the client’s TCP
connection. This is a fundamental characteristic of HITP-based
protocols, not alimtation specific to this specification
The foll owi ng constraints apply:

* |f the client connects via |IPv4: only | Pv4 can be auto-detected

* |If the client connects via IPv6: only |IPv6 can be auto-detected

* (Coss-family detection is not possible (e.g., detecting |IPv4
address when connected via | Pv6)

When a client requests auto-detection for an address fam ly that does
not match the connection’s address famly, the server MJST return an
error with the appropriate error code (ipv4_auto failed or

i pv6_auto failed).

Clients requiring dual -stack updates (both IPv4 and | Pv6) SHOULD use
one of the foll ow ng approaches:

1. Provide explicit I P addresses for both fields
2. Make separate update requests over each address famly

3. Use auto-detection for the matching address fam |y and provi de an
explicit address for the other

6. 3.3. Exanpl e Request

"host name": "home. exanpl e. cont',
"ipv4": "auto",
“ttl": 300

}
6.3.4. Exanpl e Response
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{
"success": true,
"data": {
"host name": "hone. exanpl e. cont',
"ipv4": "203.0.113. 50",
"previous_ipv4a": "203.0.113. 49",
"ttl": 300,
"changed": true,
"updated_at": "2026-01-15T12: 00: 00. 000Z"
}
}

The changed field indicates whether the | P address was actually
modified (false if the new I P matches the existing record).

6.3.5. Backward Conpatibility
For backward conpatibility during the transition fromlegacy field
names, servers MAY also include the follow ng deprecated fields in
the response:
* ipv4_previous: Aias for previous_ ipv4d (deprecated)

* ipv6_previous: Aias for previous_ ipv6 (deprecated)

Clients SHOULD use previous_ipv4 and previous_i pv6e. The deprecated
field nanes will be removed in a future protocol version

6.3.6. Auto-Detection Failure Response

When auto-detection fails due to address fanily m smatch:

{

"success": fal se,

"error": {

"code": "ipv4 _auto failed",

"message": "Cannot detect |IPv4: client connected via | Pv6"
}

}

6.3.7. Record Deletion via Null Values
Clients MAY delete specific DNS record types by setting the
corresponding field to null in the update request. This enables
sel ective renmoval of A or AAAA records w thout affecting other record
types.

The foll owing semantics apply:
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| Field Val ue | Server Action |
E oo s oo e
| "203.0.113.1" | Create or update the record |
e +
| "auto" | Auto-detect and update |
oo mmeeemeeaaaas S +
| null | Delete the record |
o e e e oo o e e e e e e e e e o +
| (field omitted) | No change to existing record |
N +

Table 6

Servers MJST distingui sh between an explicit null value (delete
request) and an omtted field (no change requested).

6.3.7.1.

Exanpl e:

Del ete | Pv6 Record

Request to delete the AAAA record while preserving the A record:

"host nane"

}

Response:

{

"success":
"data": {

: "hone. exanpl e. cont',
"ipve": null

true,

"host name" :

"ipv4d":
"i pv6":

"previous_ipve":

nul |

"ttl": 300,

"changed":

3

true,
"2026-01-21T12: 00: 00. 000Z"

"updated_at":

}
}

6.3.7.2.

Exanpl e:

"home. exanpl e. cont',
"203.0.113. 50",

"2001: db8:: 1",

Del ete | Pv4 Record

Request to delete the A record:
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"host name": "home. exanpl e. cont',
"ipvd": null

}

Response:

{

"success": true,

"data": {
"host nanme": "hone. exanpl e. cont',
"ipvd": null,
"ipv6e": "2001:db8::1",
"previous_ipv4": "203.0.113.50",
"ttl": 300,
"changed": true,
"updated_at": "2026-01-21T12: 00: 00. 000Z"

}

}

VWhen a record is deleted, the corresponding field in the response
MUST be null, and the previous_* field MJUST contain the val ue that
was del eted

6.4. Bul k Update Endpoint (/bul k-update)
POST /. wel | - known/ apert odns/v1/ bul k- updat e
Aut hori zation: Bearer {token}
Cont ent - Type: application/json
Updates nultiple hostnanes in a single request. Providers
advertising bul k update: true in capabilities MJST inplenent this
endpoi nt ..

6.4.1. Exanple Request

{
"updates": [
{"hostnane": "hone.exanpl e.cont, "ipv4": "auto"},
{"hostnane": "office.exanple.cont, "ipv4": "203.0.113.51"}
]
}

6.4.2. Exanpl e Response
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{
"success": true,
"data": {
"summary": {
"total ": 2,
"successful": 2,
"failed": O
},
"results": [
{
"host nanme": "hone. exanpl e. cont',
"success": true,
"ipv4": "203.0.113.50",
"changed": true
b
{
"host name": "of fice.exanpl e.coni,
"success": true,
"ipv4": "203.0.113.51",
"changed": true
}
]
}
}

6.5. Status Endpoint (/status/{hostnane})

GET /.wel | - known/ apert odns/vl/ st atus/{host nane}
Aut hori zation: Bearer {token}

Returns current DNS record status for a hostnane.

6.5.1. Exanpl e Response

{
"success": true,
"data": {
"host name": "home. exanpl e. cont',
"ipv4": "203.0.113.50",
"ipve": "2001:db8::1",
"ttl": 300,
"updated at": "2026-01-15T12: 00: 00. 000Z"
}
}

6.6. Donmmi ns Endpoi nt (/domains)
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GET /.wel | - known/ apert odns/v1/ domai ns
Aut hori zation: Bearer {token}
Returns |ist of hostnanmes available to the authenticated user, wth
their current DNS record status. The response is a flat array of

host name obj ects containing full details for each entry.

6.6.1. Exanple Response

{
"success": true,
"data": [
{
"host name": "home. exanpl e. cont',
"ipv4": "203.0.113.50",
"ipve": "2001:db8:: 1",
"ttl": 300,
"updated_at": "2026-01-15T12: 00: 00. 000Z",
"created_at": "2024-06-15T08: 30: 00. 000Z"
b
{
"host name": "of fice.exanpl e.coni,
"ipv4": "203.0.113.51",
"ipv6": "2001:db8::2",
"ttl": 300,
"updated_at": "2026-01-15T12: 00: 00. 000Z",
"created_at": "2024-06-15T08: 35: 00. 000Z"
}
]
}

6.7. TXT Record Endpoint (/txt)

The TXT record endpoi nt enabl es managenent of DNS TXT records,
primarily for ACME DNS-01 chal | enges [ RFC8555] used in autonated
certificate issuance. Providers advertising txt_records: true in
capabilities MJST inplement this endpoint.

6.7.1. Design Rationale
TXT record managenent is designed to support wildcard certificate
i ssuance, which requires nultiple sinultaneous TXT records during the
ACME validation process. The protocol supports:

* *Accunul ation*: Miltiple TXT values can coexist for the sane
host nane prefix (e.g., _acne-challenge.exanple.con
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* *Selective deletion*: Individual TXT val ues can be renpved w t hout
af fecting others

* *Automatic cl eanup*: Providers MAY inpl enent TTL-based expiration
for TXT records

6.7.2. Set TXT Record (POST)
POST /. wel | - known/ apert odns/v1/txt
Aut hori zation: Bearer {token}
Cont ent - Type: application/json
Creates or adds a TXT record value for the specified hostnane.
Multiple calls with different val ues MJUST accumul ate (not replace)
TXT records for the sane hostnanme, up to the provider’s limt.

6.7.2.1. Request Fields

| Field | Type | Required | Description |
[ ey —————— e pppp—p—p———_— g —p—p—(—(———————————(——————————r
| hostnane | string | YES | FQDN for the TXT record |
Focmmnaaann S TRy Focmmnaaann Fe e e eieeiieiaiaeiicianaaaaan +
| val ue | string | YES | TXT record value (max 255 chars) |
T T T > +
| ttl | integer | NO | Time to live in seconds |
| | | | (default: 60) |
TS R TS T +
Table 7

6.7.2.2. Exanpl e Request

"host name": " _acme-chal | enge. hone. exanpl e. cont',
"val ue": "gfj9Xq...Rg85nM,
"ttl": 60

}

6.7.2.3. Exanmpl e Response
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{

"success": true,

"data": {
"host name": " _acme-chal | enge. hone. exanpl e. cont',
"val ue": "gfj9Xq...Rg85nM,
"ttl": 60,
"record_count": 1,
"timestanp": "2026-01-15T12: 00: 00. 000Z"

}

}

The record_count field indicates the total number of TXT val ues
currently stored for this hostname after the operation

6.7.3. Delete TXT Record (DELETE)
DELETE /. wel | -known/ apert odns/v1/t xt
Aut hori zati on: Bearer {token}
Cont ent - Type: application/json

Renoves a specific TXT record value. |If value is omtted, ALL TXT
records for the hostnane are renoved

6.7.3.1. Request Fields

[ ool sl e oo s e s
| Field | Type | Required | Description |
B Sl s ety sl s e el
| hostnane | string | YES | FQDN of the TXT record
R F----- - - R I T +
| val ue | string | NO | Specific value to delete

| | | | (omt to delete all) |
F--- - - +---- - - - F--- - - T +

Tabl e 8

6.7.3.2. Exanmple Request (selective deletion)

"host name": " _acme-chal | enge. hone. exanpl e. cont',
"val ue": "gfj9Xq...Rg85nM
}

6.7.3.3. Exanpl e Response
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{

"success": true,
"data": {
"host name": " _acme-chal | enge. hone. exanpl e. cont',
"del eted": true,
"val ues_renoved": 1
"remai ni ng_count": 1,
"timestanp": "2026-01-15T12: 00: 00. 000Z"

}
}

6.7.4. Get TXT Records (GET)

GET /.wel | - known/ apert odns/v1l/txt/{host nane}
Aut hori zation: Bearer {token}

Returns all TXT record val ues for a hostnane.

6.7.4.1. Exanple Response

"success": true,
"data": {
"host nane":
"val ues": [
"gfj 9Xq...Rg85nM',
"hK7pLm .. Yt 42xQ'

_acne-chal | enge. hone. exanpl e. coni',

] i)
"ttl": 60,
"record _count": 2

}
}

7. FError Handling
7.1. HTTP Status Codes

| mpl enent ati ons MJUST use appropriate HITP status codes as defined in
[ RFC9110] :
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| Status | Usage |
[} gty e p—p—p—p—p—_—(—(————————(—————————————(——————r 1
| 200 | Successful request |
S I O +
| 400 | I'nvalid request (bad hostname, invalid IP) |
Fommmaa - T +
| 401 | Mssing or invalid authentication |
Fomm oo T +
| 403 | Not authorized for requested resource |
S I e +
| 404 | Resource not found |
Fommmaa - T e +
| 429 | Rate linmt exceeded |
Fomm oo T +
| 500 | Server error |
S I O +
Table 9

7.2. Error Response Format

{
"success": fal se,
"error": {
"code": "error_code",
"message": "Human-readabl e description”
}
}
7.3. Standard Error Codes

[} g ————————— i —_—_————_—_ Ll p—p—p—_—(——————————(———r L
| Code | HTTP Status | Description |
[ sl el et
| unauthorized | 401 | M ssing authentication |
I I T T re e +
| invalid_token | 401 | I'nvalid or expired token |
o e e e S o e e e e e e e e m o +
| forbidden | 403 | Not authorized for resource
. O +
| not_found | 404 | Hostnane not found |
I I T T re e +
| rate_limted | 429 | Too many requests |
o e e e S o e e e e e e e e m o +
| invalid_hostnane | 400 | I'nvalid hostnane fornmat |
. O +
| invalid_ip | 400 | I'nvalid I P address fornmat |
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Fom e e e e e oo o R Fom e e e e i +
| hostnanme_not _owned | 403 | User does not own hostnane |
o e e e S o e e e e e e e e m o +
| ipvd_auto_failed | 400 | Cannot detect |Pv4 from |
| | | I'Pv6 connection |
o e e oo S o mm e e e e e e e i +
| ipv6_auto_failed | 400 | Cannot detect IPv6 from |
| | | I'Pv4 connection |
o e e e S o e e e e e e e e m o +
| validation_error | 400 | Request validation failed |
o e e e e o s Fom e o - o m e e e e e iee i +
| invalid_ttl | 400 | TTL val ue out of acceptable
| | | range
Fom e e e e oo o o m e e e oo - o e e e e e e e ememao - +
| txt_not_supported | 400 | Provider does not support
| | | TXT records
o e e e e o s Fom e o - o m e e e e e iee i +
| txt _limt_exceeded | 400 | Maxi mum TXT records per
| | | hostnane exceeded
Fom e e e e oo o o m e e e oo - o e e e e e e e ememao - +
| txt_invalid_nane | 400 | TXT hostnanme nust use |
| | | allowed prefix |
o e e e e o s Fom e o - o m e e e e e iee i +
| txt_value too long | 400 | TXT val ue exceeds 255 |
| | | characters |
Fom e e e e oo o o m e e e oo - o e e e e e e e ememao - +
Tabl e 10

7.4. Rate Limting Headers
VWhen rate limting is applied, responses SHOULD i ncl ude:
* Retry-After: Seconds until rate limt resets
* X-RateLimt-Linmt: Mxinmmrequests per w ndow
* X-Ratelinmt-Remaining: Rerai ning requests in w ndow
* X-RateLimt-Reset: Unix tinmestanp when wi ndow resets
8. Legacy Conpatibility

For backward conpatibility with existing DDNS clients, providers MAY
i mpl enent :

GET / ni c/ updat e?host nane={ host nane} &nyi p={i p}
Aut hori zation: Basic {credenti al s}
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8.1. Legacy Response Codes

Responses MUST be plain text (not JSON):

B ety ety o
| Response | Meani ng |
[ oo s e
| good {ip} | Update successful |
R o e e e e +
| nochg {ip} | No change needed |
. S +
| badaut h | Authentication failed

T e +
| notfqgdn | I'nvalid hostnane |
R o e e e e +
| nohost | Hostnane not found |
S e +
| abuse | Account bl ocked |
T e +

Table 11

This endpoint is provided for conpatibility only. New
i npl ement ati ons SHOULD use the nodern JSON endpoi nts.

9. Conparison with RFC 2136

RFC 2136 [ RFC2136] defines DNS UPDATE, a protocol for dynam c updates
to DNS zones. The ApertoDNS Protocol differs in several key aspects:

B bbb oo e s
| Aspect | RFC 2136 | ApertoDNS Protocol

[ e —— C—p———(—(———(—(—————— Ll —p—p—(———(————r
| Transport | DNS (UDP/ TCP) | HTTPS |
I IRy . +
| Format | DNS wire format | JSON |
S T I e +
| Auth | TSIGE SIF0) | Bearer tokens |
R o e e e oo o e e e +
| Discovery | None | /info endpoint |
S I I . +
| I'Pv6 | Supported | Native support |
S T I e +
| Bulk ops | Per-nessage | Dedicated endpoint

R o e e e oo o e e e +

Tabl e 12
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10.

10.

10.

10.

The ApertoDNS Protocol is designed for consumer DDNS services where
simplicity and HITP integration are priorities, while RFC 2136 is
suited for direct DNS zone mani pul ation

Concurrency Mdel

Thi s section describes the behavior when nultiple clients attenpt to
updat e the same hostname concurrently.

1. Last-Wite-Wns Semantics

The protocol uses a last-wite-w ns nodel for concurrent updates.
When nultiple clients update the sanme hostnane:

* The nost recent update takes precedence
* No conflict detection or resolution is perforned

* The previous_* fields reflect the value imediately before the
current update, regardless of which client set it

2. Implications for Clients

Clients operating in environnents where nmultiple devices may update
t he same hostname SHOULD be aware of the follow ng:

1. *Update intervals*: Cients SHOULD i npl enent appropriate update
intervals to minimze conflicts

2. *Change detection*: Cients MAY conpare previous * values with
expected val ues to detect concurrent nodifications

3. *ldenpotent updates*: Wien the new | P matches the existing
record, changed will be false regardless of which client
originally set the val ue

3. Exanpl e Scenario

Consider two clients (A and B) updating the sane host nane:

1. Initial state: ipv4d = "203.0.113.10"

2. Cdient A sends update with ipv4
previous_ipv4 = "203.0.113.10")

"203.0.113. 20" (succeeds,

3. dient B sends update with ipv4
previous_ipv4 = "203.0.113. 20")

"203. 0. 113. 30" (succeeds,
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4. Final state: ipv4 = "203.0.113. 30"
Client A's update was overwitten by Client B. Neither client
receives an error, as this is expected behavior under |ast-wite-w ns
semanti cs.

10.4. Recommrendations for Conflict-Sensitive Applications
Applications requiring stronger consistency guarantees SHOULD:
* Use separate hostnanes for each client/device

* | npl ement application-level coordination outside this protoco

* Consider using RFC 2136 [ RFC2136] which supports prerequisite
conditions for updates

11. Security Considerations

11.1. Transport Security
Al'l endpoints MJST be served over HTTPS using TLS 1.2 or higher.
I mpl enent ati ons MUST NOT support plaintext HTTP for any protoco

endpoi nt ..

| mpl enent ati ons SHOULD support TLS 1.3 and SHOULD di sabl e ol der
ci pher suites known to be weak.

11.2. Token Security

* Tokens MJST be generated using cryptographically secure random
nunber generators (CSPRNG

* Tokens SHOULD have configurable expiration
* Providers SHOULD support token revocation
* Tokens MJST NOT be | ogged in server access |ogs
*  Tokens MJST NOT appear in URLs or error nessages
11. 3. Hostname Validation
Bef ore processing any update request, inplenmentati ons MIST verify
that the authenticated user owns or has perm ssion to nodify the

requested hostnane. Failure to validate ownership could allow
unaut hori zed DNS nodi fi cati ons.
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11.4. Rate Liniting
Providers SHOULD inplenment rate limting to prevent:
* PBrute-force token guessing
* Denial of service attacks
* Excessive DNS propagation | oad

Rate |limts SHOULD be advertised in the discovery endpoint and
conmuni cat ed via response headers.

11.5. | P Address Validation
I npl enent ati ons MUST reject |P addresses that are not globally
routable. This prevents DNS rebinding attacks and ensures that
dynani ¢ DNS records point to legitinmate public addresses.

11.5.1. Rejected |IPv4 Addresses

The foll owi ng | Pv4 address ranges MJST be rejected per [RFC6890]:
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| Address Bl ock | Attribute | Reference |
[} e ————————— = —_————————————————————— Ll p—p—p—p—(—(——(——r
| 0.0.0.0/8 | "This network" | [RFC791] |
. S +
| 10.0.0.0/8 | Private-Use | [ RFC1918] |
I Fom e meemeeieeeeeceieemeaacaaas S IR +
| 100.64.0.0/10 | Shared Address Space (CGNAT) | [ RFC6598] |
o e e e o e e e e e e e e e o R +
| 127.0.0.0/8 | Loopback | [RFC1122] |
S S +
| 169.254.0.0/16 | Link-Local | [RFC3927] |
I Fom e meemeeieeeeeceieemeaacaaas S IR +
| 172.16.0.0/12 | Private-Use | [RFC1918] |
o e e e o e e e e e e e e e o R +
| 192.0.0.0/24 | I ETF Protocol Assignments | [ RFC6890] |
e S +
| 192.0.2.0/24 | Documentation (TEST-NET-1) | [RFC5737] |
I S S IR +
| 192.168.0.0/16 | Private-Use | [RFC1918] |
o e e e o e e e e e e e e e o R +
| 198.18.0.0/15 | Benchnar ki ng | [ RFC2544] |
S S +
| 198.51.100.0/ 24 | Documentation (TEST-NET-2) | [RFC5737] |
I S S IR +
| 203.0.113.0/24 | Documentation (TEST- NET-3) | [RFC5737] |
o e e e o e e e e e e e e e o R +
| 224.0.0.0/4 | Multicast | [RFC5771] |
. S +
| 240.0.0.0/4 | Reserved | [RFC1112] |
I Fom e meemeeieeeeeceieemeaacaaas S IR +
| 255.255.255.255/32 | Limted Broadcast | [RFC919] |
o e e e o e e e e e e e e e o R +

11.5.2. Rejected | Pv6 Addresses

The followi ng | Pv6 address ranges MJST be rejected per [RFC6890]:
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B oo s et et
| Address Block | Attribute | Reference
[ oo by s oo e
| /128 | Unspecified | [ RFC4291]
. . I +
| 1/128 | Loopback | [ RFC4291]
. e S T +
| ::ffff:0:0/96 | |Pv4-mapped | [ RFC4291]
o o R +
| 64:ff9b::/96 | IPv4-1Pv6 Translation | [RFC6052] |
. e I +
| 100::/64 | Discard-Only | [ RFC6666] |
. e S T +
| 2001: db8::/32 | Documrentation | [ RFC3849]
o oo R +
| fc00::/7 | Unique Local (ULA) | [ RFC4193]
. e I +
| fe80::/10 | Link-Local | [RFC4291]
. e S T +
| ff00::/8 | Multicast | [RFC4291] |
o oo R +
Tabl e 14

11.5.3. Inplenentation Notes
I mpl enent ati ons SHOULD return the invalid_ip error code when
rejecting addresses fromthese ranges. |nplenentations MAY | og
rejected addresses for security nonitoring purposes.
Not e: The documentation ranges (192.0.2.0/24, 198.51.100. 0/ 24,
203.0.113.0/24 for |1Pv4 and 2001:db8::/32 for I Pv6) are used in
exanpl es throughout this specification but MJST be rejected in
producti on depl oynents.
| mpl enent ati ons MAY provi de configuration options to allow specific
private ranges for internal deployments, but such configurati ons MJST
be explicitly enabled and SHOULD gener at e war ni ngs.

11.6. Input Validation
Al'l user input MJST be validat ed:
*  Host names MUST conformto DNS naming rul es
* | P addresses MJST be valid I Pv4 or |Pv6 format

* TTL values MJUST be within acceptabl e ranges
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11.

11.

*  TXT val ues MUST NOT exceed 255 characters
7. TXT Record Abuse Prevention
TXT records can potentially be abused for

* *DNS tunneling*: Encoding data in TXT records for covert
comruni cati on

* *Data exfiltration*: Using DNS queries to |leak sensitive data
*  *Resource exhaustion*: Creating excessive TXT records

I mpl enent ati ons MJST i npl enent saf eguar ds:

* Limt TXT value length to 255 characters (DNS standard)

* Limt nunber of TXT records per hostname (default: 5)

* Restrict TXT hostnames to approved prefixes (e.g., _acme-
chal | enge.)

* Inplenment rate limting on TXT operations

* Consider automatic expiration of TXT records (reconmended: 24
hour s)

8. Internationalized Domai n Names

When handling Internationalized Domain Nanes (I DNs), the follow ng
requirenents apply as specified in [ RFC5891]:

* Cients SHOULD convert |IDN hostnanmes to their A-1abel (ASCI
Conpati bl e Encodi ng) form before sendi ng requests

* Servers MUST accept hostnanes in A-label form

* Servers MAY accept hostnames in Ul abel (Unicode) form and convert
themto A-labels internally

* Servers MJST store and return hostnames in a consistent form

For exanple, a client wishing to update an internationalized hostnane
SHOULD send the request with the A-label form(e.g., "xn--

r 8j z45g. exanpl e. cont for a Japanese hostnane).

I npl enent ati ons that accept U 1label input MJUST perform | DNA2008
validation as specified in [ RFC5891] before processing the request.
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12.

12.

12.

12.

12.

13.

Privacy Considerations

This section addresses privacy consi derations as reconmended by
[ RFC6973] .

1. Data Mnim zation

Provi ders SHOULD mininize the collection and retention of persona
data. Specifically:

* | P address history SHOULD have configurabl e retention periods
* Update tinmestanps MAY be retained for operational purposes
* Providers SHOULD docunent their data retention policies

2. User Control

Users SHOULD have mnechani sns to:

* View their stored data

* Delete their accounts and associ ated data

* Export their data in a portable format

3. Traffic Analysis

DDNS updates i nherently reveal

* That a user’s |P address has changed

* The timng of |IP address changes

* The association between a hostname and | P address

Provi ders should be aware that this information could be used to
track user behavior or network changes.

4. Encryption

Al'l conmuni cati ons MJUST be encrypted via HTTPS, preventing passive
observation of update requests and tokens.

| ANA Consi der ations
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13.

14.

14.

1. Well-Known URI Registration

Thi s docunent requests registration of the foll owing well-known URI
suf fix:

URI Suffix: apertodns

Change Controller: |ETF

Speci fication Docunment: This docunent
Status: provisional

Rel ated Information: None

The wel | -known URI /.well-known/apertodns/ is used as the base path
for all protocol endpoints.
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Appendi x B. I nplenentation Status
Note to RFC Editor: Please renpve this appendi x before publication.

This section records the status of known inplenmentations of the
protocol defined by this specification

B.1. ApertoDNS
Organi zation: Apert oDNS
I mpl enent ati on: Reference inplenmentation

Description: Full protocol support including all endpoints, bulk
updat es, webhooks, and | egacy conpatibility

Level of Maturity: Production
Coverage: Conplete
Li censing: Proprietary service, open protoco
Contact: support @pertodns. com
URL: https://apertodns.com
Appendi x C. OpenAPl Specification

A compl ete OpenAPlI 3.0.3 specification for this protocol is avail able
at :

https://github. com apertodns/apertodns- protocol /bl ob/ mai n/
openapi . yam
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Thi s specification can be used to:
* Cenerate client libraries in various programm ng | anguages
* Create interactive APl docunentation
* Validate inplenentations for confornmance
Appendi x D. Exanpl e Update Fl ow
The following illustrates a typical update fl ow

1. dient discovers provider capabilities: ~~~ CGET /.well-
known/ apert odns/vl/info ~~~

2. Cdient authenticates and requests update: ~~~ POST /.well -
known/ apert odns/ vl/ updat e Aut horization: Bearer
exanpl e_l i ve_abc123 Content-Type: application/json
{"host nane": "hone.exanpl e.conf, "ipv4": "auto"} ~~~

3. Provider validates token and hostnane ownership

4. Provider updates DNS record

5. Provider returns result: ~~~json { "success": true, "data": {
"host name": "home. exanpl e. cont', "ipv4": "203.0.113.50",
"changed": true } } ~~~

6. DNS propagates the new record

Appendi x E. Changes from Legacy DDNS Protocol s

For inplenenters famliar with | egacy HTTP-based DDNS protocols

(commonly referred to as "dyndns2" in client inplenentations such as

ddclient), key differences include:

* JSON responses instead of plain text

* Bearer token authentication instead of HTTP Basic

* Explicit capability negotiation via /info endpoint

* Dedicated endpoints for different operations

* Standardi zed error codes and response fornmats

* Native | Pv6 support with separate fields
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*  Bul k update support for nultiple hostnanes
* Well-known URI path for consistent discovery
Appendi x F. Changes from -00

This section summari zes changes fromdraft-ferro-dnsop-apertodns-
pr ot ocol - 00

F.1. Version 1.2.3 Changes

* Added ipv4_auto_failed and ipv6_auto_failed error codes to
Section 8.3 (Standard Error Codes)

* Added "Auto-Detection Limtations" subsection to Section 7.3
(Updat e Endpoi nt) docunenting HTTP connecti on semantics
constraints

* Added validation_error and invalid_ttl error codes

* Added exanpl e response for auto-detection failure

* Updated protocol version in exanples from"1.2.0" to "1.3.0"

* Added acknow edgnent of | ETF DNSOP wor ki ng group

F.2. Version 1.3.0 Changes (TXT Records)

* Added TXT record managenent endpoint (/txt) for ACVME DNS-01
chal | enges

* Added txt_records and txt_nax_records capability fields

* Added TXT-rel ated error codes: txt_not_supported,
txt _limt_exceeded, txt _invalid nane, txt _value_too_ | ong

* Added "TXT Record Abuse Prevention" section to Security
Consi derati ons

* Added RFC 8555 (ACME) to nornmative references
* Added TXT Record and ACME DNS-01 termi nol ogy definitions

* Updated protocol version to 1.3.0
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Appendi x G Changes from-01

Thi s section summari zes changes fromdraft-ferro-dnsop-apertodns-
prot ocol - 01:

G 1.

*

G 2.

Ferro

Version 1.3.2 Changes (Response Consi stency)

St andardi zed tinestanp field nanming across all endpoints:
- Renanmed tinestanp to updated at in /update response

- Renanmed | ast _updated to updated_at in /status response

- This provides consistent naning for timestanp fields across the
pr ot ocol

Changed / donmi ns response structure from grouped domains to flat
array:

- Previous: data.domains[].hostnanmes[] (grouped by parent domain)
- New data[] (flat array of hostname objects with full details)

- Each hostnane object now includes: hostnane, ipv4, ipv6, ttl,
updat ed_at, created_at

- This reduces APl calls needed to retrieve hostname i nfornation

Clarified that tinestanp field remains unchanged for /health and
/txt endpoints

Clarified that server_time field remai ns unchanged for /info
endpoi nt

Version 1.3.2 Changes (Enhancenents)

Added "Backward Conpatibility" subsection to /update endpoint
docunenting deprecated field aliases (ipv4_previous,

i pv6_previous) for transition fromlegacy field nanes

Added "Authorizati on Scopes" section docunenting optional scope-
based authorization with defined scopes: dns:update, domains:read,
txt:read, txt:wite, txt:delete

Updat ed example tinestanps to 2026
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G 3.

*

Version 1.4.0 Changes (Record Del etion and Concurrency)

Added "Record Del etion via Null Values" subsection to /update
endpoi nt docunenting the ability to delete A or AAAA records by
setting the corresponding field to null in the update request

Defined tri-state semantics for ipv4/ipve fields: string val ue
(update), null (delete), omtted (no change)

Added exanples for I1Pv4 and | Pv6 record del etion

Added " Concurrency Mdel" section docunenting last-wite-w ns
semantics for concurrent updates to the sanme hostnane

Added recommendati ons for conflict-sensitive applications
Expanded "I P Address Validation" section with explicit |ists of
rejected IPv4 (15 ranges) and | Pv6 (9 ranges) address bl ocks per
RFC 6890

Added RFC 6890 to normative references

Updat ed protocol version to 1.4.0

Appendi x H.  Changes from -02

Thi s section summari zes changes fromdraft-ferro-dnsop-apertodns-
pr ot ocol - 02:

*

Added Status: provisional to the | ANA Wl | -Known URI registration
as required by RFC 8615 Section 3.1

Aut hor’ s Addr ess

Andrea Ferro

Aper t oDNS
Italy
Emai | : support @pert odns. com
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