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Abst ract

The rapid proliferation of autononmous Al agents across enterprise and
I nternet-scal e depl oynents creates a structural chall enge that

exi sting agent frameworks cannot address: how to enable any agent to
di scover and invoke any other agent’s capabilities w thout pre-
established bilateral integration, across organi zati onal boundaries,
at Internet scale. This document presents the Agentic Intent Network
(AIN) as an architecture-level nodel for open, heterogeneous,
dynani cal ly evol ving multi-agent coordination. It defines problem
drivers, architectural and underlay requirenents, architectura
conponents, design invariants, scope boundaries, and a research
agenda for the NVRG  Engi neering protocol details are intentionally
out of scope.
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1.

I nt roducti on

The depl oyment of autononous Al agents is transitioning fromisol ated
experinmental systens to |arge-scal e production environnents.

I ndi vidual enterprises deploy tens to hundreds of specialized agents;
Internet-scale platforns may eventually host mllions. Each agent
encapsul at es bounded capabilities; collaboration anbng agents is an
engi neering necessity for acconplishing conplex tasks, not an
optional feature

The architecture problemis not |ocal orchestration. It is global,
open coordi nation: how can any agent discover and invoke any other
agent’s capabilities without pre-established bilateral integration,
and across heterogeneous frameworks and organi zati onal boundari es?
At scale, the pairwi se integration cost grows quadratically, quickly
overwhel mi ng any systenis operational budget. At organizationa
boundaries, the trust and depl oynent assunptions enbedded in today’'s
framewor ks break down: an agent operated by one enterprise cannot

di scover or invoke an agent operated by another w thout custom
manual | y mai ntai ned integration agreenents.

The nane "Agentic Intent Network" reflects the three structura
commitnents of the architecture. "Agentic" denotes that the
participating entities are autononobus agents -- systens capabl e of

i ndependent reasoning and action -- rather than passive endpoints or
simple services. "Intent" denotes that coordination is expressed as
structured, capability-oriented requests, rather than as direct
procedure calls or point-to-point nessages; an intent captures what
the originating agent wants acconpli shed, abstracted from which

specific handler will acconplish it. "Network" denotes that the
coordi nation substrate is organized as a routed network -- with a
data plane, a control plane, addressing, and forwarding -- rather

than as a registry, a broker, or an orchestration engine. Together,
the nane captures the core architectural claim routing-based
infrastructure is the appropriate nodel for open, scal able,

het er ogeneous agent coordi nation

Al N proposes a routing-based answer, applying the structural |ogic of
packet networking to inter-agent coordination. This docunent is an
architecture description in the IRTF style: it specifies what AIN s,
why it is needed, and what research questions it opens. Enhgi neering
prot ocol nechanisns and algorithmc details are intentionally handled
i n conpani on desi gn-consi derati on docunents.

Feng Expires 19 COctober 2026 [ Page 3]



I nternet-Draft Agentic Intent Network (AIN) April 2026

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

I ntent:
A structured representation of a task request, expressed as a
capability class identifier and associ ated constraints.

I ntent Dat agram
The sel f-contained coordination unit carrying an intent, anal ogous
to an | P datagram

Intent d ass:
A hierarchical identifier used as the routing key for an Intent
Dat agr am

Intent dass AOD (ICAD):
A globally unique, structured identifier for an Intent d ass,
sui tabl e for machi ne processing and prefix aggregati on.

Handl er Instance ldentifier (H D):
A globally unique identifier for a specific Intent Handl er
i nst ance.

Intent Router:
A deterministic forwardi ng conponent that routes |Intent Datagrans
based on capability routing tables.

I ntent Dispatcher:
An application entity that deconposes conpound intents into sub-
intents and emts routabl e datagrans.

I ntent Handl er:
An application entity that executes atom c intents.

Capabi lity Advertisenent (CAP):
A control - pl ane nessage by which an Intent Handl er announces
capabilities.

Agent Domai n:

A collection of registered entities within a nanagenment and policy
boundary, anal ogous to an | P AS.
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Semanti c Substrate:
Shared nam ng, capability-description, and matchi ng semantics
consurmed by AIN control -pl ane functi ons.

Capabi lity Routing Table (CRT):
A mapping from|ICOD prefixes to ranked candi date handl er sets

3. Problem Statenent
3.1. The Multi-Agent Coordination Gap

Current Al ecosystens are rich in nodel capabilities and | ocal agent
framewor ks, but poor in open coordination primtives. Systens can
orchestrate agents that are already inside the same framework or
trust domain, yet lack a common architecture for Internet-scale,
cross-domai n interaction anong i ndependently operated agents.

Consi der a concrete scenario: an enterprise depl oys a custoner-
service agent (Framework A) that needs to invoke a conpliance-
checki ng agent (Franmework B, operated by a different business unit)
and a | ogistics-status agent (a third-party APl w apper). Today,
each of these connections requires a separate, nmanually negoti ated
i ntegration: agreed-upon APl schenas, bilateral trust configuration,
and per-link lifecycle managenent. None of the three agents can

di scover the others dynamically; each new agent added to the
ecosystemrequires Q(existing agents) new integration agreenents.
This is not an inplementation deficiency -- it is a structura
absence of shared coordination infrastructure.

This creates a coordinati on gap: autononous agents can reason and act
locally, but cannot reliably discover, select, and invoke renpte
capabilities in a neutral, scal able, franework-independent way.

3.2. The QON*2) Bilateral Integration Problem

Wthout shared routing infrastructure, N agents require up to
N(N-1)/2 bilateral integrations to interoperate. Each integration
entails interface mapping, trust negotiation, |lifecycle nanagenent,
and operational nonitoring.

Engi neering mitigations -- conmon APl conventions, shared SDKs,
service registries -- reduce inplenentation friction but do not
change the underlying structure: each pair of agents that nust
interoperate still requires explicit, maintained coordination state.
As agent popul ations grow and cross organi zati onal boundaries, the
per-pair cost cannot be engineered away; it nust be elimn nated
architecturally.
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The Internet solved an identical structural problemfor host

i nterconnection. Before shared routing infrastructure, connecting N
hosts required bilateral reachability agreements. [P elimnated this
by introducing a shared forwardi ng substrate: any host can reach any
ot her host without pre-arrangenent, because routing state is

mai nt ai ned by the network rather than by endpoint pairs. AIN applies
the sane logic to agent coordination: per-agent integration overhead
is reduced fromQ(N) to (1) by introducing shared capability routing
infrastructure

3.3. Limtations of Existing Frameworks

Exi sting framewor ks and protocols (e.g., AutoGen [WJR023], LangG aph,
A2A [ A2A2025], MCP [ MCP2024]) provide useful |ocal mechani sms but do
not, by thenselves, satisfy the full set of open architectural needs.

Aut oGen and LangGraph are intra-framework orchestrati on systens.
They excel at coordinating agents that are co-depl oyed within the
same runtime and trust boundary, but provide no nechani smfor an
agent in one framework to dynanically di scover or invoke an agent in
another. Interoperability across framework boundaries requires
custom bridgi ng code, reproducing the bilateral integration problem
at the franmework | evel

MCP [ MCP2024] addresses the connection between LLM based agents and
external tools or data sources. |Its scope is LLMto-resource
integration, not agent-to-agent routing. MCP does not define how an
agent discovers which other agents exist, selects anbng candi dates,
or routes a request across nultiple coordination hops.

A2A [ A2A2025] defines an interaction protocol for pairs of agents.

It is analogous to HITP: it standardi zes the exchange format for a
single interaction, but it does not address discovery, capability
routing, or multi-hop forwarding. Two agents using A2A nust stil
know each other’s endpoints in advance; the protocol does not provide
the directory or routing substrate needed to find them

They are typically optimzed for one or nore of:

* single-framework ecosystens,

* pre-coordinated trust and depl oynent assunptions,

* bounded organi zational scope, and

* static or manually curated integration surfaces.

Feng Expires 19 COctober 2026 [ Page 6]



I nternet-Draft Agentic Intent Network (AIN) April 2026

3.

4.

4.

These assunptions linit their ability to serve as a shared, Internet-
scal e coordi nati on substrate for heterogeneous agents. AINis not a
repl acenent for these franmeworks; it is the mssing coordination

| ayer above and between them

4. Wy This |Is a Network Managenent Research Probl em
First, the AIN control plane introduces new convergence chal |l enges

that have no direct precedent in IP routing. Capability
advertisenents carry semantic identifiers (I1CQODs) rather than

t opol ogi cal addresses. Convergence correctness -- the guarantee that
every Intent Router’s CRT eventually reflects the true handl er
popul ati on wi thout |oops or black holes -- nmust be established over a

semantic identifier space whose structure differs fundanentally from
I P prefixes. Defining convergence conditions, bounding convergence
time, and proving | oop-freedom under dynanmi c handl er popul ations are
open research problens of the kind NVMRG i s positioned to address.

Second, the AIN coordination substrate is itself a networked system
that requires operational managenent. As agent popul ations scal e,
operators need telenetry on capability routing behavior, anomaly
detection for mal formed or nalicious CAPs, policy controls on which
agents may advertise which capabilities, and nechanisns for gracefu
handl er failure and capability withdrawal. These are directly

anal ogous to the network management functions that NVRG has studied
for IP infrastructure, now applied to a new class of coordination

pl ane.

Third, practical AIN deploynent is coupled with the underlying
network and system environment in ways that require joint analysis.
CAP propagation generates control-plane traffic whose vol une and
bursti ness depend on agent popul ati on dynam cs. Intent Datagram
forwarding | atency is bounded by both AIN routing behavior and
underl ay transport characteristics. Resource allocation across
Intent Routers and Handl ers nust account for both coordination

over head and execution workl oad. These coupling effects are

depl oynent - engi neering questions that sit squarely within the scope
of [NMRG Al - DEPLOY] and rel ated NVMRG wor K.

Requi renent s
1. Design Principles
The requirenents in this section are not assenbled as a feature
wi shlist. They are derived fromthree architectural principles that

have proven effective in building open, scal able networked systens,
applied here to the agent coordi nati on donain.
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Principle 1: End-to-End Argunent. Saltzer, Reed, and O ark [ SRC1984]
established that functions requiring application-specific know edge
shoul d be inplemented at the endpoints, not in the network substrate.
Applied to AIN. task execution, semantic reasoning, and result
interpretation belong at Handl ers and Di spatchers. The routing
fabric nust remain thin, deternministic, and execution-agnostic. This
principle drives R local and the design invariants of Networking-
Executi on Separation and Payl oad Opacity (Section 5.6).

Principle 2: Narrow Waist Design. The Internet’s scalability rests
on a mininal common interface -- the | P datagram -- that decoupl es
het er ogeneous |ink technol ogi es bel ow from het erogeneous applications
above. AIN adopts the sane strategy: the Intent Datagramand 1C QO D
forma narrow wai st enabling any agent framework to participate

wi t hout requiring coordination fabric redesign. This principle
drives R open and R hetero.

Principle 3: Decentralized Scalability. Centralized coordination

i ntroduces bottlenecks, single points of failure, and policy coupling
that limt scale. Distributed routing protocols, from OCSPF to BGP,
demonstrate that |ocal forwarding decisions based on distributed
state can achieve global reachability without central oracles. AIN
applies this to capability routing. This principle drives R loca

and the bounded- convergence constraint in R dynanic.

A fourth consideration -- Policy/Mechani sm Separation -- infornms the
overal | design: routing mechanisns are specified to be generic and
stabl e; capability-matching semantics and selection policies are
explicitly layered above the forwarding core, allowing themto evol ve
i ndependent |y without requiring changes to the routing fabric.

4.2. Architectural Requirenents

R open (Open Participation):
Any agent, regardl ess of framework, |anguage, or depl oynent
environment, MJST be able to register capabilities and invoke
others without bilateral pre-registration. Derivation: Follows
fromthe Narrow Wai st principle. Requiring bilateral pre-
registration reproduces the Q'N'2) integration cost docunmented in
Section 3.2. A shared registration and routing substrate
elimnates this cost structurally, as IP elinminated the need for
pai rwi se host reachability agreenents.

R

ocal (Local Deci sion-Mking):

Each forwardi ng deci sion MIST be made | ocal ly using datagram
visible and locally nmintained state; no centralized per-request
routing oracle is assuned. Derivation: Follows fromthe End-to-
End Argunent and Decentralized Scalability. A centralized routing
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oracle woul d becone a bottleneck, a single point of failure, and a
policy chokepoint -- reproducing architecturally the same probl ens
that distributed routing protocols were designed to elimnate.

R hetero (Heterogeneous Capability Matching):
The architecture MJST support heterogeneous handl er types (LLM
based, determ nistic, |egacy-wapped) w thout requiring routing-
fabric redesign. Derivation: Follows fromthe Narrow Wi st
principle and Policy/ Mechani sm Separation. The routing fabric
must remain agnostic to execution substrate. Capability-nmatching
semantics reside in the Semantic Substrate (Section 5.4), not in
forwardi ng conponents, allow ng handl er technol ogy to evol ve
wi t hout architectural disruption.

R dynam ¢ (Dynam c Capability Discovery):
The architecture MJST support dynam c capability additions,
updates, and withdrawal s with bounded convergence behavi or.
Derivation: Follows from Decentralized Scalability and the
operational reality of |arge-scale deploynments. Agent popul ations
are not static: handlers are depl oyed, updated, and retired
continuously. The routing fabric nust acconmpdate this dynam sm
whi | e providi ng convergence guarantees sufficient for operational
stability -- a direct anal ogue of l|iveness and | oop-freedom
requirenents in |IP routing protocols.

Under | ay Requirenents

The architectural requirenments above define what the AIN coordi nation
| ayer must provide. They depend, in turn, on two properties of the
underl ay transport fabric. These are stated as requirenents on the
underl ay, not as design choices of the AIN architecture itself,
consistent with the End-to-End Argunent: AIN does not prescribe how
reachability is achieved, only that it nust be avail abl e.

R ul (Handl er Reachability):
Any Intent Router MJST be able to deliver an Intent Datagramto
any registered Intent Handler.

R u2 (Call back Reachability):
Any I ntent Handl er MUST be able to deliver callback responses to
the Oiginator endpoint indicated by datagram netadat a.
Thi s docunent intentionally does not mandate specific inplenmentation
patterns for satisfying Rul and R u2. Overlay networks, service
meshes, and conventional IP transport are all candi date nechani sns.

AN Architecture
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5.1

Architecture Overvi ew

AIN is organized into three architectural parts

1. (A) Networking: underlay/transport fabric, Intent Routing data
pl ane, Intent Routing control plane, and Semantic Substrate.

2. (B) Application Entities: Oiginator, D spatcher, and Handl er
rol es.

3. (O Runtine Dependencies: execution runtine and conpute
infrastructure used by application entities.

Figure 1 illustrates the layered structure and the principa

i nteracti ons anong components.
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S + o + S
| Originator| | Dispatcher | | Handl er
| (emts | | (deconposes / | | (executes
| intents) | | coordinates) | | intents)
oo oo + oo - oo - + oo oo
I | (b) | (a)
| I nt ent | sub-intents | CAP
| Dat agr ans | | (announce)
o e e e o o e e e +
I
| Al'N Networ ki ng Substrate |
e .|
| Intent Routing Control Plane |
| | (CAP processing, CRT conputation, |
| route-state distribution) |
| . e +
| (c) | CRT updates |
I e R +
| Intent Routing Data Pl ane |
|| ||
| | [IR----- [IR----- [IR----- [IR] ||
| A dat agr am f or war di ng | | ]
| | (hop-by-hop, local CRT) v |
| e SIS +
| n |
| (d) | nam ng / matching |
[ R i R +
| Semantic Substrate |
| | (ICOAD nanespace, capability-matching | |
| semanti cs, aggregati on consi stency) |
| I T +
I
o m o oo ieoiaoo--s +
| Underlay / Transport Fabric |
| (provides R ul: handl er reachability and |
| R u2: call back reachability) |
oo mm e e e e e e e e e e e e e e e e e e e e oo oo +
IR = Intent Router
CAP = Capability Advertisenent
CRT = Capability Routing Tabl e
Figure 1: AIN Architecture -- Layers and Principal Entities
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The figure is read in two di mensions: vertical |layering represents
the separation of concerns, and the lettered interactions (a)--(d)
represent the two principal information flows through the
architecture.

Layering. Application Entities (top) sit above the Al N Networking
Substrate and consune its services; they are not part of the
forwarding core. This boundary enforces the Networking-Execution
Separation invariant (Section 5.6): an Intent Router forwards

dat agrans but never executes the tasks they carry. Wthin the
Net wor ki ng Substrate, the Semantic Substrate occupies the base
position because it provides the nam ng and matchi ng semantics that
the control plane depends on; it is not a forwarding layer. The
Under | ay/ Transport Fabric is architecturally external: AIN states
what reachability properties it requires (R ul, R u2) but does not
prescri be how they are satisfied.

Control flow (interactions (a) and (c)). Wen a Handler registers or
updates its capabilities, it emts a Capability Advertisenent (CAP)
into the networking substrate (a). The Intent Routing Control Pl ane
processes incom ng CAPs, applies matching semantics fromthe Semantic
Substrate, and conputes or updates entries in the Capability Routing
Table (CRT) at each Intent Router (c). This is the AN anal ogue of a
routing protocol: CAP propagation drives distributed route-state
convergence, so that every Intent Router eventually holds a CRT
reflecting the current handl er popul ati on

Data flow (interactions (b) and forwarding in the data plane). An
Oiginator emts an Intent Datagramcarrying an ICODin its routing
header. A Dispatcher may deconpose a conmpound task into sub-intents
and enmit nultiple datagrans (b). Each Intent Router perforns a |oca
CRT | ookup on the 1GAD, selects a next hop fromthe ranked

candi date set, and forwards the datagram-- w thout consulting any
central oracle and without inspecting the payload (Payl oad Opacity,
Section 5.6). Forwardi ng conti nues hop-by-hop until the datagram
reaches a Handl er that accepts and executes the intent. The Handl er
returns results via a callback path to the Oiginator endpoint
identified in the datagram et adat a.

Semantic Substrate (interaction (d)). The Semantic Substrate is
consuned by the control plane, not the data plane. It provides the
shared vocabul ary that makes |G- O D prefix aggregation neani ngful and
capability matchi ng consi stent across heterogeneous handl er types.
Its role is anal ogous to the addressing and nam ng conventions that
make | P prefix aggregation tractable: w thout shared semantics, CAP
processi ng woul d require per-handl er bespoke |l ogic and coul d not

scal e.

Feng Expires 19 COctober 2026 [ Page 12]



I nternet-Draft Agentic Intent Network (AIN) April 2026

| Component | Responsibility | I'P Anal ogy |
[§ lemesfomms by e s o esospsesespesespsesespsesspsssfsespefesfespeenge, s e o}
| Underl ay/ | End-to-end reachability | Physical + |
| Transport Fabric | under R ul and R u2 | Link |
o e e oo o mm e e e e e e e i Fom e e o - +
| I'ntent Routing | Statel ess forwardi ng of | I'P data |
| Data Pl ane | intent datagrans | pl ane |
o e e e e oo oo o e e e e e e e e m o R +
| I'ntent Routing | Capability advertisenent | 1P control |
| Control Plane | and route-state naintenance | plane |
o e e oo o mm e e e e e e e i Fom e e o - +
| Semantic | Nami ng/ mat chi ng semanti cs | Addressing |
| Substrate | | |
o e e e e oo oo o e e e e e e e e m o R +
| Application | I'ntent origination, | End hosts |
| Entities | dispatch, and execution | |
o e e oo o mm e e e e e e e i Fom e e o - +
Table 1: AIN Architecture Overview (Conceptual)
5.2. Intent Datagram
The Intent Datagramis the fundanental coordination unit. It is

conceptual ly defined as a triple:
D=<H P, M
where His a routing header (intent class and routing-rel evant
fields), P is payload (opaque to routing), and Mis netadata (e.qg.,
correlation and call back information).

5.3. Intent Routing

I ntent Routing separates:

* Data plane: determnistic per-datagram forwardi ng based on | ocal
route state.

* Control plane: capability advertisement processing and route-state
conmput ation/distribution.

This separation nmirrors core Internet architectural practice and is
central to AIN scalability and explainability.
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5.4. Semantic Substrate
The Semantic Substrate defines shared capability-description and
identifier semantics used by control-plane functions. It is a
substrate for nami ng, matching, and aggregation consistency; it is
not treated as an i ndependent packet-forwarding |ayer

5.5. Application Entities
Al'N di stingui shes three application-Ilevel roles:
* Oiginator: enits intents.
* Di spatcher: deconposes/coordi nates conpound t asks.
* Handl er: executes atom c capabilities.
These rol es are above the networking substrate and consune Al N
services; they are not part of the forwarding core. A single
physi cal depl oynent unit MAY sinultaneously fulfill multiple roles
(e.g., acting as both Dispatcher and Handler for different intents).
Rol e assignment is decoupled fromentity inplenentation, allow ng
fl exi bl e depl oynent topol ogi es without requiring changes to the
routing fabric or the Semantic Substrate.

5.6. Design lnvariants

AIN relies on four architectural invariants:

1. Networking-Execution Separation: forwarding conponents do not
performtask execution.

2. Hop-by-Hop Locality: forwarding is |ocal and increnental

3. Payload Opacity: forwarding is based on routing-relevant fields,
not payl oad semanti cs.

4. Datagram Sel f-Contai nnent: the datagram carries sufficient
routing context for forwardi ng deci sions.

5.7. Structural Correspondence with | P Networking
AIN intentionally mirrors key Internet architectural primtives:
* Intent Datagram ~ |P datagram

* |ntent Router ~ | P router
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* CRT ~ forwarding table

* Agent Domain ~ AS

* CAP propagation/control ~ routing control behavior

Thi s correspondence is structural, not literal protocol reuse.
8. Relationship to Intent-Based Networking

[ RFC9315] defines IBN intents as declarative goals for network
behavi or managenent. AIN intents are routable requests for Al-agent
capability invocation. The two are conplenentary: |BN concerns

net wor k operation goals; AIN concerns inter-agent coordination
routing.

9. Scope Boundari es

AN is designed for open, dynanmic, cross-domain agent coordination at
scale. It is not appropriate for all agent interaction scenarios.
In particular, AINis not the intended solution for

* Hard real -tinme tasks, where coordination |atency introduced by
capability routing is architecturally unacceptabl e.

* Fully static and deterministic workflows, where all handl er
assignnents are known and fixed at design time, naking dynanic
capability discovery unnecessary.

* Ol osed single-framework deploynents, where all participating
agents share the sane runtine and trust boundary and no cross-
domai n coordination is required

Explicitly defining these boundaries is consistent with the End-to-
End Argunent: functions that do not benefit fromrouting-based

i ndirection should not be routed. Recognizing these non-goals
increases architectural clarity and hel ps inplementers identify when
Al'N provi des structural val ue.

Rel ati onship to Existing NVRG Work
1. Relationship to draft-irtf-nnrg-ai-challenges
AlN adds a coordination-|ayer perspective to Al/network-nmnagenment

chal | enges, including semantic-route convergence, capability
authenticity, and explainable nulti-agent routing behavior.
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6.2. Relationship to draft-irtf-nnrg-ai-depl oy
Al'N has depl oynent inplications for capability advertisenment traffic,
conver gence dynam cs, and coupling between agent-coordination contro
behavi or and net wor k/ syst em depl oynent choi ces.

6.3. AIN as a Third Research Di nmension
AN frames a third di nensi on al ongsi de:
* Al for network managenent, and

* network/system support for Al services.

The third dinmension is networked infrastructure for Al-agent
coordination itself.

7. Open Research Probl ens
7.1. Phase 1: Foundations
* Capability description |anguage and natchi ng semanti cs.
* Intra-domain capability-routing protocol design
* Mnimal interoperable |Intent Datagram schema
* PBaseline identity and trust for capability clains.
*  Formal convergence and | oop-freedom over senmantic identifiers.
7.2. Phase 2: Scaling
* |Inter-domain capability-routing policy and aggregation
* Milti-netric optimzation under heterogeneous constraints.
* Stability analysis for feedback-driven route scoring.
* (Cross-tier latency and resource budget all ocation
7.3. Phase 3. Ecosystem
* CGovernance of global IC-OD taxonony roots and del egation
* Security and adversarial robustness at ecosystem scal e, including

capability-claimfraud, routing-state poisoning, and intent
privacy threats.
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10.

10.

* Econom ¢ settlenent and incentive alignnent across domains.
Security Considerations
AI'N i ntroduces security concerns at two architectural |evels.

Control -plane threats affect the integrity and availability of
capability routing state. Capability-claimspoofing (a malicious
entity advertising capabilities it does not possess) and routing-
state poisoning (injection of malfornmed or adversarial CAPs to
corrupt CRTs) are the primary risks. Senmantic nanespace abuse -- the
registration of 1CG QO Ds intended to shadow or hijack legitinmate
capability classes -- represents a further control -plane attack
surface.

Dat a- pl ane threats affect the confidentiality and availability of
intent traffic. Privacy |eakage of intent contents or originator
identity and deni al -of -service agai nst routing or handler interfaces
are the primary concerns.

Architecture-level mtigation directions include authenticated
capability advertisenents, protected control-plane exchanges,

depl oynent of nobdern transport security, and explicit governance for
identifier namespaces. Detailed threat nobdeling is identified as a
Phase 3 research problem (Section 7.3).

I ANA Consi derati ons
Thi s docunent requests no | ANA acti ons.
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