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Abstract

PSA Endorsenents conprise reference val ues, endorsed val ues,
cryptographic key nmaterial and certification status infornmation that
a Verifier needs in order to apprai se Attestati on Evidence produced
by a PSA device. This neno defines PSA Endorsenents as a profile of
the CoRI M dat a nodel .

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Renote ATtestation
ProcedureS Wrking Group mailing list (rats@etf.org), which is

archived at https://mailarchive.ietf.org/arch/browse/rats/.

Source for this draft and an issue tracker can be found at
https://github. com thomas-fossati/cori mpsa.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 January 2026.
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1. Introduction

PSA Endor sements incl ude reference val ues, endorsed val ues,
cryptographic key material and certification status infornmation that
a Verifier needs in order to apprai se attestati on Evidence produced
by a PSA device [PSA-TOKEN]. This nmeno defi nes PSA Endorsenents as a
profile of the CoRIMdata nodel [CoRIM.

Fossati, et al. Expires 5 January 2026 [ Page 2]



I nternet-Draft CoRI M PSA Profile July 2025

2

3.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

An understanding of the [CoORIM data nodel is a prerequisite

The reader is also assuned to be famliar with the terns defined in
Section 2.1 of [PSA-TOKEN] and in Section 4 of [RATS- ARCH|

PSA Endor senent s

PSA Endorsenents describe an attesting device in terns of the
hardware and firmvare conponents that make up its PSA Root of Trust
(RoT). This includes the identification and expected state of the
device as well as the cryptographic key material needed to verify
Evi dence signed by the device's PSA RoT. Additionally, PSA

Endor senents can include information related to the certification
status of the attesting device.

There are three basic types of PSA Endorsenents:

* Reference Values (Section 3.3), i.e., measurenents of the PSA RoT
firnmware;
* Attestation Verification Keys (Section 3.4), i.e., cryptographic

keys that are used to verify signed Evidence produced by the PSA
RoT, along with the identifiers that bind the keys to their device
i nst ances;

* Certification Clainms (Section 3.5), i.e., netadata that describe
the certification status associated with a PSA devi ce;

There is a fourth PSA Endorsenment type that ains at covering nore
advanced Verifier use cases (e.g., the one described in Section 7 of
[ TEEP] ) :

* Software Rel ations (Section 3.6), used to nodel upgrade and patch
rel ati onshi ps between software conponents.

1. PSA Endorsenment Profile

PSA Endorsenents are carried in one or nore CoM Ds inside a CoR M
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The profile attribute in the CoRIM MJUST be present and MJST be the
URI tag:arm com 2025: psa#1.0.0 as shown in Figure 1.

[ corimmp / {
[ corimprofile / 3: 32("tag:arm com 2025: psa#l1. 0. 0")
[ ..

}
Figure 1: CoRIMprofile for PSA Endorsenents version 1.0.0

3.2. PSA Endorsenents to PSA RoT Linkage

Each PSA Endorsenent - be it a Reference Value, Attestation
Verification Key or Certification Claim- is associated with an

i mmut abl e PSA RoT. The |inkage between a PSA Endorsenent and its PSA
RoT is made by neans of the unique PSA RoT identifier known as

I npl enentation ID (see Section 3.2.2 of [PSA-TCKEN ).

To encode an Inplenmentation ID, the tagged-bytes variant of the
$cl ass-id-type-choice is used, as described in Figure 2. The length
of the byte string MIST be exactly 32

; fromdraft-tschofenig-rats-psa-token
psa-inpl enentation-id-type = bytes .size 32

tagged-inpl ementation-id-type = #6. 560( psa-i npl enent ati on-i d-type)
Figure 2: PSA Platform I nplenentation |ID encoding

Besi des, a PSA Endorsenent can be associated with a specific instance
of a certain PSA RoT - as is the case for Attestation Verification
Keys. The Instance ID (see Section 3.2.1 of [PSA-TOKEN]) provides a
uni que identifier for a given PSA RoT.

To encode an Instance ID, the tagged-ueid-type variant of the

$i nstance-i d-type-choice is used, as described in Figure 3. The
first byte MUST be 0x01 (RAND) followed by the 32-byte unique
instance identifier.
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i nst-id-tagged-ueid = #6.550(eat - uei d-rand-type)
eat -uei d-rand-type = bytes .join eat-ueid-rand-fnt

eat-ueid-rand-fnm = |
; the type byte is 0x01
uei d-rand-typ
bytes .size 32

]

ueid-rand-typ = h’' 01’
Figure 3: PSA RoT Instance | D encoding

PSA Attestation Verification Keys are associated with a PSA RoT

i nstance by neans of the Instance ID and the corresponding

I mpl enentation ID. These identifiers are typically found in the
subject of a CoMD triple, encoded in an environnent-nmap as shown in
Fi gure 4.

[/ environment-map / {
/[ comd.class / 0 : {
/ comid.class-id/ O :
/ tagged-bytes / 560(
h' 61636d652d696d706c656d656e746174
696f 62d69642d303030303030303031"

)

/ comd.instance / 1 :
/ tagged-ueid-type / 550(
h' 01
4ca3e4f 50bf 248¢c39787020d68f f dO5¢
88767751bf 2645ca923f 57a98becd296

Fi gure 4: Exanmple PSA RoT ldentification
3.3. Reference Val ues

Ref erence Val ues carry neasurenents and ot her netadata associ ated
with the updatable firmvare in a PSA RoT. Wen appraising Evidence,
the Verifier conpares Reference Val ues against the values found in
the Software Conmponents of the PSA token (see Section 3.4.1 of

[ PSA- TOKEN] ) .
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Each measurenent is encoded in a neasurenent-map of a CoMD
reference-triple-record. Since a measurenent-map can encode one or
nmore measurenents, a single reference-triple-record can carry as many
measur enents as needed, provided they belong to the sane PSA RoT
identified in the subject of the triple.

A single reference-triple-record can conpletely describe the PSA RoT
neasur enment s.

Each PSA Software Conponent (i.e., the psa-software-conponent defined
in Section 4.4.1 of [PSA-TOKEN]) is encoded in a neasurenent-val ues-
map as defined in Figure 5.

psa- swconp- measur enent - val ues-map = {
? & version: 0) => psa-swconp-version-nmap
&(di gests: 2) => psa-swconp-di gests-type
? &(nane: 11) => psa- swconp- hane
& cryptokeys: 13) => [ psa-swconp-signer-id ]

psa- swconp-ver sion-map = {
& version: 0) => text

}
psa- swconp-di gests-type = [ + psa-digest ]
psa-di gest = [

al g: text

val : psa-hash-type

]

psa- hash-type = bytes .size 32 / bytes .size 48 /| bytes .size 64

psa- swconp- nane = text

psa- swconp-si gner-id = #6. 560( psa- hash-type)

Figure 5: PSA Software Conmponent encodi ng

version (key 0): A version-map with its version field containing the
versi on (key 4) of the psa-software-conponent. The version-schene
field of the version-map MJST NOT be present. The version field
is optional.

digests (key 2): Each array el enent encodes the "nmeasurement val ue"
(key 2) and "nmeasurenent-desc" (key 6) of the psa-sw conponent in

the val and alg entries, respectively. The alg entry MJST use the
text encoding. The digests array MJST contain at |east one entry
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and MAY contain nore than one entry if multiple digests (obtained
with different hash algorithnms) of the same neasured conponent
exist. If multiple entries exist, they MIST have different alg
val ues. The digests field is nmandatory.

name (key 11): A text value containing the "nmeasurenment-type" (key
1) of the psa-swconmponent. The nanme field is optional.

cryptokeys (key 13): An array with _only one_ entry using the
t agged- bytes variant of the $crypto-key-type-choice. The entry
contains the "signer-id" (key 5) of the psa-sw conponent. The
cryptokeys field is mandatory.

Each neasurenent-val ues-map for a PSA RoT software conponent is
wrapped in a neasurement-map with an nkey using the text variant of
t he $neasured-el enent-type-choice. The value of the nkey MJIST be
"psa. sof t war e- conponent”. The authorized-by field of the

measur enent - map MJUST NOT be present. See Figure 6 for the related
CDDL definitions.

psa- swconp- neasur enent - map = {
& nkey: 0) => "psa. sof t war e-conponent”
& mval : 1) => psa-swconp- neasur enent - val ues- nmap

}

Figure 6: PSA RoT Software Component measurenent - nap

The conpl ete exanple of a Reference Value CoM D Triple that encodes
mul ti pl e psa-sw conponent is given Figure 7.

/ concise-md-tag / {
/ comd.tag-identity / 1 : {
/ comd.tag-id/ O h' 3f 06af 63a93¢c11e4979700505690773f"’

[ comd.triples / 4 : {
/| comd.reference-triples / 0 : |
[
/ environment-map / {
/ comd.class / 0 : {
/ comd.class-id/ O :
/ tagged-inpl-id-type / 560(

h' 61636d652d696d706c656d656e746174

696f 6€2d69642d303030303030303031’

}
H
[

/ measurement-map / {
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[/ comid.nkey / 0 : "psa.software-conmponent"”,
[ comid.nval / 1 : {
/ comd.digests / 2 :
/ hash-alg-id / "sha-256",
/ hash-value / h’'9a271f 2a916b0b6ee6cech2426f 0b320
6ef 074578be55d9bc94f 6f 3f e3ab86aa
1,
/ nane / 11 : "BL",
/| cryptokeys / 13 : 560(h’5378796307535df 3ec8d8bl5a2
€2dc5641419¢3d3060cf 32238
c0f a973f 7aa3’)

}
},
/ measur enment - map /
/[ comd.nkey / 0 : "psa.software-component"”,

[ comd.nmval / 1 : {
/ comd.digests / 2 : [
/ hash-alg-id / "sha-256",
/ hash-value / h’'53c234e5e8472b6ac51lclaelcab3fe06
f ad053beb8ebf d8977b010655bf dd3c3
1,
/ name / 11 : "PRoT",
/ cryptokeys / 13 : 560(h’' 5378796307535df 3ec8d8bl1l5a2
e2dc5641419¢3d3060cf 32238
c0f a973f 7aa4d’ )

Figure 7: Exanpl e Reference Val ue
3.4. Attestation Verification Keys

An Attestation Verification Key carries the verification key
associated with the Initial Attestation Key (IAK) of a PSA device.
When apprai sing Evidence, the Verifier can use the Inplenentation ID
and Instance ID clains (see Section 3.2) to |look up the verification
key that it SHALL use to check the signature on the Evidence. This
allows the Verifier to prove (or disprove) the Attester’s clai nmed
identity.

Each verification key is provided al ongsi de the correspondi ng device

I nstance and | nplenentation IDs (and, possibly, a product identifier)
in an attest-key-triple-record. Specifically:
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* The Instance and | nplenmentation IDs are encoded in the
envi ronment - map as shown in Figure 4;

* The I AK public key uses the tagged-pki x-base64-key-type vari ant of
the $crypto-key-type-choice. The | AK public key is a PEM encoded
Subj ect Publ i cKeyl nfo [ RFC5280]. There MJST be only one key in an
attest-key-triple-record.

The example in Figure 8 shows the PSA Endorsenent of type Attestation
Verification Key carrying a secp256rl EC public | AK associated with
I nstance |1 D 4ca3. .. d296.

[/ concise-md-tag / {
/ comd.tag-identity / 1 : {
/ comd.tag-id/ O h' 3f 06af 63a93¢c11e4979700505690773f"’

/| comd.triples / 4 : {
/| comid. attest-key-triples / 3 : [
[
/ environment-map / {
/ comd.class / 0 : {
/ comd.class-id (inplenmentation id) / O :
/ tagged-bytes / 560(

h' 61636d652d696d706c656d656e746174

696f 62d69642d303030303030303031’

)

/,com' d.instance / 1 :
/ tagged-ueid-type (instance id) / 550(
h' 01
4ca3e4df 50bf 248¢39787020d68f f dO5¢c
88767751bf 2645ca923f 57a98becd296’

%,
| tagged- pki x- base64- key-type / 554(
" MFkwEWYHKoZI zj 0CAQYI KoZl zj 0DAQcDQgA
ETI 4i CZ47zr RoRATVF 0dw7VFI Ht v18HI nY
hnnmvNy bo+A1wuECy Vgr DSt 4QQz ZPBECVS
ANHS5HgGCCSr 7E/ Lg=="

Figure 8 Exanple Attestation Verification Key
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3.

5

Certification C ains

PSA Certified [ PSA-CERTI FI ED] defines a certification scheme for the
PSA ecosystem A product - either a hardware conponent, a software
conponent, or an entire device - that is verified to neet the
security criteria established by the PSA Certified schene is
warranted a PSA Certified Security Assurance Certificate (SAC). A
SAC contains informati on about the certification of a certain product
(e.g., the target system the attained certification |level, the test
| ab that conducted the evaluation, etc.), and has a unique
Certificate Number.

The |inkage between a PSA RoT -- conprising the immutable part as

well as zero or nore of the nutable components -- and the associ ated
SAC is provided by a Certification Caim which binds the PSA RoT

I mpl enentation ID and the software conponent identifiers with the SAC
uni que Certificate Nunmber. When appraising Evidence, the Verifier
can use the Certification Cains associated with the identified
Attester as ancillary input to the Appraisal Policy, or to enrich the
produced Attestation Result.

A Certification Caimis encoded as a conditional -endorsenent-triple-
record

The SAC is encoded in a psa-cert-numthat extends the neasurenent-
val ues-map. See Figure 9

$$measur enent - val ues- map-extension //= (
& psa-cert-num 100) => psa-cert-numtype
psa-cert-numtype = text .regexp "[0-9]{13} - [0-9]{5}"
Figure 9: Exanple Certification Triple
The conditional -endorsenent-triple-record is constructed as foll ows:
* The Inplementation ID of the i Mmutable PSA RoT to which the SAC
applies is encoded as a tagged-bytes in the environnent-nmap of the
stateful -environnent-record; as shown in Figure 2
* Any software conponent that is part of the certified PSA RoT is
encoded as a reference value (see Section 3.3) in the neasurenent-

map of the stateful-environment-record;

* The unique SAC Certificate Nunber is encoded as psa-cert-num (key
100) in the nmeasurenent-val ues- nmap.
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The example in Figure 10 shows a Certification C aimthat associates
Certificate Number 1234567890123 - 12345 to Inplenentation |ID acne-

i npl ement ati on-i d- 000000001 and a single "PRoT" software conponent
with version "1.3.5".

/ concise-md-tag / {
/ comid.tag-identity / 1 :
/ comd.tag-id / O h’ dbb0508ac658421¢99c904124bab59ca

/ conmid.triples /| 4 : {
/ com d. conditional -endorsenent-triple / 9 : |

/| stateful -environment-record / [
/ environment-map / {
/ comd.class / 0 : {
/| comid.class-id/ O :
/ tagged-bytes / 560(
h' 61636d652d696d706c656d656e746174
696f 62d69642d303030303030303031’

}
I
/ measurement-map / {
/ comd.nkey / 0 : "psa.software-conponent",

[/ comid.mval / 1 : {
/[ comd.digests / 2 : [
/ hash-alg-id / "sha-256",
! hash-value / h’53c234e5e8472b6ac51lclaelcab3fe06
f ad053beb8ebf d8977b010655bf dd3c3
1,
/ nanme / 11 : "PRoT",

[/ cryptokeys / 13 : 560(h’ 5378796307535df 3ec8d8b15a2
€2dc5641419c¢3d3060cf e32238
c0f a973f 7aa4’)

}
}
1,

/ measur enent - val ues- map /
/ psa.cert-num/ 100 : "1234567890123 - 12345"

Figure 10: Exanple Certification Caim
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3.6. Software Upgrades and Pat ches
In order to nodel software |lifecycle events such as updates and
patches, this profile defines a newtriple that conveys the foll ow ng
semanti cs:
*  SUBJECT: a software conponent
*  PREDI CATE: (non-critically / critically) (updates / patches)

* OBJECT: another software conponent

The triple is reified and used as the object of another triple, psa-
swrel-triple-record, whose subject is the enbeddi ng environnent.

com d. psa-swel-triples = TBD2

$$tripl es-map-extension //= (
com d. psa-swel-triples => [ + psa-swel-triple-record ]

)
psa. updates = 1
psa. patches = 2
psa-swel-rel =]
type: psa.updates / psa. patches
security-critical: bool ; true means it’'s a fix for a security bug
]
swrel =]
new. com d. measurenent-map ; the "new' firmware
rel: psa-swel-rel ; patches/updates and the security flag

ol d: com d. neasurement-map ; the "old" firmware

]

psa-swrel-triple-record = |
envi ronment - map
swrel

]

An exanpl e of a security critical update involving versions "1.2.5"
and "1.3.0" of software conponent "PRoT" within the target

envi ronnment associated with Inplenentation |ID acne-inpl enentati on-
i d- 000000001 is shown in Figure 11
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/ concise-md-tag / {
/ comd.tag-identity / 1 : {
/ comd.tag-id/ O h' 3f 06af 63a93¢c11e4979700505690773f"’

b,
[ comd.triples / 4 : {
/ comd.psa-swel-triples / 5 : [
[
/ environment-map / {
/| comd.class-id/ O :
/ tagged-inpl-id-type / 600(
h’ 61636d652d696d706¢c656d656e746174
696f 6€2d69642d303030303030303031’
)

b

[ swrel [ |
/[ new [/ {
/[ comid.mval / 1 : {
[/ comid.ver / 0 : {
/ comid.version/ O : "1.3.0",

/ comd.digests / 2 : [
/ hash-alg-id / "sha-256",
!/ hash-value / h’'53c234e5e8472b6ac5lclaelcab3fel6
f ad053beb8ebf d8977b010655bf dd3c3
],
/ nane / 11 : "PRoT",

/ cryptokeys / 13 : 560(h’' 5378796307535df 3ec8d8bl15a2
e2dc5641419¢3d3060cf e32238
c0f a973f 7aa4d’ )

}

[ rel | [
/| type / 1, | psa.updates /
/ security-critical / true

1.

/[ old [/ {
[ comd.nval / 1 : {

/[ comd.ver / 0 : {
/ comd.version/ 0 : "1.2.5",

b,

/ comd.digests / 2 :
/ hash-alg-id / "sha-256",
!/ hash-value / h’'53c234e5e8472b6ac51lclaelcab3f e06
f ad053beb8ebf d8978b010655bf dd3c3

] ’
/ nanme / 11 : "PRoT",
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[/ cryptokeys / 13 : 560(h’ 5378796307535df 3ec8d8b15a2
€2dc5641419¢3d3060cf e32238
c0f a973f 7ad4’ )

Figure 11: Exanple Critical Software Upgrade

4. Security Considerations

/1 TODO
5. | ANA Consi derati ons
5.1. CoM D Codepoints
5.1.1. CoMD Triples Map Extension

I ANA is requested to register the foll owi ng codepoints to the "CoM D
Triples Map" registry.

S el s e sl
| I'ndex | I'tem Nane | Specification |
[ bl e oo s e
| 50 | comd.psa-swel-triples | RFCthis |
+------- I T i +

Table 1. PSA CoM D Triples

5.1.2. CoM D Measurenent Val ues Map Extension

| Key | Item Nane | I'tem Type | Specification |
[ gt bbb e s el ooy s s
| 100 | com d.psa-cert-num| psa-cert-num| Section 3.5 of RFCthis |
+o-m o - o e e oo oo s e e e e e oo +

Tabl e 2: Measurenment Val ues Map Extensions
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