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required.
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1. Introduction

Cryptographic time-stanping -- proving that a datum existed at or
before a given point in time -- is a foundational primtive for
audit, conpliance, and non-repudi ation on the Internet.

RFC 3161 [ RFC3161] defines a widely deployed protocol in which a
trusted Time Stanping Authority (TSA) signs a timestanp token binding
a hash to a point in time. The security of an RFC 3161 ti nestanp
depends on the TSA's private key, its operational continuity, and the
validity of its certificate chain. |If the TSA ceases operations, its
certificate expires without renewal, or its key is conproni sed,
previously issued tinestanps nmay becone unverifiabl e or disputed.
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Thi s docunent defines a conpl enentary nechani smin which tenpora
proof derives frominclusion in a public, append-only |edger

mai nt ai ned by conput ati onal consensus -- specifically, the Bitcoin
bl ockchain. The resulting proof is independently verifiable by any
party with access to | edger state, without reliance on any single
authority or certificate chain.

The distinction is structural:

* RFC 3161: a trusted authority attests to the tine of a hash
conmmitnent. Verification requires trust in that authority.

*  This docunent: tenporal proof is a consequence of | edger
inclusion. Verification requires only access to public |edger
state.

These approaches are not nutually exclusive. A system MAY use both
RFC 3161 tinmestanps and | edger-based anchoring to provide
conpl enentary assurance under different trust assunptions.

The SCITT Architecture [RFC9943] is used as the primary integration
exanpl e throughout this document. SCITT defines a framework for
Transparency Services that record signed clains about digita
artifacts. A Transparency Service receives Signed Statenents,
appends themto a verifiable log, and returns cryptographi c Receipts
provi ng i ncl usion.

SCITT is deliberately | edger-agnostic and does not mandate a specific
time source. Tine is derived fromlog position -- an internal clock
controll ed by the Transparency Service operator. This creates an
architectural gap: the systemthat nanages the evi dence al so nanages
the timeline. The operator can:

Del ay recording w thout detection
* Backdate entries (within operational constraints)
* Present different log views to different auditors (equivocation)

Furthernmore, the Verifier does not need to trust any Cal endar Server
or anchoring intermediary -- the trust root is Bitcoin consensus
itself. This property, termed "verification i ndependence" in this
docunent (Section 3.2), is the primary architectural distinction from
exi sting tinme-stanping nmechanisns. SCITT mitigates equivocation

t hrough consi stency proofs, but these proofs are relative to the |og
itself. There is no external reference point.

Thi s docunent defines an OPTIONAL profile that closes this gap by
anchoring operations to an external, publicly verifiable |ledger. The
anchoring nmechanismis generic and applicable beyond SCITT to any
systemrequiring externally verifiable tenporal proof.
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1.1. Motivating Exanple

An Al research | aboratory produces nodel weights and safety

eval uations that nust be auditable by regulators and the public. The
|l ab registers each artifact with a SCITT Transparency Servi ce and
receives a Receipt. However, regulators ask: "How do we know the |ab
did not register these weights after the safety eval uati on was

al ready public -- backdating the clainmP"

Wth External Tenporal Anchoring, the Transparency Service subnits
the SHA-256 hash of the Signed Statement to an anchoring servi ce.
The anchoring service returns an Anchor Proof -- a portable, self-
cont ai ned cryptographic proof that the hash was committed to the
Bi t coi n bl ockchain. The proof is independently verifiable by any
party with access to Bitcoin block headers, w thout contacting the
anchoring service or the Transparency Service.

Wthin the next Bitcoin confirmation -- typically 10 to 60 mnutes --
the regul ator obtains a tenporal guarantee: these npdel weights

exi sted no later than bl ock height H  The anchoring service provides
proof of existence and tine, not clains about authorship, quality, or
regul atory conpli ance.

1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

1.3. Term nol ogy

* *Tenporal Anchor*: A cryptographic commtnent of a hash value to a
public, append-only |edger, proving that the hashed content
exi sted at or before the | edger’s recorded tine.

* *Anchor Proof*: A portable, self-contained proof object (e.g., an
QpenTi mestanps .ots file) that is independently verifiable w thout
contacting the anchoring service.

* *Anchor Ledger*: A public, append-only data structure where no
single controlling authority -- including the proof issuer -- can
rewite historical state or tinestanps. Bitcoin is the reference
Anchor Ledger in this docunent.

2. Anchoring Mbodel
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2.1. Overview

External tenporal anchoring adds an i ndependent tine reference to
SCI TT operations without nodifying the SCITT architecture. A
Transparency Service that inplenents this profile MJST anchor
operations to an Anchor Ledger at one or both of the follow ng

| evel s:

1. *Statenent Anchoring* (per-statenent)
2. *Log Root Anchoring* (periodic)

The following diagramillustrates the actors and nessage flowin a
f ederat ed anchoring depl oyment:

Subm tter Cal endar Servers Bitcoin Mners Verifier
| (Al'i ce, Bob, Finney) |

I

| | |
1. |-- SHA-256(A)-- > | I

| | |
2. | | --aggregate--> Merkl e root | |

I I I I
3. | --OP_RETURN(root)------------ >| |

I I I I
4. | | <--block H----- | I

| | (BIP113 MIP) | |
5. | <--.ots proof--| | |

| (pendi ng->anchor ed) | |

| I I
6. | | <--artifact+. ots

| I I
7. | to-- - * |

| | Fetch block

| | headers directly |

| | (any full node) |

| oo o + |
8. | |--valid/invalid

I

I I
Figure 1: Federated Anchoring Message Fl ow

Key trust property: the Verifier (step 7) retrieves bl ock headers
directly fromthe Bitcoin network. The Verifier does NOT need to
trust any Cal endar Server -- if a Calendar Server equivocated, the
.ots proof sinply fails verification against the blockchain. The
trust root is Bitcoin’s Proof-of-Wrk consensus, not any

i ntermediary.
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2.2. Statenent Anchoring

VWhen a Transparency Service receives a Signed Statement, it MAY
conpute a Tenporal Anchor for that statenent:

anchor _i nput
anchor _pr oof

SHA- 256( Si gnedSt at enent )
Anchor (anchor _i nput, Anchor Ledger)

The resulting Anchor Proof is stored al ongside the SCITT Recei pt.
Toget her, they provide:

* *Receipt*: proof of inclusion in the Transparency Service | og
* *Anchor Proof*: proof of existence at or before tine T on the
Anchor Ledger
2.3. Log Root Anchoring

A Transparency Service SHOULD periodically anchor the root of its
verifiable data structure:

| og_root = Merkl eRoot (Transpar encyLog)
anchor _proof = Anchor (|l og_root, AnchorLedger)

This creates an external checkpoint. |If the operator |ater presents

a different log state, the anchored root provides a publicly

verifiable comr tment agai nst which inconsistencies can be detected.

2.4. Anchor Proof Fornat

An Anchor Proof MJST be:

1. *Self-contained*: Verifiable without contacting the anchoring
service or the Transparency Service

2. *Portable*: A standalone file that travels with the Receipt

3. *Deternministic*: Gven the sanme input bytes and | edger state,
verification MIUST produce the sanme result

The verification function is:

V(B, P, L) ->{ valid | invalid | unverifiable }

Where: - *B* = the bytes being verified - *P* = the Anchor Proof -
*L* = the Anchor Ledger

This function is defined in Section 4 of the Anchoring Specification
[ ANCHORI NG .
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2.4.1. Abstract Field Requirenents

A conformant Anchor Proof MJST encode the followi ng abstract fields,
regardl ess of serialization format:

+o-m o - o e e e e oo s S o e e e e e e eie oo n +
| # | Field | Required | Description |
+----- o e e e e e a e oo Fomm e e e oo o m e e e e e e e maaaoo- +
| F1 | artifact_hash | MUST | SHA-256 digest of the

| | | | anchored byte sequence

+--m o= Fom e e e e e oo s S e e e e e e e eaea oo n +
| F2 | hash_al gorithm | MUST | Algorithmidentifier |
| | | | (MUST be "sha-256") |
+----- o e e e e e a e oo Fomm e e e oo o m e e e e e e e maaaoo- +
| F3 | nmerkle_path | MUST | Ordered sequence of

| | | | operations linking F1 to
I I | | the | edger conmitmnment |

S oo S o m oo +
| F4 | ledger_id | MUST | Identifier of the Anchor

| | | | Ledger (e.g., "bitcoin- |
| | | | mainnet") |
+----- o e e e e m oo oo TS o e e e e e e e oo +
| F5 | block_height | MUST | Bl ock nunber in which the

| | | | anchor comm tnent appears

S oo S o m oo +
| F6 | block_hash | SHOULD | Hash of the bl ock header

| | | | for cross-verification |
+----- o e e e e m oo oo TS o e e e e e e e oo +
| F7 | tx_id | SHOULD | Transaction identifier |
| | | | containing the commtnent |
S oo S o m oo +
| F8 | block_tine | MUST | Timestanp fromthe bl ock

| | | | header (see Section 2.6)
+----- o e e e e m oo oo TS o e e e e e e e oo +
| F9 | anchor_status | MUST | One of: "submitted", |
| | | | "pending", "anchored", |
| | | | "failed" |
Fomm - - Tt Fomm oo - Tt +
| F10 | cal endar _url | MAY | URL of the cal endar |

| | | | server used for |

| | | | subm ssion |
Tabl e 1: Anchor Proof Abstract Fields

Fields F1-F5, F8, and F9 are REQUI RED for a proof w th anchor_status

"anchored". Fields F6-F7 are RECOMENDED. Field F10 is
i nf ormati onal
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A proof with anchor_status "pendi ng® MJUST contain at minimum F1, F2,
F9, and a partial nerkle_path (F3) sufficient for |ater upgrade.

2.4.2. OpenTinestanps Wre Format Mappi ng
This profile uses the OpenTi mestanps binary format as the reference

serialization. The mapping fromabstract fields to OIS encoding is
as foll ows:

+----- o e e e e m oo oo o e m e e e e e e e e e e e m—— oo oo +
| # | Abstract Field | OTS Encoding |
+o-m o - o e e e e oo s o m e e e e e e e e e ee e +
| F1 | artifact_hash | I'nitial hash input to the proof |
| | | chain |
+--m - - o e e e e e oo - oo e m e e e e e e e e e e e e mm e mmmaa o - +
| F2 | hash_al gorithm | Implicit: SHA-256 (OTS magic byte

| | | 0x08)

+o-m o - o e e e e oo s o m e e e e e e e e e ee e +
| F3 | nerkle_path | Sequence of append (0xf0), prepend |

| | | (0xf1), and hash (0x08)
| | | operations |

+----- o e e e e m oo oo o e m e e e e e e e e e e e m—— oo oo +
| F4 | ledger_id | Attestation tag: Bitcoin (0x0588960d|
I I | 73d71901) |
S oo Fom o oo +
| F5 | bl ock_height | Derived: verifier resolves from |
| | | Bitcoin block headers |
+----- o e e e e m oo oo o e m e e e e e e e e e e e m—— oo oo +
| F6 | block_hash | Derived: verifier resolves from |
| | | Bitcoin block headers |
S oo Fom o oo +
| F7 | tx_id | Derived: verifier resolves from |
| | | Bitcoin block data |
+----- o e e e e m oo oo o e m e e e e e e e e e e e m—— oo oo +
| F8 | block tine | Derived: from bl ock header |
| | | timestanmp field |
S oo Fom oo +
| F9 | anchor_status | I'mplicit: presence of attestation |
| | | tag = "anchored"; absence = |
I I | "pending” I
oo oo o m o oo +
| F10 | cal endar _url | Encoded as pending attestation URL |
| | | in inconplete proofs |
Fomm - - Tt o e e e e e e e e e e e e e e mmemamao o +

Table 2: OIS Wre Format Mappi ng

Fassbender Expi res 29 COctober 2026 [ Page 9]
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Note: Fields F5-F8 are "derived" in OIS because the binary proof
encodes the Merkle path to the Bitcoin transaction, not the bl ock
met adata directly. The verifier extracts these values by replaying
the proof operations against the Bitcoin blockchain. This is a
design strength: the proof is conpact and self-contained, while the
| edger provides the authoritative metadat a.

An i mpl enentati on MAY use an alternative serialization fornmat
provided it encodes all REQU RED abstract fields from Table 1. A
future specification MAY define a CBOR-based encoding (see
Section 4.4).

2.5. Anchor Ledger Requirenents

An Anchor Ledger used with this profile MJST satisfy the properties
defined in [ ANCHORI NG Section 7 (Ledger Qualification):

1. *Append-only*: Historical entries cannot be nodified or deleted
2. *Public*: Any party can read and verify entries w thout
per m ssi on
3. *No single controlling authority*: No single entity -- including
the proof issuer -- can rewite historical state or tinestanps
4. *|ndependently verifiable*: Verification does not require trust
in any specific service or operator

Bitcoin satisfies all four requirenents and is the reference Anchor
Ledger for this profile.

2.6. Tenporal Precision
This section formally defines the tenporal claimestablished by a
verified Anchor Proof, the assunptions under which the claim holds,
and the bounds on tenporal uncertainty.

2.6.1. Tenporal daim

Gven artifact A and Anchor Proof P verified against Bitcoin block B
at height H

A existed at or before T_B
where T Bis the Median Tine Past (MIP) of block B as defined in

[BIP113]. T B is a ledger-derived tenporal reference; it is not a
wal | -clock creation time and MUST NOT be interpreted as such

Fassbender Expi res 29 COctober 2026 [ Page 10]
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The claimis exact with respect to T_B: the uncertainty is in T_B
itself relative to wall-clock tine, not inthe claimrelative to T_B
The phrase "at or before” is definitive -- no tighter bound is
clained or inplied.

2.6.2. Assunptions
The tenporal claimholds under the foll ow ng assunptions:

ASSUMPTI ON 1 (Hash Col lision Resistance): No second-prei nage or
collision has been found for the hash algorithmidentified in P. For
SHA- 256 [ RFC6234], this assunption is supported by the current state
of cryptanal ytic research

ASSUMPTI ON 2 (Ledger Immutability): Block B at height H has not been
repl aced by a conpeting chain. This assunption strengthens with each
subsequent confirmation. After six confirmations (~60 m nutes),
reorgani zation is considered conputationally infeasible under current
net wor k conditions.

ASSUMPTION 3 (Tinestanp Validity): Bitcoin mners conply with the
consensus rule that a block’s tinestanp MJUST be strictly greater than
the MIP of the previous 11 bl ocks and MJST be | ess than the network-
adjusted time plus two hours [BIP113].

2.6.3. Tenporal Bound
The tenporal resolution of the claimis bounded by:

Bitcoin's block interval (~10 m nutes average)
* MIP consensus rules (up to 2 hours of variance fromwall-clock
time)

These bounds are inherent to the Anchor Ledger and cannot be reduced
by the anchoring service or the verifier. For use cases requiring
sub-mi nute precision, an additional tine source (e.g., RFC 3161) MAY
be conbined with anchoring to provide a conpl enentary, finer-grained
ti mest anp.

2.6.4. Non-C ai ns
An Anchor Proof explicitly does NOT establish:

That A was created at T_B (only: existed at or before T_B)
That A was created by any specific party

That A did not exist before T B

That T _B corresponds to wall-clock tinme (T_B is consensus-
accurate, not wall-clock-accurate)

L I

Fassbender Expi res 29 COctober 2026 [ Page 11]



I nternet-Draft Ext ernal Tenporal Anchoring April 2026

2

2

2

7

7

These excl usions are consistent with [ ANCHORI NG Section 8 (Senmantic
Excl usi ons) and Section 15 (Non-Retroactivity).

Architectural Overview

This section provides a conplete actor-1evel view of the anchoring
and verification flows. The role of Bitcoin mners is shown
explicitly, since mners -- not any internmediary -- are the trust
anchor that makes the tenporal claim binding.

1. Anchoring Fl ow

ANCHCORI NG FLOW

Pr oducer Tr anspar ency ors Bitcoin Bitcoin

(

7

Artifact) Service Cal endar M ners Net wor k

I I I I I
-+ SHA-256(A) --->| | |

<-- Receipt + --
Anchor Pr oof

<-- .ots proof -

| |-- hash ------ >| | |
| | | -- Merkle root ->| |
| | | |-~ POW - >
| | | | consensus |
I I<—— Recei pt ——I I<-- Bl ock N ————I
I I I - I
I I I I I

Note: Mners include the Merkle root in a block. The block is
accepted by the network via proof-of-work consensus. This is the
moment the tenporal anchor becones binding and independently
verifiable. Until inclusion in a confirned bl ock, the Anchor Proof
carries status "pending" (see F9 in Section 2.4.1) and MJST NOT be
relied upon as a tenporal claim

2. Verification Flow
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VERI FI CATI ON FLOW

Audi t or Bitcoin Bitcoin Tr anspar ency
(Verifier) Net wor k Bl ock N Service

I I I

|-- fetch TX ----- >|

| <-- transaction --|
I I
| -- fetch header ->
| <-- bl ock header -|
I I

| -- wal k Merkle path (from.ots proof) ------------ >
| <-- verify: hash nmatches OP_RETURN in block N ----- |
I I I I

| [optional] verify Receipt agai nst Transparency Service

I

I I I

| RESULT: artifact existed at or before T_bl ock
| No contact with Umarise required.

| No contact with OIS Cal endar required.

| Only Bitcoin block headers needed.

The Verifier’s only required trust dependency is the Bitcoin bl ock
header chain, which can be obtained fromany full node or independent
bl ock explorer. Contact with the Transparency Service is OPTI ONAL
and only relevant if the Verifier wishes to additionally confirm
SCITT log inclusion. This separation is what allows the Anchor Proof
to satisfy the self-contai nnent requirenent defined in Section 2.4.

3. Verification Procedure
This section defines the normative verification algorithmfor Anchor
Proofs produced under this profile. An inplenmentation that clains
conformance to this profile MJST inplenent the procedure specified in
Section 3.1.

3.1. Verification Al gorithm (VER FY- ANCHOR)

The verification function V(B, P, L) defined in Section 2.4 is
instantiated as foll ows:

Al gorithm VERI FY-ANCHOR(artifact_bytes, proof_bundl e)

I nput :
artifact bytes -- the original artifact byte sequence
proof bundl e -- contains: ots _proof (.ots file),

cl ai mred_hash, origin_id,
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bi t coi n_bl ock_hei ght (optional)

Cut put :

{ valid, invalid, unverifiable }
St eps:
1. RECOWPUTE HASH

comput ed_hash <- SHA-256(artifact_bytes)

The verifier MJST reconpute the hash fromthe origina
bytes. The verifier MJUST NOT rely on any clai med hash
val ue wi thout independent conputation

COVPARE HASH
I F HEX( conmput ed_hash) ! = STRI P- PREFI X(
proof bundl e. cl ai med_hash):
RETURN i nvalid
/!l The artifact does not match the anchored hash

PARSE OTS PROOF

parsed <- OTS- DESERI ALI ZE( pr oof _bundl e. ot s_pr oof)

The verifier MJST parse the binary .ots proof according

to the OpenTinestanps wire format (Section 2.4.2).

I F parsed I'S NULL OR parsed. hash ! = conput ed_hash
RETURN i nvalid

CHECK PROOF STATUS

| F parsed contains only a cal endar commtnent (no

Bitcoin attestation tag 0x0588960d73d71901):
RETURN unveri fiable
/1 The proof has not been upgraded to a Bitcoin
/1 anchor. It depends on the Cal endar Server.

VERI FY BI TCO N MERKLE PATH
The verifier MJST replay the sequence of append (0xfO0),
prepend (0xfl), and hash (0x08) operations encoded in
the proof to derive the expected OP_RETURN val ue.
tx_id <- OIS- EXTRACT- TX( par sed)
expected_op_return <- OTIS- WALK- MERKLE- PATH(

parsed, conputed hash)

VERI FY AGAI NST BI TCO N

The verifier MJST retrieve the Bitcoin transaction from
any full node, block explorer, or |ocal block header
cache. The verifier MJST NOT depend on any single
service for this | ookup.

bitcoin tx <- FETCH TX(tx_id) [ NAKAMOT QO

IF bitcoin_tx I'S NULL:

Fassbender Expi res 29 COctober 2026
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3. 2.

A conformant verifier

RETURN unveri fiabl e /1 | edger unavail abl e

I'F bitcoin_tx.OP_RETURN ! = expected_op_return
RETURN i nvalid

EXTRACT TEMPORAL BOUND
bl ock_header <- FETCH BLOCK- HEADER(
bi t coi n_t x. bl ock_hash)
prev_headers <- FETCH PREV- HEADERS( bl ock_header, 11)
timestanp T B <- MEDI AN( prev_headers.tinestanp) [BIP113]
/1 T Bis the Median Tine Past (MIP) of bl ock B.
/1 MIP is always strictly less than the actua
/1 inclusion tinme, so "existed at or before T_B"
[/l is a conservative, forward-drift-free claim
/]l See Section 2.6.1

RETURN val i d

/1 The proof denonstrates: these exact bytes existed
/1 at or before T_B (the MIP of block B). No

/1 authorship, ownership, or identity claimis made.
/1l See Section 2.6 (Temporal Precision) for the

/1l semantics of T_B.

Fi gure 2: VERI FY- ANCHOR Al gorithm

Verification I ndependence

procedure using ONLY:

1.
2
3.

The artifact bytes (possessed by the verifier)
The .ots proof file (portable, self-contained)

Access to Bitcoin block headers (any full node, any bl ock

expl orer, or a |local header cache)

A conformant verifier MJST NOT require:

L I

Contact with any anchoring service or Transparency Service

An APl key, account, or authentication credentia
Trust in any certificate authority
The Cal endar Server that issued the pending commtnent

MUST be able to conpl ete the VERI FY- ANCHOR

2026

This satisfies the Independence Requirenent defined in [ ANCHORI NG

Section 9:

ceases to exist.

verification is possible even if the anchoring service

Fassbender Expi res 29 COctober 2026 [ Page 15]
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3.3. FError Conditions

The VERI FY- ANCHOR

al gorithm produces three possible outputs.

I npl enent ati ons MJUST handl e each as fol |l ows:

Tabl e 3:

4. Integration with

The artifact bytes match the anchored
hash, the Merkle path is correct, and
the Bitcoin transaction confirms the
commitnent. The artifact existed at or
before T_B (the MIP of the containing

bl ock), as defined in Section 2.6.1

The artifact does not match the anchored
hash (step 2), the proof fails to parse
(step 3), or the Merkle path does not
mat ch the Bitcoin OP_RETURN (step 6).
The verifier SHOULD treat this as a
verification failure.

The proof is pending (step 4) or the
Bitcoin | edger is unavail able (step 6).
The verifier SHOULD retry after a del ay.
A pendi ng proof MAY becone verifiable
after Bitcoin confirmation (~2-4 hours).

VERI FY- ANCHOR Qut put Sermanti cs

SCITT Architecture

4.1. No Protocol Changes Required

This profile is additive. It does not nodify:
* The Signed Statenent format

* The Receipt fornmat

* The Transparency Service API

*

A Transparency Service operator
Audi tors MAY verify Anchor

verification flow.

Fassbender

The consi stency or inclusion proof nechanisns

Expi res 29 COctober 2026

MAY adopt this profile unilaterally.
Proofs independently of the SCITT
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Met adat a Ext ensi on

A Transparency Service that inplenments this profile SHOULD i ncl ude
anchor metadata in its service paraneters

{

"anchor _| edger": "bitcoin",

"anchor _met hod": "openti mestanps”,

"anchor _level": "log_root",

"anchor interval": "batch",

"anchor _spec": "https://anchoring-spec.org/vl.0/"
}

Recei pt Associ ation

An Anchor Proof MAY be associated with a Receipt by including the
Anchor Proof hash in the Receipt’'s nmetadata, or by co-locating the
.ots file with the Receipt in a proof bundle.

Rel ati onship to RFC 9921 (COSE Ti mestanp Headers)

RFC 9921 defines two COSE header paranmeters -- 3161-ctt and 3161-ttc
-- for enbedding RFC 3161 Tinme-Stanp Tokens directly inside

COSE _Signl structures [RFC9052]. This establishes a precedent: COSE
al ready supports binding external tenporal proofs to signed objects
wi t hout nodi fying the object’s payl oad.

This profile extends the sane principle to a different trust nodel:

| Trust root: CA | Trust root: Consensus (PoW |
| Proof: TST token | Proof: .ots file |
| Precision: ns | Precision: block (~10 mnin) |
| Binding: COSE hdr | Binding: Anchor Proof or hdr |
| Verifier trusts: | Verifier trusts: |
| TSA + CA chain | Bi t coi n bl ockchai n |
| Ofline verify: | Ofline verify: |
| Wth CA certs | Wth bl ock headers |

The two nechani sns are conpl enentary. A Transparency Service MAY

i mpl ement both -- producing a dual -anchored Anchor Proof that

combi nes CA-rooted precision (RFC 3161 via RFC 9921) with consensus-
root ed i ndependence (QpenTi nestanps via this profile).
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A CCSE header paraneter for OpenTi nestanps proofs is out of scope for
this document but could be defined in a future specification,
followi ng the pattern established by RFC 9921. Such a specification
coul d define a CBOR-based serialization of the abstract fields in
Section 2.4.1 (Table 1), using COSE Signl as the envel ope, anal ogous
to how RFC 9921 enbeds RFC 3161 TST tokens. The abstract field table
in this docunent is designed to facilitate such mappi ng wit hout
requiring changes to the anchoring nodel itself.

5. Formal Security Argunent

This section provides a formal argument supporting the central claim
of the External Tenporal Anchoring nmechani sm

5.1. daim

*Theorem ( Exi stence-at-or-before-T)*: If VERI FY-ANCHOR(A, P) = valid
(Section 3.1), then the byte sequence A existed at or before tine T,
where T is the tinestanp of the Bitcoin block containing the anchor
commi t nent .

5.2. Assunptions

The proof relies on the followi ng assunptions, each of which is a
wel | - establ i shed property of the underlying prinitives:

* *Al (Collision Resistance)*: SHA-256 is collision-resistant. That
is, no conputationally bounded adversary can find distinct inputs
X !'=y such that SHA-256(x) = SHA-256(y) [FIPS180-4].

* *A2 (Ledger Immutability)*: The Bitcoin blockchain is append-only
and infeasible to rewite for any confirned bl ock. Specifically,
a transaction included in block Bwith k >= 6 confirmations cannot
be renoved or altered without controlling a majority of the
networ k’ s hash power [ NAKAMOTQ .

* *A3 (Temporal Ordering)*: Bitcoin block tinestanps are constrained
by consensus rules. A block’s tinestanp nust be greater than the
medi an of the previous 11 bl ocks [BIP113]. The maxi num forward
drift permitted by nodes is 2 hours. Therefore, for a block with
timestanp T_b, the block was accepted by the network within the
interval [T_b - tolerance, T_b + 2h], and any transaction in that
bl ock was subnitted before the bl ock was m ned.
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* *A4 (OTS Correctness)*: The OpenTi nestanps proof format provides a
determnistic chain of hash operations froman input hash Hto a
val ue enbedded in a Bitcoin transaction’s OP_RETURN out put [OTS].
This chain is publicly verifiable. The normative algorithns for
construction and verification are specified in Appendix D of this
docunent; see Section 5.2.1.

* *A5 (QOperator |ndependence)*: The anchoring service and any
intermediary may fail, be conprom sed, or cease operations w thout
affecting the validity of previously issued proofs. The tenpora
claimis grounded in Bitcoin consensus, not in the continued
operation or trustworthiness of the anchoring service operator
This assunption is supported by the verification independence
requirenent in Section 3.2: a conformant verifier requires only
the artifact bytes, the .ots proof, and access to Bitcoin bl ock
header s.

Not e on Assunption A4

QpenTi mestanps [OTS] is a depl oyed open-source protocol with multiple
i ndependent inplenentations and a public project site [OIS-SITE. It
does not, however, have a formal |ETF or |1SO specification. This
profile therefore treats OpenTi nmestanps as a *reference

i npl ementation*, not as a normative dependency.

The security argunent of Section 5.3 does not rely on the correctness
of any particular OIS software library. Assunption A4 reduces to the
correctness of two well-understood prinmtives that are fully
specified in Appendi x D

1. *SHA-256 Merkle tree construction* (Appendix D.1, D.2): Binary
hash trees as described in [RFC6962], Section 2.1

2. *Bitcoin transaction parsing and bl ock header verification*
(Section 3.1, steps 5-7): OP_RETURN output identification and
bl ock confirmation depth checking per [BIP141].

Both prinmitives are independently verifiable against the Bitcoin

bl ockchain without reference to any OIS software. Appendix D

provi des sel f-contai ned pseudocode sufficient to inplenent
verification fromfirst principles. |If the OIS reference

i npl emrentation were to becone unavail able, the algorithns in
Appendi x D remain sufficient to verify any proof produced under this
profile.
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5. 4. Pr oof

Let A be an artifact (byte sequence), and let P be a proof Anchor
Proof for which VERI FY- ANCHOR(A, P) returns valid.

*Step 1*: By steps 1-2 of the verification algorithm (Section 3.1),
SHA- 256(A) = H, where His the hash conmitted in the Anchor Proof.
By assunption Al, A is the unique preimge of H w th overwhel m ng
probability (27-128 security |level for second preimage).

*Step 2*: By steps 3 and 5, the .ots proof contains a determnistic
sequence of hash operations Iinking Hto a value V enbedded in a
Bitcoin transaction TX. By assunption A4, this chain is correct and
verifiable: V = f(H) where f is the composition of the Merkle path
oper ati ons.

*Step 3*: By step 6, the Bitcoin transaction TX exists in block B and
TX. OP_RETURN = V. By assunption A2, TX was included in B at the time
B was mined, and this inclusion cannot be retroactively altered.

*Step 4*: By step 7, block B has Median Tinme Past T_B, computed per
[BIP113] as the median of the tinmestanps of the 11 bl ocks preceding
B. By assunption A3, Bitcoin consensus requires that the actual tine
at which B was accepted by the network is strictly greater than T_B
(since T_Bis the nmedian of prior blocks, it is always behind actua

inclusion tine). Therefore, transaction TX -- which comrmits to V,
which commts to H which commts to A -- existed before block B was
m ned.

*Step 5*: The hash commitnent is causal: to produce H, the artifact A
must have exi sted before H was conputed. To include Hin the OIS
Merkl e tree that produces V, H nust have existed before TX was
broadcast. To include TX in block B, TX nust have existed before B
was m ned.

*Therefore*: A existed -> H was conputed -> TX was broadcast -> B was
m ned at an actual time strictly greater than T_B. The artifact A
exi sted at or before T_B (the Median Tinme Past of block B at height
H), as defined in Section 2.6.1. No 2-hour tol erance caveat applies:
T Bis a conservative |ower bound on the actual inclusion tine by
construction. [end]

5.5. Strength and Linmitations

The above argunent is a *conputational security* argunent, not an
informati on-theoretic proof. |Its strength is bounded by:
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1. The collision resistance of SHA-256 (currently 128-bit security
| evel)

2. The cost of a sustained 51% attack on Bitcoin, which depends on
then-current network conditions and is external to this
speci fication

3. The 2-hour tenporal tolerance inherent to Bitcoin block
ti mest anps

The argunment does NOT prove: - Wen exactly A was created (only an
upper bound on existence) - Wo created A (no identity binding) -
That A has not been nodified since anchoring (only that these
speci fic bytes existed)

These |limtations are i nherent to the nechani smand are docunented in
[ ANCHORI NG Section 8 (Semantic Excl usions)

5.6. Anchor Proof Integrity

The Anchor Proof does not replace the SCITT Receipt. It provides an
i ndependent temporal claim |f the Anchor Proof is lost or
corrupted, the Receipt remains valid within the SCITT framework. The
tenporal independence guarantee is degraded but the claimintegrity

i s unaffect ed.

5.7. Hash AlgorithmAgility

This profile specifies SHA-256 as the hash function for anchor
inputs. |If SHA-256 is deprecated, the Anchor Ledger requirenent
(Section 2.5) renmains valid with a successor hash function. The
anchoring nechanismis hash-agil e by design

5.8. Ledger Availability

Bitcoin's availability characteristics exceed those of any single-
operator Transparency Service. However, Anchor Proof verification
requi res access to the Bitcoin blockchain (or a trusted copy).
Ofline verification is possible with a local bl ockchain copy or
cached bl ock headers.

5.9. Equivocation Detection

Log Root Anchoring (Section 2.3) enabl es equivocation detection: if a
Transparency Service presents different log states to different
parties, the anchored root provides a public comm tnent that can be
compared. This is a strictly stronger guarantee than SCI TT provi des
wi t hout external anchoring.
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6. Security Considerations

This section follows the guidelines in [RFC3552] for describing
threats and mitigations relevant to the External Tenporal Anchoring
mechani sm defined in this docunent.

The attacker nodel assumes the follow ng capabilities:

* The attacker can observe all network traffic between the
submitter, the anchoring service, Calendar Servers, and the Anchor
Ledger.

* The attacker can operate one or nore Cal endar Servers.

The attacker can subnit arbitrary hashes to the anchoring service.
The attacker cannot find collisions or second pre-inages for
SHA- 256 (Assunmption Al, Section 5.2).

* The attacker cannot rewite confirned Bitcoin blocks with k >= 6
confirmations (Assunption A2, Section 5.2).

* The attacker cannot control a mgjority of Bitcoin s network hash
power .

The foll owi ng subsections enunerate specific threats under this
nodel .

6.1. Threat: Hash Collision (Forged Commtnent)

An attacker could construct a second artifact B such that SHA-256(B)
= SHA- 256(A), thereby claimng that the anchor for artifact A also
proves the existence of artifact B

This is renmediated by the collision resistance of SHA-256

[ FI PS180-4]. No known practical collision attack exists agai nst

SHA- 256 as of the date of this docunent. The Construction Al gorithm
(Appendix D.1) is hash-algorithm agile: if SHA-256 is weakened, the
hash_algo field permts mgration to a successor al gorithm w thout
prot ocol changes.

6.2. Threat: Anchor Ledger Rewite (51% Attack)

An attacker with majority hash power on the Anchor Ledger could
rewite the bl ock containing the commtnent, thereby invalidating or
altering the tenporal proof.

This is remedi ated by the econonic cost of sustaining a najority
attack on Bitcoin, which is the only Anchor Ledger currently
qual i fi ed under the Anchoring Specification [ ANCHORING Section 7
(Ledger Qualification). The econom c and operational cost of
produci ng a conpeting chain with greater accurul ated proof-of-work
depends on then-current Bitcoin network conditions and is external to
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this specification. The Verification A gorithm (Section 3.1)
requires a mninumconfirmation depth before accepting an anchor as
val i d.

6.3. Threat: Cal endar Server Equivocation

An attacker operating a conpromni sed OpenTi nest anps cal endar server
could return divergent intermediate commitnments to different clients,
or withhold a valid conmtnent entirely.

This is renediated by the OIS protocol design: multiple independent
Cal endar Servers provide redundant commitment paths. The fina
anchor is a Bitcoin transaction, not a cal endar assertion. A
verifier does not need to trust any Cal endar Server -- verification
uses only the Bitcoin blockchain (Section 2.1, step 7). A Cal endar
Server that equivocates produces proofs that fail verification

6.4. Threat: Transparency Service Equivocation

A malicious Transparency Service operator could present different |og
states to different relying parties while anchoring only one version.

This is renedi ated by Log Root Anchoring (Section 2.3). Because the
anchored Merkle root is conmmtted to the public | edger, any party
hol di ng a Recei pt can i ndependently conpute the expected root and
compare it against the anchored value. Divergent |log states are
detectable by any two parties that conpare their anchored roots.

6.5. Threat: Tenporal Caimlinflation

An attacker could claimthat the anchor proves existence at a tine
earlier than the actual anchoring. For exanple, asserting that T
equal s the block tinestanp m nus an arbitrary margin.

This is renediated by the formal tine semantics defined in

Section 5.1. The anchor provides an existence-at-or-before-T
guarantee where T is the consensus-confirnmed bl ock inclusion tine.
The protocol does not claimto prove existence at the exact nmoment of
hash creation -- only that the hash existed no later than T.
Verifiers MUST NOT interpret T as the creation tine of the artifact.

6.6. Threat: Anchor Proof Tanpering
An attacker could nodify the certificate.json or .ots proof file

wi thin an Anchor Proof after generation, for exanple by altering the
captured_at tinestanp or substituting a different hash val ue.
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This is remedi ated by the cryptographi c bindi ng between the
components. The .ots proof conmits to a specific hash val ue; any

nmodi fication to certificate.json that changes the hash breaks the OIS
verification chain. The Verification Al gorithm (Section 3.1) re-
derives the hash fromthe original artifact bytes and verifies it

agai nst the .ots proof independently -- it does not trust the
metadata in certificate.json.

6.7. Threat: Denial of Anchoring Service

An attacker could prevent the Transparency Service fromsubnitting
commitnents to the Anchor Ledger, for exanple via a denial-of-service
attack on the Cal endar Servers or the Transparency Service's network
connectivity.

This is renedi ated by the asynchronous design of the protoco

(Section 2.1). Commitnents can be retried. The Transparency Service
retains the pending .ots proof and resubmits when connectivity is
restored. During the outage, existing anchored proofs remain

i ndependently verifiable. New Signed Statenents are still recorded
by the Transparency Service; only their external tenporal anchoring
i s del ayed.

6.8. Threat: Long-Term Hash Al gorithm Conprom se

Over decades, SHA-256 may becone vul nerable to collision or pre-image
attacks due to advances in conputing (including quantum conputing).

This is renediated by the algorithmagility provision in the
protocol. The hash algo field in the anchor record (Section 2.4.1,
field F2) permits mgration to a successor hash algorithm Existing
proofs anchored with SHA-256 retain their validity for the period
during which SHA-256 was consi dered secure. The Anchoring

Speci fication [ ANCHORI NG Section 15 defines the tenporal semantics
that bound this validity w ndow.

6.9. Trust Boundary: Hash | ntake

The anchoring service proves that a given hash existed at or before a
certain tine. It does not, and cannot, prove the truth, accuracy, or
origin of the data that produced that hash.

An attacker could submt the hash of a fabricated or falsified
artifact before anchoring. The resulting proof would be
cryptographically valid and tenporally bound, yet the underlying data
woul d be fal se.
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This is not renediated by the protocol. It is an explicit trust
boundary: the anchoring service guarantees tenporal existence of a
hash commitment, not the integrity or authenticity of the pre-imge
data. Consunmers of anchor proofs MJST apply independent verification
of the artifact content, authorship, and provenance outside the scope
of this specification

6.10. Positive Property: No Long-Term Key Dependency

Unli ke certificate-based tinestanping mechanisns (e.g., RFC 3161),
Anchor Proofs do not depend on any signing key, certificate chain, or
key management infrastructure. The proof’s validity derives fromthe
mat hemat i cal properties of hash functions and the conputationa
consensus of the Anchor Ledger.

This elimnates three threat categories that apply to key-based
ti mest anpi ng:

* *Key conpronise*: There is no private key that, if exposed, would
all ow an attacker to forge timestanps.

* *Certificate expiration*: There is no certificate whose expiry
woul d invalidate existing proofs.

* *Authority revocation*: There is no trusted authority whose
revocation woul d render proofs unverifiable.

An Anchor Proof verified today remains verifiable indefinitely,
provi ded SHA-256 retains its collision resistance (Section 6.8) and
the Anchor Ledger renmi ns accessible (Section 6.7).

6.11. Threat: Premature Anchored State (False Finality)

An attacker -- or a faulty inplenentation -- could mark a proof as
"anchored" before the Bitcoin transaction has reached a durable
confirmation depth. A relying party that accepts an "anchored"
status asserted by the anchoring service could be msled into relying
on a tenporal proof that is subsequently invalidated by a chain

reor gani zati on.
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This is remedi ated by two i ndependent controls. First, the
Verification Algorithm (Section 3.1) requires the verifier to

i ndependently retrieve the Bitcoin transaction and confirm bl ock
inclusion -- the verifier does not rely on any status field asserted
by the anchoring service. Second, Assunption A2 (Section 5.2)
specifies that a minimum of six confirmations (~60 m nutes) nust be
reached before the immutability assunption is considered

comput ationally sound. |Inplenmentations MJUST NOT pronote a proof from
"pending" to "anchored" (field F9, Section 2.4.1) until the
transaction has reached the mninumconfirmation depth required by
their depl oynent policy.

6.12. Threat: Batch Integrity Conpronise (Merkle M xing)

In the batch anchoring node (Appendix D.3), an inplenentation error
in the Merkle tree construction could incorrectly associ ate hashes
fromdifferent submtters within the same batch. A defective batch
coul d produce a valid-appeari ng Anchor Proof that binds a hash to an
i ncorrect Merkle position, undermning the evidence integrity of al
origins in the batch.

This is renedi ated by the Batch Anchoring al gorithm (Appendix D.3),
whi ch specifies determnistic | eaf ordering (Iexicographic sort

bef ore concatenation) and requires individual origin records per hash
in addition to the shared Merkle root anchor. A verifier can

i ndependently reconpute the Merkle path froma | eaf hash to the root
and confirmcorrect positioning. Post-batch verification sanpling
SHOULD be perforned by inplenentations to detect systenmatic
construction errors before they are exposed to relying parties.

7. Privacy Considerations

The External Temporal Anchoring nechani sm operates on cryptographic

hashes only. No artifact content, personal data, or identity

information is transmtted to or stored on the Anchor Ledger

However, the follow ng privacy-rel evant properties apply:

* The hash of an artifact is a unique identifier. An observer who
i ndependent |y possesses the artifact can confirmwhether it was
anchored by conputing the hash and searching for a natching
conmi t nent .

* Bitcoin transactions are publicly visible and permanent. An
anchored hash cannot be renoved fromthe | edger

* The tenporal ordering of anchored hashes is public. An observer
can determ ne that hash A was anchored before hash B
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I mpl enent ati ons that anchor hashes of privacy-sensitive artifacts
SHOULD i nform users that the hash becones a permanent, publicly
queryabl e identifier on the anchor | edger.

In multi-tenant depl oynents, anchored hashes fromdifferent tenants
appear on the sanme public |l edger within the same Bitcoin blocks. An
observer with access to hashes frommultiple tenants can determ ne

tenporal ordering relationships across tenants -- including whether
two artifacts were anchored in the sane batch -- even when no
artifact content is disclosed. |Inplenentations that anchor on behal f

of multiple tenants SHOULD be aware that the public |edger creates a
per manent, cross-tenant ordering record. The 2-hour maxi num forward
drift in Bitcoin block tinestanps (Section 2.6.3, Assunption A3)
defines the worst-case wi ndow wi thin which ordering observations are
unreliable; within a single confirmed bl ock (~10 minutes), ordering
bet ween co-bat ched hashes is not preserved by the protocol

8. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
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Rel ati onship to Four-Layer Evidence Stack

| L4 Evidence Format (Partner/SCITT) |
| Signed Statenents, manifests, SBOWs |

| L3 Signing & ldentity (Partner/ TSA) |
| SCI TT Recei pts, X. 509, passkeys |

| L2 Anchor Primtive (This Profile) |
| SHA- 256 -> .ots -> Bitcoin |

| L1 Consensus Layer (Bitcoin) |
| Pr oof - of - wor k, append-only |

SCI TT operates at L3-L4. This profile defines the L2 integration.
L1 is the Bitcoin consensus layer. The |layers are independent: each
can be verified w thout the others.

Fassbender
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Appendi x B. Exanple: Anchored SCI TT Fl ow

Producer creates artifact A

Producer signs Signed Statement S about A
Transparency Service receives S

Transparency Service appends Sto log -> Receipt R
Transparency Service computes SHA-256(S) -> H
Transparency Service submits Hto anchoring service
Anchoring service returns Anchor Proof P (.ots)
Transparency Service stores (R P) together

ONoOThwhE

Verification (by any auditor):
a. Verify R against Transparency Service log -> SCITT valid
b. Verify P against Bitcoin -> Tenporal valid
c. Conmpare: Hin P == SHA-256(S) -> Binding valid

Note: If the Transparency Service is no |onger available, step (a)
cannot be perfornmed -- steps (b) and (c) renain independently valid.
The tenporal and binding proofs do not depend on the continued
operation of the I|og.

Appendi x C. I nplenentation Status

As of March 2026, the follow ng inplenentations exist:

* *Umarise Core APl *: Production anchoring service inplenmenting the
Anchoring Specification, with Merkl e-tree batchi ng and
QpenTi nmest anps anchoring. RFC 3161 TSA integration is planned.
253, 000+ attestations anchored.

* *verify-anchoring.org*: 100%client-side verification tool. Zero
APl contact, zero tracking. Public domain.

* *@marise/cli*: Node.js CLI for automated anchoring. Published on
npm

* *anchor-action*: GtHub Actions integration for CI/CD pipeline
anchoring. Published on GtHub Mrketpl ace.
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Appendi x E.  OTS Anchoring Protocol -- Construction and Verification

Sections D.1 through D.3 are informative exanples of a conpliant
construction. Sections D.4 and D.5 have been pronoted to the
normative main body (Section 3) and are retained here as cross-
references only. This appendi x supports Assunption A4 (Section 5.2).
It defines the construction algorithnms for OpenTi mestanps-based
anchoring as used in this docunent. The algorithns are presented in
pseudocode and are sel f-contai ned: they can be inpl enented

i ndependently of any OpenTi nestanps software library. They
correspond to the reference inplenmentation described in Appendix C
but do not depend on it.

For background on the OpenTi nestanps protocol design, see [OTS- S| TE]
and [ OTS- DESI GV .

E.1. D.1. Construction Al gorithm (Anchor)
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Al gorithm CONSTRUCT- ANCHOR(artifact _bytes)

I nput :
artifact bytes -- arbitrary byte sequence (the artifact)
Qut put :
origin_record -- {origin_id, hash, captured_at, proof_status}
pendi ng_pr oof -- serialised OIS pending proof (.ots file)
St eps:
1. HASH COVPUTATI ON
hash_val ue <- SHA-256(artifact_bytes) /1 [ FI PS180- 4]
hash_string <- "sha256:" || HEX(hash_val ue) /1 canonical form

2.  TIMESTAMP CAPTURE

captured_at <- NOW) /1 UTC | SO 8601

3. ORIG N REG STRATI ON
origin_id <- UU D v4() /1 unique identifier
short _token <- RANDOM ALPHANUVMVERI C( 8) /'l human-readabl e ref

I NSERT origin_attestations {
origin_id, hash: hash_string, hash_al go: "sha256",
captured_at, short token

}

4. OTS CALENDAR SUBM SSI ON
/1 Submt hash to >=1 QpenTi nest anps Cal endar Server(s) [OTS]
FOR EACH cal endar I N configured_cal endars:
pendi ng_conmi tment <- HTTP- POST(cal endar. url, hash_val ue)
STORE pendi ng_commi t nent

5.  PENDI NG PROOF ASSEMBLY
/1l The .ots file at this stage contains cal endar conm tnent (s)
/1 but NOT a Bitcoin anchor. It is NOT independently verifiable
pendi ng_proof <- OTIS-SERI ALI ZE( hash_val ue, pendi ng_commit ments)
I NSERT core_ots_proofs {
origin_id, ots_proof: pending_proof, status: "pending"

}
6. RETURN {origin_id, hash string, captured_at, proof_status: "pending"}

E.2. D.2. Upgrade Algorithm (Bitcoin Confirmation)
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Al gorithm UPGRADE- PENDI NG PROOFS()

/1l Runs periodically (e.g. every 15 minutes) as a background worker.
/1 Converts cal endar-level conmmtnents to Bitcoin-Ilevel proofs.

| nput :
none (reads fromcore_ots_proofs WHERE status = "pendi ng")

St eps:

1. pending proofs <- SELECT * FROM core_ots_proofs
WHERE st atus = "pendi ng"
AND created_at < NON) - INTERVAL ' 2 hours

2. FOR EACH proof I N pending_proofs:

2a. CONTACT CALENDAR
upgr aded_proof <- OIS- UPGRADE( pr oof . ot s_proof)
/] OTS- UPGRADE contacts the Cal endar Server that issued
/1 the pending commitnent and requests the Bitcoin
/1 Merkle path if avail able

2b. | F upgraded_proof IS NULL:
/1 Bitcoin transaction not yet confirned, or cal endar
/1 not yet nmerged into a block. Retry next cycle.
CONTI NUE

2c. EXTRACT BI TCO N BI NDI NG
bl ock_hei ght <- OI'S- EXTRACT- BLOCK- HEI GHT( upgr aded_pr oof)
bl ock _tine <- OTS- EXTRACT- BLOCK- TI ME( upgr aded_pr oof)

2d. VERI FY LOCALLY
/1 Verify the Merkle path fromhash -> Bitcoin OP_RETURN
valid <- OIS-VERI FY(upgraded _proof, proof.origin_hash)
I F NOT valid:
LOG ERROR( " Upgrade verification failed", proof.origin_id)
CONTI NUE

2e. PERSI ST UPGRADED PROOF
UPDATE core_ots_proofs SET

ots_proof = upgr aded_pr oof,
status = "anchored",
bi t coi n_bl ock_hei ght = bl ock_hei ght,
anchor ed_at = bl ock_tine,

upgr aded_at NOW( )
WHERE origin_id = proof.origin_id
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E.3. D.3. Batch Anchoring with Merkle Trees
Al gorithm BATCH ANCHOR(hash_li st)

/1 For high-volune partners (>1,000 hashes per request).
/1 Anchors a single Merkle root instead of N individual hashes.

| nﬁ:tsh_l i st -- ordered list of SHA-256 hashes [h_0 ... h_{n-1}]
Qut put :
batch_record -- {batch_id, nerkle root, nerkle origin_id, origins[]}
St eps:
1. VALI DATE

ASSERT 1 <= | hash_list]| <= 1000
FOR EACH h I N hash_li st:
ASSERT h matches /”(sha256:)?[0-9a-f]{64}$%/

2. COWUTE MERKLE ROOT /] [RFC9162] Section 2.1

/1 Canonical |eaf ordering: strip "sha256:" prefix, sort pairs
/'l | exicographically before concatenation.
| evel <- [STRIP-PREFIX(h) FOR h IN hash_|ist]
VWHI LE |l evel| > 1:

next _| evel <- []

FORi <- 0 TO |level|-1 STEP 2:

IF i+l < |level]:
pair <- SORT([level[i], level[i+1]])

next _| evel . APPEND( SHA- 256(pai r[0] || pair[1]))
ELSE:
next | evel . APPEND(| evel [i]) /1 odd el ement: pronote
| evel <- next _|evel
merkl e_root <- "sha256:" || |evel [0]

3. CREATE I NDI VIDUAL ORI G NS
FOR EACH h I N hash_li st:
CALL CONSTRUCT- ANCHOR- RECORD( h) /] DB insert only, no OIS

4. ANCHOR MERKLE ROOT
/1 Only the root is submitted to OIS cal endar(s).
[l This reduces N OTS operations to 1.
CALL CONSTRUCT- ANCHOR( ner kl e_r oot )

5. LINK BATCH
I NSERT bat ch_subm ssi ons {
batch _id, merkle root, merkle origin_id,
hashes: hash_list, origin_ids: [per-hash origin_ids]
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}

6. RETURN batch_record

E.4. D. 4. Verification Al gorithm
The normative verification algorithmhas been pronpted to Section 3.1
of this docunent. This appendix section is retained as a cross-

reference for continuity.

See Section 3.1 (VERI FY-ANCHOR) for the full eight-step verification
procedure with MJST/ SHOULD requirenments.

E.5. D.5. Verification |Independence

The normative verification i ndependence requirenments have been
pronoted to Section 3.2 of this docunent.

See Section 3.2 for the definitive statenent of what a confornant
verifier requires and what it MJST NOT depend on
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