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Abst ract

SCI TT Transparency Services record signed statements in append-only

| ogs and issue receipts that include an internal tinestanp derived
fromlog inclusion. This tinmestanp depends on the service operator’s
own clock and log infrastructure. |t cannot be independently
verified by a party that does not trust the operator

Thi s docunent defines an optional, additive profile that attaches an
externally verifiable time anchor to an existing Origin Record. The
anchor is a standard OpenTi nestanps (.ots) proof ultimately committed
to the Bitcoin blockchain. The resulting proof is self-contained and
portable: it can be verified by any party holding the original file
and the .ots proof, w thout contacting the Transparency Service, the
anchoring service, or any trusted authority.

No changes to SCITT protocols, signed statenent formats, or receipt
structures are required.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1. I nt roducti on

The I ETF SCI TT Worki ng Group has defined architecture and buil di ng
bl ocks for signed statenents, receipts, and transparency services
[SCITT-ARCH]. The working group deliberately |left the underlying
time source for Transparency Services open, relying primarily on the
service operator’s log for ordering and freshness.
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This design is appropriate for the primary SCI TT use cases. However,
a gap exists: SCITT receipts include a tinmestanp that is internal to
the Transparency Service and is not derived from an i ndependent
external authority. Parties that do not trust the operator cannot

i ndependently verify when a statenent was made

Thi s docunent does not attenpt to standardi ze external time sources,
but to describe one concrete profile that can be used al ongsi de
existing SCI TT depl oynments.

Thi s docunent addresses that gap by defining an External Tine Anchor
Profile. The profile is:

Opt i onal . No existing SCITT deploynment is affected

Addi ti ve. It supplements existing receipt structures without
modi fyi ng t hem

I ndependent. Verification is independent of any single operator or
authority, based on Bitcoin consensus.

Port abl e. The proof survives discontinuation of any service,
i ncludi ng the anchoring service.

Rel ati onship to RFC 3161

RFC 3161 [ RFC3161] defines how a trusted Time-Stanping Authority
(TSA) issues Tine-Stanmp Tokens to provide proof of existence at a
specific time. RFC 9921 [RFC9921] defines how such tokens can be
enbedded in COSE structures aligned with SCITT. These are
referenced here as prior art and for architectural context only.

The two approaches differ in trust nmodel. The TSA nodel requires
trusting a designated authority and depends on that authority’s
continued operation. The profile defined here uses Bitcoin's
proof - of -work consensus as the tine bound: no authority is required
to verify the proof, and the proof remains valid regardl ess of

whet her any service continues to operate. The approaches are
architecturally conplenentary. Interoperability between this
profile and RFC 3161 / RFC 9921 is not defined in this docunent.

The semantic claimis identical in scope: the exact byte sequence
existed no later than the nonment of |edger inclusion. The
difference is not what is clained, but who nust be trusted to
verify it.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Ter mi nol ogy

Oigin Record: A record in a Transparency Service attesting
that a specific hash was registered at a
specific tine.

Ti me Anchor: A cryptographic proof binding a hash to a

Bi t coi n bl ock, providing an upper bound on the

time at which the hash exi sted.

OrS proof: A standard OpenTi mestanps proof file (.ots) as



defined by the OpenTi nmest anps project.
Bi t coi n bl ock The tinmestanp field of a Bitcoin block header
ti mest anp: accurate to within approximately two hours per
consensus rul es.

Sel f -cont ai ned proof: A proof verifiable w thout contacting any
online service

2. The Gap

SCI TT receipts convey a time of log inclusion via a COSE
countersignature. This tinme is:

1. Set by the Transparency Service operator

2. Not derived froman independent external authority.

3. Not verifiable by a party that does not trust the operator

As confirmed by the SCITT Wrrking G oup, this is a known property of

the current architecture, and operator-independent tinestanping is
outside the current working group charter

The gap matters in adversarial settings -- disputes, litigation,
audit, regulatory exam nation -- where the party presenting evi dence
and the party operating the Transparency Service may be the same, or
may be in conflict. |In these settings, a receipt whose tinestanp
originates fromthe operator’s own infrastructure is circular

evi dence.

3. External Tinme Anchor Profile
3.1. Overview

The External Tinme Anchor Profile defines howto attach an OTS proof
to an Oigin Record, as specified in [IEC]. The OIS proof conmits
the SHA-256 hash of the original artifact to a Bitcoin block via a
Merkle tree. Once the

rel evant Bitcoin block has sufficient confirmati on depth, the proof
can be independently verified.

The profile does not nodify any existing SCITT data structure. It
defines an optional proof artifact that may acconpany an Origin
Recor d.

3. 2. Proof Construction

1. Conpute SHA-256(artifact) [FIPS180-4] on the client. The
artifact bytes do not |eave the originating device.

2. Submt the hash to an OTS cal endar server. The cal endar
aggregates nmultiple hashes into a Merkle tree and commits the
root to Bitcoin.

3. After Bitcoin confirmation (typically 10-20 mi nutes, 1-2
bl ocks), retrieve the conpleted .ots proof file.



4. The .ots proof file [OIS], together with the original artifact,
constitutes a self-contained tinme anchor

3.3. Proof Properties

The conpl eted proof establishes the foll ow ng:

0 The SHA-256 hash of the artifact was committed to a Merkle tree
no later than the tinestanp of the Bitcoin block in which the
root was included.

0 Bitcoin block tinestanps are set by miners and can deviate from
wall clock tinme by up to approximately two hours per Bitcoin
consensus rules. The proof therefore provides an upper bound,
not a precise tinestanp.

0 The proof is verifiable by anyone holding the original artifact
and the .ots file, using the OpenTi nestanps CLI or any conpliant
verifier, wi thout contacting the anchoring service.

What this proof does not establish

Aut hor shi p. The proof establishes that a specific hash
exi sted, not who created the artifact.

Uni queness. Earlier attestations of the sane hash may exist.

Semantic neani ng. The proof is context-blind. Wat the hash
represents is defined by whoever created it.

3.4. Verification
Verification requires three inputs and no online dependenci es:
V(artifact, proof.ots, bitcoin_chain) -> valid | invalid
Conmand-1ine verification
ots verify proof.ots -f artifact

O using a client-side verifier (zero network dependency on the
anchoring service, queries Bitcoin directly via bl ock explorers).

3.5. Self-Contained Distribution

The proof artifact SHOULD be distributed as a ZI P archive
cont ai ni ng:

o certificate.json -- origin record netadata (hash, captured_at,
bitcoin_block _height, origin_id)

o proof.ots -- the OIS proof file
0 VERI FY.txt -- plain-text verification instructions
This archive is the conplete, self-contained proof. It verifies

wi t hout any service, account, or |ogin.

4. Relationship to SCITT Architecture

This profile operates at a |l ayer below SCITT s transparency | og
It can be used independently of SCITT, or in conbination with it.



When used in conbi nation

o0 The SCITT receipt provides the operator’s |og inclusion proof
and internal timestanp.

o The External Time Anchor provides the operator-independent tine
bound.

0o The two are conplenentary. Neither invalidates the other
No changes to SCITT protocols are required. A SCITT Transparency

Service may optionally reference an External Time Anchor in
statenment netadata, but this is not normative

5. Security Considerations
5.1. Bitcoin Block Tinestanp Accuracy

Bitcoin block tinmestanps are set by mners and nust satisfy the
medi an tinme past rule. They can deviate from UTC by up to

approxi mately two hours within consensus. The tinme bound
established by this profile is therefore accurate to approxi mately
two hours, not to the second. Applications requiring higher
tenmporal precision should use additional mechani smns.

5.2. Merkle Aggregation and Bat chi ng
OTS cal endars batch nultiple hashes into a single Merkle tree
before conmmitting to Bitcoin. The aggregation windowis typically
seconds to mnutes. The resulting proof covers all hashes in the
batch. This does not affect the validity of any individual proof.
5.3. Confirmation Depth
A proof anchored to a Bitcoin block with ow confirmation depth is
subj ect to chain reorganization. For npbst use cases, 1-2
confirmations (10-20 minutes) is sufficient. Applications
requiring high assurance SHOULD wait for 6 or nore confirnmations.
5.4. OTS Cal endar Availability
The OIS cal endar is required only during proof construction, not
during verification. |If the calendar is unavail able, proof
construction nmust wait. Verification of conpleted proofs is
unaf f ect ed.
5.5. Hash Function

This profile specifies SHA-256. Artifact hashing is performnmed
client-side. No artifact bytes are transmtted to any service.

6. | ANA Consi der ations

Thi s docunent has no | ANA acti ons.
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Appendi x A,  Exanple Verification Qutput
$ ots verify proof.ots -f artifact.jpg
Assumi ng target tinmestanp of 1707394920
Got 1 attestation(s) from cache

Success! Bitcoin block 881234 attests existence as of
2026-02-08 14:22:00 UTC

Appendi x B. Mapping to SCI TT Term nol ogy



| SCITT concept | This profile |
| Statenent | SHA-256 hash of artifact |
| Receipt tinmestanp | I'nternal, operator-controlled |
| Time anchor | OTS proof committed to Bitcoin |
| Verification trust | Bitcoin consensus (no authority needed) |
| Portability | Self-contained ZI P, survives any service
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