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Abst ract

St andards can have a mmjor inpact on end users across technol ogical,
| egal, ethical, and governance di nensions, |argely centering around
access to information, control over their digital contributions, and
data privacy. The purpose of this Internet Draft is to docunent the
potential inpact of signaling Al preferences on end users other than
publishers, and to suggest some principles for the ai-pref working
group to consi der when assessing proposed vocabul ary and definitions
| ETF wi shes to standardi ze for signaling.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://farzaneh-
uni code. gi t hub. i o/ enduser - Al pref/draft-farzdusa-ai pref-enduser. htm
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-farzdusa-ai pref-enduser/.

Source for this draft and an issue tracker can be found at
https://github. com Far zaneh- Uni code/ enduser - Al pref .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 30 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

As Al systens start beconming a primary way people access and i nteract
with information online, mechanisnms for signaling Al preferences risk
shaping far nore than technical coordination. Wile the Al-Pref

Wor ki ng Group focuses on enabling content hosts to express their
preferences, these signals operate at the protocol |ayer, where they
can quietly restrict access, chill lawful uses, and unintentionally
fragment the open web. End users, understood broadly in RFC 8890 as
the human bei ngs whose activities Internet standards support, include
not only publishers and Al devel opers but al so researchers,

educators, people with disabilities, small creators, and the gl oba
public. Mny of these communities rely on rights to access,
transform and anal yze information that could be undermned if
preference signaling is interpreted or inplenented as a form of
control. This draft outlines the potential inpact of Al signaling on
end users and proposes principles to ensure that standardi zation
preserves interoperability, openness, and user agency.

2. Wo are the end users?

Mark Nottinghamthe author of The Internet is for the End Users,
proposes a definition for end users in RFC 8890: "end users" neans
human users whose activities | ETF standards support, sonetines
indirectly:--.End users are not necessarily a honbgenous group; they
nm ght have different views of how the Internet should work and m ght
occupy several roles, such as a seller, buyer, publisher, reader,
service provider, and consuner. An end user m ght browse the Wb
nmoni tor renote equi pnent, play a gane, videoconference with

col | eagues, send nessages to friends, or performan operation in a
renote surgery theater. They might be "at the keyboard" or
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represented by software indirectly (e.g., as a daenon)".

This broad definition is especially useful to keep in mnd as the
outputs fromthe Al preferences working group are likely to have an

i npact on a broad range of end users. The dom nant voices in the Al-
pref working group so far have been “publishers” and Al devel opers,
each of which are a kind of end user. Qher end users’ rights,
interests, and access have been discussed | ess frequently. Wen
rights and interests are discussed, in general the rights under
consideration are those of Intellectual Property Ri ghtsholders, while
the di scussions rarely nmention other rightsholders, such as people
with rights to access to know edge and essential services, or
interested parties.

There is a need to ensure that property and economc interests are
aligned with fundanental human rights, such as the right to freedom
of opinion and expression under Article 19 of the Universa

Decl aration of Human Rights. |Intellectual-property and narket-based
mechani sms shoul d function in a way that supports, rather than
constrains, the free circulation of information and ideas.

Wil e Al Preference signaling nechanisns are intended to give content
hosts (or site operators) a neans to signal how content is used by Al
systens, they can result in unintended consequences that

di sproportionately harmend users, including researchers, people with
disabilities, and comrercial and non-comercial actors, thereby
underm ning the open Internet. Site operators may signha
restrictions over content or uses that they do not have the |ega
right to control, such as text and data mning permtted under
copyright exceptions, accessibility tools, public-domain materials,
or facts and information not protected by intellectual property
rights. When interpreted strictly by Al systens, such signals can
create a chilling effect: researchers, accessibility devel opers, and
others may refrain fromlawful uses sinply because they believe the
content is off-limts. This misalignnent between technical signals
and actual rights risks fragnmenting access to know edge and
under i ni ng the open | nternet.

3. The IETF s mandate and the Approach to Signaling Al Preferences

The | ETF was never intended to serve as a forumfor protecting

busi ness nodels fromtechnol ogi cal innovation or enforcing copyright
regines. Its purpose is to maintain and advance the interoperability
of the Internet, to ensure that diverse systens, services, and users
can conmuni cate seanl essly across technical and institutiona
boundaries. A shift away fromthis focus risks turning what shoul d
be a technical coordination effort into a venue for regulating reuse
at the protocol layer, well before any |egal reasoning or due-process
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saf equards can apply. |If the IETF shifts toward a regi ne that

encour ages bl anket prohibitions on data processing, regardl ess of
context, consequence, or user benefit, we risk hardcoding a “chilling
effect” into the infrastructure of the web itself. And unlike |awful

reuses, which are typically adjudicated through downstream | ega
reasoni ng, signaling operates at the technical |ayer, where denial is
fast, quiet, and hard to contest.

4. The Right to Access Know edge and Avoi ding Internet Fragnmentation

A maj or concern for end users is the potential restriction of access
to informati on and essential services due to overly restrictive
content signaling instituted by hosting platfornms, creators and
publ i shers.

4.1. Access to Information

Peopl e globally are increasingly accessing essential services and
know edge through the Internet. Al-enabled applications could
potentially sinplify access to know edge and essential services
provi ded online, such as healthcare and other services. However, if
signaling Al preferences reinforced by regulatory reference becone
too restrictive, it can have a chilling effect and the fundanental
right to access information and essential services could be harned.

4.2. Intellectual Property Overreach and Ri ghts Del ay

Theorists of the Access to Knowl edge (A2K) novenent contend that
current levels of Intellectual Property (IP) protection nmay be
unbal anced regarding the right to access. They argue that naterial
interests are not sinply equivalent to current |IP provisions, and
that "rights delayed are rights denied". (Lea Shaver The Right to
Science and Culture, 2010 Ws. L. Rev. 121 (2010).

4.3. Risk of Wb Fragnentation

There is a tension between giving site operators and decl arants
(those who declare their preferences about Al data usage) granul ar
control over content and maintaining an open Internet. |nplenenting
very restrictive nmechanisns risks "building fortress walls around
content" and sacrificing the open web, potentially throttling the
future of know edge and access to essential services.
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4.4. Inmpact on Al Tool Uility

VWhile arge Al companies are the primary targets of restrictive
preference signals, these controls can inadvertently restrict and
harm end users who wish to use Al tools for comon tasks |ike

expl oring content, summarizing, or translating docunents or making
services nore accessible. Setting a high bar for accessing and using
i nformati on could negatively affect individual end users’ ability to
utilize these tools and overall experience when accessing the world
wide web. Utimately, it is individual people who will pay the price
for restricted access to Al tools, both financially and by | ETF-
endorsed limts on their ability to use Al to access the know edge
and i nformation they seek. Open source Al devel opers and others can
al so be disenfranchised if the preferences signals are not coherently
i mpl ementable or if they have chilling effects.

4.5. Site operators don’ t own everything on their website

Any given web page has the technical capacity to contain content from
a variety of different rightsholders. A large platformcan therefore
contain content frommllions, even billions, of different content
creators. Gving a website owner the ability to determ ne the Al
preferences for potentially nmillions of different creators and their
wor ks risks centralizing a huge anount of control

5. Inpact on User Rights, Transformation, and Acadeni c Research

End users who are researchers are frequently hindered by |icensing
and contractual barriers, even when the underlying uses night be
| egal |y permissible under copyright |aw.

5.1. Robots Rights to Read

Researchers and other end users face a tension when downl oadi ng and
human (consunptive) reading is allowed, but nmachi ne (non-consunptive)
reading is disallowed, leading to the slogan “let the robots read.”
Robots are perhaps al ways the agents of human users and preventing
themfromreading could ultimately prevent the humans from access.

5.2. Use in the public interest

The principle of allowing public interest uses of information has

| ong supported know edge production and freedom of expression. These
uses are without paynent nor perm ssion, rejecting the idea that
access to information is "a privilege reserved for the well-behaved".
In the Al-Pref discussions, many participants expressed a desire to
differentiate between traditional search engi ne indexi ng—generally
accepted as beneficial to the open web—and newer Al -enabl ed
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sunmari zati on or answer generation. Some content providers signaled
that they may be open to appearing in classic search results but not
in Al-driven outputs that repackage or synthesize their material
However, this signaling raises a deeper structural issue: by opting
out, publishers and intellectual property rights holders and hosts
effectively shift the burden of determining whether a use is
permitted to the recipient of the signal. Wile this nay not be a
significant obstacle for well-resourced actors |ike mjor platformns,
it inposes disproportionate risks on small operators, open-source Al
devel opers, and actors fromthe global majority, those who often |ack
the legal infrastructure, funding, or access to navigate conpl ex
copyright frameworks

6. Shortcomings of Restricting RAG and | nference

Restricting RAG and inference, uses that occur after the foundation
nmodel has been trained, is fundanentally challenging due to the fluid
nature of these processes and the risk of unintended negative
consequences for legitimte users and access to infornation.

6.1. Collateral Damage to End Users and Beneficial Applications

One of the nost significant shortcoming of restricting inference is
the uni ntended curtail ment of beneficial applications used everyday.

6.2. Risk to Automated Tool s and Access to Know edge (A2K)

If restrictions on inference are applied too broadly, end users who
wi sh to use Al tools for conmon tasks |ike discovering content,
summari zi ng docunents, or translation would be barred from doi ng so.
This directly underm nes the end user’s right to access know edge

(A2K) .
6.3. Discouraging Personal Use of Automation

End users want to benefit fromthe efficiencies of automation, such
as using bul k operations and automated search features, rather than
having to rely solely on large, proprietary Al conpany tools.

Pl acing the same restrictive bar on individual end users as on |arge
Al devel opers for using information could negatively affect the
ability of individuals to | everage these tools for personal or
beneficial research purposes.
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6.4. Accessibility Concerns

Overly restrictive inference controls, such as a conpl ete opt-out of
“all data mining, automation and processing” , carry the risk of

af fecting uses like spamfiltering, harnful |anguage detection, and
accessibility tools. For instance, if a tool that describes a
website to a visually inmpaired user relies on inference, a broad
restriction could prevent that legitimte use.

6.5. Inpact on Research and Flexibhility

Resear chers, when anal yzing data, nay be hindered if limtations
bl ock non-consunptive reading (TDM but all ow human readi ng. The
core issue remains that an overly restrictive environnent risks
constrai ning schol arshi p and academ ¢ conmuni cati on

7. Technical and Definitional Instability

The attenpt to restrict RAGInference runs into technical limtations
regardi ng scope, authority, and inplenmentation methods.

7.1. The Crawl Tinme vs. Inference

Preference signals (like those in robots.txt or netadata) are
available at craw tinme, but they are often disassociated fromthe
model when the content is actually used at inference tinme. This
could create mxed signals as to what the end user can do regarding
the crawing vs inference and signaling about inference because of
this time lag can create nmany problens for the end users, real tine
translation for exanple m ght not happen

7.2. Difficulty in A'low ng Non-Comercial and Excl udi ng Comrerci a
Craw i ng

For a general - purpose foundational nodel (LLM, it is technically
difficult to distinguish between comercial and non-conmerci al uses
at either crawl or inference time. Because nodels cannot selectively
i solate or invoke portions of their training data based on the
eventual use context, a blanket “No Al” or simlar restrictive signa
tends to apply universally — even to lawful, comrercial and non-
commercial, or public-interest uses. This |eaves devel opers and
researchers with “unappealing choices,” such as omitting the data
entirely or creating separate nodels for every potential use
category, both of which are inpractical and risk excluding socially
beneficial applications.
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7.3. Uncertainty in Definition

RAG is only one technique, and definitions of inference-time use are
unstable. The concept of "inference" is broad and covers a nmssive,
conceptual ly fuzzy range of uses of material after training, naking
it difficult to develop a robust vocabulary term |f standards focus
too much on a specific technique like RAG they risk becom ng

irrel evant as new techni ques energe.

7.4. Asset |evel signaling

Inference is becoming increasingly local (e.g., self-hosted nodels or
on-devi ce processing). Asset-level control or signaling could
intervene with an individual’ s device, and there nmight be attenpts to
ensure a user cannot override a "no inference" flag for personal use
(like translating a docunent), which is highly problematic.

8. Case Studies
8. 1. Inhibition of Not-for-Profit Crawl ers

Non-profit organi zati ons dedicated to archiving and public benefit,
such as the Comon Crawl Foundation, the Internet Archive and Data
Rescue Project, are often inadvertently bl ocked or disadvantaged by
broad control mechani sns intended to stop commercial scraping.

8.2. (Opaque Robot Defenses

Mbdern “robot defenses” are increasingly used by websites to stop
crawming instead of relying solely on the transparent robots.txt
protocol. Providers of these defenses sonetines treat legitimte
archive crawlers, like Cormon Craw’ s CCBot, the sane way as
comrercial bots crawing for specific Al conpanies. This blocking
process i s considered opaque.

8.3. Collateral Danage to Beneficial Uses
This conflation of uses often leads to "collateral danage" for non-Al
uses, effectively "locking dowm the Web". For exanple, the officia

2024 End of Term Archive has been inadvertently bl ocked fromcrawing
sonme US governnent websites due to these defensive nmeasures
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8.4. Threat to Public Archiving

Organi zations providing vital public benefit, such as the Internet
Archive's Wayback Machi ne, are constantly under threat because courts
sonetines inpose a duty to parse individualized, idiosyncratic Terns
of Service (ToS) for every archived page. Such enforcenent woul d
make the vital historical, academic, |legal, and journalistic work
provi ded by the Wayback Machi ne inpossible.

8.5. Internediaries Choosing for Snmaller Site Qperators

A significant problemarising fromthis overreach is that creators
and smaller site operators who wish to share their content for uses
like Al training, or search indexing are often prevented from doi ng
so because the hosting platformor site admnistrator chooses a
restrictive standard for them by default.

8. 6. Pl atform Control over Creator |ntent

Public websites, particularly those hosting user-generated content
(UC) like social media platfornms, use broad Ternms of Service (ToS)
to assert extensive, contract-based control over content and dat a.
If a site has content frommany creators (e.g., social nedia
platforns), the site adnmnistrator typically controls the |ocation-
based opt-out mechanisms (like robots.txt). Consequently, the

adm nistrator "may not allow them[individual creators] to express
their preferences fully, or at all”

8.7. Creation of Quasi-IP Rights

Platforms use their ToS to create quasi-intellectual property rights
intended to bind the public and inpose constraints that stifle
academ c research and preservation, even over content they do not own
the copyright to.

8.8. The Threat of Exclusionary Defaults

When platforms inplement restrictive neasures (even if intended to be
protective), they | ock away val uabl e resources that could ot herw se
hel p the open web. For instance, a val uable public-interest

resource, such as a digital dictionary, could be blocked fromall Al
systens by the organi zations hosting it, resulting in the resource
bei ng i naccessi ble to speakers, researchers, and | anguage nodel s that
coul d otherwi se preserve and revitalize the | anguage.
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9

10.

The | npact on the Internet

Using Internet Society Internet |Inpact Assessment tool, we have done
a brief Internet inpact assessnent on several concepts we have been
di scussing during the working group dial ogues:

| Critical Property | Potential I|npact |
| / Goal | |
[§ s sty s s
| *CP1 Accessible | Al-or-nothing Al-pref signals increase

| infrastructure* | participation costs, especially for |
| | small/open-source actors. |
Fom e e e e oo o o e e e e e e e e e e e e e e e e e e e e memao o +
| *CP2 | Broad bans reduce nodul ar reuse (e.g., |

| Interoperable | summarization/translation), stifling |
| building bl ocks* | recomnbination. |
o e e oo o m e e e e e e e e e e e e e e e e eeoe—o - +
| *CP3 | Platformw de defaults override creator |

| Decentralized | intent; reduce autonony in UGC |
| managenent * | contexts. |
o e e e e oo T +
| *CP4 Common | No inpact identified yet. |

| gl obal | |
| identifiers* | |
Fom e e e e oo o o e e e e e e e e e e e e e e e e e e e e memao o +
| *CP5 Technology- | Banning “Al” as a category risks |
| neutral network* | chilling general -purpose uses (e.g., |
| | accessibility). |
o e e oo o m e e e e e e e e e e e e e e e e eeoe—o - +

Figure 1

Proposed End User Inpact Principles

To the greatest extent possible, the goal should be to keep public
informati on public and to keep the open web open. Vocabul ary
standardi zed by | ETF should not unduly restrict end user access to
and ability to use public know edge and information. Definitions
should be clear and narrowy tailored to be fit for purpose, rather
than vague and broad. End users should be able to understand the
definitions wthout having technical or |egal expertise. End users
shoul d be able to use general purpose, comrercially available tools
to acconplish their own lawful activities, regardl ess of preferences
to the contrary
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11.

12.

13.

14.

15.

Concl usi on

Al Preference signaling, while conceived as a nmechani smfor
expressing control and transparency over the use of online content,
risks evolving into an instrunent that fragnents the open |nternet
and uses of information. The IETF s role has never been to protect
busi ness nodel s frominnovation or to enforce intellectual property
regines. Its role is to ensure interoperability and resilience
across technical systens. When preference signaling becomes a
vehicle for inplenmenting | egal or economic restrictions at the
protocol layer, it noves the |ETF into a domain of governance that
undernmines its core nission and val ues.

End users, whether researchers, accessibility devel opers, educators,
or ordinary participants in the digital comobns, stand to | ose nost
fromthese shifts. Overly restrictive signaling can chill legitimte
research, disable accessibility tools, and entrench barriers to

know edge that the Internet was designed to dismantle. By conflating
techni cal coordination with policy enforcenment, we risk replacing
openness and innovation with exclusion and opacity.

The Al -Pref Working G oup should therefore focus on preserving
interoperability and user agency, ensuring that standards renain
technol ogy-neutral, nodul ar, and open to innovation

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Security Considerations
TODO Security
I ANA Consi derati ons
Thi s docunment has no | ANA acti ons.
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[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
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<https://ww.rfc-editor.org/info/rfc2119>
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