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Abst r act

Encrypted CientHello (ECH key pairs need to be configured into TLS
servers, that can be built using different TLS libraries, so there is
a benefit and little cost in docunmenting a file format to use for
these key pairs, simlar to how RFC7468 defines other PEMfile
formats.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 June 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
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1. I nt roduction

Encrypted CientHello (ECH) [I-D.ietf-tls-esni] for TLS1. 3 [ RFC8446]
defines a confidentiality nmechanismfor server names and ot her
ClientHello content in TLS. That requires publication of an

ECHConfi gLi st data structure in an HITPS or SVCB RR [ RFC9460] in the
DNS. An ECHConfi gLi st can contain one or nore ECHConfig values. An
ECHConfig structure contains the public conponent of a key pair that
will typically be periodically (re-)generated by some key nanager for
a TLS server. TLS servers then need to be configured to use these
key pairs, and given that various TLS servers can be built with
different TLS libraries, there is a benefit in having a standard
format for ECH key pairs and configs, just as was done with

[ RFC7468] .

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. ECHConfig file

A PEM ECH file contains zero or one private key and one encoded
ECHConfi gLi st .
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The public and private keys MJST both be PEM encoded. The file
contains the concatenati on of the PEM encoding of the private key (if
present) followed by the PEM encodi ng of the public key as an
ECHConfi gLi st contai ning an ECHConfi g that matches the private key.
The private key MJUST be encoded as a PKCS#8 PrivateKey. The public
key MUST be the base64 encoded form of an ECHConfi gLi st val ue that
can al so be published in the DNS. The string "ECHCONFI G' MJUST be
used in the PEMfile delimter for the public key.

There MUST only be one key pair in each file even if a server
publishes nultiple public keys in the DNS i n one ECHConfi gLi st
structure.
Any content after the PEM encoded ECHConfigLi st SHOULD be i gnored.
Figure 1 shows an exanple ECHConfig PEM Fil e
----- BEA N PRI VATE KEY- - - - -
MCACAQAWBQYDK2VUBCI El G d4yGRdsoP9gU7YT7My8DHx1Tj ne8GYDXr OMCi 8v1V
----- END PRI VATE KEY-----
————— BEG N ECHCONFI G- - - - -
AD7+DQA65WAgACABWWN2Bt scd 3vCheUzHel kKl i ydUhDd i Adi y QROWAEAAEA
AQALZXhhbXBsZS5j b20AAA==
----- END ECHCONFI G- - - - -
Figure 1: Exanple ECHConfig PEMfile

4. Security Considerations
Storing cryptographic keys in files | eaves them vul nerabl e shoul d
anyone get read access to the filesystemon which they are stored.
The sane protection nmechanins that would be used for a server’'s PEM
encoded HTTPS certificate private key should be used for the PEM ECH
configuration.
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Changes

From-10 to -11:

* Change to standards track as agreed w th shepherd/ AD.

From-09 to -10:

* Tweaks to fit being AD sponsored.

From-08 to -009:

* Mnor clarificatrion of encoding based on current CpenSSL ECH
feature branch code.

From-07 to -08:
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* Processed sone github conments
From-06 to -07
* Refresh due to expiry.
From-05 to -06
* Refresh due to expiry.
From-04 to -05:
* Refresh due to expiry.
From -03 to -04:
* Refresh due to expiry.
From-02 to -03:
* Refresh due to expiry and not possible |ISE destination
From-01 to -02
* ECHO -> ECH
From-00 to -01
* ESNI -> ECHO
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