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Abst ract

As part of the work on MPLS Network Actions (MNA) a debate arose
concer ni ng how exi sting MPLS inpl ement ati ons handl e Speci al Purpose
Label s (SPLs) especially in the context of processing the MPLS
Entropy Label. The question applies to the relative placenent of the
Entropy Label Indicator (ELI) and the MNA Base SPL in the MPLS | abel
stack. This question is applicable to the use of the ELI and any new
base SPL (bSPL), or to the relative placenent of any two bSPLs

i ncludi ng the Extension Label that precedes any extended SPL.

In order to discover what deployed inplenentations currently do, it
is proposed that the MPLS working group chairs poll participants to
answer specific questions about their inplementations. This docunent
is a wrking draft of the questions to be asked.

It is not intended that this document should progress to publication
as an RFC

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 July 2026
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

In networks with equal cost paths, such as parallel |inks, network
nodes may | oad bal ance traffic across the possible paths. In order
to avoid the risk of packets being reordered, all packets fromthe
same flow need to be placed on the sane path. Thus, the |oad

bal anci ng decision is made by exam ning some properties of the
packets.

Hi storically, in I P networks, the decision was based on a hash of the
source address, destination address, source port, destination port,
and payl oad protocol Id (the 5-tuple). Wth the introduction of

MPLS, this could still be done, but it might be hard for network
nodes to read the 5-tuple, especially with deep | abel stacks.
Therefore, sone inplenentations choose to performthe hash on the
first entries in the | abel stack.

However, in many cases, hashing the | abel stack does not provide
enough discrimnation to properly balance the traffic. To aid with
this, the MPLS Entropy Label was introduced in [RFC6790]. The
Entropy Label contains a value that can be used as the hash to
discrimnate the traffic fl ows.
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The Entropy Label is indicated in the |abel stack by the preceding
| abel stack entry which has a special |abel value, the Entropy Labe
Indicator (ELI). The ELI is a base Special Purpose Label (bSPL)

[ RFC9017] so that it will not be accidentally used for forwarding

I mpl enentations at transit nodes that support the Entropy Label may
parse the | abel stack on a received packet to find the ELI and then
read the Entropy Label in the next |abel stack entry.

I npl enentations at transit nodes that do not support the Entropy
Label can still hash the first entries in the |abel stack. The ELI
and Entropy Label may safely be included in the hash function

I n-stack MPLS Network Actions (IMNA) are instructions with optiona
ancillary data encoded in the | abel stack as a series of |abel stack
entries, the Network Action Sub-Stack (NAS) [I-D.ietf-npls-ma-hdr].
The NAS is indicated in the | abel stack by its first |abel stack
entry containing a bSPL, the M\A-Label

During the devel opnent of the MNA specification
[I-D.ietf-npls-ma-hdr], a question was raised about how a | egacy
node (one that does not support MNA) might react if it was searching
for the ELI and encountered the MNA-Label. This was investigated by
surveying existing inplenentations, and the results were published in
[I-D.farrel -npls-forwarder-poll-response]. Additionally, the NAS has
been desi gned such that no | abel stack entry can be m staken for a
bSPL (specifically, each entry in the NAS begins with seven bits

whi ch cannot all be zero).

Furt her discussion around the interaction of the ELI and the MNA-
Label opened the wi der question of how inplenentations performng
ECVMP react if they di scover an unrecogni zed bSPL either while hashing
the | abel stack or while searching for the ELI. And beyond that, how
an i npl ementation searching the | abel stack for any specific bSPL

i ncluding the Extension Label with a specific extended SPL (eSPL)
reacts if it encounters an unrecogni zed bSPL or the Extension Labe
with an unrecogni zed eSPL.

Thi s di scussion should be held in the context of Section 2.1.1 of
[ RFC7325] in particular the paragraph that says:
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Unknown speci al - purpose | abel s and unknown extended speci al -

pur pose | abel s are handled the sane. When an unknown speci al -

pur pose | abel is encountered or a special purpose |abel not
directly handled in forwarding hardware i s encountered, the packet
shoul d be sent to a general -purpose CPU by default. |If this
capability is supported, there nust be an option to either drop or
rate limt such packets based on the val ue of each speci al - purpose
| abel .

There has been debate about whether the word "encountered” in this
text is neant to indicate "found at the top of the |abel stack -

possi bly after another |abel has been popped" or whether it extends
to parsing a |l abel stack in search of a specific SPL. The survey in
this docunment is also intended to determine current behaviors in this
regard, and so establish whether any additional clarification to RFC
7325 is required. The answers to this survey and any clarification
to RFC 7325 may help with future specifications that define new SPLs.

Thi s document devel ops a survey with the intention that it be used to
determ ne whether there are any chall enges that need to be addressed.

NOTE WELL
At this stage, this is a proposal for the content of the survey.
It is produced for discussion and review Answers should not be
submitted for collection
2. Survey Process
I mpl enentors are invited to conplete the survey for each
i npl ementation they are aware of. Note that there is no obligation

to respond.

Responses shoul d be submitted to survey@l ddog. co. uk with the subject
line "MPLS Label Stack Inspection Survey Response."

Responses will be collated and anonym zed, and then posted in an
Internet-Draft. If further work is required, it will be brought to
the MPLS Working Group for attention
No inplication will be drawn from non-responses. |In particular, it
will not be assumed that one behavior or another exists in
i npl erent ati ons that have not reported.

3. Survey

This is a draft and should not be conpl et ed.
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Pl ease identify the inmplementations that this response applies to.
This information will not be made public but will help correlate
responses that refer to the sane inplenentation

1.

2

Farre

Unknown SPL at top of stack.

A

What does the inplenentation do if it encounters a bSPL that
it does not recognize at the top of the |label stack, or if
the top label is the Extension Label and the subsequent | abe
value is an eSPL that it does not recognize?

i Pass the packet to the CPU for processing (possibly
foll owed by one of the follow ng actions)

ii. Drop the packet

iii. Strip the unknown bSPL or the Extension Label and
subsequent unknown eSPL and continue processing the
packet

V. Sone ot her behavior - please supply a description

Does your inplenentation support MPLS ECMP?

I f so:

A

Does the inplementation search for the bottomof stack to
hash on t he payl oad 5-tuple?

If so, what does the inplenentation do if it encounters a
bSPL or ebSPL it does not recognize in the | abel stack?

i Drop the packet

ii. Stop attenpting to find the bottom of stack, but
continue forwarding the packet

iii. Continue searching for the bottom of stack
iv. Sone ot her behavior - please supply a description

Does the inplenmentation performa hash on the top entries in
the | abel stack?

If so, what does the inplenentation do if it encounters a
bSPL or ebSPL it does not recognize in the labels it is
hashi ng?
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i Drop the packet

ii. Stop reading further |abel stack entries, but hash on
the previous | abel stack entries

iii. Stop attenpting to performa hash, but continue
forwardi ng the packet

V. Conti nue hashing the | abel stack skipping the
unrecogni zed | abe

V. Conti nue hashing the |abel stack including the
unr ecogni zed | abe

Vi . Sone ot her behavior - please supply a description

C. Does the inplenmentation support inspecting the |abel stack to
find the ELI and use the subsequent Entropy Label as input to
determine the forwardi ng next hop?

If so:

i What does the inplenentation do if it does not find the
ELI before it reaches bottom of stack?

a. Drop the packet

b. Perform sone other form of hash

c. Forward the packet wi thout |oad bal ancing

d. Sone other behavior - please supply a description
i What does the inplenentation do if it does not find the

ELI before it reaches the naxi mumdepth it can read

into the | abel stack?

a. Drop the packet

b. Perform sone other form of hash

c. Forward the packet wi thout |oad bal ancing

d. Sone other behavior - please supply a description
iii. What does the inplenentation do if it encounters a bSPL

or eSPL it does not recognize in the | abel stack before
it finds the ELI?
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4.

a. Drop the packet

b. Safely step over the unrecognized SPL and conti nue
searching for the ELI

c. Sone other behavior - please supply a description

3. Does your inplenentation parse the |abel stack for any other

purpose (for exanple, to find other specific SPLs or to find the
bottom of stack)?

If so, what does the inplenentation do if it encounters an
unrecogni zed bSPL or eSPL?

A. Drop the packet
B. Stop searching, but continue to forward the packet

C. Step over the | abel stack entry containing the unrecognized
bSPL/ eSPL and continue to search

D. Sone other behavior - please supply a description

4. |If your inplenmentation parses the |abel stack in search of one or
nmore bSPLs/eSPLs, what does it do when it has found the | abe
stack entries it was searching for?

A. Continue parsing the label until bottom of stack or nmaxi mum
readabl e stack depth are reached

B. Continue |ooking through the |abel stack for additiona
occurrences of the SPLs where those SPLs are all owed to be
present multiple tines

C. Stop looking through the |abel stack once one of each type of
SPL has been found

5. Is your inmplenentation sensitive to the ordering of SPLs (bSPLs
and/ or eSPLs) in the |abel stack?

If so, please el aborate.
Manageabi l ity Consi derations
Thi s docunent contains no issues for manageability. However, the
responses to the survey nmay uncover additional manageability work

that needs to be done. For exanple, configuration, dynam c exposure
of functional behavior, or diagnostics.
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5. Security Considerations

Under st andi ng of behavi ors around searching the MPLS | abel stack are
important for a stable and secure network.

6. | ANA Consi derati ons

Thi s docunent nakes no requests for | ANA acti on.
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