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Abst r act

Thi s docunent defines a portable, cryptographically signed receipt
format for recordi ng machi ne-to-nachi ne access control decisions.
Each receipt captures the identity of the decision maker, the tool or
resource being accessed, the policy evaluation result, and a
timestanp — all signed with Ed25519 [ RFC8032] and serialized using
determnistic JSON canoni cal i zati on [ RFC8785].

The format is designed for environnents where Al agents invoke tools
on behal f of human operators, particularly the Mdel Context Protocol
(MCP) ecosystem Receipts are independently verifiable wthout
contacting the issuer, enabling offline audit, regul atory conpliance,
and cross-organi zational trust federation.
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This Internet-Draft is submtted in full conformance with the
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 27 Cctober 2026.
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1. Introduction
As Al agents increasingly act autononmously — invoking tools,
accessing APls, and nodifying state — there is a growi ng need for

crypt ographi c evi dence of what decisions were nmade, by whom and
under what policy.

Current approaches rely on centralized | ogging (e.g., C oudWatch,
SIEM i ngestion), which requires trust in the |og operator and
provi des no independent verifiability. A conprom sed or malicious
operator can silently alter or omt log entries.

Thi s specification defines a *Si gned Deci sion Receipt* format that
provi des:

1. *Portabl e evidence*: Receipts are self-contained JSON objects
that can be stored, transmtted, and verified i ndependently.
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2. *Cryptographic integrity*: Each receipt is signed using Ed25519
(RFC 8032), ensuring tanper detection without PKI infrastructure.

3. *Ofline verification*: Any party with the issuer’s public key
can verify a receipt without network access or APl calls.

4. *Mninmal disclosure*: Receipts capture the decision netadata
(tool name, decision, tier, tinestanp) w thout |ogging raw
request payl oads, prompts, or sensitive paraneters.

1.1. Relationship to MCP

The Model Context Protocol [MCP] defines a JSON-RPC transport for Al
tool invocation but provides no built-in access control, auditing, or
accountability mechanism This specification is designed to be

depl oyed at the MCP transport |ayer (typically as a stdio proxy)

wi t hout nodifications to the MCP protocol itself.

This specification is conplementary to [|-D.serra-ntp-di scovery-uri],
whi ch defines the ncp:// UR schenme and server discovery mechani sm

Di scovery (how an agent finds a server) and accountability (what gets
recorded after the agent uses it) are independently depl oyabl e

| ayers. A server’'s discovery manifest MAY declare a trust_class that
i nfornms receipt-generating proxies of the server’s operating context
(e.g., "regulated"), enabling jurisdiction-aware policy evaluation

wi t hout encoding | egal reginme information in the receipt itself.

1.2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Receipt Structure

A Signed Decision Receipt is a JSON object with two top-1evel fields:
payl oad and si gnature.

2.1. Signed Envel ope
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"payload": { ... },
"signature": {
"al g": "EdJDSA",
"kid": "<issuer-identifier>",
"sig": "<hex-encoded-ed25519-si gnat ure>"
}
}

2.1.1. Signature Ohject

alg (REQU RED): The signature algorithm The mandatory-to-inpl enent
algorithmis "EJDSA" for Ed25519 as defined in RFC 8032
I mpl enent ati ons MAY additionally support "ES256" (ECDSA with P-256
and SHA-256) to accommopdat e systens that use P-256 keys natively.
Verifiers MJST support "EIDSA" and SHOULD support "ES256".

kid (REQURED): The key identifier of the signing key. This is an
opaque string that SHOULD resolve to a public key via a well-known
endpoi nt or out-of-band distribution. The RECOMVENDED format is
sb:issuer: <base58-fingerprint> where the fingerprint is the first
12 characters of the Base58-encoded Ed25519 public key.

sig (REQUI RED): The Ed25519 signature over the canonicalized
payl oad, encoded as a | owercase hexadeci mal string (128 characters
for 64 bytes).

2.2. Payl oad

The payl oad is a JSON obj ect whose schena depends on the receipt
type. Al payload types share the foll owing comon fields

type (REQU RED): A namespaced string identifying the receipt type
Exanpl es: "protectncp: decision", "protectntp:restraint”,
"blindl |l marena-battle".

i ssued_at (REQUIRED): 1SO 8601 tinestanp [ RFC3339] of when the
recei pt was created. MJIST include timezone designator (typically
"Z" for UTQ).

issuer_id (REQU RED): The identifier of the entity that issued and
signed the receipt. MJST match the kid field in the signature
obj ect .

payl oad_di gest (OPTIONAL): A content-addressabl e hash of associ ated
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data (tool input, tool output, or other |arge payloads) that is
too large to enbed in the receipt. Format: an object containing
hash (SHA-256 hex string), size (byte count), and optionally
preview (first 256 characters). Enables integrity verification of
associ ated data without enbedding it in the receipt.

hook_| atency_ms (OPTIONAL): The tine in mlliseconds spent
eval uating the policy decision. Enables operators to verify that
security m ddl eware adds negligi bl e overhead (<5ns i s RECOMVENDED
for synchronous policy checks).

tool duration nms (OPTIONAL): The tinme in mlliseconds between the
initiation and conpletion of the tool invocation. Present only in
post - executi on receipts.

sandbox_state (OPTIONAL): Wether the execution environnent had OS-
| evel containnment active at the tine of the decision. One of:
"enabl ed", "disabled", "unavailable". Enables auditors to verify
that agent actions occurred within a sandboxed environnent.

action_ref (OPTIONAL): A cross-engine correlation anchor: the
SHA- 256 hash of the canonical representation of the action being
eval uated. Wen two or nobre governance engi nes eval uate the sane
action independently, both receipts carry the sane action_ref,
enabling bilateral verification without either engine needing to
trust the other.

The conputation is:

action_ref = SHA-256(canoni calize({
agent | d,
actionType,
scopeRequi r ed,
ti mestanp

1))
where canonicalize follows RFC 8785 (JCS) and scopeRequired is
sorted | exi cographically before canonicalization. The resulting

hex string is determnistic: sane inputs produce the sane hash
regardl ess of inplenentation | anguage.

This field i s RECOWENDED when the receipt will be consuned by
ext ernal governance frameworks or cross-engine audit tools.

verifier_sigil (OPTIONAL): The fingerprint of the Sigil commtnent
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carried by the verifier that checked this receipt. The Sigil is a
determnistic visual artifact derived fromthe verifier’s project
public key and a policy containing the verifier’s source code
hash. This field all ows downstream consunmers to confirmthat a
recei pt was checked by a known, unnodified verifier

Format: an 8-character hexadecinmal string (the first 8 characters
of the Sigil’s SHA-256 derivation hash).

This field is produced by the verifier at verification tinme, not
by the receipt issuer at signing tinme. It is OPTIONAL and
i nformati onal

ration_id (OPTIONAL): A logical iteration grouping identifier for
multi-step agent workflows. Wen an agent runs in an optim zation
| oop or a nulti-round deliberation, receipts within the sane
iteration share the sane iteration_id. This enables behaviora
anal ysis tools to group receipts by logical iteration rather than
by receipt count.

The value is an opaque string. Hierarchy may be encoded by
convention using dot-separated segnents (e.g., "run_7.sub_3"
encodes a nested iteration at depth 2). The field is agent-

decl ared netadata for grouping purposes, NOT a security boundary —
a malicious agent could set msleading values. Receipt signatures
cover this field (tanper-evident) but do not vouch for its
semanti c accuracy.

cei pt Types
s specification defines four receipt types. |Inplenentations MAY
i ne additional types using the nanespaced type field.

Access Deci si on Recei pt
e: protectncp: deci sion

ords the outcone of a policy evaluation for a tool invocation
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{
"type": "protectncp: decision”,
"tool _nane": "del et e_dat abase”,
"deci sion": "deny",
"reason": "tier _insufficient",
"agent tier": "signed-known",
"required_tier": "privileged",
"policy_digest": "sha256:a8f3...c91e",
"session_id": "ses_7f8a2b",
"issued_at": "2026-03-22T14: 32: 04. 1022",
"issuer _id": "sbh:issuer: 4Kpni7 QBwXx2b"
}

3.1.1. Fi el ds

tool _nane (REQUIRED): The nane of the tool being invoked, as
declared in the MCP tools/list response.

decision (REQU RED): The policy evaluation result. One of: "all ow
"deny", "rate limt".

reason (OPTIONAL): A nmachi ne-readabl e reason code for the decision
Exampl es: "tier_insufficient", "rate_exceeded", "policy_ block",
"agent _refusal".

agent _tier (OPTIONAL): The trust tier of the requesting agent at the
time of the decision. One of: "unknown", "signed-known",
"evi denced", "privil eged"

required tier (OPTIONAL): The minimumtrust tier required by the
policy for this tool

policy_digest (OPTIONAL): A content-addressabl e hash of the policy
docunment in effect at the tinme of the decision. Format:
"sha256: <hex>".

session_id (OPTIONAL): An opaque identifier for the MCP session
MUST NOT contain PIl or be correl atabl e across sessions unless the
operator explicitly configures session binding.

3.2. Restraint Receipt
Type: protectncp:restraint
Records an agent’s interaction with a policy boundary, specifically

whet her the agent attenpted to use a restricted tool and whether the
restriction was enforced by an external policy or self-inposed.
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{
"type": "protectnctp:restraint”,
"agent _id": "sb:agent: 8xKn8Qa2Yblc",
"agent _mani fest _version": "1.2.0",
"tool _nane": "rmrf",
"deci sion": "deny",
"deni al _type": "policy-bl ock",
"issued_at": "2026-03-22T14: 35:12. 4417",
"issuer_id": "sb:issuer: 4KpniQBwXx2b"

}

3.2.1. Fields

agent _id (REQU RED): The identifier of the agent whose tool call was
eval uat ed.

agent _nmani fest _version (REQU RED): The semantic version of the
agent’s mani fest at the tinme of the decision.

tool _name (REQUIRED): The tool that was called or attenpted.
decision (REQU RED): One of: "allow', "deny".
denial _type (OPTIONAL): If the decision is "deny", indicates whether
the denial was inposed by external policy ("policy-block") or
sel f-inposed by the agent ("agent-refusal").
3.3. Arena Battle Receipt

Type: blindl I marena-battle

Records the outcome of a competitive eval uation between two Al
agents, as conducted by a neutral arena platform
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{
"type": "blindl |l marena-battle",
"battle_id": "bat_9x8f 7a2b",
"lane_id": "lane creative witing",
"agent _a": {
"id": "sb:agent: 3nKOpQrwxx2b",
"mani f est _version": "2.1.0"
},
"agent _b": {
"id": "sb:agent: 8xKnBQn2Yblc",
"mani fest _version": "1.4.0"
},
"W nner": "A",
"issued_at": "2026-03-22T15: 00: 00. 000Z",
"issuer_id": "sb:issuer: 4Kpni7QBwXx2b"
}

3.3.1. Fields
battle id (REQU RED): Unique identifier for the battle instance.

lane_id (REQU RED): The evaluation category or "lane" in which the
battl e occurred.

agent _a, agent_b (REQUI RED): Objects identifying each participant,
containing: - id: The agent’s passport identifier. -
mani f est _version: The agent’s manifest version at battle tine.
wi nner (REQU RED): One of: "A", "B", "tie".
3.4. Agent Lifecycle Receipt
Type: protectncp:lifecycle
Records agent lifecycle events in nulti-agent orchestration systens

(swar s, coordi nator node, schedul ed agents). Enables reconstruction
of the full agent topology fromthe recei pt DAG
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{
"type": "protectntp:lifecycle",
"lifecycle_event": "subagent_start”,
"agent _id": "worker-alb",
"agent _type": "general -purpose",
"parent _session_id": "ses_7f8a2b",
"team nane": "backend- ops",
"sandbox_state": "enabl ed",
"issued_at": "2026-04-01T10: 15: 00. 000Z",
"issuer _id": "sbh:issuer: 4Kpni7 QBwXx2b"
}

3.4.1. Fields

lifecycle event (REQU RED): One of: "subagent_start",
"subagent stop", "session_start", "session_end", "task created",
"task_conpl eted", "teanmate_idle", "config change"

agent _id (OPTIONAL): The identifier of the agent involved in the
I'ifecycle event.

agent _type (OPTIONAL): The type of agent (e.g., "coordinator",
"wor ker", "standal one", "general -purpose").

parent _session_id (OPTIONAL): The session identifier of the parent/
coordi nator agent. Creates a verifiable parent-child relationship
in the DAG

team nane (OPTIONAL): The teamor swarmname, if operating in nulti-
agent node.

3.5. Spending Authority Receipt
Type: scopeblind: spendi ng_authority
Records the outconme of an issuer-blind spending authorization check
Proves that an agent’s purchase is within authorized linits wthout

reveal i ng organi zational identity, budget ceiling, or delegation
chai n.
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{
"type": "scopeblind: spendi ng_aut hority",
"anmount ": 99. 50,
"currency": "USD',
"category": "cloud_conpute",
"utilization_band": "low',
"decision": "allow',
"policy_digest": "sha256:a8f3...c91e",
"issued_at": "2026-04-01T12: 00: 00. 000Z",
"issuer _id": "sbh:issuer: 4Kpni7 QBwXx2b"

}

3.5.1. Fields
anount (REQUI RED): The nonetary anount of the transaction
currency (REQU RED): |1SO 4217 currency code (e.g., "USD').

category (OPTIONAL): A classification of the spending type (e.g.,
"cl oud_conput e", "saas_subscription", "api_usage").

utilization_band (OPTIONAL): A coarse indicator of budget
utilization. One of: "low' (<25%, "nedium (25-75%, "high"
(75-100%, "exceeded". The exact budget ceiling is NOT disclosed
— only the band — preventing price discrimnation while proving
budget conpli ance.

decision (REQU RED): One of: "allow', "deny".

The recei pt deliberately EXCLUDES: organization nanme, total budget

ceiling, exact remaining budget, agent identity, and del egation

chain. Verification uses VOPRF (RFC 9497) to confirmreceipt

validity without the verifier |earning which organization issued it.
3.6. Fornal Debate Receipt

Type: blindl |l mformal -debate

Records the outconme of a structured debate with audi ence and judge

scoring. Extends the arena battle fornat with additional governance
fields.
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"type": "blindl |l mformal -debate",
"debate_id": "dbt_4f2a8c",
"spec_id": "spec_ai_safety v2",
"lane_id": "lane_policy",
"artifact _hash": "sha256: b3c4d5e6...",
"resol ution_hash": "sha256:f7a8b9c0...",
"pro": {

"id": "sb:agent: 3nKOpQrwxx2b",

"mani fest _version": "2.1.0"

}

"’on": {
"id": "sb:agent: 8xKnBQn2Yblc",
"mani fest _version": "1.4.0"

}

,udience_mjnner": "pro",
"judge_wi nner": "pro",
"restraint _result": "clean",
"issued_at": "2026-03-22T16: 30: 00. 000Z",
"issuer_id": "sb:issuer: 4KpnivQBwXx2b"

4. Signing and Verification

4.1. Signing Process

1. Construct the payload object with all required fields.

2. Canonicalize the payload using JCS [ RFC8785]. The canonical form
is a deterministic JSON serialization with sorted keys and no
whi t espace.

3. Convert the canonical JSON string to a UTF-8 byte sequence.

4. Sign the byte sequence using Ed25519 [RFC8032] with the issuer’s
secret key.

5. Encode the signature as a | owercase hexadeci mal string.

6. Construct the signed envel ope by wapping the original (non-
canoni cal i zed) payload with the signature object.

4.2. \Verification Process
1. Extract the payl oad and signature fromthe envel ope.

2. Canonicalize the payl oad using JCS [ RFC8785].
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3. Convert the canonical JSON to a UTF-8 byte sequence.

4. Resolve the public key using the kid field in the signature. The
RECOMVENDED resol uti on nechanismis a JWK Set endpoint [ RFC7517]
at /.well-known/ act a- keys. j son.

5. Verify the Ed25519 signature over the canonical bytes using the
resol ved public key.

6. |If verification succeeds, the receipt is authentic and has not
been tanpered with. |If verification fails, the recei pt MIST be
rej ected.

4.3. Public Key Distribution

| ssuers SHOULD publish their public keys as a JWK Set [RFC7517] at a
wel | - known endpoi nt:

GET /.wel | -known/ act a- keys. j son

"keys": [{
"kty": "OKP',
"crv": "Ed25519",
"kid": "sb:issuer:4Kpnv@wxx2b",
"x": "<baseb64url - encoded- publi c- key>",
"use": "sig"

}H

}

The x parameter MJIST be the base64url - encoded Ed25519 public key as
specified in [ RFC8037].

For offline verification, public keys MAY be distributed out-of-band
(e.g., enbedded in configuration files, published in DNS TXT records,
or included in agent manifests).

5. Commitnent Mdde (Optional Extension)

This section defines an OPTIONAL extension that allows a receipt to
carry cryptographic conmtnents to its field values in place of (or

al ongside) cleartext. Selective disclosure is perforned by revealing
i nclusion proofs for individual fields. The conmtnent construction
is SHA-256 over a salt-prefixed canonical |leaf, organized into a
Merkl e tree foll ow ng [ RFC6962] donmi n-separati on conventi ons.
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A receipt that uses commitnment node includes a single new field,
committed fields root, in its payload. Verifiers that do not
recognize this field MIST ignore it when perform ng signature
verification, as the field is part of the canonical signed payl oad
but its semantics are scoped to consuners that opt into commtnent
node.

The | eaf-level conmitment construction is byte-identical to that
described in [I-D.ietf-oauth-sel ective-disclosure-jwt] ("SD-JW").
The Merkle tree organization is byte-identical to Certificate
Transparency [RFC6962]. |Inplenentations of this extension SHOULD
reuse code fromthose ecosystens where possible.

5. 1. Merkl e Tree Construction

I mpl enent ati ons MJST use the foll owing RFC 6962-styl e construction
with explicit one-byte domain separation:

| eaf _hash
i nternal hash

SHA- 256( 0x00 || canoni cal _I eaf _bytes)
SHA- 256(0x01 || left_child_hash || right_chil d_hash)

For a list of |eaf hashes D of length n:
* |f n==1, the Merkle root is DO0].

* Otherwise, let k be the | argest power of two strictly less than n.
The root is SHA-256(0x01 || Merkl eRoot (D[ 0..k]) ||
Mer kl eRoot (D[ k.. n])).

Thi s construction handl es non-power-of-two | eaf counts without
paddi ng by recursively splitting on the |argest power of two,
mat chi ng [ RFC6962] Section 2. 1.

The commtted fields root field MIUST be the | owercase hex encodi ng of
the resulting 32-byte Merkle root.

5.2. Canonical Leaf Layout

Each | eaf encodes a single conmtted field as a JCS [ RFC8785] -
canoni cal i zed JSON obj ect:

canoni cal | eaf _bytes = JCS({
"name": field_nane,
"salt": base64url _unpadded(salt_bytes),
"value": field_val ue

})
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The nane field MJST be the field s identifier within the receipt

payl oad (e.g., "principal", "action"). Including the field nane in
the |l eaf binds the commtment to a specific field and prevents cross-
field substitution attacks. The value field MJST be the cleartext
field value, preserving its original JSON type (string, nunber,

bool ean, object, or array). The salt field MJST be t he base64url -
encoded (w thout paddi ng, per [RFC4648] Section 5) byte string of the
salt.

5.3. Leaf Sort Oder

Leaves MJUST be ordered by the byte-Iexicographic order of the UTF-8
encoded name field. |Inplenmentations MJUST NOT apply |ocal e-aware
collation, case folding, or Unicode normalization. Two

i npl ement ations that disagree on sort order will produce different
roots; this rule elimnates that source of interoperability failure.

5.4. Salt Construction and Storage

Each committed field MUST have its own salt. Salts MJST be at | east
16 bytes and SHOULD be 32 bytes. |Inplenentations SHOULD generate
salts using a cryptographically secure random nunber generator (e.g.,
crypt o. get RandonVal ues in browsers, or 0s.urandom on PGCSI X)

| mpl enent ati ons MAY derive salts deterministically froma per-subject
mast er secret, but MJUST ensure that erasure of one subject’s master
secret cannot affect comm tnents bel onging to other subjects. The
sinplest inplenentation strategy is to use a fresh random salt per
field per receipt; this is the RECOMVENDED defaul t.

The salt-prefix ordering for the | eaf-level hash inside the canonica
| eaf JSON object is inplenentation-internal: the |eaf hash is SHA-256
over the JCS-canonicalized object, not over a raw concatenation.

Thi s sidesteps salt-ordering anbiguity entirely.

For inplenentations that enit a separate per-field comm tnent val ue
al ongside the Merkle leaf (for exanple, in earlier draft versions or
in a per-field disclosure envelope), the per-field commitnment MJST be

comput ed as SHA-256(salt || value_bytes) where value_bytes is the
UTF-8 encoding of the JSON-stringified value. |nplenentations MJST
NOT use the reverse ordering SHA-256(val ue_bytes || salt); receipts

that do so MJUST be rejected as nal f or ned.
5.5. Selective Disclosure
To disclose a single field to a verifier, the discloser provides:

1. The cleartext field name, value, and salt.
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2. A Merkle inclusion proof, consisting of the |leaf’s zero-based
i ndex within the canonically-sorted leaf list, the tota
tree_size, and the ordered list of siblings (hex-encoded SHA-256
hashes) along the path fromthe | eaf to the root.

The verifier reconstructs the | eaf hash fromthe di scl osed (nane,
salt, value) tuple, walks the inclusion proof, and conpares the
resulting root to conmitted fields root in the signed receipt.

M smat ch MUST cause the disclosure to be rejected.

A formal Disclosure object with recipient binding, expiry, custody
chain, and revocation handle is OUT OF SCOPE for this draft and is
deferred to a future revision. Inplenmentations MAY use a mninma
di scl osure envel ope of {nanme, value, salt, proof} in the interim

5.6. Signature Scope (Normative Carification)

The Ed25519 (or other algorithmagile) signature MJST cover SHA-
256(JCS(payl oad)), where payload is the receipt object with the
signature field renoved prior to canonicalization. The signature
field MIUST be renoved fromthe object, not set to null or to the
enpty string; these produce different JCS output and break
interoperability.

5.7. Chain Hash Scope (Normative Carification)
The previ ousRecei pt Hash field MJUST be the | owercase hex encodi ng of
SHA- 256( JCS(recei pt)), where receipt is the entire signed receipt
obj ect including the signature field. |Including the signature in the
chai n hash binds the chain to specific signed bytes, so re-signing an
i denti cal payl oad produces a distinct chain Iink

5.8. Signature AlgorithmAgility

Recei pts MAY be signed with any of the follow ng al gorithns,
identified by their JOSE/ JW5 al gorithm names [ RFC7518]:

* EdJDSA (Ed25519, [RFC8032]): Mandatory-to-inplement (M) baseline.

* M.- DSA-65 (FIPS 204): RECOMWENDED for new depl oynents and post -
quant um r eadi ness

* ES256 (ECDSA over P-256): Pernmitted for conpatibility with

exi sting credentials, particularly those used in
[1-D. google-cfrg-1ibzk] ZK proof conposition
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The signature object MJST contain an alg field carrying the algorithm
nane as a string. Verifiers MJST verify each recei pt against the
algorithmdeclared in its own signature.alg field. Chains MAY
contain receipts signed under different algorithns; verifiers MJST
handl e each recei pt i ndependently.

The Merkle tree, hash chain, and JCS canonicalization constructions
are post-quantum safe (SHA-256 provides 128-bit security agai nst
quantum pre-image and collision attacks). The only cl assical -

crypt ography conponent in this specification is the outer signature,
which the algorithmagility nmechani sm above allows to upgrade in

pl ace.

5.9. Context Binding for ZK Proofs

When a receipt’s principal (or any conmitted field) references a

zer o- knowl edge proof produced under a separate ZK protocol (e.qg.
[1-D. google-cfrg-libzk]), the ZK proof MJUST bind to the receipt’s
committed fields_root as a public input or context hash. Wthout
this binding, a valid ZK proof is replayable into a different receipt
with a different committed fields _root.

The commtted-fields root serves double duty: it comrits to the
sel ectivel y-di scl osabl e receipt content, and it provides a
determni stic, signature-independent context hash that any externa
proof system can bind agai nst.

5.10. Test Vectors

An interoperability test suite is published alongside this draft.
The mini num set is:

* A cleartext receipt with no commtted fields_root field (signature
and JCS out put only).

* Areceipt with four coimtted fields: the expected Merkle root and
an inclusion proof for each field.

* A chain of three receipts: the expected previ ousRecei pt Hash
val ues.

* A tanmpered Merkle proof: MJIST fail verification
* An algorithmm xed chain (Ed25519 foll owed by M.-DSA-65): MJST

verify successfully when each receipt is checked against its own
al gorithm
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7

7

1.

* A non-power-of-two | eaf count (e.g., five conmtted fields):
exercises the recursive split rule.

Test vectors use fixed (non-randon) salts to remain reproducible
across inplenentations. Production deploynments MUST NOT reuse the
test-vector salts and MJUST follow the salt construction guidance in
Section 5. 4.

Trust Tiers

Thi s specification defines a four-level trust hierarchy for agent
identity. Trust tiers are used by policy engines to gate too
access.

unknown: No identity presented. Default tier for anonynous
connecti ons.

si gned-known: Agent presents a valid signed nanifest with a
verifiable Ed25519 public key. Identity is pseudonynous but
consi stent.

evi denced: Agent has accumul ated verifiable evidence receipts (e.g.,
arena battl e outcones, successful restraint records) that
denmonstrate a track record of trustworthy behavi or

privileged: Operator has explicitly granted el evated access.
Typically requires out-of-band verification (e.g., organization
menber shi p, contractual agreenent).

Trust tier transitions are unidirectional within a session but MAY be
re-eval uated across sessions based on accunul at ed evi dence.

Agent ldentity
Passport Mani f est
An agent’s identity is expressed as a signed nanifest:

{
"type": "scopeblind:agent-mani fest",
"id": "sbh:agent: 3nKOpQrwxx2b",
"version": "2.1.0",
"previous_version": "2.0.0",
"created_at": "2026-03-20T10: 00: 00Z",
"public_key": "<base58-ed25519-publi c-key>"
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Mani fests are | MMUTABLE once signed. Version changes create new
mani fests that reference their predecessor via previous_version,
form ng a verifiable version chain.

7.2. DPoP Binding (Future)
For rempte MCP transports (HTTP/ SSE), agent identity MAY be bound to
per -request proof-of-possession usi ng DPoP [ RFC9449]. The
auth_key bindings field in the manifest |inks the agent’s Ed25519
identity key to one or nore P-256 DPoP keys.
Thi s binding creates a verifiable del egati on chain:
Qperator — Agent ldentity (Ed25519) — Request Auth (P-256 DPoP)

8. Security Considerations

8.1. Replay Protection
Recei pts include an issued_at timestanp but do not include a nonce or
sequence nunber. Verifiers SHOULD reject receipts with tinestanps

that are unreasonably old (inplenentation-defined; 24 hours is
RECOMVENDED as a default).

For environments requiring stronger replay protection,
i mpl ement ati ons MAY add a nonce field to the payl oad

8.2. Key Conprom se
If an issuer’s signing key is conprom sed, all receipts signed with
that key becone suspect. Issuers SHOULD inpl ement key rotation by
publ i shing new keys at the well-known endpoint and including a
valid from/ valid until window in the JW et adat a.
Verifiers SHOULD check key validity wi ndows when avail abl e.

8.3. Payload Privacy

Recei pts are designed to capture deci sion netadata, NOT request

content. Inplementations MJST NOT include raw pronpts, too
argunents, APl keys, or other sensitive paraneters in receipt
payl oads.

The tool _name and decision fields are considered non-sensitive. The
session_id field SHOULD be an opaque identifier that is not
correl atabl e across sessi ons.

Farl ey Expi res 27 COctober 2026 [ Page 20]



I nternet-Draft Acta Signed Receipts April 2026

8.4. Canonicalization Attacks

The signing process relies on JCS [RFC8785] for determ nistic
serialization. |Inplenmentations MJUST use a conformant JCS

i npl ementation to prevent canonicalization divergence attacks where
the signed bytes differ fromthe verified bytes.

8.5. Key Distribution and Trust Anchors

Recei pts are designed to be verified by parties who do not trust the
i ssuer and did not observe the decision being nade. This property
(the "issuer-blind" property) is the basis for the third-party
auditability claimof this docunment. The property holds only if the
verification key a verifier uses to check a signature is sourced
through a channel outside the signed payload itself.

Verifiers MJUST NOT accept a verification key transported inside the
recei pt envelope (including but not Iimted to fields such as
public_key, verification_key, verification_jwk, or any equival ent
nane under the signed payl oad) unless that key is independently
anchored by an authenticated trust source. An enbedded key is
strictly controllable by any party able to produce the rest of the
payl oad; a signature that verifies under an attacker-chosen key
provi des no authenticity guarantee against tanpering and is strictly
worse than no signature at all, because it provides fal se assurance.

Conformant verifiers MJST resol ve verification keys through one or
nmore of the followi ng external mechanisns, in order of preference
when multiple are avail abl e:

1. A JVWK Set [RFC7517] retrieved froma URL bound to the issuer by
an i ndependently authenticated trust root (e.g., a server TLS
certificate validated via the Web PKI, or a signed DNS record).

2. A DI D Docurent whose authenticity follows fromthe DI D nethod s
own verification procedure.

3. A trust anchor configured out-of-band by the verifier operator
(e.g., a pinned Ed25519 public key | oaded froma verifier
configuration file).

4. A well-known endpoint of the issuer’s domain, as described in
Section 4.3, provided the domain binding is i ndependently
aut henti cat abl e.

Verifiers SHOULD expose the externally sourced key provenance to the

caller (e.g., via a keySource field in structured output) so that the
caller can distinguish a verification anchored by --jwks from one
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10.

10.

anchored by a locally configured trust anchor. This supports defense
in depth when an operator |ayers key provenance constraints above
signature verification.

I npl enent ati ons MAY provi de a deprecated escape hatch (e.g., a
command-line flag) that allows acceptance of enbedded keys during a
m gration window. Such an escape hatch MJST be off by default, MJST
emt a visible warning when engaged, and MJST be renoved in a
subsequent release. See the reference verifier
[1-D.verify-reference] for one such inplenentation.

This section was added in draft-02 in response to a public stress-
test of draft-01 that identified the enbedded-key pattern as a
conformance gap. A negative confornmance test vector set

([1-D. agent - gover nance-testvectors]) exercises the required rejection
behavi or across representative envel ope shapes (flat vl, structured
v2, Passport-style, full-JWK-enbedded).

I ANA Consi derations

Thi s docunent has no | ANA acti ons.

Future versions of this specification MAY request registration of:

* Areceipt-type registry for namespaced receipt type identifiers.

* A well-known URI suffix for /.well-known/acta-keys.json.
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Appendi x A. I nplenentation Status

This section records the status of known inplenmentations of the
protocol defined by this specification at the tine of publication.

A 1.

*

Farl ey

protect-ncp (Reference |npl enentation)

Organi zation: ScopeBlind

I mpl enent ati on: https://ww. npnjs. com package/ prot ect-nctp
Description: Security gateway for MCP servers with Cedar WASM
policy eval uation, Ed25519-signed decision receipts, and C aude
Code hook integration. Supports stdio proxy node, HTTP hook
server node, shadow node (1l og-only), and enforce node.

Coverage: Access Decision Receipts, Restraint Receipts, Agent
Li fecycl e Recei pts, Spending Authority Receipts.

Li censing: MT.

Version: 0.5.0.

@eritasactal/verify (Verifier)

Organi zation: Veritas Acta

I mpl enent ati on: https://ww. npnj s. conl package/ @eritasactal/verify

Description: Standal one CLI and library for offline receipt
verification. Zero runtinme dependencies on ScopeBlind.

Coverage: All receipt types defined in this specification.

Li censi ng: Apache-2. 0.
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A 3.

*
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@copebl i nd/ passport (ldentity SDK)
Organi zation: ScopeBlind
I mpl enent ati on: https://ww. npnj s. com package/ @copebl i nd/ passport

Description: Agent identity SDK for generating nanifests, signing
recei pts, and managing trust tier evidence bundl es.

Coverage: All receipt types, nmanifest signing, key nmanagenent.
Li censi ng: Apache-2.0.

prot ect - ncp- adk ( Googl e ADK)

Organi zation: ScopeBlind

I mpl enentation: https://pypi.org/project/protect-ncp-adk/

Description: Google Agent Devel opnent Kit plugin for Ed25519
recei pt signing. BasePlugin subclass, waps tool calls.

Coverage: Access Decision Receipts.

Li censing: MT.

scopebl i nd- pydantic-ai (Pydantic Al)

Organi zation: ScopeBlind

I mpl enentation: https://pypi.org/project/scopeblind-pydantic-ai/

Description: Pydantic Al Capability for Ed25519 recei pt signing.
Uses wrap_tool execute hook for policy evaluation and signing.

Coverage: Access Deci sion Receipts.

Li censing: MT.

scopebl i nd-1 | amai ndex (LI amal ndex)

Organi zation: ScopeBlind

I mpl enent ation: https://pypi.org/project/scopeblind-IIanmai ndex/
Description: Llamalndex Call backHandl er for FUNCTI ON CALL events.

Signs tool calls via BaseCal |l backHandl er, conposes with other
handl ers (Langfuse, Arize, etc.).
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Cover age: Access Deci sion Receipts.
Li censing: MT.

@copebl i nd/ vercel -ai (Vercel Al SDK)
Organi zation: ScopeBlind

| mpl enent ati on: https://ww. npnj s. conl package/ @copebl i nd/ vercel -
a

Description: Hooks into Vercel Al SDK' s
experinental _onTool Cal | Start and experimental _onTool Cal | Fi ni sh for
per-tool -call receipt signing.

Coverage: Access Decision Receipts.

Li censing: MT.

@copebl i nd/ 1 angchai n (LangChain + LangG aph)

Organi zation: ScopeBlind

| mpl enent ati on: https://ww. npnj s. conl package/ @copebl i nd/
| angchai n

Description: Evidence w apper for LangChain tool calls and
LangG aph node transitions. Produces decision/execution/outcone
recei pt DAGs.

Coverage: Access Decision Receipts, graph-Ilevel receipts.

Li censing: MT.

Version: 0.2.0.

M crosoft Agent Governance Tool kit (Enterprise Consuner)

Organi zation: M crosoft

I mpl enentation: https://github. com nicrosoft/agent-governance-
tool kit

Description: Consunes receipts via a Cedar policy bridge (PR

#667), governed exanples for software tool calls (PR #1159) and
physical attestation (PR #1168). Not a signing inplenentation;
reads and val i dates recei pts produced by other inplenentations.
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* Coverage: Access Decision Receipts (consumer-only).
* Licensing: MT.
A.10. AWS Cedar for Agents (WASM Pol i cy Engi ne)

* (Organi zation: AW / Cedar Policy

* Inplenentation: https://github.com cedar-policy/cedar-for-agents

* Description: WASM bi ndi ngs for Cedar policy evaluation in JS/TS
agent hosts. SchemaGenerator (PR #64, nerged) and
Request Generator (PR #73) enabl e Cedar-native policy eval uation

that produces the policy_digest field referenced in receipts.

* Coverage: Policy evaluation inputs; does not produce receipts
directly.

* Licensing: Apache-2.0.
A.11. Sigstore Rekor (Transparency Log Anchor)

* Organi zation: Linux Foundation / Sigstore

* Inplenentation: https://rekor.sigstore. dev

* Description: Receipts submitted as DSSE entries to Rekor’s public
transparency |log. Provides an independent tenporal anchor: the
Rekor inclusion proof and signed entry tinestanp prove the receipt
existed at a specific time without trusting the receipt operator
Wor ki ng proof -of -concept submitted (issue #2798).

* Coverage: Tenporal anchoring of any receipt type.

* Notes: Uses DSSE envel ope with payl oadType "application/
vnd. scopebl i nd. recei pt +j son". Ed25519ph (prehash vari ant)
required for the alternative hashedrekord entry type.

Appendi x B. Exanple: Conplete Verification Flow

The foll owi ng exanpl e denpnstrates end-to-end recei pt creation and
verification.

B.1. Step 1: Generate |Issuer Keys
import { generatelssuerKey } from’' @copeblind/passport’;

const issuer = generatelssuerKey();
/1 issuer.issuerld = "sb:issuer: 4Kpn7@wXx2b"
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B.2. Step 2: Sign a Receipt
import { signReceipt } from’ @copeblind/ passport’;

const receipt = signReceipt(

{
type: "protectncp: decision”,
tool _name: "depl oy",
decision: "allow',
agent tier: "privileged",
policy digest: "sha256:a8f3...c91e",
i ssued_at: "2026-03-22T14: 32: 06. 5517",
i ssuer_id: issuer.issuerld

3

i ssuer . secr et KeyHex,

i ssuer.issuerld

)
B.3. Step 3: Verify (CLI)

$ npx @eritasactal/verify receipt.json --key issuer-public.json
Signature valid
| ssuer: sh:issuer: 4Kpn7 QBwXx2b
Deci sion: allow (depl oy)
| ssued: 2026-03-22T14: 32: 06. 5517

Appendi x C. Changes from-01

Thi s section summari zes the changes fromdraft-farley-acta-signed-
recei pts-01.

action_ref: Added action_ref as an OPTI ONAL common payl oad field
(Section 2.2). Provides a normative cross-engine correlation
anchor conputed as SHA-256 of the JCS-canonicalized action inputs.
Enabl es bilateral verification across independent governance
engi nes eval uating the sanme action. Mtivated by successfu
composition testing between ScopeBlind Cedar and Agent Passport
Syst em del egati on engi nes, where 8 receipts from 2 engi nes
verified against a single action reference.

verifier_sigil: Added verifier_sigil as an OPTI ONAL common payl oad
field (Section 2.2). Carries the fingerprint of the Sigi
conmitnent on the verifier that checked the receipt. Enables
downstream consuners to distinguish receipts verified by the
canoni cal @eritasacta/verify fromthose verified by forks or
nodi fi ed copies. Produced at verification tinme, not at signing
time.
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iteration_id: Added iteration_id as an OPTI ONAL conmon payload field
(Section 2.2). Supports behavioral analysis of multi-step agent
wor kfl ows by providing a |ogical grouping identifier. Designed
for optim zation | oops, nulti-round deliberations, and neta-agent
nmodi fi cation chains. Agent-declared, covered by the receipt
signature for tanper evidence but not a security boundary.

ES256 al gorithm support: Updated the alg field specification
(Section 2.1.1) to pernmt "ES256" (ECDSA with P-256 and SHA- 256)
as an additional supported al gorithm al ongsi de the nandatory-to-
i mpl ement " EdADSA" (Ed25519). Mbtivated by ecosystem providers
(conpliance risk attestation, multi-attestation envel opes) that
use P-256 keys natively.

Transparency | og anchoring: Documented Sigstore Rekor as an OPTI ONAL
tenmporal anchor for receipts. Receipts wapped in DSSE envel opes
(payl oadType "application/vnd. scopeblind.receipt+json") can be
submitted to Rekor’s public transparency log. The Rekor inclusion
proof provides an independent tinmestanp fromthe Linux
Foundati on’s append-only | og, giving receipts a second
verification path beyond the signer’s Ed25519 key. Mbtivated by
the need to prevent operators from backdating receipts.

Physi cal attestation use case: Extended the specification's
applicability fromsoftware agent tool calls to physical sensor
attestation. A cold chain attestation sensor (ATECC608B secure
el ement, SHT40 tenp, LIS2DH12 accel, L76K GPS, VEML7700 | ux)
produces receipts using the sane format, sane canonicalization,
and sane verification CLI as software agent receipts.
Denonstrates that the receipt format is donai n-agnostic: the sane
envel ope carries software deci sions and physical -world
observati ons.

SLSA provenance nmappi ng: Docunented field-by-field correspondence
bet ween recei pt payload fields and SLSA v1.0 provenance
predi cates. Wen an Al agent builds software and protect-ntp
generates a signed receipt chain, the chain constitutes build
provenance at SLSA L1/L2. The policy_id and policy_digest fields
provi de governance netadata that standard SLSA provenance does not
carry.

I mpl enentati on count: Updated from 3 inplenentations (protect-ncp,
verify, passport) to 11 inplenentations across 8 frameworks, 4
enterprise ecosystens (Mcrosoft AGI, AWS Cedar, Linux Foundation
Si gstore, OWASP DependencyTrack), and 2 registries (npm PyPl).
Conbi ned nont hl y downl oads exceed 10, 000.
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Appendi x D. Acknow edgenent s

The Acta receipt format was devel oped as part of the Veritas Acta
protocol, an infrastructure for verifiable machi ne deci si on-nmaki ng.
The design draws on work in the | ETF QAuth and Wb Aut hentication
communities, particularly RFC 9449 (DPoP) for proof-of-possession
patterns and RFC 8785 (JCS) for deterministic serialization

The action_ref normative definition was devel oped in coll aboration
with the Agent Passport System project. The verifier_sigil mechanism
was notivated by the Sigil visual commtnent primtive. The
iteration_id field was proposed by contributors to the Hyper Agents
saf ety policy discussion. Cross-engine conposition testing was
performed agai nst recei pts from ScopeBlind (Cedar policy), Agent
Passport System (del egati on scope), and AgentlID (identity
verification).

The Rekor transparency log integration was inforned by feedback from
Hayden-1 O (Sigstore contributor), who clarified the Ed25519ph

requi renent for hashedrekord entries and confirmed DSSE as the
recomrended entry type for Ed25519-signed attestations.

The physical attestation extension was notivated by the Australian
Emer gi ng Technol ogy Commerci al i sati on Fund (ETCF) grant program and
by di scussions on M crosoft Agent Governance Tool kit issue #787
(Physical Al agents: OMSP coverage gap for robotic/actuator systens)
with contributions from SINT Protocol (physical constraint
enforcenment) and t he agent-governance-vocabul ary proj ect

(context dinensions for physical-world policy attributes).

The SLSA provenance mappi ng was proposed in collaboration with the
SLSA framework specification community (issue #1606).
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