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Abst r act

Thi s docunent defines a portable, cryptographically signed receipt
format for recordi ng machi ne-to-nachi ne access control decisions.
Each receipt captures the identity of the decision maker, the tool or
resource being accessed, the policy evaluation result, and a
timestanp — all signed with Ed25519 [ RFC8032] and serialized using
determnistic JSON canoni cal i zati on [ RFC8785].

The format is designed for environnents where Al agents invoke tools
on behal f of human operators, particularly the Mdel Context Protocol
(MCP) ecosystem Receipts are independently verifiable wthout
contacting the issuer, enabling offline audit, regul atory conpliance,
and cross-organi zational trust federation.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 27 Septenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction
As Al agents increasingly act autononmously — invoking tools,
accessing APls, and nodifying state — there is a growi ng need for

crypt ographi ¢ evi dence of what decisions were nmade, by whom and
under what policy.

Current approaches rely on centralized | ogging (e.g., C oudWatch,
SIEM i ngestion), which requires trust in the |og operator and
provi des no i ndependent verifiability. A conprom sed or malicious
operator can silently alter or omt log entries.

Thi s specification defines a *Si gned Deci sion Receipt* format that
provi des:

1. *Portable evidence*: Receipts are self-contai ned JSON objects
that can be stored, transmitted, and verified i ndependently.

2. *Cryptographic integrity*: Each receipt is signed using Ed25519
(RFC 8032), ensuring tanper detection without PKI infrastructure.

3. *Ofline verification*: Any party with the issuer’s public key
can verify a receipt without network access or APl calls.

4. *Mninmal disclosure*: Receipts capture the decision netadata
(tool name, decision, tier, tinestanp) w thout |ogging raw
request payl oads, prompts, or sensitive paraneters.

1.1. Relationship to MCP

The Model Context Protocol [MCP] defines a JSON-RPC transport for Al
tool invocation but provides no built-in access control, auditing, or
accountability mechanism This specification is designed to be

depl oyed at the MCP transport |ayer (typically as a stdio proxy)

wi t hout nodifications to the MCP protocol itself.
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This specification is conplementary to [|-D.serra-ntp-di scovery-uri],
whi ch defines the ncp:// URl schenme and server discovery mechani sm

Di scovery (how an agent finds a server) and accountability (what gets
recorded after the agent uses it) are independently depl oyabl e

| ayers. A server’'s discovery nmanifest MAY declare a trust_class that
i nfornms receipt-generating proxies of the server’s operating context
(e.g., "regulated"), enabling jurisdiction-aware policy evaluation

wi t hout encoding | egal reginme information in the receipt itself.

1.2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Receipt Structure

A Signed Decision Receipt is a JSON object with two top-1evel fields:
payl oad and si gnature.

2.1. Signed Envel ope

"payload": { ... },
"signature": {
"al g": "EdJDSA",
"kid": "<issuer-identifier>",
"sig": "<hex-encoded-ed25519-si gnat ur e>"
}
}

2.1.1. Signature Ohject

alg (REQU RED): The signature algorithm MJST be "EdDSA" for
Ed25519 as defined in RFC 8032.

kid (REQURED): The key identifier of the signing key. This is an
opaque string that SHOULD resolve to a public key via a well-known
endpoi nt or out-of-band distribution. The RECOMVENDED format is
sb: i ssuer: <base58-fingerprint> where the fingerprint is the first
12 characters of the Base58-encoded Ed25519 public key.

sig (REQUI RED): The Ed25519 signature over the canonicalized

payl oad, encoded as a | owercase hexadeci mal string (128 characters
for 64 bytes).

Farl ey Expi res 27 Septenber 2026 [ Page 4]



I nternet-Draft Acta Signed Receipts March 2026

2.2. Payl oad

The payl oad is a JSON obj ect whose schema depends on the receipt
type. Al payload types share the foll owing comon fields

type (REQUIRED): A namespaced string identifying the receipt type
Exanpl es: "protectncp: deci sion", "protectnctp:restraint”,
"blindl | marena-battle".

i ssued_at (REQU RED): 1SO 8601 tinmestanp [RFC3339] of when the
recei pt was created. MJST include tinmezone designator (typically
"Z" for UTC).

issuer_id (REQU RED): The identifier of the entity that issued and
signed the receipt. MJST match the kid field in the signature
obj ect.

3. Receipt Types

Thi s specification defines four receipt types. |Inplenentations MAY
define additional types using the namespaced type fi el d.

3.1. Access Decision Receipt
Type: protectncp: deci sion
Records the outconme of a policy evaluation for a tool invocation

{

"type": "protectntp: decision”,

"tool _nanme": "del et e_dat abase",

"deci sion": "deny",

"reason": "tier_insufficient",

"agent tier": "signed-known",
"required_tier": "privileged",

"policy digest": "sha256:a8f3...c91le",
"session_id": "ses_7f8a2b",

"issued_at": "2026-03-22T14: 32: 04. 102Z2",
"issuer_id": "sb:issuer: 4KpniQBwXx2b"
}

3.1.1. Fields

tool _name (REQUIRED): The nane of the tool being invoked, as
declared in the MCP tools/list response.

decision (REQU RED): The policy evaluation result. One of: "allow',
"deny", "rate_limt".
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reason (OPTIONAL): A machi ne-readabl e reason code for the decision
Exanpl es: "tier_insufficient”, "rate_exceeded", "policy_block",
"agent _refusal".

agent _tier (OPTIONAL): The trust tier of the requesting agent at the
time of the decision. One of: "unknown", "signed-known",
"evi denced", "privil eged"

required_tier (OPTIONAL): The minimumtrust tier required by the
policy for this tool

policy_di gest (OPTIONAL): A content-addressable hash of the policy
docunment in effect at the tinme of the decision. Format:
"sha256: <hex>".

session_id (OPTIONAL): An opaque identifier for the MCP session
MUST NOT contain PIl or be correl atabl e across sessions unless the
operator explicitly configures session binding.

3.2. Restraint Receipt
Type: protectntp:restraint

Records an agent’s interaction with a policy boundary, specifically
whet her the agent attenpted to use a restricted tool and whether the
restriction was enforced by an external policy or self-inposed.

{
"type": "protectntp:restraint”,
"agent _id": "sb:agent:8xKnB3QmYblc",
"agent _mani fest_version": "1.2.0",
"tool _name": "rmrf",
"deci sion": "deny",
"deni al _type": "policy-block",
"issued_at": "2026-03-22T14: 35:12. 441Z2",
"issuer _id": "sb:issuer: 4Kpni7QBwXx2b"

}

3.2.1. Fi el ds

agent _id (REQU RED): The identifier of the agent whose tool call was
eval uat ed.

agent _mani fest_version (REQU RED): The semantic version of the
agent’s mani fest at the time of the decision.

tool _nanme (REQUI RED): The tool that was called or attenpted.
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decision (REQU RED): One of: "allow', "deny".
deni al _type (OPTIONAL): If the decision is "deny", indicates whether
the denial was inposed by external policy ("policy-block") or
sel f-inposed by the agent ("agent-refusal").
3.3. Arena Battle Receipt

Type: blindl I marena-battle

Records the outcone of a conpetitive eval uation between two Al
agents, as conducted by a neutral arena platform

{
"type": "blindl |l marena-battle",
"battle_id": "bat_9x8f 7a2b",
"lane_id": "lane creative witing",
"agent _a": {
"id": "sh:agent: 3nK9pQrwxx2b",
"mani fest _version": "2.1.0"
},
"agent _b": {
"id": "sb:agent: 8xKnBQn2Yblc",
"mani f est _version": "1.4.0"
},
"W nner": "A",
"issued_at": "2026-03-22T15: 00: 00. 000Z",
"issuer _id": "sbh:issuer: 4Kpni7 QBwXx2b"
}

3.3.1. Fields
battle id (REQU RED): Unique identifier for the battle instance.

lane_id (REQUI RED): The eval uation category or "lane" in which the
battl e occurred.

agent _a, agent_b (REQUIRED): (Objects identifying each participant,
containing: - id: The agent’s passport identifier. -
mani f est _version: The agent’s manifest version at battle tine.
wi nner (REQU RED): One of: "A", "B", "tie".
3.4. Formal Debate Receipt

Type: blindl |l mfornal -debate
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Records the outconme of a structured debate with audi ence and judge

scori ng.

fields.

{
"type": "blindl |l mfornal -debate",
"debate_id": "dbt_4f2a8c",
"spec_id": "spec_ai_safety v2",
"lane_id": "lane_policy",

"sha256: b3c4d5e6...",
"sha256: f 7a8b9c0. .. ",

"artifact_hash":
"resol ution_hash":

"pro": {
"id": "sh:agent: 3nK9pQrwxx2b",
"mani fest _version": "2.1.0"
},
"con": {
"id": "sb:agent: 8xKnBQn2Yblc",
"mani f est _version": "1.4.0"
},
"audi ence_w nner": "pro",
"judge_wi nner": "pro",
"restraint _result": "clean",

"issued_at": "2026-03-22T16: 30: 00. 000Z",
"issuer _id": "sb:issuer: 4Kpni7QBwXx2b"
}
4. Signing and Verification
4.1. Signing Process

1. Construct the payl oad object with all

2. Canonicalize the payl oad using JCS [ RFC8785].

Extends the arena battle format wi th additi onal

gover nance

required fields.

The canonical form

is a determnistic JSON serialization with sorted keys and no

whi t espace

3. Convert the canonical JSON string to a UTF-8 byte sequence.

4. Sign the byte sequence using Ed25519 [RFC8032] with the issuer’s
secret key.

5. Encode the signature as a | owercase hexadeci mal string.

6. Construct the signed envel ope by wapping the original (non-
canoni cal i zed) payload with the signature object.
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4.2. \Verification Process
1. Extract the payl oad and signature fromthe envel ope.
2. Canonicalize the payl oad using JCS [ RFC8785].
3. Convert the canonical JSON to a UTF-8 byte sequence.
4. Resolve the public key using the kid field in the signature. The
RECOMVENDED resol uti on nechanismis a JWK Set endpoint [ RFC7517]

at /.well-known/ act a- keys. j son.

5. Verify the Ed25519 signature over the canonical bytes using the
resol ved public key.

6. |If verification succeeds, the receipt is authentic and has not
been tanpered with. |If verification fails, the recei pt MIST be
rej ected.

4.3. Public Key Distribution

| ssuers SHOULD publish their public keys as a JWK Set [RFC7517] at a
wel | - known endpoi nt:

GET /.wel | -known/ act a- keys. j son

"keys": [{
"kty": "OKP',
"crv": "Ed25519",
"kid": "sb:issuer:4Kpnv@wxx2b",
"x": "<baseb4url - encoded- publi c- key>",
"use": "sig"

}H

}

The x parameter MJIST be the base64url -encoded Ed25519 public key as
specified in [ RFC8037].

For offline verification, public keys MAY be distributed out-of-band
(e.g., enbedded in configuration files, published in DNS TXT records,
or included in agent manifests).

5. Trust Tiers
This specification defines a four-level trust hierarchy for agent

identity. Trust tiers are used by policy engines to gate too
access.
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unknown: No identity presented. Default tier for anonynous
connecti ons.

si gned- known: Agent presents a valid signed manifest with a
verifiable Ed25519 public key. Identity is pseudonynous but
consi stent.

evi denced: Agent has accumrul ated verifiable evidence receipts (e.qg.,
arena battle outcomes, successful restraint records) that
denonstrate a track record of trustworthy behavi or

privileged: Operator has explicitly granted el evated access.
Typically requires out-of-band verification (e.g., organization
menber shi p, contractual agreement).

Trust tier transitions are unidirectional within a session but MAY be
re-eval uated across sessions based on accunul at ed evi dence.

6. Agent ldentity
6.1. Passport Manifest
An agent’'s identity is expressed as a signed nanifest:

{

"type": "scopeblind:agent-manifest"”,

"id": "sb:agent: 3nKOpQrwxx2b",

"version": "2.1.0",

"previous_version": "2.0.0",

"created at": "2026-03-20T10: 00: 002",

"public_key": "<base58-ed25519-publi c-key>"
}

Mani fests are | MMUTABLE once signed. Version changes create new
mani fests that reference their predecessor via previous_version,
form ng a verifiable version chain.

6.2. DPoP Binding (Future)

For renbte MCP transports (HTTP/ SSE), agent identity MAY be bound to
per-request proof-of-possession using DPoP [ RFC9449]. The

auth_key bindings field in the manifest |inks the agent’s Ed25519
identity key to one or nore P-256 DPoP keys.

This binding creates a verifiable del egati on chain:

Qperator — Agent ldentity (Ed25519) — Request Auth (P-256 DPoP)
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7. Security Considerations

7.1. Replay Protection
Recei pts include an issued_at tinmestanp but do not include a nonce or
sequence nunber. Verifiers SHOULD reject receipts with tinestanps
that are unreasonably old (inplenentation-defined; 24 hours is
RECOMVENDED as a default).

For environments requiring stronger replay protection,
i npl ementati ons MAY add a nonce field to the payl oad.

7.2. Key Conprom se
If an issuer’s signing key is conmprom sed, all receipts signed with
that key becone suspect. |[Issuers SHOULD inpl enent key rotation by
publ i shing new keys at the well-known endpoint and including a
valid_from/ valid_until w ndow in the JW netadat a.
Verifiers SHOULD check key validity wi ndows when avail abl e.

7.3. Payload Privacy

Recei pts are designed to capture deci sion netadata, NOT request

content. Inplementations MJUST NOT include raw pronpts, too
argunents, APl keys, or other sensitive paraneters in receipt
payl oads.

The tool _nane and decision fields are considered non-sensitive. The
session_id field SHOULD be an opaque identifier that is not
correl atabl e across sessions.

7.4. Canonicalization Attacks
The signing process relies on JCS [RFC8785] for determnistic
serialization. |Inplenmentations MJUST use a conformant JCS
i npl erentation to prevent canonicalization divergence attacks where
the signed bytes differ fromthe verified bytes.

8. | ANA Consi derati ons
Thi s document has no | ANA acti ons.
Future versions of this specification MAY request registration of:

* Areceipt-type registry for namespaced receipt type identifiers

* A well-known URI suffix for /.well-known/acta-keys.json
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Appendi x A. I nplenentation Status

This section records the status of known inplementations of the
protocol defined by this specification at the tine of publication.
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A 1. protect-ncp (Reference | nplenentation)
* (Organi zation: ScopeBlind
* I nplenmentation: https://ww.npnjs. conf package/ protect-ncp
* Description: A stdio proxy for MCP servers that generates signed
deci sion receipts. Supports shadow node (Il og-only) and enforce
nmode (policy eval uation).
* Coverage: Access Decision Receipts, Restraint Receipts.
* Licensing: FSL-1.1-MT (converts to MT after 2 years).
A 2. @eritasactal/verify (Verifier)
* (Organization: Veritas Acta

* Inplenentation: https://ww. npnjs. com package/ @eritasactal/verify

* Description: Standal one CLI and library for offline receipt
verification. Zero runtine dependencies on ScopeBli nd.

* Coverage: Al receipt types defined in this specification
* Licensing: MT.
A. 3. @copeblind/ passport (ldentity SDK)
* Organi zation: ScopeBlind
* Implenentation: https://ww. npnjs.com package/ @copebl i nd/ passport

* Description: Agent identity SDK for generating manifests, signing
recei pts, and managing trust tier evidence bundl es.

* Coverage: Al receipt types, nmanifest signing, key managenent.
* Licensing: FSL-1.1-MT.
Appendi x B. Exanple: Conplete Verification Flow

The foll owi ng exanpl e denpnstrates end-to-end recei pt creation and
verification.

B.1. Step 1: Cenerate |ssuer Keys
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import { generatelssuerKey } from’' @copeblind/passport’;
const issuer = generatel ssuerKey();
/1 issuer.issuerld = "sb:issuer: 4Kpn7@wXx2b"

B.2. Step 2: Sign a Receipt
import { signReceipt } from’ @copeblind/ passport’;

const receipt = signReceipt(

{
type: "protectncp: decision”,
tool nane: "deploy",
decision: "allow',
agent _tier: "privileged",
policy_digest: "sha256:a8f3...c91le",
i ssued_at: "2026-03-22T14: 32: 06. 5512",
i ssuer_id: issuer.issuerld

b

i ssuer. secr et KeyHex,

i ssuer.issuerld

);
B.3. Step 3: Verify (CLI)

$ npx @eritasactal/verify receipt.json --key issuer-public.json
Signature valid
I ssuer: sh:issuer: 4Kpni7 QBwXx2b
Deci sion: allow (depl oy)
| ssued: 2026-03-22T14: 32: 06. 5517

Appendi x C. Acknow edgenent s
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