dtn X. Fan

I nternet-Draft H.  Zhou
I ntended status: | nformational J. Q
Expires: 23 July 2026 Bei jing Jiaotong University

19 January 2026

Encapsul ati on of OpenFl ow over Del ay- Tol erant Networki ng (DTN) Using the
Bundl e Protocol
dr aft - f an- dt n- openf | ow over - bp- 00

Abst ract

Thi s docunent specifies a nmethod for carrying OpenFl ow nessages over
Del ay- Tol erant Networking (DTN) using the Bundl e Protocol (BP). The
met hod encapsul at es OpenFl ow nessages as BP payl oads and defines the
mappi ng bet ween OpenFl ow nessages and Bundl es, the payl oad fornat,
and addressing and nultipl exi ng consi derations based on DTN Endpoi nt
Identifiers (EIDs). This docunment further discusses conditions that
may occur on intermttently connected or high-latency Iinks,
including fragnmentation, duplicate delivery, out-of-order arrival,
and expiration, and defines correspondi ng nessage handling rules.
These rul es enabl e the transm ssion of OpenFl ow nessages across DTN
wi t hout nodifying the semantics of the OpenFl ow protocol
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I ntroduction

QpenFlow is widely used in Software-Defined Networking (SDN) to
support communi cati on between controllers and sw tches, enabling
centralized policy distribution. DTN environments simlarly require
mechani sns for centralized policy dissem nation. However, due to the
absence of stable end-to-end paths in DINs, OpenFl ow control channels
based on TCP/|I P cannot operate reliably.
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The Bundl e Protocol (BP) supports constrai ned and di srupted network
environments through a store-and-forward conmuni cati on nodel. BP
encapsul ates application data into Bundl es, enploys Endpoi nt
Identifiers (EIDs) for nam ng and addressing, and enabl es forwarding
across het erogeneous networks via Convergence Layer Adapters (CLAs).
These properties nake BP suitable for carrying control-pl ane nessages
in DTNs.

Thi s docunent describes how BP is used to encapsul ate and transport
QpenFl ow nessages in DINs. It specifies the mapping between QpenFl ow
messages and Bundl es, the Bundl e payl oad format, and consi derations
related to El D-based addressing and mul ti pl exi ng.

Thi s docunent does not modify the OpenFl ow protocol, does not define
controller or switch control |ogic, and does not specify consistency,
synchroni zati on, or convergence nechanisns for the SDN control plane
in disrupted or delay-tolerant environnents. Security considerations
are limted to issues introduced by carryi ng OpenFl ow nessages over
BP and the use of existing BP security nechani sns.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

The following terns are used throughout this docunent:

Del ay- Tol erant Networking (DTN) : A networking architecture designed
to operate effectively over links characterized by | ong del ays,
intermttent connectivity, or the absence of continuous end-to-end
pat hs.

Bundl e Protocol (BP) : The protocol specified by the | ETF DTN Wrki ng
G oup for store-and-forward transni ssion of application data in DTN
environments. This document refers primarily to BP Version 7 as
specified in [RFC9171], while noting that some depl oynents may stil
use BP Version 6.

Bundle : A protocol data unit defined by the Bundl e Protocol,
consisting of a primary block, zero or nore extension blocks, and a
payl oad bl ock.

Endpoint ldentifier (EID) : A globally unique identifier used by the

Bundl e Protocol to nane a comuni cation endpoint. EIDs are typically
expressed using URl syntax.
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Conver gence Layer Adapter (CLA) : A protocol adaptation |ayer that
maps Bundl e Protocol operations onto specific underlying transport
protocols (e.g., TCP, UDP, or LTP).

QpenFl ow Controller : The control-plane entity responsible for
managi ng forwardi ng behavior by comunicating with OpenFl ow sw tches
usi ng OpenFl ow control nessages.

OpenFl ow Switch : A data-pl ane el ement that processes packets
according to flow rul es received froman QpenFl ow controller.

3. Problem Statenent and Use Cases

This section describes the probl ens addressed by this docurment and
outlines representative use cases for carrying OpenFl ow contr ol
messages in DINs.

3.1. Probl em St at ement

DINs differ fromtraditional IP networks in that connectivity may be
intermttent and an end-to-end path may not exist at any given tine.
When OpenFl ow nmessages are transnitted across such environnents,
delivery nay be subject to significant del ays, and non-i deal

behavi ors such as duplicate delivery or out-of-order arrival may
occur .

For the purposes of this docunent, the followi ng key issues are
consi der ed:

Del ay tol erance: Control nmessages nay be delivered only after

ext ended del ays, and the existence of a persistent transport session

MUST NOT be assuned.

Di sruption tol erance: Message delivery MJIST tolerate tenporary |oss

of connectivity and rely on store-and-forward nechani sns to conpl ete

f orwar di ng.

Non-i deal delivery behavior: Conditions such as duplicate delivery,

out -of -order arrival, and expiration may occur. C ear handling rules

are therefore required at the OpenFl ow nessage delivery interface.
3.2. Use Cases

The foll owi ng use cases are illustrative:
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Periodic or intermttent connectivity: Controllers and switches
comruni cate over links that are avail able only at specific tines.
Control messages are queued and delivered when connectivity becones
avai | abl e.

Long-del ay paths: Control traffic traverses links with |ong
propagati on delays (e.g., satellite or deep-space links), where
reliance on continuous end-to-end sessions is not feasible.

Di srupted multi-hop forwardi ng: Control nessages are forwarded across
mul tiple hops via relay nodes that provide tenporary storage and
forwarding capabilities, in order to tolerate disruptions or topology
changes.

Architecture Overview

Thi s section provides an overview of the systemarchitecture
described in this docunent and its nmajor conponents. Figure 1
illustrates the logical architecture for encapsul ati ng and
transporti ng OpenFl ow control messages in a DTN environnment, show ng
the OpenFl ow controller, DTN nodes, Bundle Protocol Agents, and the
fl ow of nessages anpbng these components.
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Figure 1: Architectural overview of OpenFl ow control message
carriage over a DTN using BP
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In this architecture, the controller and the switch are depl oyed on
DTN- capabl e nodes, referred to as DIN Node A (Controller) and DIN
Node B (Switch), respectively. Wthin each DTN node, the OpenFl ow
entity operates as part of an application agent and generates or
processes OpenFl ow control nessages. OpenFl ow nessages are treated
as Application Data Units (ADUs) and are delivered to the |oca
Bundl e Protocol Agent.

The Bundl e Protocol Agent encapsul ates received ADUs into Bundl es and
forwards themw thin the DIN according to the store-and-forward
mechani sns defined by the Bundle Protocol. Each Bundle is addressed
usi ng a source Endpoint ldentifier (source EID) and a destination
Endpoint ldentifier (destination EID), thereby enabling nessage
delivery in the absence of stable end-to-end paths.

Bel ow t he Bundl e Protocol, Convergence Layer Adapters (CLAs) map
Bundl es onto specific underlying transport protocols (e.g., TCP or
LTP) to accompdate different types of physical or |ogical |inks.

Thr ough t hese nechani sns, OpenFl ow control nessages can be
transported across DIN nodes in network environnents characterized by
hi gh delay or intermttent connectivity.

5. Encapsul ation and Delivery Rul es

This section specifies the nethod for encapsul ati ng OpenFl ow nessages
as BP payl oads and descri bes delivery considerations in DIN

envi ronment s, includi ng nessage mappi ng, fragnentation, duplicate
delivery, ordering, and Bundle lifetine.

5.1. Encapsul ation Overview

BP is used to carry OpenFlow signaling data. During transm ssion
over a link, a Bundle containing OpenFl ow signaling is encapsul at ed
by underlying link-layer, network-layer, and transport-I|ayer
protocols, as well as by the block structure defined by BP.

Figure 2 illustrates an exanpl e encapsul ation structure, which

i ncl udes:
o o e e - +
| Encapsul ati on Header | Bundl e Payl oad|
e m m e e e e e e e e e e e e e e e e e e e e e e e eeeoooon oo s +
| Ethernet| [P |UDP/TCP| LTP |[Primary|Bundl e Extension| OpenFl ow |
| Header | Header| Header| Header|Bundl e | Bl ocks | Signaling
| | | | | Block |(zero or nore) | Data |
o o e e - +

Figure 2: Illustrative exanple of OpenFl ow control nessage

encapsul ati on as a BP payl oad
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* Ethernet Header

* | P Header

*  UDP/ TCP Header

* LTP Header

* Primary Bundl e Bl ock

* Bundl e Extension Bl ocks (optional, zero or nore)
*  Bundl e Payl oad

The Primary Bundl e Bl ock and any Bundl e Extension Bl ocks together
constitute the BP header and control information. The headers of the
underlying carrier protocols (e.g., Ethernet/I P/ UDP(TCP)/LTP), al ong
with the BP Primary and Extension Bl ocks, are collectively referred
to as the encapsul ati on header. OpenFlow signaling data is carried
as the Bundl e Payl oad.

Figure 2 is provided for illustrative purposes only and shows

one possi bl e encapsul ati on approach. BP nay operate over different
CLAs and underlying carrier protocols. This docunent does not
mandat e the use of TCP, UDP, LTP, or any specific |link-Iayer

conbi nati on.

Note: An inplenentation MAY realize this carriage using a tunnel-like
approach; however, this docunment does not define a new tunneling
pr ot ocol

5.2. One-to-One Message Mapping

Each Bundl e MJUST carry exactly one OpenFl ow nessage in its payl oad
bl ock.

The OpenFl ow nmessage MJUST be encoded using the native wire format

defined by the OpenFl ow specification and carried directly as the

Bundl e Payl oad. BP entities and internmedi ate DIN forwardi ng nodes
MUST treat the payl oad as opaque dat a.

Unl ess a future extension explicitly defines a nessage aggregation
mechani sm and such a mechanismis explicitly supported and confi gured
by both conmuni cati ng endpoints (or otherw se agreed upon), an

i mpl ement ati on MJUST NOT aggregate multiple OpenFl ow nessages into a
si ngl e Bundl e.
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Except for the BP block structure itself, this specification does not
define any additional application-layer encapsul ati on headers.

Thi s specification does not require QpenFl ow nessages to be
transforned, conpressed, or re-encoded. |f such processing is

enpl oyed by a deploynment, it MJST be explicitly configured or

negoti ated out of band, and the receiving endpoint MIST be able to
reconstruct and preserve the semantics of the original OpenFlow wire
format.

The obj ectives of this one-to-one mappi ng design include:

M nim zing parsing anbiguity; and Sinplifying the handling of |oss,
duplication, and reordering in DTN environnments.

5.3. Fragnentation and Reassenbly

I f an QpenFl ow nessage cannot be forwarded as a single Bundle over
the underlying carrier path (e.g., due to size limtations inposed by
the convergence | ayer or the local BP inplementation), a BP node MAY
fragment the Bundle, provided that fragnentation is permtted under
the applicable BP specification and supported by the inplenentation

Specifically:

If the Bundle carries an explicit instruction equivalent to “do not
fragment” (e.g., the relevant BPv7 Primary Block flag, or an

equi val ent operational policy in BPv6 inplenentations), fragmentation
MUST NOT be perforned.

If the Bundle is sent with an anonynous source (i.e., a null or
anonynous source node identifier in BPv7, or an equival ent anonynous-
source configuration in BPv6 depl oynents), fragnmentation MJST NOT be
per f or nmed.

When fragmentation is used, the BP agent MJST reassenble all
fragments into the original ADU before delivering the OpenFl ow
message to the OpenFl ow processing entity. An inplementation MJST
NOT expose partially reassenbl ed OpenFl ow nessages to the OpenFl ow
processing entity.

Unl ess strictly necessary, inplenmentations SHOULD avoi d fragnenting
OpenFl ow nessages at the application layer, as doing so may increase
interoperability conplexity and conplicate ordering and duplicate-
handl i ng semanti cs.
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5.

5

5.

4.

5

5.

Not e: The inpact of anonynmous sources on duplicate suppression and
i denpotency is outside the scope of this subsection; related
requirenents are discussed in Section Section 5.5.2.

Del i very Semantics

DTN environments rmay be characterized by long delays, intermttent
connectivity, and opportunistic contacts. Therefore, inplenentations
SHOULD NOT assune interactive request/response tining rel ationships.

This carriage nechanismis intended to support nultiple OpenFl ow
control message exchange scenarios, including but not linted to
policy distribution, configuration updates, and telenetry or state
exchange.

If message correlation is required, an application MAY use the
QpenFl ow Transaction ldentifier (xid). |f application-I|ayer
acknow edgnent is required, a deploynment MAY use a |locally defined
acknow edgnment mechani sm

Duplicate Delivery

Due to BP forwarding, retransm ssion, and custody-transfer behaviors,
a Bundle may be delivered nore than once. The receiver MJST be able
to tolerate duplicate OpenFl ow nessages. An inplenentation MJST NOT
assune that an QpenFl ow nessage is delivered only once in a DIN

envi ronnent .

1. Duplicate Suppression

To support duplicate suppression, the receiver SHOULD nmaintain a
bounded replay or duplicate cache. Cache keys SHOULD be derived from
native BP fields that serve to identify the delivered Bundle in the
appl i cabl e BP version

Specifically, the cache key SHOULD consi st of the source identifier
and the creation tinestanp:

In BPv6, the source identifier is the Source ElD.

In BPv7, the source identifier is the Source Node |D

If the delivered unit is a fragment, the cache key MJST additionally
include the fragment offset and the total ADU |l ength (or the payl oad

I ength as defined by the applicable BP version), in order to avoid
key collisions anong different fragnents.
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Note: In both BPv6 and BPv7, the creation tinestanp includes a
sequence conponent that ensures uni queness of Bundl es generated by
the sane source. The sender MJST generate creation tinmestanps in
accordance with the applicable BP specification in order to avoid
produci ng Bundl es that share the sane source identifier and creation
timestanp but carry different content within the applicable scope.

5.5.2. Anonynous Source

If a Bundl e uses an anonynous source (i.e., a null or anonynous
source identifier), the receiver MUST NOT rely on native BP Bundl e
identifiers for duplicate suppression, as such Bundl es may not be
uniquely identifiable. 1In this case, the depl oyment MJST take one of
the foll ow ng approaches:

* Disabl e BP-based duplicate suppression and instead rely on
application-layer nechanisns (e.g., deploynent-local nessage
correlation information or other fields that uniquely identify
messages); or

* Ensure that multiple applications of the same OpenFl ow nessage are
safe for the intended purpose (i.e., the operation is idenpotent).

If neither condition can be satisfied, the receiver MIST reject
duplicate nmessages or discard suspected duplicate deliveries
according to the best available |local policy.

5.6. Odering Considerations

BP does not guarantee in-order delivery. Because OpenFl ow semantics
may be order-sensitive (e.g., applying rule deletion before rule
addition may yield different outcomes than the reverse order), the
recei ver MJST NOT assunme that arrival order reflects transm ssion
order.

Senders SHOULD avoid transmtting QpenFl ow update sequences that rely
on strict ordering for correctness unless an explicit ordering
control mechanismis used. |In deploynments that require ordering
guar ant ees, endpoi nts MAY use one or nore of the follow ng

nmechani sns:

The OpenFl ow Transaction Identifier (xid); and/or

An explicit nmonotonically increasing sequence nunber carried in the
encapsul ati on header
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When ordering control mechani sms are used, the receiver MAY buffer
out - of -order updates within a bounded tine wi ndow and apply themin
order. If a nmessage cannot be safely applied due to m ssing
dependenci es, the receiver SHOULD discard or defer the nessage
according to local policy and SHOULD record the condition to support
operational visibility.

5.7. Bundle Lifetime and Expiration

Each Bundl e carrying an QpenFl ow nessage MUST be assigned a finite
lifetime. This lifetime SHOULD reflect the operational validity

wi ndow of the contained OpenFl ow nessage. Senders SHOULD avoi d
assigning lifetinmes that exceed the effective validity period of the
correspondi ng control action.

The receiver MJUST NOT apply the OpenFl ow payl oad of any Bundl e that
is determined to be expired. |If an expired Bundle is neverthel ess
delivered to the processing entity, that entity MJST discard the
Bundl e and MJUST NOT apply its OpenFl ow payl oad.

The recei ver SHOULD record or account for control messages that
arrive already expired in order to support operational visibility.

6. Endpoint ldentification and Addressing

This section specifies endpoint identification and addressing
conventions, including the association between OpenFl ow entities and
BP El Ds, bidirectional addressing configuration, and mnultiplexing and
demul ti pl exi ng requirenents.

6.1. OpenFlow Entities and DTN Endpoints

OpenFl ow comuni cation invol ves an OpenFl ow control |l er and one or
nmore OpenFl ow switches. Each OpenFlow entity that participates in
DTN- based carri age MJST be associated with a BP EID and MJST use that
ElI D as the destination address for Bundles sent to that entity.

The mappi ng between OpenFlow identifiers (e.g., datapath identifiers)
and BP EIDs is deploynent-specific and MAY be established through
configuration, directory services, or other managenent nechani sns.

6.2. EID Nanming Considerations

To facilitate traffic identification, deployments SHOULD use a

dedi cated service name or sub-endpoint conmponent (e.g., “/of” ). For
exanple, a controller MY include such a service conponent in its

El D, and switches MAY use the sanme service conponent in their
respective El Ds.
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Thi s docunent does not mandate a specific URI schene or nam ng syntax
and instead relies on the BP EID formats supported by the

i mpl ementation. The primary requirenent is that controllers and

swi tches use stable and uni que El Ds.

Traffic identification is achieved through endpoint nam ng
conventions and/or local configuration. A deploynment MAY define

| ocal policy rules (e.g., routing, priority, or custody-transfer
pref erences) based on destination endpoint nam ng patterns and ot her
BP met adat a.

Depl oynments SHOULD ensure that DTN endpoi nts use singl eton endpoints
(i.e., unicast semantics). Non-singleton endpoints (e.g., anycast or
mul ticast) SHOULD be used only when group delivery is explicitly

i ntended and when safe group-delivery semantics have been defi ned.
For depl oynents using DTN URI schenes, inplenentations SHOULD avoid
sel ecting service conponents that would cause an EID to resolve to a
non-si ngl eton endpoint (e.g., service identifiers with group or

coll ection semantics).

6.3. Bidirectional Addressing

Conmuni cation is typically bidirectional: nmessages fromthe
controller to the switch carry configurati on updates and contro
instructions, while nessages fromthe switch to the controller carry
telemetry, status reports, and optional control-plane notifications.

Accordi ngly, each endpoint MJST be configured wth:

A local receiving EID, and A peer destination EID for transnmitting
out bound nessages.

VWhen BP status reports are used, an inplenentati on MJUST NOT interpret
a BP delivery report as an indication that the correspondi ng OpenFl ow
action has been applied to the data path. Such reports only indicate
that the nessage has been delivered to the receiving endpoint’ s BP
appl i cation agent.

6.4. Miltiplexing and Denul tipl exi ng
A node that provides both DIN forwarding functionality and OpenFl ow
processi ng MJST demul ti pl ex Bundl es destined for its local EID and
deliver their payloads to the [ocal OpenFlow entity.
If a node hosts multiple OpenFlow entities, it MJST use distinct ElDs

or ot her unanbi guous | ocal dispatch nmechani sns to ensure that each
payl oad is delivered to the intended entity.
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7.

9.

9.

9.

Security Considerations

Thi s docunent does not alter the security properties of CpenFl ow or
the Bundl e Protocol. However, carrying control messages in a DIN
store-and-forward environnent nay increase exposure (e.g., |onger
data residency tines and | arger replay w ndows). Deploynents
therefore need to apply appropriate integrity, authentication, and
(where applicable) confidentiality protections.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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