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1. Introduction

Digital enblens are a nmeans for an asset to signal to validating
entities that it should be protected or treated in a specific way,
usi ng sone normative framework. The DIEM WG will define a set of
standards for an architecture that enabl es discovery and validation
of digital enblens. This docunent lists the requirenents that the
architecture nmust acconmmodate. These requirenments were identified
across different use cases. Not all use cases share all
requirenents. We envision an architecture systemconprising nmultiple
standards, which can be flexibly profiled for different use cases.
We use the terns "(digital) enblem" "bearer," and "validation" in
accordance with the DIEM charter as of witing [ CHARTER].

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.
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3. Requirements

The DI EM architecture will allow validators to discover and validate
digital enblens that are associated with bearers. This section
contains the requirenments that this architecture will address. They
are based on use cases identified thus far (see Section Use Cases),
but note that not all use cases share all requirenents. W

categori ze these requirenents into: requirenents on digital enblens
and their format, on their discovery, on their validation, and other
requirenents.

3.1. Digital Emblem Requirenents
3.1.1. Digital Enbl em Format

Digital enblens MIST identify their bearer and their kind of digital
enblem Beyond that, digital enblens MAY include other data, for
exanple, an issuer or a validity window As of witing, the D EM
charter requires that digital enblenms MUST explicitly identify their
bearer by a Fully Qualified Domai n Narme (FCQDN).

3.1.2. Enblem Semantics

I ndi vi dual use cases MJST specify the semantics of the enbl em and the
bearer. It nust be clearly stated how di scovery and validation of a
digital enblem should informvalidator behavior.

3.2. Discovery Requirenents
3.2.1. Discovery

Digital enbl ens MJUST specify how validators can check for the
presence of a digital enmblem That is, given a potential bearer a
val idator must be able to determ ne whether it has an associ ated
enblem For exanple, verifying whether a FQDN has an enbl em
associated with it could be realized by fetching digital enblem
associ ated records for said FQDN

3.2.2. Renovabl e

Digital enblens MAY require to be renovable in that checking for the
presence of an enbl em associated with a bearer results in no enblem
Not e that checking for enbl em presence is independent of its
validation. That is, enblens do not count as rempved when they
becone invali d.
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3.2.3. Undetectable Validation

Di gital enbl em discovery MAY require that bearers, issuers, and
aut horizing parties be unable to detect when an enblemis being

di scovered or validated. This requirenment is notivated by enbl ens
that mark its bearer as protected and ask validators to not attack
the bearer. |If enblemdiscovery were detectable by the bearer,

i ssuer, or by an authorizing party, malicious parties could msuse
the digital enblemas an intrusion detection system

3.3. Validation Requirenents
3.3.1. Validation

Digital enblens MAY require validation. Validation MJST support
verification of all the enmblem s data and its context. In
particular, validation MIST ensure that the enbl emwas issued for the
respective bearer. Sonme use cases MAY use unverified digita

enbl ens.

3.3.2. Authorization

Digital enblens MAY require authorization by third-parties. Any

aut hori zati on nechani sm MUST account for the possibility of
conmprom se of cryptographic key material, for exanple, by specifying
revocation mechani sms or using short-lived credentials. Individua
profiles MIST standardi ze a trust nodel that describes how validators
can di scover authorities and how the system selects authorities.

3.4. Oher Requirenents

3.4.1. Extensibility
The digital enblemarchitecture should be extensible. The initial
wor k shoul d not preclude future extensions and individual standards
shoul d be designed as general as possible.

4. Extensions
In this section, we sketch how the digital enblemarchitecture could
be extended by future standards to accommpdate nore use cases, but it
is not a conprehensive |ist.

4.1. Data Formats
Enbl ens for additional use cases may be defined via new profiles in

future standards, potentially including new types of atom c data
el ements requiring additional specification
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4.2. Bearer Discovery

It may be non-obvious for sone use cases to identify the bearer that
is associated with an asset, and thus inpossible to fetch enbl ens
associated with that asset. To accommpdate for such use cases, one
coul d specify neans to discover bearers for different types of
assets.

4.3. Implicit Discovery

An alternative approach to the above problem would be to bind enbl ens
inmplicitly to their bearer. Inplicit binding would identify the
bearer by the enblem s location. For exanple, if enblens were
distributed via NFC, the bearer could be the asset to which the NFC
chip was attached. As of this witing, the current charter scope
requires that digital enblens explicitly identify their bearer, but
such di scovery mechani snms could be investigated in future W5 worKk.

4.4. Confidentiality

Sone use cases may contain confidential or sensitive data, and may
require nmechanisns to protect such data. For exanple, this could be
realized with encryption of the general enblemdata format that will
be part of the architecture or by only serving enbl ens over channels
with access control nechani sns.

4.5, Proof of Presence

For some enblens, it nay be relevant to track that an enbl em has been
presented. This could be achieved, for exanple, by standardi zing
different distributions nechanisns, e.g., using decentralized

aut henti cated data structures.

5. Use Cases

D fferent use cases have different requirements. The purpose of this
docunent is to list the requirements that will be addressed with the
initial architecture. The use cases overlap and would benefit froma
DI EM architecture devel oped to provide the requirements |isted above,
t hough some may require additional extensions. W al phabetically
|ist use cases here so that rel evant stakehol ders can provide input
whet her their use case woul d indeed benefit froma DI EM architecture,
and invite participants to provide use cases or details that we have
m ssed.

We provide auxiliary material under Infornmative References.
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Basel Conventi on

Regul ates the trans-boundary novenent of hazardous wastes. Use cases
are functionally identical to OPCWand | AEA.

Ransar Convention on the Wetl ands

The Convention on Wetlands of International |nportance especially as
Waterfow Habitat "providees the single nost global franmework for

i ntergovernnental cooperation on wetland issues"” and it features a
list of geographic areas designated by Menber States. A digita
enbl em for the geographic areas potentially requires

* Indication of |ocation

* Access to presence or absence of Ransar designation of a specified
| ocation

*  Textual description

* Ability to validate the presence or absence of Ransar designation
I nternational Atom c Energy Agency (| AEA)

| AEA administers several treaties, especially related to the
controll ed shipment of atomc fuels and wastes across borders.
Sim|ar use case as OPCW

International Humanitarian Law

The Geneva Conventions and their Additional Protocols constitute the
core of International Humanitarian Law (I HL). Some assets enjoy
certain specific protections under IHL, including that they nust not
be attacked, and IHL codifies four types of protective enblens for
armed conflict, which informother parties that narked assets benefit
fromone or several of these specific protections:

* The enblenms of the Red Cross, Red Crescent, and Red Crystal

* The Blue Shield enblem

* The enblem for the protection of civil defense marks

* The dangerous forces enbl em

Digital enblens under IHL could be extended to digital, network-

connect ed and networ k- addressabl e assets that enjoy aforenentioned
specific protections under |HL.
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5.5. Organization for the Prohibition of Chem cal Wapons (OPCW

Requires protection of Schedule 1 chemicals in transit between
signatory countries for research, nedical, pharnaceutical, or
protective purposes. Enblemwould identify place, date, and vol une
of production, and the enblem can contain confidential data.

5. 6. Press

Journalists in conflict zones use protective markings that indicate
their status as a non-conbatant. Digital assets belonging to the
press could be digitally nmarked, and protective markings in conflict
zones could be digitized.

5.7. United Nations Econom c and Soci al Council (ECOSQOC)

UN Model Regul ati ons [ UNMODELREGS] i ncl udes "Recommrendations on the
Transport of Dangerous Goods." This includes |abeling of itens with
a four digit "UN Nunber" that indicates the conmounds contai ned

wi thin, such as chenicals, explosives, flammable |liquids, etc. For
exanple, itens containing lithiumbased batteries are |abeled with
3480 or 3481 and acconpanied by a specific "battery mark" enbl em

5.8. United Nations Peacekeepers

UN Peacekeepers use protective markings in theater as well as
facilities associated with the m ssion.

5.9. Wbirld Custons Organization (WO

Speci fies "Harnoni zed Systens" codes [HARMONI ZED] that classify itens
such as livestock, arms and amunition, chem cals, plastics,

machi nery, foodstuffs, etc. They also provide a systemfor |abeling
origin of itens and valuation of itens, all enforced by nunerous

i nternational trade agreenents between individual nations and groups
of nations.

5.10. Wrld Health O ganization (WHO

Simlar to the use case of the Red Cross, Red Crystal, and Red
Crescent.
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5.11. United Nations Food and Agriculture Organization (FAO

Among other things is responsible for the International Plant
Protection Convention (I PPC) and International Standards for

Phyt osani tary Measures standards including | SPM 15 that requires wood
packaging materials (pallets, crates, dunnages) to be debarked, heat-
treated or fum gated with nethyl-brom de, and stanped or branded with
a conpliance mark known as a "wheat stanp.”

5.12. World Intellectual Property Organization (WPO
W PO adni ni sters 26+ treaties with different protections for
different things. Brands that are protected under international |aw
(e.g., Madrid Protocol) can nmark their shipnments with an enbl em
all owi ng custons agents to positively identify legitimte products.

5.13. International Civil Aviation Oganization (ICAO
Requires protection of civil aviation flights and the ability to
assert that they are not dual -use (i.e., not carrying mlitary
cargo). Digital enmblemwould carry a geographic description of the
flight plan, its current |location, and an indicator of its identity
(i.e., tail nunber). Potential need for the enblemto reference a
limted or partially redacted flight manifest.

6. Security Considerations
TODO Security

7. 1 ANA Consi derations
Thi s docunent has no | ANA acti ons.
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