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Abst ract

Thi s docunment defines an IPFI X Information El enent for classifying
flowlevel discards that aligns with the information nodel defined in
[1-D.ietf-opsawg-di scardnodel]. The flowbDi scardC ass I nformation

El ement provides consistent classification of packet discards across

| PFI X i npl ementations, enabling correlation between device, interface
and control -plane discards and the inpacted fl ows.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 22 March 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

For network operators, understandi ng both where and why packet | oss
occurs within a network is essential for effective operation. Wile
certain types of packet |oss, such as policy-based discards, are
intentional and part of normal network operation, unintended packet

| oss can inpact custoner services. To automate network operations,
operators nust be able to detect custoner-inpacting packet |oss,
determine its root cause, and apply appropriate nitigation actions.
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[1-D.ietf-opsawg-di scardnodel] addresses this need by defining an

i nformati on nodel that provides precise classification of packet

| oss, enabling accurate automated mitigation. Wile its YANG data
nodel inplenentation provides device, interface and control -pl ane
di scards, effective automated triage often requires understanding
which specific flows are inpacted. For exanple, when mtigating
congestion, operators nay need to identify and trace the sources of
el ephant flows. This requires the ability to correlate device and
interface-level discard classes with the specific flows being

dr opped.

Currently, [RFC7270] defines the forwardi ngStatus | nformation El enent
for reporting packet forwarding outcones in |IPFIX including various
reasons for packet drops. The defined drop reason codes |ack the
granularity and clarity needed for automated root cause analysis and
i mpact mitigation, however. For instance, the "For us" reason code
provides insufficient context to determ ne appropriate mtigation
actions.

Thi s docunent addresses these limtations by introducing a new
Information El enent, flowbi scardCl ass, to provide a consistent
classification schene for packet discards across |PFIX

i npl ementations. This new elenent aligns with the classification
schene defined in [I-D.ietf-opsawg-di scardnodel] and enabl es:

1. Precise detection of unintended packet |oss through clear
di stinction between intended and uni ntended di scards

2. Accurate root cause anal ysis through detailed classification of
di scard reasons

3. Automated selection of mtigation actions based on discard type,
rate, and duration

4. Consistent reporting across vendor inplenmentations in both YANG
and | PFI X data nodel s

By providing this mappi ng between YANG and | PFI X i npl emrent ati ons,
this document enabl es operators to correlate device-level statistics
with flowlevel inpacts, facilitating nore effective automated

net wor k operati ons.
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3.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

A packet discard accounts for any instance where a packet is dropped
by a device, regardl ess of whether the discard was intentional or
uni nt enti onal

I ntended di scards are packets dropped due to deliberate network
policies or configurations designed to enforce security or quality of
service. For exanple, packets dropped because they match an Access
Control List (ACL) denying certain traffic types

Uni nt ended di scards are packets that were dropped, which the network
operator otherw se intended to deliver, i.e. which indicates an error
state. There are many possi bl e reasons for unintended packet | oss,
including: erroring links may corrupt packets in transit; incorrect
routing tables nmay result in packets being dropped because they do
not match a valid route; configuration errors nay result in a valid
packet incorrectly matching an ACL and bei ng dropped.

Devi ce discard counters do not by thensel ves establish operator
intent. Discards reported under policy (e.g., ACL/policer) indicate
only that traffic matched a configured rule; such discards may stil
be unintended if the configurationis in error. Determning intent
for policy discards requires external context (e.g., configuration
val i dati on and change history) which is out of scope for this

speci fication.

I nformati on El enent

This Information El ement has been specified in accordance with the
gui delines in [ RFC7013].

1. Design Rationale

The nmappi ng between [I-D.ietf-opsawg-di scardnodel] and the |PFI X
flowDi scardC ass Informati on El enent follows these principles,
mai nt ai ni ng consi stency with the YANG nodel while allow ng self-
cont ai ned decoding froma single IE

1. Scope. The flowDiscardC ass Information Elenent is specifically
for reporting flowlevel discard reasons, and therefore only
represents the flow subtree from[I-D.ietf-opsawg-di scardnodel ].
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The conponent is inplicitly "flow' and the type is inplicitly
"di scards"; interface, device, and control -plane conponents are
out of scope for this IE

2. Hierarchy preserved. The enuneration mrrors the nodel: both
| eaves (specific reasons) and structural aggregates are assigned
val ues so collectors can performcoarse or fine roll-ups. For
L3, structural aggregates include address-fam |y and cast (v4/v6,
uni cast/mul ti cast).

3. Sel f-contained decoding. The value alone carries the discard
class. Exporters and collectors can still use other IEs (e.g.,
flowDirection, ipVersion, addresses, ipDiffServCodePoint) for
correlation, but they are not required to decode the class.

4. Specificity preference. The schene encourages reporting the
nost - speci fi c known cl ass when avail abl e; aggregate val ues
provide a fallback when only a broader category is known.

5. Inplenentation-friendly ordering. Codes are assigned in preorder
(depth-first) tree order to reflect the hierarchy and sinplify
range/roll-up handling in inplenmentations.

3.2. flowb scardd ass Definition

Nane: fl owDi scardd ass

Description: Classifies the reason a packet was discarded in a flow,

usi ng the hierarchical classification schene defined in

[1-D.ietf-opsawg-di scardnodel ]

Abstract Data Type: unsigned8

Data Type Semantics: identifier

Units: none

Range: 0..38 (values from Table 1; other val ues are unassi gned and
MJST be treated as unknown)

Reversibility: reversible (value does not change under flow reversa
as per [RFC5103])

Status: current
El enent | d: TBD

Ref erences: [I1-D.ietf-opsawg-di scardnodel ]

Evans, et al. Expires 22 March 2026 [ Page 5]



I nternet-Draft IE for Flow Discard Cassification Sept enber 2025

3.3. flowbiscardd ass Val ues

Table 1 defines the values for the fl owbDi scardCl ass I nformation

El ement mapped fromthe corresponding [I-D.ietf-opsawg-di scardnodel ]
Di scard Class. The code points for flowD scardC ass are nai ntai ned
by 1ANA in the "fl owDi scardC ass Val ues" subregistry of the |IPFI X
registry. Future additions or changes are nanaged via Expert Revi ew
as described in Section 5.

[ sl e ey o}
| Discard d ass | flowD scardd ass Val ue |
| 12 | O I
o e e e e e e e e m e e o e e e e e a oo +
| 13 | 1 |
o e e e e e e e e e o e e e e e e oo oo oo +
| 13/va | 2 |
o e e e e e e e i e e e e e e oo +
| 13/v4/unicast | 3 |
o e e e e e e e e m e e o e e e e e a oo +
| 13/v4/multicast | 4 |
o e e e e e e e e e o e e e e e e oo oo oo +
| 13/v6 | 5 |
o e e e e e e e i e e e e e e oo +
| 13/v6/unicast | 6 |
o e e e e e e e e m e e o e e e e e a oo +
| 13/v6/multicast | 7 |
o e e e e e e e e e o e e e e e e oo oo oo +
| errors | 8 |
o e e e e e e e i e e e e e e oo +
| errors/l12 | 9 |
o e e e e e e e e m e e o e e e e e a oo +
| errors/12/rx | 10 |
o e e e e e e e e e o e e e e e e oo oo oo +
| errors/l2/rx/crc-error | 11 |
o e e e e e e e i e e e e e e oo +
| errors/12/rx/invalid-nac | 12 |
o e e e e e e e e m e e o e e e e e a oo +
| errors/12/rx/invalid-vlan | 13 |
o e e e e e e e e e o e e e e e e oo oo oo +
| errors/12/rx/invalid-frane | 14 |
o e e e e e e e i e e e e e e oo +
| errors/12/tx | 15 |
o e e e e e e e e m e e o e e e e e a oo +
| errors/13 | 16 |
o e e e e e e e e e o e e e e e e oo oo oo +
| errors/13/rx | 17 |
o e e e e e e e i e e e e e e oo +
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| errors/13/rx/checksumerror | 18 |
o e e e e e e e e m e e o e e e e e a oo +
| errors/13/rx/ntu-exceeded | 19 |
o e e e e e e e e e o e e e e e e oo oo oo +
| errors/13/rx/invalid-packet | 20 |
o e e e e e e e i e e e e e e oo +
| errors/13/ttl-expired | 21 |
o e e e e e e e e m e e o e e e e e a oo +
| errors/13/no-route | 22 |
o e e e e e e e e e o e e e e e e oo oo oo +
| errors/13/invalid-sid | 23 |
o e e e e e e e i e e e e e e oo +
| errors/13/invalid-I abel | 24 |
o e e e e e e e e m e e o e e e e e a oo +
| errors/13/tx | 25 |
o e e e e e e e e e o e e e e e e oo oo oo +
| errors/internal | 26 |
o e e e e e e e i e e e e e e oo +
| errors/internal/parity-error | 27 |
o e e e e e e e e m e e o e e e e e a oo +
| policy | 28 |
o e e e e e e e e e o e e e e e e oo oo oo +
| policy/l2 | 29 |
o e e e e e e e i e e e e e e oo +
| policy/l2/acl | 30 |
o e e e e e e e e m e e o e e e e e a oo +
| policy/l3 | 31 |
o e e e e e e e e e o e e e e e e oo oo oo +
| policy/l3/acl | 32 |
o e e e e e e e i e e e e e e oo +
| policy/l3/policer | 33 |
o e e e e e e e e m e e o e e e e e a oo +
| policy/l3/null-route | 34 |
o e e e e e e e e e o e e e e e e oo oo oo +
| policyl/l3/rpf | 35 |
o e e e e e e e i e e e e e e oo +
| policy/l3/ddos | 36 |
o e e e e e e e e m e e o e e e e e a oo +
| no-buffer | 37 |
o e e e e e e e e e o e e e e e e oo oo oo +
| no-buffer/class | 38 |
o e e e e e e e i e e e e e e oo +

Tabl e 1: Flow di scard cl assification val ues and
correspondi ng di scard cl asses

Codes are assigned in preorder (depth-first) tree order to reflect
the nodel’ s hierarchy.
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no- buffer/class conveys per-QsS class congestion loss; the specific
class (e.g., DSCP/class index, or L2 PCP) SHOULD be exported via the
appropriate conpanion IE in the same record.

3.4. Inplenentation Requirenents
### Semantics and Scope {#i npl -semanti cs}

1. Scope of this IE. flowh scardd ass MJST be used only to report
flow | evel discard classification under flow discards from
[1-D.ietf-opsawg-di scardnodel]. [t MJST NOT be used for
interface, device, or control-plane discard counters.

2. Enuneration. Exporters MJIST encode values only fromthe | ANA
“fl owDi scardd ass Val ues” subregistry for this IE. Collectors
MUST accept both aggregate and | eaf values and interpret
aggregates as semantic supersets of their descendants.

3. Unknown/ Unassi gned val ues. Collectors receiving an unknown or
unassi gned value MUST treat it as unknown and MUST NOT remap it
to anot her code. Exporters MJST NOT transmt unassi gned val ues.

4. Reversibility. The value of flowDi scardd ass MJST NOT change
under biflow reversal as defined by [ RFC5103].

3.4.1. Exporter Requirenents

1. Cardinality. A Flow Record MJST contain at npbst one instance of
fl owbDi scar dCl ass.

2. Miltiplicity. Wen multiple discard reasons apply to the sane
flowinterval, exporters MJST either (a) export mnultiple Flow
Records (one per reason) or (b) encode a basiclList of
fl owDi scardd ass val ues using | PFI X Structured Data per
[ RFC6313] /[ RFC7013] .

3. Specificity. Exporters SHOULD report the nost-specific known
class (a leaf). |If the specific leaf is unknown, an appropriate
par ent / aggregate MAY be used.

4. Interval semantics. Wen exported on an interval Flow Record,
the presence of flowDi scardC ass indicates that at |east one
packet in the interval matched that class. Exporters SHOULD
i ncl ude droppedPacket Del t aCount and/ or droppedCct et Del t aCount in
the sanme record to quantify the affected vol une.

5. Congestive loss traffic class (no-buffer/class).
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3.4.2.

3.4.3.

Evans,

* |f flowDiscardC ass equal s no-buffer/class, the traffic-class

identifier used by the queueing system MJST be present in the
same record, carried in exactly one suitable IE (e.qg.,

i pDi ff ServCodePoi nt or ipCd assOService for L3, or
dotlgPriority for L2).

* |f classification occurs after remarking, exporters MJST use

the correspondi ng post-class | E where avail able, or provide a
devi ce queue-|1D—class mapping via | PFI X Options dat a.

Context (recommended). To aid correlation with interface/devicel/
control -pl ane counters, exporters SHOULD include time bounds
(flowstart/fl owend or an observation-tinme IE), ingressinterface/
egressinterface as applicable, and observati onPointld when
mul ti pl e pipeline stages/taps exist.

Col I ector Requirenents

Lists and duplicates. Collectors MIST be able to parse a

basi cLi st of flowDi scardC ass val ues per [RFC6313]. |If multiple
Fl ow Records carry different flowbi scardC ass val ues for the sane
flow keys/tinme bucket, collectors MAY treat them as separate
reasons for analysis.

Aggregate handling. Wen a parent/aggregate class is received,
collectors MIUST treat it as a coarse classification that may
enconpass multiple | eaves.

Congestive loss traffic class. For no-buffer/class, when a
traffic-class IE is present, collectors MJST use it to align with
per-class counters; if absent, collectors MAY apply | ocal device
mappi ngs i f avail abl e.

Unknown val ues. Collectors MJST handl e unknown/ unassi gned val ues
gracefully (e.g., categorize as “unknown” ) without rejecting the
record

Interoperability with Existing | PFl X | Es

Exporters and coll ectors MAY al so use existing IEs (e.qg.
flowDirection, ipVersion, addresses, ipDiffServCodePoint) for
filtering, correlation, or redundancy.
fl owDi scardC ass al one SHOULD be sufficient to recover the

discard classification (apart fromthe traffic-class identity
required for no-buffer/class above).
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3. Exporters MAY continue to export forwardi ngStatus ([RFC7270]) in
parallel. Wen both are present, flowDi scardd ass SHOULD be
consi dered authoritative for discard classification.

4. Wen flow sanpling is active, the presence of flowD scardd ass
i ndi cates at | east one sanpl ed packet matched that cl ass.

4. Security Considerations
Thi s docunent defines a new Information El ement for flowl evel
discard classification to align with the informati on nodel defined in
[1-D.ietf-opsawg-di scardnodel]. As such, there are no security
i ssues related to this docunment, which are additional to those
di scussed in [RFC7011], [RFC7012].

5. 1 ANA Consi derations

I ANA is requested to nake the foll owi ng changes under the IP Fl ow
I nformati on Export (IPFIX) Information El ements registry.

5.1. New IPFI X Information El ement: flowDi scardd ass

I ANA is requested to register a new Information El enrent as foll ows:

*  Nanme: flowDi scardd ass

* Elementld: TBD (to be assigned by | ANA)

* Description: Cassifies the reason a packet was discarded in a
flow, using the hierarchical classification schene defined in
[1-D.ietf-opsawg-di scardnodel ].

* Abstract Data Type: unsigned8

* Data Type Semantics: identifier

* Units: none

* Range: 0..38 (values are listed in the “flowDi scardd ass Val ues”
subregi stry created bel ow, other values are unassi gned and MJST be

treated as unknown)

* Reversibility: reversible (value does not change under flow
reversal as per [RFC5103])

* Status: current

* Reference: This docunent; [RFC7013]
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5.

6.

6.

2. New Subregistry: “flowDiscardd ass Val ues”

I ANA is requested to create a new subregistry titled

"fl owbDi scardC ass Val ues" under the | PFI X Information El ements
registry. This subregistry contains the enunerated val ues for the
fl owDi scardd ass | E.

* Registration Procedure: Expert Review ([ RFC8126])
* Reference: This docunent; [RFC7013]
*  Fields:

- Value (integer)

- Nane (path under flow discards/...)

- Description (optional)

- Reference

Desi gnat ed Expert gui dance: New code points should reflect additions
to or clarifications of discard reasons in

[1-D.ietf-opsawg-di scardnodel] (or its successor). Existing code

poi nts MUST NOT be repurposed. Backwards-conpatible additions are
preferred. Experts SHOULD mai ntain the hierarchical structure (e.g.,
assi gni ng aggregates and | eaves consistently) and, where practical,
preserve preorder (depth-first) nunbering to align with the existing
tree.
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Appendi x A.  Correlating Flow Discards with Interface/ Device/ Control -
Pl ane Di scards

oj ective. Enable operators to understand which flows are inpacted
when interface, device, or control-plane discard counters rise in the
di scardnodel . A typical workflowis:

1. Detect anomal ous discards on an interface/ device/control-pl ane
(by class and direction) using the discardnodel; then

2. Query flowtelenetry to identify the inpacted flows (and, where
applicable, the causal flows that contributed to the condition).

A.1. Scope Alignment (What Mist Match)

Accurate correl ati on depends on joining records that describe the
same exporter/vantage, conponent, interface (if applicable),
direction, class, and tine w ndow

*  Exporter & vantage. Join on the same Exporter/Observati on Domain
(e.g., observationDomainld). Were nultiple taps or pipeline
st ages exist, include observationPointld (and, if available, |ine-
card/port identifiers) so flow data and counters represent
conpar abl e points.

* Conponent & interface.

- Interface conponent: include ingresslinterface/egressinterface
in Fl ow Records and match the sanme iflndex and direction as the
di scardnodel counters

- Device conponent: drop the interface key and aggregate across
interfaces for the same exporter/tinme/class.

- Control -plane conponent: no interface key; match by
exporter/tine/class (and any control -plane class identifiers
avail abl e).

* Time. Align Flowintervals (flowStart/fl oweEnd, or an observation-
time IE) with the sanpling/roll-up interval of the discardnode
counters. In practice, bucket both datasets (e.g., 1-mnute
buckets) and allow small skew to cover clock/polling jitter
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A 2.

*

A 3.

Cl ass and Reason Alignnent

Di scard class. flowbi scardCl ass mrrors the di scardnodel hierarchy
(parents + |leaves). Select the value(s) that match the anonmaly
(e.g., errors/13/ttl-expired, policy/l3/acl, no-buffer/class,
etc.).

Traffic class identity (when relevant). For no-buffer/class,
Exporters SHOULD al so export the traffic-class identifier used by
the queue (e.g., ipDffServCodePoint / ipC assOf Service, or
dotlgPriority for L2). |If the device uses internal queue |Ds,
provide a mapping (via Options data or out-of-band config) so
collectors can align Flow Records with per-class counters

Recommended Exporter Context

When exporting Fl ow Records that carry flowDi scardd ass, Exporters
SHOULD i ncl ude:

*

A 4.

Context: ingresslnterface/egressinterface, observationPointld (if
applicable), time bounds (flowStart/fl owend or an observation-tine
IE), and the relevant class IE

(i pDi ffServCodePoint/ipC assO Servi ce/ dot 1gPriority, etc.).

Quantification: droppedPacket DeltaCount and/ or
dr oppedCct et Del t aCount, so per-cl ass dropped volume fromflows can
be compared to di scardnodel aggregates

Multiplicity handling: if nultiple discard reasons apply to the
same flow interval, either export one record per reason or use
I PFI X Structured Data to encode multiple flowD scardd ass val ues

Col I ector Workfl ow (General Pattern)

G ven an anonaly in the discardnodel (per interface/device/control-
pl ane, direction, class, and tine):

1.

Evans,

Select the time bucket(s) and affected key(s): exporter,
component (and interface if applicable), direction, discard
cl ass.

Find inpacted flows: filter Flow Records that overlap the
bucket (s) and match the exporter/conponent keys and either

* explicitly report the sane fl owDi scardC ass, or

* (for aggregate classes) belong to the sane traffic class and
vant age where the loss is counted.
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A 5.

Thi

Aggregate per flow within the bucket(s): bytes/packets and, if
avai |l abl e, dropped- byt es/ packets.

Rank or group flows as needed:

* | npacted analysis: which flows suffered | oss (by dropped-
oct et s/ packets, or by presence of the discard class)?

* Causal analysis (when neaningful): which flows likely
contributed to the interface/device condition (e.g., top
senders in the sane class and egress interface during a no-
buf fer/cl ass spi ke)?

Val i date: conpare summed fl ow | evel dropped deltas (if exported)
to the discardnodel deltas for that bucket. Small gaps are
expected (sanmpling, timng, vantage); |arge gaps suggest vantage
m smat ch or inconplete class mapping.

Handl i ng Expected Di screpanci es

Vant age m smatch. Flow telenmetry captured before queuei ng/
policing but counters tallied after will skew attribution. Use
observationPointld (and device docunentation) to align vantage.

Class remapping. |If DSCP is remarked, use post-class |IEs or
queue- | D mappi ngs so class identity matches where the drop is
count ed.

Sanpling/filtering. Flow sanpling reduces visibility of small
flows and bi ases shares; where possible, rely on flowleve
dropped-octet counters, or increase the bucket size to stabilize
estimates.

Clock skew. Apply a small skew wi ndow (e.g., =30 s) when joining
buckets across datasets.

Oper ational Exanpl e: Congestive Loss (no-buffer/class) and
El ephant Fl ows

s exanple illustrates the workfl ow above for congestive | oss (no-

buffer/class) on an egress interface. It identifies high-volune
("elephant”) flows nost |ikely responsible for a spike by joining
per-class interface discards with per-class, per-interface flow
aggregates and ranking fl ows by bytes/rate.

Assuned t abl es:

Evans,
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* fl ows(observation_domai n_id, egress_ifindex,
octet _delta, packet_delta, ip_dscp, src_addr,

dst_port, protocol, flowdiscardclass)

* interface_discards(observation_donain_id,

Sept enber 2025

flow start, flow end,

dst _addr, src_port,

i findex, direction,

discard class, class_id, ts, packet _delta, octet _delta)

Note: In Table 1, no-buffer/class has val ue 38.

-- ldentify elephant flows contributing to egress no-buffer/class drops

W TH parans AS (
SELECT
38::smallint AS no_buffer_cl ass,
(Table 1)
interval *1 mnute AS bucket,
interval ' 30 seconds’ AS skew,
100000000: : bi gi nt AS el ephant _bytes mn

fl owbDi scardC ass for no-buffer/class

anal ysis granularity
cl ock/ bucket tol erance
100 MB per bucket (exanpl e threshol d)

),
-- 1) Per-mnute egress no-buffer/class discard spi kes per interface + class
events AS (
SELECT
i .observation_donain_id,
i.ifindex,
i.class_id, -- DSCP / QS class as exported by the
devi ce
date_trunc('mnute’ , i.ts) AS ts_bucket,
SUM i . packet delta) AS drop_pkts,
SUMi.octet _delta) AS drop octets
FROM i nt erface_di scards i
JO N paranms p ON i.discard_class = p.no_buffer_cl ass
WHERE i.direction = ’'egress’
GROUP BY 1,2,3,4
HAVI NG SUM i . packet _delta) > 0
),

-- 2) Aggregate flows per mnute keyed by egress interface + class
fl ow buckets AS (
SELECT
f.observation_donain_id,
f.egress_ifindex AS ifindex,
f.ip_dscp AS class_id,
date_trunc(’'mnute', f.flow end) AS ts_bucket,
f.src_addr, f.dst_addr, f.src_port, f.dst_port, f.protocol,
SUMf.octet_delta) AS bytes,
SUM f . packet _delta) AS pkts
FROM f 1l ows f
-- Optional: unconment to include only flows explicitly narked as no-buffer/class
-- WHERE f.fl owdi scardcl ass = 38
GROUP BY 1,2,3,4,5,6,7,8,9
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).

-- 3) Join flows to discard spikes within a fuzzy time w ndow and sane class/interface
joined AS (
SELECT
e. observati on_domain_id,
e.ifindex,
e.class_id,
e.ts_bucket,
e. drop_pkts,
e.drop_octets,
fb.src_addr, fb.dst _addr, fb.src_port, fb.dst _port, fb.protocol,
fb. bytes, fb.pkts,
(fb.bytes::numeric / NULLIF(e.drop_octets,0)) AS byte share,
(fb.pkts::nuneric / NULLIF(e.drop_pkts,0)) AS pkt _share
FROM events e
JO N fl ow buckets fb
ON f b. observati on_domai n_i d
AND fb.ifindex e.ifindex
AND fb.class id e.class_id
AND fb.ts_bucket BETWEEN e.ts_bucket - (SELECT skew FROM par ans)
AND e.ts_bucket + (SELECT bucket FROM parans) + (SELECT sk

e. observation_domain_id

ew FROM par ans)

-- 4) Rank top flows per interface+cl ass+m nute and keep "el ephants”
SELECT
observation _domain_id, ifindex, class_id, ts_bucket,
drop_pkts, drop_octets,
src_addr, dst_addr, src_port, dst_port, protocol,
byt es, pkts, byte_share, pkt_share,
(8.0 * bytes) / EXTRACT(EPOCH FROM ( SELECT bucket FROM parans)) AS bits_per_sec,
ROW NUMBER() OVER (
PARTI TI ON BY observation _donmain_id, ifindex, class id, ts_bucket
ORDER BY bytes DESC
) AS rank_i n_bucket
FROM j oi ned
WHERE bytes >= (SELECT el ephant _bytes_m n FROM par ans)
ORDER BY ts_bucket, observation domain_id, ifindex, class_id, rank_in_bucket;

| mpl enent ati on not es:

* |f your device maps DSCP—queue differently, join via a mapping
table instead of class_id = ip_dscp.

* Adjust bucket, skew, and el ephant_bytes nmin for your polling
cadence and "el ephant"” threshol d.

*  Hel pful indexes:

Evans, et al. Expires 22 March 2026 [ Page 17]



Internet-Draft

IE for

Fl ow Di scard C assification

interface_discards(discard_class, direction,
observation_donmain_id, ifindex, class_id)

ts,
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flows(egress_ ifindex, ip_dscp, flow end, observation_domain_id)
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