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Abst ract

Thi s docunment defines a new | PFI X Information El ement for classifying
flowlevel discards which aligns with the information nodel defined
in [I-D.ietf-opsawg-di scardnodel]. The flowDi scardd ass I nformation
El ement provides consistent classification of packet discards across

| PFI X i npl ementations, enabling correlati on between device and
interface-level statistics and inpacted fl ows.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 4 Septenber 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roducti on

For network operators, understandi ng both where and why packet | oss
occurs within a network is essential for effective operation. Wile
certain types of packet |oss, such as policy-based discards, are
intentional and part of normal network operation, unintended packet

| oss can inpact customer services. To automate network operations,
operators must be able to detect custoner-inpacting packet |oss,
determne its root cause, and apply appropriate nmitigation actions.

[1-D.ietf-opsawg-di scardnodel] addresses this need by defining an

i nformati on nodel that provides precise classification of packet

| oss, enabling accurate automated mitigation. Wile its YANG data
nmodel inplenmentation provides device and interface-level statistics,
effective automated triage often requires understandi ng which
specific flows are inpacted. For exanple, when mtigating
congestion, operators nay need to identify and trace the sources of
el ephant flows. This requires the ability to correlate device and
interface-level discard classes with the specific flows being

dr opped.
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Currently, [RFC7270] defines the forwardi ngStatus | nformation El enent
for reporting packet forwardi ng outcones in IPFIX including various
reasons for packet drops. The defined drop reason codes |ack the
granularity and clarity needed for automated root cause analysis and
i npact mitigation, however. For instance, the "For us" reason code
provi des insufficient context to determ ne appropriate mtigation
actions.

Thi s docunent addresses these limtations by introducing a new

I nformation El enent, flowDi scardCl ass, to provide a consistent
classification schene for packet discards across |PFI X

i npl ementations. This new elenent aligns with the classification
schene defined in [I-D.ietf-opsawg-di scardnodel] and enabl es:

1. Precise detection of unintended packet |oss through clear
di stinction between intended and uni ntended di scards

2. Accurate root cause analysis through detailed classification of
di scard reasons

3. Automated selection of mtigation actions based on discard type,
rate, and duration

4. Consistent reporting across vendor inplenmentations in both YANG
and | PFI X data nodel s

By providing this mappi ng between YANG and | PFI X i npl enent ati ons,
this docunment enabl es operators to correl ate device-level statistics
with flowlevel inpacts, facilitating nore effective automated

net wor k operati ons.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

A packet discard accounts for any instance where a packet is dropped
by a device, regardl ess of whether the discard was intentional or
uni nt ent i onal

I ntended di scards are packets dropped due to deliberate network
policies or configurations designed to enforce security or quality of
service. For exanple, packets dropped because they match an Access
Control List (ACL) denying certain traffic types

Evans, et al. Expi res 4 Septenber 2025 [ Page 3]



Internet-Draft IE for Flow Discard C assification March 2025

Uni nt ended di scards are packets that were dropped, which the network
operator otherw se intended to deliver, i.e. which indicates an error
state. There are many possi bl e reasons for unintended packet | oss,
including: erroring links may corrupt packets in transit; incorrect
routing tables nay result in packets being dropped because they do
not match a valid route; configuration errors may result in a valid
packet incorrectly matching an ACL and bei ng dropped.

3. I nformati on El ement

This Information El ement has been specified in accordance with the
gui delines in [ RFC7013].

3.1. Design Rationale

The mappi ng between [I-D.ietf-opsawg-di scardnodel] |eaf nodes and

I PFI X fl owDi scardC ass Information El enment follows these principles
to maintain consistency with the YANG nodel while | everaging existing
| PFI X capabilities and minim se duplication of information:

1. The flowbiscardC ass Information Element is specifically for
reporting flowlevel discard reasons, and therefore only
represents the flow subtree from|[I-D.ietf-opsawg-di scardnodel ].
The conponent is inplicitly "flow and the type is inplicitly
"discards’, while other components (such as interface, device,
and control -plane) are out of scope for this Information El enment.

2. Leaf nodes that represent specific discard reasons are assigned
uni que sequential values to enable precise classification of
dr ops.

3. Wile some information is also avail able through other |PFIX
Informati on El enents, the flowbi scardCl ass mai ntains structura
el ements fromthe informati on nodel (such as |ayer) where needed
to preserve the hierarchical classification

4. Leaf nodes that can be represented by existing |IPFIX Information
El ements are not assigned reason codes to avoi d redundancy.
Speci fically:

a. Direction (ingress/egress) is handled by the flowDirection
I nformation El enent (1E 61)

b. [P version is handl ed by the ipVersion Information El ement
(1 E 60)
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c. Unicast versus nulticast classification is handled by

exam ning the source and destination addresses (sourcel Pv4Address
(IE 8), destinationl Pv4dAddress (I E 12), sourcel Pv6Address (I E
27), destinationl Pv6Address (I E 28))

d. QS class information is handl ed by the ipDiffServCodePoi nt
Information El ement (I E 195)

5. Parent nodes in the YANG tree are assigned reason codes to enable
bot h coarse and fine-grained reporting. For exanple:

a. errors/ (0) represents all error discards
b. errors/13/rx/ (9) represents all L3 receive error discards

c. errors/13/rx/checksumerror (10) represents specific L3
checksum error discards

Wiile this draft takes the approach of |everaging existing |IPFIX

I nformation El enents where possible to avoid redundancy, an
alternative approach would be to inplenent all |eaves under the flow
di scards branch from[I-D.ietf-opsawg-di scardnodel] as distinct

fl owDi scardC ass values. This would result in additional values for
direction (ingress/egress), address fanmly (IPv4/1Pv6), cast type
(unicast/multicast), and QS class. This approach would provide a
nmore conpl ete mapping with the YANG nodel w t hout dependenci es,
however, it would duplicate information already avail abl e through

exi sting Information El enents.

3.2. flowb scardd ass Definition
Nanme: fl owDi scarddC ass
Description: Classifies the reason a packet was discarded in a flow,
using the hierarchical classification schene defined in
[1-D.ietf-opsawg-di scardnodel ]
Abstract Data Type: unsigned8
Data Type Semantics: identifier
Ref erences: [I1-D.ietf-opsawg-di scardnodel ]

El enment |l d: TBD

Status: current
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3. 3.

Table 1
El enent

Fl ow Di scard C assification

fl owbDi scardd ass Val ues

Di scard d ass:

Evans,

March 2025

defines the values for the fl owhi scardC ass Information
mapped fromthe corresponding [I-D.ietf-opsawg-di scardnodel ]

| Discard d ass | flowDi scardd ass Val ue

[} e ——(———————————————_ Ll p—p—_——r L
| errors/ | O |
. e +
| errors/internal/ | 1 |
Fom e meemeeieeeeeceieemeaacaaas T +
| errors/internal/parity-error | 2 |
o e e e e e e e e e o o e e e e e e e e oo o - +
| errors/12/rx/ | 3 |
. e +
| errors/12/rx/crc-error | 4 |
Fom e meemeeieeeeeceieemeaacaaas T +
| errors/12/rx/invalid-mac | 5 |
o e e e e e e e e e o o e e e e e e e e oo o - +
| errors/I2/rx/invalid-vlan | 6 |
. e +
| errors/l2/rx/invalid-frame | 7 |
Fom e meemeeieeeeeceieemeaacaaas T +
| errors/12/tx | 8 |
o e e e e e e e e e o o e e e e e e e e oo o - +
| errors/13/rx/ | 9 |
. e +
| errors/13/rx/checksumerror | 10 |
Fom e meemeeieeeeeceieemeaacaaas T +
| errors/13/rx/nu-exceeded | 11 |
o e e e e e e e e e o o e e e e e e e e oo o - +
| errors/13/rx/invalid-packet | 12 |
. e +
| errors/13/ttl-expired | 13 |
e T +
| errors/13/no-route | 14 |
o e e e e e e e e e o o e e e e e e e e oo o - +
| errors/I3/invalid-sid | 15 |
. e +
| errors/13/invalid-| abel | 16 |
Fom e meemeeieeeeeceieemeaacaaas T +
| errors/13/tx | 17 |
o e e e e e e e e e o o e e e e e e e e oo o - +
| policy/ | 18 |
e e +
| policy/l2/acl | 19 |
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S T +
| policy/l3/acl | 20 |
o e e e e e e e e e o o e e e e e e e e oo o - +
| policy/l3/policer | 21 |
e e +
| policy/I3/null-route | 22 |
e T +
| policyl/l3/rpf | 23 |
o e e e e e e e e e o o e e e e e e e e oo o - +
| policy/l3/ddos | 24 |
e e +
| no-buffer/class | 25 |
Fom e meemeeieeeeeceieemeaacaaas T +

Table 1. Flow discard classification val ues and
correspondi ng di scard cl asses

3.4. Usage with Existing Information El ements

When reporting flowlevel discard statistics, the fl owD scardC ass
I nformation El enent SHOULD be used in conjunction with the foll ow ng
existing Information El enents as defined in [ RFC7012]:

[ e s

+

| YANG Pat h | ITPFIX Information El enent |
+

| flow direction |

sour cel Pv4Address (I E 8), |
destinationl Pv4Address (I E 12), |
sour cel Pv6Address (I E 27), |
destinationl Pv6Address (I E 28)

sourcel Pv4Address (I E 8), |
destinationl Pv4Address (I E 12),
sour cel Pv6Address (I E 27), |
destinationl Pv6Address (I E 28)

Tabl e 2: Mappi hg between YANG nodel paths and | PFI X
fields
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4. Security Considerations

Thi s docunment defines a new Information Elenment for flowlevel
discard classification to align with the informati on nodel defined in
[1-D.ietf-opsawg-di scardnodel]. As such, there are no security

i ssues related to this docunent, which are additional to those

di scussed in [RFC7011], [RFC7012].

5. | ANA Consi der ations

Thi s docunent requests |IANA to register the fl owD scardd ass
Information Element in the ANA | PFI X I nformation El enents registry.
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