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Abstract

Thi s docunent describes a nechanismfor |Pv4 NAT traversal for LISP
tunnel routers (XxTR) and LI SP Mobil e Nodes (LISP-M) behind a Network
Address Translator (NAT) device. A LISP device both detects the NAT
and initializes its state. Forwarding to the LISP device through a
NAT is enabled by the LI SP Re-encapsul ati ng Tunnel Router (RTR)
networ k el ement, which acts as an anchor point in the data pl ane,
forwarding traffic fromunnodified LISP devices through the NAT.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

The Locator/I1D Separation Protocol [RFC9300] [RFC9301] defines a set
of functions for encapsulating routers to exchange information used
to map from Endpoint IDentifiers (EIDs) to routable Routing LOCators
(RLOCs). The assunption that the LISP Tunnel Routers are reachable
at their RLOC breaks when a LISP device is behind a Network Address
Transl ator (NAT [RFC3022]). LISP relies on the xTR being able to
receive traffic at its RLOC on destination port 4341. However, nodes
behind a NAT are only reachabl e through the NAT's public address and
in nost cases only after the appropriate napping state is set up in
the NAT. Depending on the type of the NAT device, this mapping state
may be address and port dependent. In other words, the mapping state
in the NAT device may be associated with the 5-tuple that forns a
specific flow, preventing incomng traffic fromany LISP router other
than the one associated with the 5-tuple. A NAT traversal nechani sm
is needed to nmake the LI SP device behind a NAT reachabl e.

Thi s docunent briefly di scusses avail able NAT traversal options, and
then it introduces in detail a NAT traversal nechani smspecific for
LISP. Two new LISP control nessages, nanely LISP Info-Request and

LI SP Info-Reply, are introduced in order to detect whether a LISP
device is behind a NAT, and discover the global |P address and gl oba
epheneral port used by the NAT to forward LI SP packets sent by the

LI SP device. The LISP Re-encapsul ating Tunnel Router (RTR)

[ RFC9300], acts as a re-encapsul ating LISP tunnel router to pass
traffic through the NAT, to and fromthe LISP device. A nodification
to how the LI SP Map- Regi ster nessages are sent allows LISP device to
initialize NAT state to use the RTR services. This nechani sm
addresses the scenario where the LI SP device is behind the NAT, but
the associ ated Map-Server [RFC9301] is on the public side of the NAT.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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3. Definition of Terns

Thi s docunents assunes that the reader is famliar with LISP and the
LI SP term nol ogy. For definitions of terns |ike Map-Request, Mp-
Reply, Ingress Tunnel Router (ITR), and Egress Tunnel Router (ETR)

pl ease consult the LISP specification in [ RFC9300] and [ RFC9301].

Basi ¢ NAT: See [RFC3022] and al so Section 4.1.1 of [RFC2663].

Dat a Pl ane Encapsul ated Control Message (DP-ECM: |Is a LISP contro
nmessage encapsul ated with a LI SP data pl ane header and defined in
Section 6. 4.

I nfo- Request: A LISP control nessage sent by a LISP device to its
Map- Server to check whether it is behind a NAT and defined in
Section 6.1.1.

Info-Reply: A LISP control nessage sent by a Map Server to a LISP
device in response to an I nfo-Request control nessage and defined
in Section 6.1.2.

NAPT Network Address Port Transl ation: See [RFC3022] and al so
Section 4.1.2 of [RFC2663].

Re- encapsul ati ng Tunnel Router (RTR): As defined in [ RFC9301].
Site-1D:  As defined in [ RFC9301].
XTR-1D:  As defined in [ RFC9301].

In this docunment the general term NAT is used to refer to both Basic
NAT and NAPT.

4. NAT Traversal Basics

There are a variety of NAT devices and a variety of network

topol ogies utilizing NAT devices in deploynents. Mst NAT devices
depl oyed today are designed primarily around the client/server
paradi gm where clients inside a private network do initiate
connections to public servers with public |IP addresses. As such, any
protocol requiring a device or host, in a private network behind a
NAT, to receive packets or accept sessions from public servers/hosts,
without first initiating a session or sending packets towards those
servers/hosts, will be chall enged by depl oyed NAT devi ces.

NAT devices are | oosely classified based on how restrictive they are.

These classifications are essentially identifying the type of mapping
state that the NAT device is requiring to allow incomng traffic.
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For instance, the nmapping state may be end-point independent, where
once device Ainside the private network sends traffic to a
destination outside, a mapping state in the NAT is created that only
i ncludes information about device A, nanmely its | P address and
perhaps its port nunber. Once this napping is established in the NAT
device, any external device with any | P address could send packets to
device A. Mre restrictive NAT devices could include the 5-tuple
informati on of the flow as part of the mapping state, in other words,
the mapping state in the NAT is dependent upon source |IP and port, as
wel | as destination I P and port (symmetric NAT or endpoi nt-dependent
NAT). Such a NAT only allows traffic fromthe specified destination
I P and port to reach the specified source device on the specified
source port. Traffic with a different 5-tuple signature will not be
allowed to pass. |In general, in the case of less restrictive NATs it
may be possible to eventually establish direct peer-to-peer
connections, by nmeans of various hol e punching techniques and initia
rendezvous servers. However, in the case of symmetric NATs or NATs
wi t h endpoi nt - addr ess- and- port - dependent mappi ngs, direct connection

may prove inpossible. 1n such cases a relay device is required that
is in the public network and can rel ay packets between the two
endpoi nt s.

Vari ous nethods have been designed to address NAT traversa

chal  enges, nostly in the context of peer-to-peer applications and
protocols. Among these, the Interactive Connectivity Establishnent
(I CE) [RFCB445] seens the nobst conprehensive, which defines a
protocol that |everages other protocols such as Session Traversa
Uilities for NAT (STUN) [ RFC8489] and Traversal Using Rel ays around
NAT (TURN) [ RFC8656], as well as rendezvous servers to identify and
exchange a list of potential transport (IP and port) addresses

bet ween the two endpoints. Al possible pairs of transport addresses
are exhaustively tested to find the best possible option for

communi cation, preferring direct connections to connections using a
relay. In the case of nobst restrictive NATs, |ICE |l eads to use of
TURN servers as relay for the traffic. TURN requires a |ist of

al | oned peer | P addresses defined as perm ssions, before allowi ng a
peer to use the relay server to reach a TURN client.
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Conmon NAT traversal techniques such as | CE generally assune bi -
directional traffic with the same 5-tuple. LISP, however, requires
traffic to use destination UDP port 4341, wi thout specifying the
source port. As aresult, LISP traffic is generally unidirectional
This neans that, in the case of symmetric or endpoint-address-and-
port-dependent nmappi ng NATs, even when an out going napping is
established, still inconming traffic may not match the established
mappi ng and will not be allowed to pass. As a result, while | CE may
be used to traverse less restrictive NATs, use of standard TURN
servers as relays to traverse symmetric NATs for LISP protocol is not
possi bl e.

The rest of this docunment specifies a NAT traversal technique for the
LI SP protocol that enables LISP protocol to traverse multiple types
of NATs including synmetric NATSs.

5. LISP NAT Traversal Overview

There are two attributes of a LISP device behind a typical NAT that
requires special consideration in LISP protocol behavior in order to
make the device reachable. First, the RLOC assigned to the device is
typically not globally unique nor globally routable. Hence, for NAT
traversal, outbound packets are required, so to create state before
the NAT accepts inbound packets. Second, LISP protocol requires an
XTR to receive traffic on the specific UDP port 4341, so the random
UDP port allocated by the NAT on its public side to associate with a
XTR behi nd the NAT cannot be used by other xTRs to send LISP traffic.
This section provides an overview of the LISP NAT traversal mechani sm
whi ch deals with these conditions, while the rest of the docunent
specifies the nechanismin details.
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When a LI SP device needs to register an RLOC in the mappi ng system
it needs to first discover whether the RLOC is behind a NAT. To do
this, the ETR queries its Map-Server to discover the ETR s transl ated
gl obal RLOC and port, via two new LI SP nessages, nanely | nfo-Request
(see Section 6.1.1) and Info-Reply (see Section 6.1.1). Once the ETR
detects that it is behind a NAT, it uses a Re-encapsul ati ng Tunnel
Router (RTR) as an anchor point for sending and receiving data plane
traffic through the NAT device. The ETR registers the RTR RLOC(s) to
its Map-Server using the RTR as a proxy for the Map-Regi ster nessage.
The ETR encapsul ates the Map-Regi ster nmessage in a LI SP Encapsul at ed
Control Message (ECM) destined to the RTR s RLOC using 4341 as source
port. The RTR strips the LI SP ECM header and sends it to the Mp-
Server. This initializes state in the NAT device so that the ETR can
receive traffic on port 4341 fromthe RTR The ETR al so registers
the RTR RLOC as the RLOC where the ETR EID prefix is reachable. As a
result, all packets destined to the ETR s EIDw Il go to the
registered RTR. The RTR will then re-encapsulate and forward the
traffic, thanks to the existing NAT state, to the ETR

Qut bound LI SP data traffic fromthe I TR can be sent directly to the
external destinations, however this will create state on the NAT. To
avoi d excessive state on the NAT device, the ITR can encapsul ate
outgoing traffic to the RTR, where the RTR de-capsul ates the LISP
packets, and then re-encapsul ates themor forwards them natively
dependi ng on their destination.

A compl ete and detail ed exanple of LISP NAT traversal can be found in
Appendi x A

6. LISP Messages Details

The main nodifications in the LI SP protocol to enable LISP NAT
traversal via an RTR incl ude:

1. two new nessages used for NAT di scovery, nanely Info-Request and
I nf o- Repl vy;

2. the encapsul ation of the Map-Register, between the xTR and the
RTR, in an ECM header;

3. the Data Pl ane Encapsul ation of the ECM encapsul ated Map-Notify,
bet ween the RTR and the xTR;

This section describes the nessage formats and details of the Info-
Request (Section 6.1.1), Info-Reply (Section 6.1.2), and DP- ECM Map-
Notify (Section 6.3) nessages, as well as nminor changes to Map-

Regi ster and Map-Notify nmessages.
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6.1. Info-Request/Info-Reply Messages Format

An ETR sends an Info-Request nessage to its configured Map-Server, to
trigger an Info-Reply nmessage, in order to detect whether there is a
NAT device on the path to its Map-Server and to obtain a list of RTR
RLOCs that can be used for LISP data plane NAT traversal.

The | nfo-Request and Info-Reply are actually one single LISP control

message, which are distinguished by a bit that indicates whether the
message is a request or a reply and the presence of a NAT LCAF

[ RFC8060] in the latter. The rest of the nmessage is the sane and has
the format depicted in Figure 1.

0 1 2 3
01234567890123456789012345678901
Bl o T R ik st T o e b i T o S S e S it eI
Type |R| Reserved |
B S i ks e S S i i i S S S S e e e e
Nonce ~
I S I ih (i S S U Y S T ST S ST S S S i S S S S e
Key ID | AlgorithmID | Authentication Data Length |
Bl o T R ik st T o e b i T o S S e S it eI
Aut henti cation Data ~
B S i ks e S S i i i S S S S e e e e
NAT LCAF TTL |
I S I ih (i S S U Y S T ST S ST S S S i S S S S e
Reserved | EID mask-len | El D- prefi x- AFl |
Bl o T R ik st T o e b i T o S S e S it eI
El D prefix |
B S i ks e S S i i i S S S S e e e e
NAT LCAF [when present] ~
I S I ih (i S S U Y S T ST S ST S S S i S S S S e

=+

+ 1+ +

+ 1+~ +— +— + 1 +

Figure 1: Generic Info-Request/Info-Reply Message Fornat.
Wher e:
Type: TBD (I nfo-Request/ I nfo-Reply)
Reply (R: R bit indicates this is a Info-Reply to an I nfo-Request.
R bit is set to 0 in an Info-Request. R Dbit is set to 1 in an

I nf o- Repl y.

Reserved: MJST be set to 0 on transmt and MJUST be ignored on
receipt.

NAT LCAF TTL: For Info-Request (R=0) this field MIST be set to 0 on
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transm ssi on and MJST be ignored on reception. For Info-Replies
(R=1) this field expresses the tine, in mnutes, the recipient of
the Info-Reply CAN store the RTR I nformation.

Nonce: As defined in Section 5.6 of [RFC9301].

Key ID: As defined in Section 5.6 of [RFC9301].

AlgorithmID: As defined in Section 5.6 of [RFC9301].

Aut hentication Data Length: As defined in Section 5.6 of [RFC9301].
Aut hentication Data: As defined in Section 5.6 of [RFC9301].

NAT LCAF: As defined in Section 4.4 of [RFC8060]. This field is
only present in Info-Reply nessages (R=1) indicating that the RLOC
of the Info-Request is behind a NAT device (N=1).

The foll owing sections describe in details the Info-Request and | nfo-
Reply variants.

6.1.1. |Info-Request Message

An | nfo- Request nessage is a LISP control nessage, its source port is
chosen by the xTR and its destination port is set to the reserved
LI SP Control Packet port nunber 4342.

0 1 2 3
01234567890123456789012345678901
R T I e T i i s i R S T e e e i i I S S e
ype | O] Reserved |
i s i T e i S S I T sl ATt S S
Nonce ~
B T i T o o o S e i i S S
Key I D | AlgorithmID | Authentication Data Length |
B S i ks e S S i i i S S S S e e e e
Aut henti cation Data ~
T T e S S T S S T st S S R S S T ol ST S YN S S
0x00000000 |
B T i T o o o S e i i S S
Reserved | EID mask-len | El D- prefi x- AFl |
B S i ks e S S i i i S S S S e e e e
El D-prefix |
T T e S S T S S T st S S R S S T ol ST S YN S S

+ 4+

+ 1+ +

+— +— +— + |+

Figure 2: LISP Info-Request Message Fornmat.

Type: TBD (I nfo-Request/ I nfo-Reply)
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Reply (R): MJST be set to 0 (zero).

NAT LCAF TTL: MJST be set to zero (0) on transmt and MJST be
i gnored on receipt.

The rest of the fields MJST be set in the sane way as for a Map-
Regi ster nmessage (see Section 5.6 of [RFC9301]) and according to
procedures described in Section 7.

6.1.2. Info-Reply Message
The format of the Info-Reply nmessage indicating the presence of a NAT
device is depicted in Figure 3, its source port is chosen by the Map-

Server and its destination port is set to the reserved LISP Contro
Packet port nunber 4342.
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I s i it i R S
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+

+<+
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+
Tpe
+

- -

- 4

-4

Al

+CH N+

Key ID

| EID mask-1en

Nonce

B T o e o T o e e e Rk ok
Aut hentication Data Length
s o S i i oI R R S S S S e s S T S S S S S e o

Aut henti cati on Data
s i S S S O s s S R S s i ok oI S TR R S

NAT LCAF TTL
I i S i i i S ik it SRR S S

El D- prefix

FI = 16387

| Rsvd?2

s S S T S S S e e I T Ar S S A

+
DP Port Nunber
+

B s s T e e T e s ok i NI S R TR e
d obal ETR RLOC Address
R i I T S i ol S e i ol SR R R S R R S

M5 RLOC Addr ess
s o S i i oI R R S S S S e s S T S S S S S e o

Pri vate ETR RLOC Address
s i S S S O s s S R S s i ok oI S TR R S

AFl = x

AFl = x

AFl = x

AFl = x

i S S e i e

+-

Type:

Reply (R):

AFl = x

D S T S S e s e o

+-

+-

I
+
I
+-

RT
+-

RT
+-

R
+-
R
+-

B e T T S S i S i i S i R e
Reser ved
B i e S e T e e i S i R e

El D- pref i x- AFI

Lengt h

ETR UDP Port Nunber

RLOC Address 1
T S R R S S S S
RLOC Address N
B i I S i S

T S T S B S R S B A it it St Sl S N S B R

Figure 3: LISP Info-Reply Message Fornat.

TBD (I nfo- Request/ | nfo-Reply)

NAT LCAF TTL:

Reply can store the NAT LCAF infornation.

0.

NAT LCAF:

[ RFC8060] .

Saucez,

et al.
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The rest of the fields MJST be set in the same way as for a Map-
Notify message (see Section 5.7 of [RFC9301]) and according to
procedures described in Section 7.

6.2. Map-Regi ster Message

A LI SP device that sends a Map-Register to an RTR, MJST encapsul ate

the Map- Regi ster message using an Encapsul ated Control Message (ECM
[ RFC9301] and MJST set the "M bit in the ECM header to indicate that
the nmessage is destined to a Map-Server.

The outer header source RLOC of the ECMis set to the LISP device's
private RLOCC, and the outer header source port is set to 4341. The
out er header destination RLOC and port are set to RTR RLOC and 4342
respectively. The inner header source RLOC is set to LISP device’'s
private RLOC, and the inner source port is picked at random The

i nner header destination RLOC is set to the xTR s Map- Server RLCC,
and i nner header destination port is set to 4342.

In case of LISP site having several xTRs, in order to identify the

i ntended recipient xTR for a Map-Notify nmessage the xTR-ID and Site-
I D SHOULD be appended to the Map-Regi ster nmessage. |f appended, the
I-bit in the Map-Regi ster nessage MJUST be set to 1 (see [RFC9301]).
An XTR can choose not to append the xTR-ID and Site-ID, in this case
the RTR will consider as the intended recipient of the Map-Notify
message the xTR identified by the source RLOC of the Map-Register
message (i.e. the source address of the inner header of the ECM Map-
Regi ster).

6.3. Map-Notify Message

For a full description of all fields in the Map-Notify nmessage refer
to Map-Notify section in [RFCO301]. A Map-Server that sends a Mp-
Notify to an RTR encapsul ates the Map-Notify nmessage using an ECM
with the "E'" bit set to 1 to indicate that the inner nessage is
destined to an ETR

The outer header source RLOC of the ECMis set to the Map- Server

RLOC, and the outer header source port is set to 4342. The outer
header destination RLOC and port are set to RTR s RLOC and 4342
respectively. The inner header source RLOC is set to the Map-Server
RLOC, and the inner source port is set to 4342. The inner header
destination RLOC is set to the LISP device's private RLOC copied from
the Map- Regi ster, and inner header destination port is set to 4342.

If the Map-Register carried xTR-1D and Site-I1D, the correspondi ng

Map- Noti fy MJST set the I-bit to 1 and the xTR-ID and Site-ID from
t he Map- Regi ster appended to the Map-Notify nessage.
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6.4. Data Plane ECM Map-Notify Message

When an RTR receives an ECM Map-Notify nmessage with the E-bit in the
ECM header set to 1, it has to relay the Map-Notify to the
registering LISP device. After renoving the ECM header and
processing the Map-Notify nmessage as described in Section 7.3, the
RTR encapsul ates the Map-Notify first in an ECMand then in a LISP
data pl ane header and sends it to the associated LISP device. This
Map-Notify ECMinside a LISP data plane header is referred to as a
Data Pl ane ECM Map-Notify nessage (or DP-ECM Map-Notify Message).

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
/] | Pv4 or |1 Pv6 Header |
OH | (uses RLOC addresses) |
\
I+- e i i i T mT w S S S S S +-|+
/] Source Port = 4342 | Dest Port = xxxx |
UDP+- +- 4+- +- - +- 4= 4= +- 4= +- = - +- += - -+ +- - - - - - - b - b - - - -+
\ UDP Lengt h | UDP Checksum |
B T S i T s i i e e SEI S
/
LI SPI LI SP Header
\
I+- B i T S T i I i T i s S S S I S S S
/] | Pv4 or |1 Pv6 Header
VH | (uses RLCOC addresses)
\
I+- i S i i i I S R R e L e o s i i S S
/] Source Port = 4342 | Dest Port = 4342 |
UDP +-4+-+-4-+-+-+- - +-+- - +- 4= +- 4= - +- -+ - - - - - - - - - b - - -+
\ UDP Lengt h | UDP Checksum |
B T S i T s i i e e SEI S
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Fi gure 4: DP- ECM Map- Notify Message.
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In a DP-ECM Map-Notify, the outer header source RLOC is set to the
RTR s RLOC that was used in the associ ated ECM Map-Regi ster. This is
previously cached by the RTR  The outer header source port is set to
4342. The outer header destination RLOC and port are filled based on
the transl ated gl obal RLOC and port of the registering LISP device
previously stored locally at the RTR  The m ddl e ECM header (M)
source RLOC is set to the RTR RLOC, and the source port is set to
4342, the destination RLOC is set to the LISP device's private RLCC
copi ed fromthe Map-Regi ster, and destination port is set to 4342.
The inner Map-Notify is unchanged, just forwarded, hence its header
is as set by the Map-Server, nanely the source address is the Mp-
Server’s RLCOC, the inner header source port is 4342, the destination
address is the LISP device's private RLOC, and the destination port
is 4342.

7. Protocol Operations

There are two nmain steps in the NAT traversal procedure. First, the
ETR s transl ated gl obal RLOC nmust be di scovered. Second, the NAT
translation table nmust be updated to accept inconing connections and
the RTR nust be inforned of the ETR s transl ated gl obal RLCC,
including the transl ated epheneral port nunber(s) at which the RTR
can reach the LI SP devi ce.

7.1. xTR Processing

If an ETR is configured to perform NAT di scovery and traversal, when
it needs to register an RLOC in the mapping system it has first to
detect whether the RLOC i s behind a NAT device. For this purpose,
the ETR sends an | nfo-Request nmessage to its Map-Server in order to
di scover the ETR s translated global RLOC as it is visible to the
Map- Server. The ETR uses the private to-be-registered RLOC as the
source RLOC of the nessage. The Map-Server, after authenticating the
message, responds with an Info-Reply nessage. The Map- Server

i ncludes the source RLOC and port fromthe Info-Request nessage in
the d obal ETR RLOC Address and ETR UDP Port Nunber fields of the
NAT- Traver sal LCAF appended to the Info-Reply. The Map Server al so

i ncludes the destination RLOC and port nunber of the I|Info-Request
message in the M5 RLOC Address and M5 UDP Port Nunmber fields of the
NAT LCAF. In addition, the Map-Server provides the list of RTR RLOCs
that the ETR may use for NAT traversal services. The source port of
the Info-Reply is set to 4342 and the destination port is copied from
the source port of the triggering Info-Request nessage.

Upon receiving and authenticating the Info-Reply nessage, checks

whet her the ETR conpares the source RLOC and source port used for the
I nf o- Request nessage with the d obal ETR RLOC Address and ETR UDP
Port Nunmber fields in the NAT LCAF in the Info-Reply message. |If the

Saucez, et al. Expires 12 Septenber 2025 [ Page 14]



Internet-Draft LI SP NAT Traversal March 2025

two are identical, indicating there is no NAT on the path identified
by an info-Request and an Info-Reply, the ETR registers the
associated RLOC with its Map-Server as described in [ RFC9301].

O herwi se, the ETR concludes that the to-be-registered RLOC is a
private address behind a NAT and that it requires an RTR for NAT
traversal services in order to be reachable at that RLOC. The Info-
Reply will contain a NAT LCAF, whose content the ETR MJST register in
its local EIDto-RLOC Database. This entry CAN be stored the nunber
of minutes indicated in the NAT LCAF TTL field of the Info-Reply
message. |If NAT is detected but the NAT LCAF does not contain any
RTR, then NAT traversal cannot be acconplished. The ETR still stores
the content in the EIDto-RLOC Dat abase for up to NAT LCAF TTL

m nutes, but it MJST also create a | og nessage to signal that the
RLOC cannot be regi stered because of an enpty RTR set and MJST NOT
use the RLOC for LISP operation.

In the case where an XxTR has nultiple RLOCs, |nfo-Requests SHOULD be
sent per each RLOC, so to perform NAT di scovery each RLOC. NAT

di scovery can be disabled in deploynents where it is known to not

i nclude NAT devices. Unless the xTRis not willing to receive
traffic via all RLOCs, NAT traversal SHOULD acconplished per each
RLOC that has been detected as being a private address behind a NAT.
This is required to establish the state in the NAT device for that
RLOC.

It is worth noting that a STUN MAY al so be used to do NAT detection
and to discover the NAT-translated public |IP address and port nunber
for the ETR behind NAT. |If STUN is used, the Iist of RTR devices
that can be used by the XxTR for NAT traversal have to be provisioned
via ot her nmeans which are outside the scope of this docunent.

7.1.1. ETR Processing

Once an ETR has detected its RLOC is behind a NAT, based on | ocal
policy, the ETR selects one (or nore) RTR(s), fromthe RTR RLOCs
provided in the Info-Reply nessage, as both control and data pl ane
proxy. Next it needs to initializes state in the NAT in order to
receive LISP data traffic on UDP port 4341 fromthe selected RTR(S).
To do so, the ETR sends an ECM encapsul at ed Map- Regi ster to the

sel ected RTR(s). The Map-Regi ster nessage is created as specified in
[ RFC9301]. Mbore specifically, the source RLOC of the Map-Register is
set to ETR s private RLOC, while the destination RLOC is set to the
ETR s Map-Server RLOC, and destination port is set to 4342. The ETR
MJUST set the P bit (proxy Map-Reply) and the Mbit (want-Map-Notify)
in Map-Register to 1, and include the selected RTR RLOC(s) as the

| ocators in the Map- Regi ster nessage.
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The ETR MAY also include its private RLOCs as |l ocators in the Map-
Regi ster, including weight and priorities, but MJST set the R bit
(reachability bit) in the locator record to 0. This enables the RTR
to perform |l oad bal anci ng when forwardi ng data to an XxTR with several
RLCCs behind a NAT. The R bit MJST be set to 1 for all RTR | ocators
included in the Map-Register. The ETR MAY also set the | bit in the
Map- Regi ster nessage to 1 and include its XTR-ID and Site-1D in the
corresponding fields. In the ECM header of this Map-Register, the
source RLOC is set to ETR s private RLOC and the source port is set
to 4341, while the destination RLOC is the RTR s RLCC and the
destination port is set to LISP control port 4342. The Mbit in the
ECM header MJST be set to 1, to indicate that this ECM Map- Regi st er
is to be forwarded to a Map- Server.

This ECM Map-Regi ster is then sent to the RTR, its processing is
described in Section 7.3.

Upon receiving DP-ECM Map-Notify fromthe RTR, the ETR MJUST strip the
outer LISP data header, and process the inner ECM Map- Notify nessage
as described in [RFC9301]. Wen decapsul ating, in accordance to

[ RFC9300], the ETR checks its EID-to-RLOC Database. |In case of a DP-
ECM the inner header destination address is not an EID but the sane
private RLOC as the outer header, yet, since this RLOC is part of a
NAT LCAF and the source port is 4342, the inner nessages is
considered a LISP control nessage and processed according to

[ RFCO301] .

If ETR did send its xTR-1D and Site-ID in the Map-Regi ster nessage

and receives a DP-ECM Map-Notify with different xTR-1D and/or Site-
ID, it MIST log this as an error. The ETR MJST di scard such DP-ECM
Map- Noti fy message.

At this point the registration and state initialization is conplete
and the xTR can use the RTR for both control and data plane proxy.
The state created in the NAT is used by the xTR behind the NAT to
send and receive LISP control packets to/fromthe RTR, as well as for
receiving LI SP data packets formthe RTR

The ETR MJST periodically send ECM Map- Regi ster nessages to its RIR
in order to both refresh its registration to the RTR and t he Map-
Server as for [RFC9301], as well as a keep-alive to preserve the
state in the NAT device. [RFC2663] points out that the period for
sendi ng the keep-alive nmessages can be set to a default value of two
m nut es, however since shorter tineouts may exist in some NAT

depl oynents, the interval for sending periodic ECM Map- Regi sters has
to be configured accordingly.
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When a Map- Request for a LI SP device behind a NAT is received by its
Map- Server, the Map-Server responds with a Map-Reply including RTR s
RLOC as the locator for the requested EID. As a result, all LISP
data traffic destined for the ETR s EID behind the NAT is

encapsul ated to its RTR  The RTR re-encapsul ates the LI SP data
packets to the ETR s transl ated gl obal RLOC and port nunber so the
data can pass through the NAT device and reach the ETR As a result,
the ETR receives LISP data traffic with outer header destination port
set to 4341 as specified in [ RFC9301].

7.1.2. |1 TR Processing

If 1TRs have only private RLOCs, they cannot send Map- Request and
recei ve Map-Reply nessages for ElI D mappi ng | ookups directly, since
the Map- Requests (creating state in the NAT) are sent to Map-
Resol vers, but Map-Replies cone back from ETRs or Map-Servers, for
which there is no state in the NAT device, which will drop the
packets.

The | TR behind a NAT can use its RTR(s) RLOC(s) as locator(s) for all
destination EIDs that it wishes to send data to. The ITR

encapsul ates the LISP traffic in a LI SP data header with outer header
destination set to RTR RLOC and outer header destination port set to
4341. This creates a secondary state in the NAT device. It is
RECOMVENDED that the | TR sets the outer header source port in all
egress LISP data packets to a random but static port nunber in order
to avoid creating excessive state in the NAT device. By using the
RTR as proxy, the ITR does not need to send Map-Requests for finding
El D-t o- RLOC mappi ngs. However, if the ITRis multi-homed and has at
| east one RLOC not behind a NAT, it can choose to send Map- Requests
usi ng non-private RLOCs. For this, the |ITR specifies in the | TR RLOC
field of the Map-Request the list of RLOCs that are not behi nd NAT
that can receive Map-Reply nmessages. |If all RLOCs of an ITR are

behi nd the NAT and use the sanme RTR, then the xTR can even map the
EID prefix 0/0 to its RTR RLOC(s) in its ElIDto-RLOC Map- Cache.

It should be noted that sending packets directly to destination RLOCs
through the interface behind NAT will result in creating additional
state in the NAT device. Furthernore, outgoing packets use a direct
path while the incom ng packets are forwarded through the RTR

Peri odi ¢ ECM Map- Regi ster and correspondi ng DP- ECM Map- Noti fy
messages between xTR and RTR, can serve the purpose of RLOC probes as
of [RFC9301], except that the LISP device behind a NAT only can probe
the RTR s RLCCs.
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If the ITR and ETR of a site are not collocated, the RTR RLOC need to
be configured in the I TR via an out-of-band nechanism O her
procedures specified here would still apply.

7.2. Map-Server Processing

When a Map- Server receives an | nfo-Request nessage, it responds with
an I nfo-Reply nessage by copyi ng back the same message, but setting
the Rbit. Furthernore, it appends the NAT LCAF with the mapping
bet ween private and public addresses. Map-Server fills the NAT LCAF
(LCAF Type = 7) fields according to Section 4.4 of [RFC8060], in
particular, it copies the source RLOC and port nunber of the |nfo-
Request nessage to the d obal ETR RLOC Address and ETR UDP Port
Nunber fields of the NAT LCAF and includes a list of RTR RLOCs that
the ETR may use for NAT traversal services for the EID Prefix
communi cated in the Info-Request nessage. In case that there is no
list of RTRs in the NAT LCAF, this neans that there is no NAT
traversal service for the specific EID. The Info-Reply nessage
source port is 4342, and destination port and destination address is
taken fromthe source port and source address of the triggering Info-
Request .

Upon receiving an ECM Map- Regi ster nessage, with the Mbit set, the
Map- Server processes the inner Map-Regi ster nessage and generates the
resulting Map-Notify as described in [RFCO301]. |If the | bit is set
in the Map- Regi ster nessage, the Map-Server also locally stores the
XTR-1D and Site-ID fromthe Map-Register, and sets the |I bit in the
correspondi ng Map-Notify nessage and includes the sane xTR-1D and
Site-IDin the Map-Notify. The Map-Server then encapsul ates the Map-
Notify in an ECM header and sets the E bit in the ECM header to 1.
This indicates that the ECM Map-Notify is to be processed by an RTR
and forwarded to an ETR  The ECM Map-Notify is then sent to the RTR
RLOC and port nunber from which the ECM Map- Regi ster has been

recei ved.

7.3. RTR Processing
7.3.1. RIR Control Plane Operations

Upon receiving an ECM Map- Regi ster with the Mbit set in the ECM
header, the RTR creates an ElID-to-RLOC Map- Cache entry for the ElD
prefix that is specified in the inner Mp-Register nessage. The EI D
to- RLOC Map- Cache entry MUJST include the source RLOC, the source port
nunber, which are the translated gl obal RLOC and port nunber visible
to the RTR, the destination RLOC (RTR s own RLOC) of the outer
header, as well as the source RLOC (xTR s private RLOC), the EID
mappi ng record present in the inner Map-Regi ster nessage (see

[ RFC9301] for details), and, if present, the xTRID and the Site-ID.
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The RTR can later use these fields as for sending DP-ECM Map- Notify
back to the ETR. The Nonce field MJST al so be stored and used for
security purposes and is matched with the Nonce field in the
correspondi ng Map-Notify message. This ElID-to-RLOC Map- Cache entry
is marked as "pending", until the correspondi ng Map-Notify nessage is
received and in this state MJST NOT be used to send data packets.

In the case where the xTR has multiple RLOCs behind the NAT, the
RLOCs with reachability bit set to zero (R=0) in the record from Map-
Regi ster, the RTR CAN store all the private RLOCs in the record from
t he Map- Regi ster nmessage, but MJST NOT use private RLOCs for which no
explicit ECM Map-Regi ster using it as source address in the inner
header has been received. This is because w thout an ECM Map-

Regi ster there is no state in the NAT device that allow correct
delivery of the returning packets. Furthernore, the El D-to-RLOC Map-
Cache entry does not contain the translated gl obal RLOC and port
nunber visible to the RTR  However, an ECM Map- Regi ster nessage MAY
be used to update priority and wei ght of private RLOCs for which an
ECM Map- Regi ster has been already received, even if the nessage is
not originating fromthat RLOC but originated fromthe sane xTR
identified by the unique xTR-1D.

A Map- Regi ster originating froma unique XxTR-ID will always overwite
previously stored information for that xTR-ID, but it does not nodify
the information indicated by any other xTR- 1D serving the same EI D
prefix. As aresult, in the case of a renunbering or XxTR reboot, the
XTR can use its unique xTR-ID in a Map-Register, overwiting the
previously stored information for that xTR Using this nethod, the
XTR can, for instance, i mediately renove any private RLOC fromthe
RTR EI D-t 0- RLOC Map- Cache that is no | onger present in the |ocator
record of the ECM Map- Regi ster, for which NAT state is nost probably
non- exi sti ng anynore.

After filling the local ElIDto-RLOC Map-Cache entry, the RTR strips
the outer header and extracts the Map-Regi ster nessage, encapsul ated
in a new ECM header with the E bit set to 0, and Mbit set to 1, and
sends the ECM Map- Regi ster to destination Map-Server. WMap- Server
responds with an ECM Map-Notify nmessage to the RTR as descri bed
Section 7. 2.
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Upon receiving an ECM Map-Notify nmessage with E bit set to 1 in the
ECM header and the Nonce of a pending ElD-to-RLOC Map- Cache entry,
the RTRis notified that the Map-Regi ster nessage was accepted by the
Map- Server. The RTR MJST verify that the returned information is the
sanme as seen in the ECM Map- Register, if not the nessage MJST be
silently dropped. |If the information is correct, at this point the
RTR can change the state of the associated ElID-to-RLOC Map- Cache
entry to "active" for the duration of the TTL indicated in the Map-
Notify message.

The RTR then uses the information in the associated El D-t o- RLOC Map-
Cache entry to create a DP-ECM Map-Noti fy nmessage, where the outer
header destination RLOC and port numnmber are set to the ETR s

transl ated gl obal RLOC and port nunber. |If nore than one ETR
transl ated RLOC and port exists in the ElIDto-RLOC Map- Cache entry
for the same EID prefix specified in the Map-Notify, the RTR uses the
XTR-1D fromthe Map-Notify to identify which ETR is the correct
destination for the DP-ECM Map-Notify. The RTR sets the LISP data
pl ane outer header source RLOC to RTR s RLOCC fromthe El D-to-RLCC
Map- Cache entry and the outer header source port is set to 4342.
Then it set the ECM header using source and destination port 4342,
destination address the ETR private RLOC and as source address the
RTR RLOC. Finally, the RTR sends the DP-ECM Map-Notify to the ETR

LI SP defines several nechanisns to signal updated mappings in the
dat a- pl ane [ RFC9300] and in the control plane [RFC9301]. |If the Map-
Regi ster / Map-Notify nodifies and existing ElD-to-RLOC Map- Cache
entry, the RTR can use these nechanisns to signal the change to
device using the RTRto send traffic to the xTRs behind a NAT devi ce.

7.3.2. RIR Data Pl ane Forwardi ng

An RTR processes LISP data plane packets according to [RFC9300]. In
the case where the destination EIDis a previously registered EID
behi nd a NAT device, the RTR strips the LI SP data header and re-
encapsul ate the packet in a new LI SP data header. The outer header
RLCCs and UDP ports are then filled based on the matching EID-to-RLCC
Map- Cache entry for the associated destination EID prefix. The RTR
uses the RTR RLOC fromthe EID-to-RLOC Map- Cache entry as the outer
header source RLOC. The outer header source port is set to 4342.
The RTR sets the outer header destination RLOC and outer header
destination port based on the ETR translated gl obal RLOC and port
stored in the Map-Cache entry. Then the RTR forwards the LI SP data
packet .
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8.

Security Considerations

These specifications | everage on nmechani sm defined in [ RFC9300],
[ RFC9301], and [ RFC8060], as such security considerations in those
docunents apply as well here.

To protect origin authentication and integrity of control plane
messages the LI SP-SEC [ RFC9303] MJST be used.

I nf o- Request and | nfo-Reply nessages have simlar header structure of
Map- Regi ster and Map-Notify, as such authentication and integrity can
be perforned in the same way, hence the procedures described in
Section 5.6 of [RFC9301] MUST be used with a pre-shared key between
the xTR and the Map- Server.

Simlarly, Map-Register and Map-Notify MJST be al so be verified for
aut hentication and integrity using pre-shared key between the xTR and
the Map-Server as for [RFC9301].

The pre-shared key for authentication and integrity verification of
the | nfo-Request/Info-Reply nmessages SHOULD be different fromthe
pre-shared key used for authentication and integrity verification of
the | nfo-Request/ I nfo-Reply nessages.

For the authentication and integrity protection of the RTR the
Encapsul ated Control Message LI SP-SEC Ext ensi ons defined in

Section 6.1 of [RFC9303] MJUST be used, enploying two different pre-
shared keys, one between the RTR and the ETR and one between the RTR
and the Map-Server. [RFC9303] defines how to protect the ECM
encapsul at ed Map- Request/ Map-reply nessages, however, the exact sane
operations can used to protect ECM encapsul ated Map- Regi st er/ Map-
Notify messages. In this way, ETR and RTR can authenticate each
other and verify nessages’ integrity. RTR and Map-Server can do
exactly the sane, authenticating each other and verifying nessages
integrity.

Concerning the shared key anong the various LISP entities,
considerations in Section 7.5 of [RFC9303] apply.

Mappi ng | ookups, through Map- Request/ Map- Reply nessages exchange,
performed by the RTR(s) and the xTR(s) MJST be protected using LI SP-
SEC [ RFC9303] .

The RTR MJST re-encapsul ate traffic only when the source or the
destination are EIDs registered with the procedures described in this
docunent and aut henticated using LISP-SEC [ RFC9303], which protects
agai nst the adverse use of an RTR for ElI D spoofing.
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9. | ANA Consi derations

I ANA is requested to allocate one codepoint fromthe "LISP Packet
Types" registry, to be used to identify Info-Request/Info-Reply

messages. The new entry shoul d be defined as in Table 1.

| Code | Message | Reference |
[S pleemmsfoms b essos s esoe s esoe s fesey Sess ey ey o}
| 7 (suggested) | LISP Info-Request/Info-Reply | [This Docunent] |
oo o e e e e e e eee e o e e e oo +
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Appendi x A, NAT Traversal Exanple

In what follows there is an exanple of an ETR initiating a
registration of a new RLOC to its Map-Server, when the RLOC i s behind
a NAT (Appendix A.1). A second exanple shows how data comuni cation
between a LISP site behind a NAT and a second LISP site works
(Appendi x A. 2).
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A.1l. EID Prefix Registration Exanple

In this example, the ETR (Sitel-ETR) is configured with the | ocal
RLOC of 172.16.1.2. The NAT' s gl obal (external) addresses are from
192.0.2.1/25 prefix. The Map-Server is at 203.0.113.169. And one
potential RTR has an | P address of 203.0.113.1. The Sitel-ETR has an
El D Prefix of 198.51.100. 0/ 24.

The steps to register the EID-Prefix of Sitel-ETR in the MAP Server
are as foll ows:

1. Sitel-ETR receives the private | P address, 172.16.1.2 as its
RLCC, for instance via DHCP.

2. Sitel-ETR sends an | nfo-Request nmessage with the destination
RLOC of the Map-Server, 203.0.113.169, and source RLOC of
172.16.1.2. This packet has the destination port set to 4342
and the source port is set to (for exanple) 5001.

3. The NAT device translates the source IP from172.16.1.2 to
192.0.2.1, and source port to (for exanple) 20001 gl obal
epheneral source port.

4. The Map- Server receives and responds to this Info-Request with
an Info-Reply nessage. This Info-Reply has the destination
address set to Sitel-ETR s transl ated address of 192.0.2.1 and
the source address is the Map-Server’s RLOC, nanely
203.0.113.169. The destination port is 20001 and the source
port is 4342. Map-Server includes a copy of the source address
and port of the Info-Request nessage (192.0.2.1:20001), and a
list of RTR RLOCs including RTR RLOC 203.0.113.1 in the Info-
Reply contents.

5. The NAT translates the Info-Reply packet’'s destination I[P from
192.0.2.1 to 172.16.1.2, and translates the destination port
from 20001 to 5001, and forwards the Info-Reply to Sitel-ETR at
172.16. 1. 2.

6. Sitel-ETR detects that it is behind a NAT by conparing its |ocal
RLOC (172.16.1.2) with the @ obal ETR RLOC Address in the Info-
Reply (192.0.2.1) . Then, Sitel-ETR picks the RTR 203.0.113.1
fromthe list of RTR RLOCs in the Info-Reply. Sitel-ETR stores
the RTR RLOC in a default EID-to-RLOC Map-Cache entry to
periodically send ECM Map- Regi sters to.

7. The ETR sends an ECM encapsul at ed Map- Regi ster to RTR at

203.0.113.1. The outer header source RLOC of this Map-Register
is set to 172.16.1.2 and the outer header source port is set to
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11.
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4341. The outer header destination RLOC and port are set to RTR
RLOC at 203.0.113.1 and 4342 respectively. The Mbit in ECM
header is set to 1. The inner header destination RLOC is set to
ETR s Map-Server 203.0.113.169, and the inner header destination
port is set to 4342. The inner header source RLOCis set to
ETR s local RLOC 172.16.1.2 and the source port is set to (for
exanpl e) 5002. In the Map-Register nmessage the RTR RLOC
203.0.113.1 appears as the locator set for the ETR s EID prefix
(198.51.100.0/24). In this exanple ETR al so sets the Proxy bit
in the Map-Register to 1, and sets | bit to 1, and includes its
XTR-1D and Site-ID in the Map-Register.

The NAT translates the source RLOC in the ECM header of the Map-
Regi ster, by changing it from172.16.1.2 to 192.0.2.1, and
transl ates the source port in the ECM header from 4341 to (for
exanpl e) 20002, and forwards the Map-Register to RTR

The RTR receives the Map- Regi ster and creates an EID-to-RLOC
Map- Cache entry with the ETR s xTR-ID, EID prefix, and the
source RLOC and port of the ECM header of the Map-Regi ster as
the | ocator (198.51.100.0/24 is mapped to 192.0.2.1:20002). RIR
al so caches the inner header source RLOC of the Map-Register
nanely 172.16.1.2, and the outer header destination RLOC of the
ECM header in the Map-Register (this would be RTR s RLCC
203.0.113.1 ) to use for sending back a DP-ECM Map-Notify. RITR
then renoves the outer header, adds a new ECM header with MO0,
and E=1, and forwards the Map-Register to the destinati on Map-
Server.

The Map- Server receives the ECM Map-Regi ster with N bit set to
1, renoves the ECM header, and processes it according to

[ RFC9301]. After registering the ETR, Mp-Server responds with
an ECM Map-Notify with the E bit set to 1 in the ECM header.
Since the | bit is set in the Map-Register, the Map-Server al so
sets the | bit in the Map-Notify and copies the xTR-ID and Site-
ID fromthe Map-Register to the Map-Notify. The source address
of this Map-Notify is set to 203.0.113.169. The destination is
copied fromthe | ocal source address of the Map Register
(172.16.1.2), and both source and destination ports are set to
4342.

The RTR receives the ECM Map-Notify. It decapsul ated the
message stripping the ECM header, then re-encapsulates in a new
ECM header and a LI SP data pl ane header and sends the resulting
DP- ECM Map-Notify to Sitel-ETR with a matching xTR-ID. The

out er header source RLOC and port of the DP-ECM Map-Notify are
set to 203.0.113.1:4342. The outer header destination RLOC and
port are retrieved from previously cached Map- Cache entry in
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12.

13.

step 9, nanmely 192.0.2.1:20002. The ECM header source RLCC and
port of are set to 203.0.113.1:4342, while destination RLOC and
port are the |l ocal RLOC 172.16.1.2 and 4342 respectively. At
this point RTR marks ETR' s EID prefix as "active" status and
forwards the DP-ECM Map-Notify to ETR

The NAT device transl ates the destination RLOC and port of the
Dat a- Map-Notify to 172.16.1.2:4341 and forwards the packet to
ETR

The Sitel-ETR receives the packet with a destination port 4341,
and processes the packet as a control packet after observing the
outer destination address and the inner destination address is a
private RLOC belonging to a NAT LCAF. At this point ETR s
registration to the RTR is conpl ete.

A. 2. Data Conmmuni cation exanpl e

Assunme a requesting ITRin a second LISP site (Site2-1TR) has an RLCC
of 192.0.2.129/25. The following is an exanple process of an EID

behi

nd Site2-1TR sending a data packet to an EI D behind the

Sitel- ETR

1.

Saucez,

The | TR sends a Map- Request which arrives via the LI SP mappi ng
systemto the ETR s Map Server.

The Map- Server sends a Map-Reply on behal f of the ETR, using the
RTR s RLOC (203.0.113.1) in the Map-Reply's Locator Set.

The | TR encapsul ates a LI SP data packet with TR s local RLCC
(192.0.2.129/25) as the source RLCC and the RTR as the
destination RLOC (203.0.113.1) in the outer header.

The RTR decapsul ates the packet, evaluates the inner header
against its ElIDto-RLOC Map-Cache and then re-encapsul ates the
packet. The new outer header’'s source RLOC is the RTR s RLOC
203.0.113.1 and the new outer header’s destination RLOCC is the

G obal NAT address 192.0.2.1. The destination port of the packet
is set to 20002 (discovered above during the registration phase)
and the source port is 4342.

The NAT translates the LISP data packet’s destination IP fromto
192.0.2.1 to 172.16.1.2, and translates the destination port from
20002 to 4341, and forwards the LISP data packet to the ETR at
172.16. 1. 2.
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6. For the reverse path the ITR uses its |ocal ElID-to-RLOC Map-Cache

entry with the RTR RLOC as the default

| ocat or and encapsul at es

the LI SP data packets using RTR RLOC, and 4341 as destination

RLOC and port.
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