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Abst ract

As a result of the shortage of |Pv4 addresses, installations are

i ncreasingly recovering | Pv4 addresses from uses where they are not
strictly necessary. One such situation is in establishing next hops
for 1Pvd routes, replacing this use with | Pv6 addresses. This
docunent describes how to provision DHCP-configured hosts with their
routes in such a situation

[l This draft lives at https://github. conl eqvi nox/ dhc-routedvi a6
Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights

Lanparter & Fiebig Expi res 8 January 2026 [ Page 1]



I nternet-Draft i nt ar ea- dhcpv4-rout e4vi a6 July 2025

and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

IPv4 is currently (and will likely be for sone tine) in a situation
where |1 Pv4 addresses are in short supply, but services still need to
be nmade avail able to users that do not yet have | Pv6 connectivity.

In sone cases, even the service side may not have | Pv6 support yet.
In other cases some aspect of the service precludes using proxy-style
service delivery with transl ation technol ogi es on either or both
sides. This leads to a need for fine-grained deploynent of I|Pv4
connectivity with mni num wastage of addresses.

A particularly interesting inprovenent enabl ed by the extension
described here is the conplete removal of |Pv4 addresses fromfirst-
hop routers acting as DHCPv4/v6 relays, while still providing |Pv4
connectivity. In this scenario, the relay (assuned colocated with
the router) has no I Pv4 address to use to comunicate with the
client. An alnobst-working solution for this case is presented by

[ DHCPv6] with the [ DHCP406] transport nmethod. Since this mechani sm
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encapsul ates | Pv4 DHCP nessages, all related | Pv4 configuration can
be carried. However, DHCPv4 does not support a way to encode an |Pv6
default gateway or other routes, which is necessary in this case.

If the router and relay are not co-located, the relay nmay have an

| Pv4 address while the router does not. |In this case, the option
described in this docunent could be carried in a plain | Pv4 DHCP
nessage

Not e that the changes described in this docunent are to DHCPv4, not
DHCPV6.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

3. Ext ended static route function

Thi s docunent defines a list-style DHCPv4 option. Each item
describes a pair of |IPv4 destination prefix and an associ at ed

next hop. As per usual DHCPv4 processing ([DHCP- LONGOPT]), nultiple
i nstances of the option are concatenated before splitting the result
up into individual pairs.

1. each pair is processed as one unit, building up a list of
destination prefixes and next-hops. It is expected that the |ist
will in nost cases present only one destination prefix (the
default route) with one or two next-hops. However, DHCPv4
clients processing the option MJST support processing nmultiple
pairs of distinct destination prefix and nexthop.

2. if one and the sanme destination prefix (equal address and prefix
I ength) occurs nultiple times, they MUST be nerged into a single
route with multiple nexthops (equal-cost nultipath routing). The
client MAY inpose a limt to the nunber of nexthops, and if that
nunber is exceeded discard an arbitrary choice of excess
next hops. The client MJST NOT reject the route inits entirety
if the nunber of nexthops is exceeded. (Note the limt is
permtted to be 1, i.e. no support for nultiple nexthops.)

3. the client MIST silently ignore repeats of the sane pair of

destination prefix and nexthop. The server SHOULD NOT send such
an option val ue.
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3. 1.

if the nexthop is a link-local address, it MJUST be accepted and
associated with the Iink the DHCP packet was received on. This
al so applies when using the DHCP packet’s source address when it
is alink-local address. |n nost cases, "link" will mean
"interface", however in sone cases the client nay have further
information on when it is comunicating on the same link (e.g.
802. 11 SSID, or configured |link aggregation) and apply that

i nst ead.

Appl i cabl e next-hop behavi or

Qutlined in [IANA-1Pv6], not all |IPv6 addresses are valid for use
when encoded as next-hop and sonme have specific functionality
[ 1 ANA-1 Pv6- SPECI AL] attached to them as foll ows:

1.

the unspeci fi ed-address nexthop indicates that the destination
prefix in the pair should use the DHCP packet’s source address as
next hop. When [DHCP406] is in use, hosts MJST retrieve the | Pv6
source address of the DHCPv6 packet carrying the DHCPV4- RESPONSE
message

[l TODO does it really nake sense to support |Pv4 here? Maybe
only

/1 allow this with DHCP406?

the Discard-Only Address bl ock (0100::/64) [D SCARD] MAY be used
to express unreachabl e destinations, in particular if only
limted but not global 1Pv4 connectivity is available. [If this
is used, it MJST be the only next-hop paired with the destination
prefix in question. dients SHOULD i gnore the destination prefix
entirely if this condition does not hold. |If a client is unable
to mark destinations as unreachable in its routing table, it MAY
i gnore the destination prefix and SHOULD i ndicate a client
configuration issue in its admnistrative interfaces.

any uni cast | Pv6 address MAY be used as next-hop. This
specifically also covers link-local addresses, which the client
MUST support and MJST associate with the link that it has

recei ved the DHCP packets on

[l TODG is ::ffff:192.0.2.123 an | Pv4 nexthop? |Is this worth
/1 supporting explicitly, and then saying that the other static
route

/1 | default gateway options should be ignored?

the follow ng types/ranges of addresses are invalid and MJST NOT
be used; no client behavior is specified if any are present in a
cont ai ner:
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* the | oopback address (::1)
/1l TODO express other directly-connected | Pv4 hosts with
this?

* any multicast address (ff00::/8)
* any address with a reserved all ocation
3.2. Applicable destination prefix behavior
Sone | Pv4 prefixes, due to their function given in [ ANA-1Pv4], do
not nmake sense to use with this option. DHCPv4 servers MJST NOT
encode and DHCPv4 clients MJUST ignore the followi ng prefixes as well

as any nore-specific prefixes within them

* 0.0.0.0/8 (note that 0.0.0.0/0 is less specific than this, and
thus valid)

* 127.0.0.0/8
* 224.0.0.0/4
* 255, 255. 255. 255/ 32
Behavi or for 240.0.0.0/4 is outside the scope of this docunent.

4. Expected host behavi or
The option described in this docunent is intended to be inpl enented
on hosts supporting IPv4 routes with | Pv6 nexthops as described in
[vdoverv6]. Hosts that do not support the behavior described there
MUST NOT request and MJST ignore the option described in this

docunent .

Hosts that support [v4overv6] behavior and acquire their
configuration from[DHCP] SHOULD i npl enent the option described here.

4.1. Singul ar address assi gnnent

While not limted to this case, this option is expected and intended
to be used with assigning a singular |IPv4 address to a DHCPv4 client.
This inplies that the Subnet Mask option defined in [DHCP- OPT] will
have the val ue 255. 255. 255. 255.

DHCPv4 clients inplenmenting the option described in this docunent
MUST process such a Subnet Mask option value as assigning a single
address. There is no network or broadcast address for this "single-
si zed" pseudo-subnet. No |Pv4 addresses are expressed to be on-link
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for the purposes of [ARP] (though they MAY becone so due to
additional, e.g. local configuration assigning additional addresses
to the interface.)

Whet her the address is bound to the interface or host (strong vs.
weak host nodel ), and whether to performor skip [DADv4] for the
address is beyond the scope of this docunent.

Over |l appi ng routes from ot her sources

[ RFC3442] docunents a nmechanismto comrmuni cate a set of routes and
their nexthops over DHCP. The original DHCP "router" option (code 3)
may comuni cate a default router. |If either of these options is
used, the routes comunicated may overl ap.

To get consistent and unsurprising behavior, this docunent places the
foll Wi ng expectations on the host:

/1l TODO redundant paragraph/nerge with text above, needs sone

/1 merging/editing.

* Routes that describe distinct destination prefixes MJST be handl ed
i ndependently. This includes routes that differ only in prefix
length. As a result, the routing table MAY contain a m x of |Pv4
routes with I Pv4 nexthops as well as | Pv6 nexthops. Standard
| ongest prefix match behavi or MJST be observed.

* |f routes with the sane destination prefix are described both with
previously existing nethods as well as the options docunented
here, the route described by the latter MJST be used and the
routes with I Pv4 nexthops MJST be discarded. This notably
i ncl udes "unreachabl e" routes described here; a route with an | Pv4
next hop for such a destination MJST still be discarded.

* Miltiple routes for the sanme destination prefix with different
next hops of the same address fami |y SHOULD be conbined into a
single route for equal-cost multipath behavior, if the host
supports this. |If ECVMP routes are not supported, the host MJST
determnistically choose one of the routes. This MAY be done by
using the first or last option as seen in DHCP packet order, or by
choosing the nunerically | owest or highest nexthop

Default route

The default route is expressed here as a route for 0.0.0.0/0, which
is also inplied by the absence of any destination prefix suboption
There is no distinct special encoding for a default gateway, any
nexthop for 0.0.0.0/0 MJUST be treated as if it were a default

gat enay.
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4.4. Routes clashing with the connected subnet

/1 (only applicable if NOT assigning a single |Pv4d address as /32)
/1 TODO determ ne what behavior is reasonable here. (The client is
/1 likely to be given a /32 subnet mask anyway.)

5. DHCP Option encoding

0 1 2 3
01234567890123456789012345678901
i I s I i i S SR S S S
|  Type (TBA1) | Length | Prefix/ nexthop pairs |
il s ST I S S I S T T S |

Type TBALl (field defined in [ DHCP- OPT])
Length as defined in [ DHCP- OPT]

Prefi x/nexthop pairs zero or nore itens as defined below. Note
mul tiple options are concatenated before processing.

5.1. Destination prefix and nexthop pair

1 2 3
1234567890123456789012345678901
B i o S R e

R | prefixlen |
B S i ks e S S i i i S S S S e e e e
I Pv4 prefix (4 octets) |
I S I ih (i S S U Y S T ST S ST S S S i S S S S e
| Pv6 addresses (16 octets) |

0
0

T+ T+ +

:l-— i i i I S +.- :l-.— i i i I S +-:|-

R Reserved bits. MJST be sent as zero, MJST be ignored on receipt.
prefixlen |1Pv4 prefix length, integer value fromO to 32 (inclusive)
I Pv4 prefix The route’s destination prefix, with unused bits zeroed.

Validity and behavior for specific values is described in
Section 3. 2.

| Pv6 addresses The |Pv6 addresses specifying the nexthop for this

route. Refer to Section 3.1 for valid val ues and associ at ed
behavi or.

Lanparter & Fiebig Expi res 8 January 2026 [ Page 7]



I nternet-Draft i nt ar ea- dhcpv4-rout e4vi a6 July 2025

6.

7.

8.

9.

9.

Security Considerations
_TBD_

Privacy Consi derations
_TBD_

I ANA Consi derations

A codepoint fromthe "BOOTP Vendor Extensions and DHCP Options"
registry is requested for use with the container option described in
Section 5.

/1 Editor note: 2 places of TBAl

A registry is requested to be created for the sub-options in the
opti on above.
/1 TBD:. proper wording for this, and fill in values 1 & 2
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Exanpl e encoded options
_TBD: outdated exanpl es renoved, will be re-added_
Revi si on history (TO BE REMOVED)

* -02: just use a straight up list of fixed size itens (prefix+NH)
rat her than an excessively conplicated suboption.

* -01: scrap single-option encoding, use container instead, and
ref erence speci al -purpose | Pv6 addresses (e.g. for discard)

*  -00:
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