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Abst r act

Thi s docunment defines a SCITT (Supply Chain Integrity, Transparency,
and Trust) profile for creating independently verifiable, tanper-
evi dent records of autononmpbus Al agent actions. The profile defines
the Agentlnteracti onRecord (AIR) as the COSE _Si gnl signed statenent
payl oad for material agent actions; maps SCITT roles to the agent
execution context, with the Agent Operator as |Issuer and an

i ndependent Evi dence Custodi an as Transparency Service; specifies
Regi stration Policy requirements including hash chain integrity,
tenmporal ordering, and sequence conpl eteness; defines a redaction
recei pt mechani smfor privacy-preserving evidence custody; and

provi des conpliance nappings to EU Al Act Articles 12 and 19, DORA,
NI ST Al RV, MAS Al Ri sk Managenent GCuidelines, PCl DSS v4.0, and
MFIDII.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the SCITT Wrking G oup
mailing list (scitt@etf.org).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 Cctober 2026.
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1. Introduction

1.1. The Post-Execution Evidence Problem

Aut onomous Al agents execute consequential actions -- paynents,
trades, contracts, regulated data access -- at machi ne speed, often

wi t hout cont enporaneous human revi ew. Post-execution evidence of
agent actions nust be conplete (onissions detectable), captured at
execution time, tanper-evident, and verifiable w thout depending on
the agent operator’s cooperation, if it is to withstand scrutiny from
regul ators, courts, and insurers.

Qperator-controlled audit |1 ogs are nutable by the operator, carry no
third-party attestation, and are not designed for independent
verification.
This profile addresses the gap by defining how i ndependently
cust odi ed, post-execution evidence records bind to the SCITT
architecture.

1.2. Relationship to SCTT
This profile is an application of [I-D.ietf-scitt-architecture]. It:
*  REQUI RES conpliance with [I-D.ietf-scitt-architecture]

* REQU RES AIRs to be encoded as COSE _Signl Signed Statenents
[ RFC9052]

*  DEFI NES donmi n-specific extensions for Al agent execution evidence
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The SCITT architecture’s non-equivocation property is particularly
significant for this domain: it guarantees that two different Relying
Parties cannot be shown two different versions of the same Evidence
Chain. Conbined with the three-role separation (Issuer, Transparency
Service, Relying Party), this provides the structural independence
required for evidence to withstand institutional scrutiny.

1.3. Scope
Thi s docunent specifies:
* AgentlnteractionRecord (AIR) schema as COSE_Si gnl payl oad
* SCITT role mappi ngs for the agent execution context
* Registration Policy requirenents for AR adni ssion
* Hash chain construction and four-step verification algorithm
* ldentity binding levels (Mninmum Institutional, Delegation)
* Redaction recei pt mechanismfor privacy-preserving custody

* Evidence Receipt senantics

*  Conpliance mappings to applicable regulatory frameworks

—
=

i s docunent does not specify:
* Ceneral SCITT architecture (see [I-D.ietf-scitt-architecture])
* COSE Receipt format (see [ RFC9052])

* Capture nechanism (MCP m ddl eware, framework wrappers, proxies are
all conform ng inpl enentations)

* Storage backend technol ogy

* ldentity infrastructure (Dl Ds, SPIFFE [ SPIFFE], Verifiable
Credentials are external systens)

* Analytics or query APlIs
* Specific regulatory requirements applicable to any depl oynent

* Content evaluation, risk scoring, or analytical interpretation of
recorded actions
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2

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Agent: An autonompus software systemthat perceives inputs, nakes
deci sions, and takes actions on behalf of a principal, using one
or nmore Al nodel s.

Agent Operator: The organisation that deploys, configures, and
directs an Agent. Responsible for the Agent’s actions in |aw and
contract. The Issuer in this profile.

Material Action: An action taken by an Agent that creates, nodifies,
or extingui shes an external obligation, transfers val ue, accesses
regul ated data, or produces a consequential output. See
Section 4.

Agent I nteracti onRecord (AIR): A structured, signed, hash-chained
record of a single Material Action. The signed statenent payl oad
for this profile.

Evi

dence (in this profile): Information derived froma signed, hash-
chai ned Agentlnteracti onRecord that attests to the integrity,
provenance, and tenporal ordering of a Material Action. Evidence
attests to what was recorded and that the record has not been
altered; it does not attest to the correctness, legality, or
conmercial merit of the recorded action

Evi

dence Chain: The ordered, hash-chai ned sequence of AlRs
registered with a Transparency Service for a given agent
depl oynent .

Evi

dence Custody: The independent, append-only holding of integrity
proofs and signed records on behalf of a principal, wthout access
to, control over, or liability for the underlying assets,
transactions, or decisions those records reference.

Evi

dence Custodian: The party perform ng Evidence Custody by
operating the Transparency Service. |ndependent of the Agent
Qperator. Hol ds the append-only Evi dence Chain.

Evi

dence Receipt: A Receipt issued by the Transparency Service upon
successful registration of an AIR
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Redaction Receipt: A record within the AIR attesting that a specific
field was redacted prior to signing, preserving the SHA-256 hash
of the original value.

Principal: The human or institutional entity on whose behal f the
Agent acts.

EES: Evidence Envel ope Specification. The open format specification
defining the AIR schema and verification algorithm See
Section 9.

3. SCITT Rol e Mappi ng
3.1. Issuer -- the Agent Operator

The Agent Qperator is the Issuer. The Qperator’s evidence pipeline
captures Material Actions at execution time, nornalises themto the
Al R schenma, applies redaction policy, and signs the record using an
ECDSA P-256 key pair.

The Issuer’s signing key MIUST be registered with the Transparency
Service prior to first subm ssion, bound to the Operator’s

organi sational identity, and rotated on a schedule no |onger than 12
months. Key rotation events MJST thensel ves be registered as records
in the Evidence Chain.

3.2. Transparency Service -- the Evidence Custodian

The Evi dence Custodian is an i ndependent party -- not the Agent
Qperator, without financial or operational interest in the Agent’s
behavi our -- that hol ds the append-only Evi dence Chai n under

cust odi al SLAs.

The Transparency Service MJIST naintain the chain as append-only
(records once adnitted cannot be del eted, nodified, or reordered),
i ssue an Evidence Receipt for each adnmitted record via
[I-D.ietf-scitt-scrapi], and inplenment the non-equivocation

guar ant ee
3.3. Relying Party

Relying Parties arrive after the fact, with zero prior context, and
must be able to verify records w thout operator cooperation
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3.4. Role Mpping Sumary

[} e ——————————— Ll —_———(—(———————
| SCITT Role | This Profile |
[ ey el
| Issuer | Agent Operator |
domemmemeeeemeaeeaaas T +
| Signed Statenent | Agentlnteracti onRecord |
T o e e e e e e e e oo o - +
| Transparency Service | Evidence Custodian |
R e +
| Recei pt | Evidence Recei pt |
TR T +
| Relying Party | Auditor / Regulator / |
| | I'nsurer / Counterparty |
o e e e e e oo oo o e e e e e e oo oo oo +
Table 1

4. The Material Action

4.1. Definition
A Material Action is the unit of record in this profile. Every
Material Action MJST produce exactly one Agentlnteracti onRecord. An

action is material if it satisfies one or nore of:

(a) Value transfer initiates, authorises, or confirns a transfer of
monet ary val ue or financial instrunents.

(b) Contract formation or nodification creates, amends, or
term nates a |l egal obligation between parties.

(c) Regul ated data access accesses, nodifies, or transnmits data
subject to regulatory protection.

(d) Consequential decision produces a decision that materially
affects the rights or interests of a person.

(e) External systemcomitnment conmits state to an external system
that cannot be trivially undone.

This list is not exhaustive. |nplenentations SHOULD treat any
aut ononous action with externally observabl e consequences as
material .
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4.2. Action Type Cassification

The following action types are defined by this profile:

[ e e e s s s s s e e e s s s e
| Action Type | Material Action Category |
| paynent _initiation | Value transfer |
o e e e e o e e e e e e e e e e e e e e +
| payment _execution | Value transfer |
oo oo oo +
| trade_execution | Value transfer |
oo Fom o e e +
| contract_execution | Contract formation or mnodification |
o e e e e o e e e e e e e e e e e e e e +
| regul ated_data_access | Regul ated data access |
oo oo oo +
| regul ated data_export | Regul ated data access |
oo Fom o e +
| credit_decision | Consequential decision |
o e e e e o e e e e e e e e e e e e e e +
| configuration_change | External system comntnent |
oo o o oo +
Tabl e 2

I mpl enent ati ons MAY define additional val ues using a reverse-DNS
nanespace (e.g., com exanple.customaction). Values wthout a
nanespace prefix are reserved for this profile.

5. Agentlnteracti onRecord

5.1. Overview
The AIR captures eight categories of evidence about a Materia
Action: what the agent was given; what it produced; what resources it
used; what it reasoned; who it is; what authorised it; when it acted;
and where it fits in a causal chain.

5.2. Scherma (CDDL)
The foll owing CDDL [ RFC8610] reproduces the Agentlnteracti onRecord

schema fromthe Evidence Envel ope Specification [EES] for inplenenter
conveni ence.
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Agent I nteracti onRecord = {
"schema_versi on" tstr, ; MJUST be "air-1.0"
"record_id" tstr, ; UWUID v7
"session_id" tstr,
"action_type" tstr,
"action_subtype" tstr / null,
"action_timestanp_ns" ui nt, ; Uni x epoch, ms
"captured_timestanp_mns" ui nt,
"witten_timestanp_ns" uint / null,
"agent _id" tstr, ; Stabl e depl oynent ID
"agent _version" tstr,
"agent _did" tstr / null, ; WBC DID
"agent _wor kl oad_i d" tstr / null, ; SPIFFE ID
"operator_id" tstr,
"oper at or _pubkey_i d" tstr,
"principal _id" tstr / null,
"del egati on_chai n" [* tstr] / null,
"intent _attestation” tstr / null,
"aut h_context" Aut hContext / null,
"input _hash" bstr, ; SHA- 256
"input _summary” tstr / null,
"out cone_state" tstr,
"out cone_hash" bstr,
"out cone_summary" tstr / null,
"tool _calls" [* Tool Cal | Record],
"jurisdiction" tstr, ; 1SO 3166-1 al pha-2
"retention_cl ass” tstr,
"policy refs" [* tstr],
"external refs" [* External Ref],
"parent _record_id" tstr / null,
"wor kf | ow_i d" tstr / null,
"trace_id" tstr / null,
"consuner _instructions” tstr / null,
"reasoni ng_hash" bstr / null, ; SHA-256
"redaction_receipts” [* RedactionReceipt],
}
; The COSE protected header carries: content_hash, chain_hash,
; prev_chai n_hash, sequence_nunber, action_timestanp_ms, and
; agent _id. The latter two al so appear in the payl oad; the
; protected header copies enable chain verification wthout
; payl oad access. See Section 5.6.
Aut hContext = { "token_type" tstr, "scopes” [* tstr],
"audi ence" tstr / null, "expires_at_mns" uint / null }
Tool Cal | Record = { "tool _id" tstr, "tool type" tstr,
"i nput _hash" bstr, "output_ hash" bstr,
"is wite" bool, "tinmestanp_ns" uint }
Enmi r dag Expi res 15 October 2026 [ Page 9]



I nternet-Draft SCI TT Al Agent Execution April

External Ref = { "ref_type" : tstr, "ref_value" : tstr,

"ref _systemt : tstr / null }

Redacti onReceipt = { "field path" : tstr,

’
3
3
’
’
’
’
3
3
’
’
’
’
3

"original _hash" : bstr, "policy_ id" : tstr,
"timestanp_ns" : uint }

COSE protected header fields (not in payl oad):
The COSE_Si gnl signature covers this header and the payl oad
per RFC 9052; it is not a field within the header itself.

Per [I-D.ietf-scitt-architecture] Section 5.1.1.1 and RFC 9597,

the protected header MUST include CM C ains (label 15) with
iss (lssuer, claim1) and sub (Subject, claim?2), plus key
identification via kid (label 4), x5t (label 34), or

x5chain (| abel 33).

In this profile:
iss (claim1) = operator_id (the Agent Operator identity)
sub (claim?2) = agent_id (the agent deployment identity)
kid (Il abel 4) = operat or _pubkey_id

CosePr ot ect edFi el ds

}

; --- SCI TT- mandat ed paraneters (integer |abels) ---
&(alg: 1) =>int, ; -7 for ES256
&(kid: 4) => bstr, ; operator_pubkey id
& CWI_d ainms: 15) => CW_d ai ns_Map,

oo Profile- speC|f|c|ntegr|tyf|elds———

"cont ent _hash" : bstr,
prev_chal n_hash" : bstr,
"chai n_hash" : bstr,
"sequence_nunber” :uint,
act|ont|rrestarrprrs ui nt,
"agent _i d" T otstr,

CW_dainms_Mp = {

}

5.3.

&(iss: 1) => tstr, ; operator_id
&(sub: 2) => tstr, ; agent _id

Field Definitions

Core ldentity Fields:

schema_versi on REQU RED: MJST be "air-1.0". ldentifies the AIR

schema version for forward conpatibility.

record_id REQU RED: UUI D v7 ([ RFC9562]), tine-ordered. Unique

2026
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identifier for this record. Enables deduplication on
resubni ssi on.

session_id REQU RED: UU D grouping related Material Actions within a
singl e workfl ow or conversati on.

agent _id REQUI RED: Stable deploynment identifier for the agent.
Assi gned by the Agent Operator. Does not change across restarts
or nmodel updates. Forns the primary grouping key for the Evidence
Chai n.

agent _version REQU RED: String encodi ng the nodel nane, nodel
version, agent framework, and franmework version. Format is
i npl ement ati on-defi ned but MJIST be determnistic for a given
execution environment.

agent _did OPTIONAL: WBC Decentralized lIdentifier providing a
portable, cryptographically verifiable identity anchor that
survives across sessions and operators.

agent _workl oad_id OPTIONAL: SPIFFE ID ([ SPIFFE]) identifying the
specific runtinme workl oad instance. Mre specific than agent _id;
different instances of the sanme deploynent will have different
wor k|l oad | Ds.

operator_id REQU RED: ldentifier for the Agent Operator.
Corresponds to the Issuer identity (CW Cains iss) in the COSE
prot ect ed header.

operator_pubkey id REQU RED: Key identifier for the signing key
used. Corresponds to kid in the COSE protected header.

principal _id OPTIONAL: Ildentifier for the human or institutional
entity on whose behalf the Agent acts.

Aut hori sation Fiel ds:

del egati on_chain OPTIONAL: Odered array of references to Verifiable
Credential s establishing the authority chain fromPrincipal to
Agent .

intent_attestation OPTIONAL: Reference to a signed attestation of
the principal’s intent.

aut h_context OPTIONAL: QAuth/authorisation context at execution
time. Contains token_type, scopes, audience, and expires_at_ ns.
Records which scopes the Agent was operating under at the nonent
of the Material Action.
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Ti mestanp Fi el ds:

action_tinmestanp_ns REQUI RED: Unix epoch in mlliseconds. The
monent the Material Action conpleted. Distinct from
captured_tinestanp ns and witten tinmestanp_ns. Also carried in
the COSE protected header for chain verification wthout payl oad
access.

captured_tinmestanp_ns REQUI RED: Uni x epoch in mlliseconds. When
the capture pipeline recorded the action.

witten timestanp_nms OPTIONAL: Unix epoch in milliseconds. Wen the
Transparency Service admitted the record. MNull until adm ssion.

Action Cl assification Fields:

action_type REQU RED: Cassification of the Material Action. Values
defined by this profile are listed in Section 4. 2.
I mpl ement ati ons MAY define additional values using a reverse-DNS
nanespace.

action_subtype OPTIONAL: Refinenent of the action type.
I mpl enent ati on- defi ned.

I nput and Qutcone Fiel ds:

i nput _hash REQUI RED: SHA- 256 hash of the raw input to the agent.
Preserves evidence of input without storing the input itself.

i nput _sunmmary OPTI ONAL: Human-readabl e summary of the input, post-
redacti on.

outcome_state REQUI RED:. Terminal state of the Material Action. MJST
be one of: conpleted, failed, partially conpleted, reversed,
pendi ng_confirmation.

out come_hash REQUI RED:  SHA- 256 hash of the raw output.

out come_summary OPTI ONAL: Human-readabl e summary of the outcome,
post -redacti on.

tool calls REQU RED: Array of Tool Call Record objects. Each records
a single tool or APl invocation: tool _id, tool _type, input_hash,
out put _hash, is wite, tinmestanp_ns. MAY be enpty if no tools
wer e i nvoked.

Reasoni ng Fi el ds:
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reasoni ng_hash OPTI ONAL: SHA-256 hash of the reasoning trace.
Preserves evidence of reasoning without requiring the raw trace in
the AIR

Regul atory and Policy Fields:

jurisdiction REQU RED: |SO 3166-1 al pha-2 country code identifying
the applicable jurisdiction.

retention_class REQU RED: Retention period |abel: regulatory 7yr,
regul atory 5yr, regulatory 3yr, operational 1lyr, custom These
are informational classification |abels.

policy refs REQU RED: Array of references to policies governing this
action. MAY be enpty.

consuner _instructions OPTIONAL: Principal -defined constraints for
agentic commerce: price thresholds, nmerchant restrictions, product
scope, recurrence linits.

Provenance and Correl ati on Fi el ds:

external _refs REQU RED: Array of External Ref objects cross-
referenci ng external systens (trade |Ds, paynent references). MAY

be empty.

parent _record_id OPTIONAL: UU D of the parent AIRin a nmulti-step
wor kf | ow. Enabl es causal chain reconstruction.

wor kfl ow_id OPTIONAL: Identifier for the broader workflow this
action bel ongs to.

trace_id OPTIONAL: OpenTelenetry trace ID for observability
correl ation.

Privacy Fi el ds:

redaction_recei pts REQU RED: Array of Redacti onRecei pt objects
attesting to redacted fields. MAY be enpty.

.4. ldentity Binding Levels

Level 1 -- Mninum agent_id and operator_id present. Signing key
pre-regi stered and signature verifies.

Level 2 -- Institutional: Level 1 plus auth_context present wth
val id scopes and non-expired token clains.
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Level 3 -- Delegation: Level 2 plus at |east one resol vabl e
Verifiable Credential in del egation_chain.

5.5. Integrity Envel ope

Every AIR is acconpanied by integrity fields carried in the COSE
protected header (see Section 5.6): content_hash (SHA-256 of the
payl oad), prev_chain_hash (preceding record s chain hash),

chai n_hash, sequence_numnber (nonotonically increasing, 0-based),
action_tinestanp _ns, and agent _id. The protected header also carries
the SCI TT-mandated CWF Cl ains (iss and sub) and key identification
(kid) as specified in Section 5.6. The COSE_Signl signature covers
the protected header and payl oad per [RFC9052] and is the fourth

el ement of the COSE Signl array, not a field within the protected
header. These fields are structurally separate fromthe payl oad,
enabling full chain verification — including identity and tenpora
ordering — wi thout payl oad access, and supporting payl oad redaction
wi t hout breaking the chain.

The chai n_hash construction uses four inputs: SHA-256(content_hash ||
prev_chai n_hash || action_tinmestanp_ns || agent_id). This binds
identity and tenporal ordering into the chain at the cryptographic

| evel : a receipt proves who, when, and what wi thout requiring payl oad
access. Both agent _id and action_tinmestanp_ns are nandatory fields
supplied by the upstream agent platformat capture tine; the

Regi stration Policy (Section 6) MJST reject subm ssions m ssing
either field.

5.6. COSE Encodi ng

Al Rs are encoded as COSE_Signl structures [ RFC9052] with algorithm
ES256 (ECDSA with SHA-256 over P-256). Payload is the canonical JSON
serialisation of the AIR ([ RFC8785]), encoded as a CBOR byte string.

The COSE protected header includes both SCl TT- mandat ed paraneters and
profile-specific integrity fields. Per [I-D.ietf-scitt-architecture]
Section 5.1.1.1 and [ RFC9597], the protected header MJST include CA
Clains (COSE | abel 15) containing the Issuer claim(iss, claimlabe
1, as defined in [RFC8392]) set to the operator_id, and the Subject
claim(sub, claimlabel 2) set to the agent_id. The protected header
MUST al so include key identification via kid (COSE | abel 4) set to
the operator_pubkey id. |nplenmentations MAY use x5t or x5chain

([ RFC9360]) as alternatives to kid when X 509 certificates are used.

In addition, the protected header carries the profile-specific
integrity fields: content_hash, prev_chai n_hash, chai n_hash,
sequence_nunber, action_tinestanp_ns, and agent _id. The agent _id
value in the protected header is identical to the CAM C ains sub
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val ue; the protected header copy enables chain verification wthout
CW d aims parsing. The payload contains only the remaining AIR
content fields. This separation allows the Transparency Service to
validate chain integrity fromthe protected header w thout parsing
the payl oad, and supports Sel ective Disclosure and payl oad redaction
wi t hout breaking the chain.

The profile-specific integrity fields use string |labels in this
revision for readability. A subsequent revision will propose integer
| abel registration via | ANA for these fields.

5.7. Hash Chain Construction
For sequence_nunber = 0: prev_chain_hash = 32 zero bytes. For al
subsequent records: prev_chai n_hash = chai n_hash of preceding record.
For every record:

cont ent _hash
chai n_hash

SHA- 256( COSE_Si gnl. payl oad)
SHA- 256( cont ent _hash || prev_chai n_hash ||
action_tinestanp_ns || agent_id)

COSE _Signl. payload is the raw byte string fromthe COSE structure’s
payl oad field -- the CBOR-encoded canoni cal JSON serialisation (RFC
8785) of the AIR content fields.

The concatenation inputs are encoded as foll ows:
content _hash (32 bytes) Raw SHA-256 digest bytes

prev_chai n_hash (32 bytes) Raw SHA-256 digest bytes. For the first
record in a chain (sequence_nunber = 0), 32 zero bytes (0x00 *
32).

action_tinestanp _ns (8 bytes) Unsigned 64-bit integer in big-endian
(network) byte order

agent _id (4 + N bytes) Length-prefixed UTF-8 string: a 4-byte big-
endi an unsigned 32-bit integer containing the byte I ength of the
UTF- 8 encoding, foll owed by the UTF-8 encoded bytes. No nul
term nator.

The total input to SHA-256 is exactly 76 + len(agent_id) bytes. This
encoding is deterministic: two conforming inplementations given the
same field val ues MJST produce the same chai n_hash.

The Transparency Service MJIST verify hash chain continuity before
adm tting each record.
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Concurrency and Serialisation

The hash chain construction requires sequential production of records
within a single Evidence Chain. Because each record’ s chai n_hash
depends on the preceding record s chain_hash via prev_chain_hash, a
conform ng i npl ementation cannot produce record N+1 until record N
has been finalised and signed. This dependency provides a total
ordering guarantee that is cryptographically enforced rather than
adm nistratively asserted.

Evi dence Chains are scoped per agent _id. Agents with distinct
agent _id val ues operate independent chains with no cross-chain
ordering dependency. Concurrent agent deploynents do not contend
wi th each ot her.

Wthin a single agent _id, inplenentations MJST serialise record
production. Two conform ng patterns exist: (a) the Issuer’s capture
pi peline maintains a per-agent_id serialisation point (queue or

mut ex) and produces fully signed, sequenced records before subnission
to the Transparency Service; or (b) the Transparency Service assigns
sequence nunbers at admission tine and returns chain_hash to the

I ssuer for use in the next record. Pattern (a) requires |ssuer-side
state but minimses round trips. Pattern (b) centralises ordering
but introduces a synchronous dependency on the Transparency Service
for each record

If an agent produces nultiple Material Actions concurrently, the
capture pipeline queues themand serialises into the chain in arriva
order. Records MAY share the sane action_tinestanp_ns; the
sequence_nunber provides the authoritative total ordering.

5.8. Verification Al gorithm

Four-step algorithm Requires only the record, precedi ng chai n_hash
(or Evidence Receipt), and the Issuer’s public key.

1. Payload integrity. Conpute SHA-256 of the COSE payl oad directly.
Conpare to content _hash in the COSE protected header. M smatch =
FAI L.

2. Chain integrity. Fromthe COSE protected header, extract
content hash, prev_chain_hash, action_tinestanp_ns, and agent i d.
Conput e SHA- 256(content _hash || prev_chain_hash ||
action_tinestanp_ns || agent_id) using the byte encodi ng defined
in Section 5.7. Conpare to chain_hash. M smatch = FAI L.

3. Signature validity. Verify the COSE Signl signature per
[ RFC9052] using the operator’s public key. Invalid = FAIL.
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4. Sequence compl eteness. Verify sequence_nunber is exactly one
greater than preceding record (or zero). Gap = FAIL.

If all four steps pass: the record is VERIFIED -- intact, untanpered,
correctly positioned, and signed by the clained Issuer

5.9. AlgorithmAgility

This profil e mandates ES256 (ECDSA with SHA-256 over P-256) as the
mandat ory-to-i npl ement algorithm | nplenentati ons SHOULD desi gn for
algorithmtransition. The schenma_version field in the Al R payl oad
and the alg paraneter in the COSE protected header together provide
the mechani smfor introducing new algorithms in future revisions

wi t hout breaki ng existing chains.

A chain MAY contain a key rotation record (action_type: key rotation)
that transitions to a new algorithm Records before and after the
transition point are verified with their respective algorithnms as

i ndicated by the alg paraneter in each record s COSE protected
header. Transparency Services MJST retain the prior public key and
algorithmidentifier to enable verification of pre-transition
records.

A future revision of this profile will specify post-quantum
transition nechani sns, including M.-DSA (FIPS 204) as a candi date
additional algorithmfor Evidence Receipt signatures.

6. Registration Policy

A Transparency Service operating this profile MJST enforce the
followi ng policy. Records failing any requirement MJST be rejected.

The Registration Policy and associated trust anchors MJST be
regi stered as Signed Statenments on the Transparency Service's
verifiable data structure, per Section 5.1.1 of
[I-Dietf-scitt-architecture].

6.1. Schema Conformance: Valid COSE_Signl with ES256; protected
header MUST include CM Clains (label 15) with iss and sub per

[ RFC9597], and key identification via kid, x5t, or x5chain; valid AIR
per CDDL; schema_version "air-1.0"; all REQU RED fiel ds non-null
valid action_type.

6.2. ldentity Binding: MninmmlLevel 1. Services MAY require Leve
2 or 3 for specific categories.
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6.3. Tenporal Ordering: action_tinmestanp_nms <=
captured_tinmestanp_ns; captured within 300s of subm ssion;
prev_chai n_hash mat ches; sequence_nunber correct.

6.4. Redaction Receipt Requirenment: For regul ated data_access,
regul ated_data export, paynent _initiation, paynent_execution, and
credit_decision, at |east one Redacti onRecei pt MJST be present.

6.5. FError Semantics: A Transparency Service rejecting a subm ssion
MUST return an error response per [I-D.ietf-scitt-scrapi]. The error
type SHOULD be urn:ietf:parans:scitt:error:signed-statenent:rejected-
by-registration-policy with a detail string identifying which of the
above requirements (6.1 through 6.4) the submission failed to
satisfy.

7. Evidence Recei pt

Upon successful adm ssion, the Transparency Service issues an
Evi dence Recei pt (COSE_Signl signed by the Service's own key)
containing: record_id, chain_hash, sequence_nunber,

adm ssion_tinmestanp_ns, and Service operator identifier

The Evidence Receipt is the primary artefact presented in
verification, audit, or |egal proceedings.

7.1. Verifiable Data Structure: This profile uses the hash chain
defined in Section 5.7 as its verifiable data structure. The
chain_hash attested in the Evidence Recei pt serves as the inclusion
proof: it cryptographically binds the record to a unique position in
t he append-only Evidence Chain, providing the same structura
guarantee as a Merkle tree inclusion proof. A subsequent revision of
this profile will formally register the hash chain as a verifiable
data structure type per [I-D.ietf-cose-nmerkle-tree-proofs] and align
the Evidence Receipt’'s COSE structure with the COSE Recei pts format,
including the verifiable data structure identifier (COSE | abel -111)
in the protected header and proof encoding in the unprotected header
(CCsE | abel -222).

7.2. Transparent Statenment: Per [I-D.ietf-scitt-architecture]
Section 7, a Transparent Statenent is a Signed Statenment with one or
nmore Recei pts enbedded in the unprotected header (COSE | abel 394).

I mpl enentati ons of this profile SHOULD support produci ng Transparent
Statenments by attaching the Evidence Receipt to the AIR s unprotected
header. The Evi dence Recei pt MAY al so be stored and presented as a
st andal one artefact independent of the AIR

Enmi r dag Expi res 15 October 2026 [ Page 18]



I nternet-Draft SCI TT Al Agent Execution April 2026

8. Conpliance Mappi ng

The mappings in this section are informational and illustrative.

They descri be how properties of this profile may be relevant to
specific regulatory frameworks. They do not constitute |egal advice,
regulatory interpretation, or a claimof conpliance with any

regul ation. The franeworks |isted bel ow are representative exanpl es;
they do not form an exhaustive list of potentially applicable
regul ati ons.

8.1. EU Al Act Articles 12 and 19

Al Rs provide properties relevant to Article 12 (tanper-resistant

l ogging) and Article 19 (log retention). Annex Ill Section 5
classifies credit scoring and life/health insurance pricing Al as
hi gh-ri sk; depl oyers of these systens are the primary institutiona
demand for AIR custody.

8.2. DORA (Regulation (EU) 2022/ 2554)

DORA [ DORA] requires technically verifiable operational |ogs
sufficient for regulators to reconstruct ICT incidents. Article 28
requires contractual audit rights with ICT third-party providers.

8.3. N ST Al Ri sk Managenent Franework
CGovern 1.2 -- Issuer/Custodi an separation = accountability. Mp 5.2
-- Evidence Chains = tanper-evident behaviour record. Measure 2.5 --
Identity binding = Trustworthy Al criteria. Manage 2.4 -- Evidence
Recei pts = incident reconstruction.

8.4. US Financial Record-Keeping
FI NRA Rul e 4511 [ FI NRA-4511] requires nenber firnms to make and
preserve books and records; SEC Rule 17a-4 [ SEC-17a-4] prescribes
retention periods (6yr/3yr) and el ectronic storage requirenments.

AlRs with action_type "trade_execution" provide i ndependent execution
records. Use retention_class "regulatory_7yr".

8.5. MAS Al R sk Managenent Cui delines (Singapore)
MAS proposed CGuidelines on Al R sk Managenent [ MAS-Al-RM (Novenber

2025) explicitly cover Al agents. AlIRs provide independently
custodi ed records relevant to third-party Al oversight requirements.
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8.6. PC DSS v4.0

Requi rement 10 of PCl DSS v4.0 [ PCl-DSS-4] mandat es conprehensive
audit trails for paynment environnents. PCl SSC Al Principles
(Septenmber 2025) explicitly cover agentic Al systens that
autononously initiate payments.

8.7. MFIDII

MFIDII [MFIDI1Il] Article 25(1) record-keeping; Del egated
Regul ation 2017/565, Article 72 five-year retention

9. Relationship to the Evidence Envel ope Specification

The Evi dence Envel ope Specification (EES) is an open fornat
specification for independently custodied Al agent execution records,
defining the AIR schema, verification algorithm and capture
interface contract.

This SCITT profile and the EES are conpl enentary. (For a conparable
SCITT profile in a different domain, see [VCP].) The EES defines the
canoni cal schema (JSON Schema), verification algorithm (pseudocode +
reference inplenentation), and witer interface contract (IDL). This
profile defines the SCITT bi ndi ng: COSE encodi ng, Transparency
Servi ce subm ssion, SCITT Receipt verification

The AgentlInteracti onRecord schema reproduced in Section 5.2 is a
conformant subset of the EES schema. The canonical definition,
including the full field set and extensibility nodel, is maintained
in the EES. Inplenmentations of this profile do not require the EES;
the AIR schema in Section 5.2 is self-contained. The EES provides
addi ti onal guidance for inplenmenters building capture interfaces.

I mpl enent ati ons SHOULD reference EES v0.1 [EES] for the canonica
schema definition.

10. Security Considerations
This section describes the threat nodel, trust assunptions, and
required security controls for inplenentations of this profile. It

suppl enents the security considerations in the SCITT architecture
[I-Dietf-scitt-architecture].
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10.

10.

10.

10.

10.

10.

1. Threat Model

This profile addresses the followi ng threats: (a) Evidence
fabrication, (b) Evidence suppression, (c) Evidence nodification, (d)
Tim ng mani pul ation. This profile does not address threats arising
from conproni se of the Al agent nodel itself (pronpt injection, goa
m sal i gnment, adversarial inputs).

2. Trust Assunptions

(a) The Transparency Service (Evidence Custodian) is structurally

i ndependent of the |Issuer (Agent Operator). |If the sane entity
operates both roles, the tanper-evidence guarantees are void. (b)
The Transparency Service is operationally honest. (c) The Issuer’s
signing key is not conpronmised at the tine of signing.

3. Signing Key Managenent

I mpl enent ati ons MJUST store signing keys in hardware security nodul es
(HSMs) or equival ent tanper-resistant environments. Keys MJST be
rotated at |east annually.

4. Replay Attack Prevention

The conbi nati on of sequence_nunber, prev_chai n_hash, and
captured_timestanp_ns prevents replay attacks.

5. Capture Pipeline Conprom se

If the capture pipeline is conprom sed, an attacker can fabricate or
suppress AlRs before they are signed. This threat is nitigated by
the Issuer’s signing key being held in an HSM separate fromthe
capture pipeline, and by the Transparency Service' s Registration
Policy validating tenporal ordering and sequence conpl eteness. A gap
i n sequence_nunber or a timng anomaly in action_tinestanp_ns

provi des evi dence of suppression even if the pipeline itself is
conprom sed

6. Custodian Conprom se

If the Transparency Service itself is conprom sed, the attacker
cannot forge |Issuer signatures on existing AIRs or retroactively
alter hash chain values without detection by any Relying Party
hol ding a prior Evidence Receipt.
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10.

10.

11.

12.

7. Append-Only Integrity

Append-only integrity is enforced by both the hash chain structure
and the Transparency Service operational policy. Neither alone is
sufficient. Storage backends MJST i npl enent wite-once-read-nmany

(WORM semantics or equivalent imutability guarantees.

8. Col lusion

If the Issuer and the Transparency Service collude, they can jointly
fabricate, suppress, or nodify evidence w thout detection by Relying
Parties who rely solely on receipts fromthe conproni sed Transparency
Service. This is the fundamental linitation of any two-party

evi dence system

Privacy Consi derations

Access to Evidence Chains MJUST be perm ssioned and purpose-limted.
Verification does not require access to record content -- the

al gorithmuses only the public key and hash chai n val ues.
Transparency Services SHOULD expose verification endpoints that do
not expose payl oads.

The redacti on nechani smdefined in the Registration Policy ensures
that signed records never contain raw PIl for action types involving
regul ated data or payment information. The content_hash covers the
redacted form the original _hash in the Redaction Receipt allows

aut horised parties to verify specific field values w thout the
Transparency Service hol ding the raw data.

Even wi t hout payl oad access, the COSE protected header exposes

agent _id, action_tinestanp_ns, and sequence_nunber. An observer wth
access to chain netadata can infer activity frequency, timng
patterns, and action volune for a given agent depl oynent.
Transparency Services SHOULD apply access controls to chain netadata
with the sane rigour as payl oad content.

This profile does not define data subject access or erasure
mechani sms. These are operational responsibilities of the
Transparency Service operator and are outside the scope of this
speci fication.

I ANA Consi derations
Thi s docunent has no | ANA actions. |If this profile progresses beyond

I nformational status, the authors will propose an | ANA registry for
action_type val ues.
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