I ndependent Submi ssi on M Besozz
I nternet-Draft TwoCGenl dentity
I ntended status: Informational 3 April 2026
Expires: 5 October 2026

QAuth 2.0 Agents Native Authorization via Structured Elicitation
draft - enmbesozzi - oaut h- agent - nat i ve- aut hori zat i on-00

Abst r act

Thi s document defines a Structured Elicitation extension to the QAuth
2.0 First-Party Applications (Fi PA) specification [FiPA],
establishing a standard netadata format for Fi PA authorization
chal | enge responses. Fi PA | eaves the format for advertising
avai l abl e authenticators and their required inputs undefined,
preventing interoperable inplenentation by Al Agents and ot her non-
browser clients. This extension adds an elicitations array to the

Fi PA Aut hori zati on Chal | enge Response, providing a standard netadata
format for authenticator chall enges. Model Context Protocol (MCP)
Elicitation [MCP-Elicitation] is the normative reference binding.

This specification covers the just-in-tine (JIT) authorization for Al
Agents executing on behal f of users in Human-to-Agent (H2A) flows.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://enbesozzi.github.io/draft-enbesozzi-oaut h-agent-native-

aut hori zation/draft-enbesozzi - oaut h-agent - nati ve-aut hori zati on. htm .
Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-enbesozzi-oaut h-agent-native-
aut hori zation/.

Source for this draft and an issue tracker can be found at
https://github. com enbesozzi/draft-enbesozzi - oaut h-agent - nati ve-
aut hori zati on.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 5 COctober 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction
1.1. Applicability

Al Agents operate autononously and do not inherently distinguish
routi ne operations fromsensitive ones. Wen an agent encounters an
operation requiring step-up authentication or explicit user approval,
a just-in-time (JIT) authorization gate is needed: the agent nust
pause, surface a structured challenge to the human user, and obtain a
crypt ographic proof — an QAuth token — before proceeding. The Fi PA
specification [Fi PA] provides the challenge/response wire protoco

for this gate. This extension defines the netadata format that makes
Fi PA chal | enges nmachi ne-readabl e for agent runti nes.

Thi s extension applies when the client is an Al Agent acting on
behal f of a human user (see Section 1.2), the authorization server
supports the Fi PA chal |l enge/response protocol, and the agent runtine
supports a Structured Elicitation nechanism (Section 4), with MCP
Elicitation [MCP-Elicitation] as the nornmative reference

i mpl ement at i on.

1.2. Human-to-Agent (H2A) Conmuni cation Mode

Thi s extensi on addresses the Human-to- Agent (H2A) comunication
pattern. In this pattern, a human user interacts with an Al Agent
that acts as a first-party QAuth client on their behalf. The Al
Agent orchestrates the Fi PA chall enge/response cycle but cannot

i ndependently satisfy authentication challenges that require human
interaction — such as entering a TOTP code or conpleting a WebAut hn
cer enony.

The Structured Elicitation nechanismdefined in Section 4 is the
channel through which the authorization server comuni cates chall enge
requirenents back to the human user via the agent runtinme. The agent
runtime presents the challenge to the human, collects the response,
and forwards it to the authorization server as an Authorization
Chal | enge Request.

This contrasts with Agent-to-Agent (A2A) patterns, in which an

aut ononous agent satisfies authorization challenges w thout human

i nvol venent. The present docunent is scoped to H2A interactions; A2A
aut hori zation is outside the scope of this specification.
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2

2

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 RFC2119 [RFC8174] when, and only when, they appear in all

capitals, as shown here

1. Term nol ogy

Thi s docunent uses term nology defined in [RFC6749], [Fi PA], and
[MCP-Elicitation]. The following terns are used as defi ned:

* *Aut horization Server (AS):* As defined in [ RFC6749].

* *Just-In-Time (JIT) Authorization:* An authorization pattern in
which a fresh credential challenge is issued at the nonment a
sensitive action is attenpted, rather than relying solely on the
trust established at initial authentication. This extension
enables JI T Authorization by providing the structured netadata
needed for agent runtinmes to surface md-flow challenges to the
hurman user.

* *Structured Elicitation:* The abstract nechani sm by which an agent
runtime requests structured user input nmd-flow and returns a
structured response. MCP Elicitation [MCP-Elicitation] is a
conformant inplenmentation of this mechani smand serves as the
normative reference inplenentation for this specification

*  *Human-t o- Agent (H2A) Conmunication:* The interaction pattern in
whi ch a human user del egates actions to an Al Agent that acts as a
first-party QAuth client. The agent orchestrates protocol flows
on behal f of the user

* *First-Party Al Agent:* An Al agent whose client runtine is built
and controlled by the same operator as the server-side conponents
and aut horization server. The agent MAY inplenent Fi PA-specific
elicitation extensions.

* *Third-Party Al Agent:* An Al agent whose client runtinme is a
product provided by a third party. The inplenenter cannot nodify
client elicitation handling.
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3.

4.

4.

Pr ot ocol Overvi ew

Thi s extension operates within the Fi PA chall enge/response cycle
defined in [FiPA]. A Fi PA authorization request that requires
addi tional authentication receives an Authorization Chall enge
Response:

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json

{

"error": "insufficient_authorization",
"aut h_session": "sess_abc123"

}

The auth_session binds all subsequent requests to this authentication
context. Fi PA supports nmulti-step flows via continued chall enge/
response cycles on the sane auth_session

Thi s extension adds an elicitations array to the Authorization
Chal | enge Response. Each entry in the array describes one

aut henti cator chall enge the hunman user nust conplete. The agent
runtime transl ates each entry into a Structured Elicitation request
directed at the human user, collects the response, and submits it in
the next Authorization Chall enge Request.

Upon conpl etion of the chall enge/response cycle, the authorization
server issues an authorization code or token bound to the
auth_session. This token serves as cryptographic proof that a human
user satisfied the required authentication challenge at a specific
point in tine, enabling the MCP server to enforce JIT authorization
bef ore executing sensitive operations.

Elicitation Extension
1. Response Format
The elicitations array is added to the Fi PA
insufficient_authorization error response body. Each entry carries
the paraneters needed for the agent runtine to present a structured
chal  enge to the human user

Fi el ds per entry:
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4.

4.

| Field | Required | Description

[} e ——————— Ll pp—p—p—_—_—_ g —p—(—(—(——————————————
| node | REQURED | Interaction node. "forn' for

| | | in-band structured data

| | | collection using a JSON

| | | Schema.

o e e e e oo - Fomm oo - o e e e e e e e e e e e e e e mmemamao o
| nessage | REQUI RED | Human-readabl e pronpt

| | | displayed to the user by the

| | | agent runtine.

o e e oo S o m e e e e e e e e e ee e
| requestedSchema | Form | Arestricted JSON Schenma

| | node | object describing the fields

| | only | the user must fill in. Maps

| | | 1:1 to the Structured

| | | Elicitation requestedSchena.
o e e oo S o m e e e e e e e e e ee e

Table 1

Note: A "url" node (out-of-band browser interaction) is defined in
[MCP-Elicitation] and may be used in future revisions of this

specification for authenticator types that require a browser cerenony

(e.g., Passkeys in runtinmes that cannot invoke the WebAut hn API
natively).

1.1. Request Content Type for Internedi ate Requests

The initial Authorization Chall enge Request MJST use application/x-
wwwformurl encoded as required by [FiPA]. Internediate requests —

those that carry an auth_session obtained froma prior challenge
response — MAY use application/json as the content type. This is
consistent with [Fi PA], which explicitly permts internediate
requests to use a different format than the initial request.

1.2. Elicitation Sequencing

The elicitations array typically contains one entry at a tine.
Because subsequent steps depend on prior user selections (e.g.,
choosi ng TOTP versus Passkey changes the next challenge), the

aut hori zati on server issues each step’s elicitation in a new

Aut hori zation Chall enge Response after the preceding credential is
submitted

Besozzi Expires 5 Cctober 2026 [ Page 6]



I nternet-Draft Agent Native Authorization April 2026

4.1.3. dients Wthout Structured Elicitation Support

For clients that do not support Structured Elicitation, the

aut hori zation server returns a standard QAuth error response per

[ RFC6749] §5.2. The WMWY Authenticate response header per [RFC6749]
§5.2 is one exanple of howthe error is surfaced at the HTTP | evel

WANM Aut henti cate: Bearer real n="aut hori zati on-server",
error="insufficient_scope",
aut h_sessi on="sess_abc123"

4.2. Runtine Bindings

The elicitations array is a transport-agnostic Fi PA extension. The
agent runtinme is responsible for translating each entry into its
native interaction mechanism This section defines bindings for
known runtines.

4.2.1. MCP Elicitation Binding

VWhen the agent runtinme is MCP-based, the runtinme (acting as the Fi PA
client) maps each elicitations entry directly to an elicitation/
create parans object per [MCP-Elicitation]. The jsonrpc, id, and
met hod fields are MCP transport framng — the parans content is
identical to the elicitations entry.

The foll owi ng exanpl e shows a formnode elicitation entry fromthe
Aut hori zation Chal |l enge Response al ongside the resulting elicitation/
create call:

FiPA elicitations entry (from Authorization Chall enge Response):
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{

"nmode": "fornt,
"message”: "Additional verification is required. Select your authentication nethod."

"request edSchema": {
"type": "object",
"properties": {
"aut henticator": {
"type": "string",
"title": "Authentication Method",
"oneO™X": |
{ "const": "totp", "title": "Authenticator App (TOTP)" },
{ "const": "passkey", "title": "Passkey" }
]
}

equired": ["authenticator"]

)
}
}

Resulting MCP elicitation/create call issued by the MCP server:

{
"jsonrpc": "2.0",
"id': "elicit-1",
"method": "elicitation/create",
"parans": {
"mode": "fornt,
"message": "Additional verification is required. Select your authentication nethod

"request edSchema": {
"type": "object",
"properties": {
"authenticator": {
"type": "string",
"title": "Authentication Method",
"oneO™F": |
{ "const": "totp", "title": "Authenticator App (TOTP)" },
{ "const": "passkey", "title": "Passkey" }
]
}

equired": ["authenticator"]

}

}
}
}

MCP client response:
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{
"jsonrpc": "2.0",
"id": "elicit-1",
"result": {
"action": "accept",
"content": { "authenticator": "totp" }
}
}

4.2.1.1. MCP Elicitation Fl ow Exanpl e
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4.2.2. HITP APl Binding
TODO. future section

5. Authorization Chall enge Protocol

5.1. Authorization Chall enge Response
VWhen the authorization server requires additional authentication, it
returns an insufficient_authorization error response containing an
elicitations array. Each entry in elicitations describes one
structured chall enge the agent runtinme MJST present to the hunan

user.

The response includes the foll ow ng paraneters:

[ s e e e e s e e e s s s s s s s s s s e s s s s s s s e s s s
| Parameter | Required | Description |
| error | REQUIRED | MUST be |
| | | "insufficient_authorization". |
R TS o e m e e e e e e e e e e e m—— oo oo +

| auth_session | REQUI RED | Session identifier that MJST be |
| | | included in all subsequent |
| | | Authorization Challenge Requests |
| | | for this context. |

elicitations | REQURED | Array of elicitation objects. Each |
| | entry contains node, nessage, and |
| | (for "form' node) requestedSchema. |
| | See the Appendix for authenticator- |
| | specific schema exanpl es. |
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HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control : no-store

{
"error": "insufficient_authorization",
"aut h_session": "<session-identifier>",
"elicitations": |
{
"mode": "fornt,
"message": "<human-readabl e pronpt>",
"requestedSchema": { ... }
}
]
}

5.2. Authorization Chall enge Request

After collecting user input via Structured Elicitation, the agent
runtime submits an Authorization Chall enge Request to the
aut hori zati on chal | enge endpoi nt.

[ e s e e e e e e e e s s s e s s e s s s e
| Parameter | Required | Description |
| auth_session | REQU RED | The session identifier fromthe |
| | | preceding Authorization Challenge
| | | Response. |
. Focmmnaaann O +
| response | REQUI RED | An object whose fields match the
| requestedSchema advertised in the
| | | corresponding elicitations entry.
o e e - TS o e e e e e e e e e e e e e o m o +
Tabl e 3
POST /as/ aut hori zati on. oaut h2
Cont ent - Type: application/json
"auth_session": "<session-identifier>",

"response": { ... }

}

On success, the authorization server issues an QAuth token bound to
the conpl eted auth_session, per [Fi PA].
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6. Security Considerations
TBD

7. | ANA Consi derations
TBD
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Appendi x A.  Appendi x

A 1. Exanples

A 1.1. Authenticator Selection
When additional authentication is required, the first elicitation
typically presents the avail abl e authenticators. The foll ow ng
exanpl es show the Fi PA wire format for authenticator selection. This
specification defines elicitation schemas for two authenticator
types: Passkey (WebAuthn) and Aut henticator App (TOTP). Password
authentication is outside the scope of this docunent.

When multiple authenticators are supported, the authorization server
returns a sel ection pronpt:
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HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control : no-store

{

"error": "insufficient_authorization",
"auth_session": "sess_abcl123",
"elicitations": |
{
"mode": "fornt,
"message": "Additional verification is required. Select your authentication neth
od.",
"request edSchema": {
"type": "object",
"properties": {
"authenticator": {
"type": "string",
"title": "Authentication Method",
"oneO™F": |
{ "const": "totp", "title": "Authenticator App (TOTP)" },
{ "const": "passkey", "title": "Passkey" }

]
}
},
"required": ["authenticator"]

}
}
]
}

The agent subnmits the user’s sel ection:
POST / as/ aut hori zati on. oaut h2
Cont ent - Type: application/json

"auth_session": "sess_abcl123",
"response": { "authenticator": "totp" }

}
A.1.2. TOTIP Chall enge

TOTP uses form node: the challenge is a 6-digit numeric code,
expressible as a plain string with pattern and |l ength constraints.

Aut hori zation Chal |l enge Response:
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HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control : no-store

{
"error": "insufficient_authorization",
"auth_session": "sess_abcl123",
"elicitations": |
{
"nmode": "fornt,
"message": "Enter the 6-digit code fromyour Authenticator App.",
"request edSchema": {
"type": "object",
"properties": {
"otp": {
"type": "string",
"title": "One-Tine Password",
"m nLength": 6,
"maxLength": 6,
"pattern": "~[0-9]{6}%"
}
},
"required": ["otp"]
}
}
]
}

Aut hori zation Chal | enge Request:

POST /as/ aut hori zati on. oaut h2
Cont ent - Type: application/json

"auth_session": "sess_abcl23",
"response": { "otp": "847291" }

}

On success, the authorization server issues an QAuth token with the
aut henti cated ACR val ue, per [Fi PA].

A.1.3. Passkey Chall enge
In a Third-Party Al Agent deployment, the client runtime is a product
the inplementer does not control. It supports standard Structured

Elicitation form nmbde and URL npde but cannot be extended with custom
format handling or WebAut hn APl invocation
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For Third-Party Al Agents, URL nbde SHOULD be used to redirect the
user to a browser-based WebAuthn flow. The out-of - band WebAut hn
cerenony is outside the scope of this specification.

For in-band Passkey support, a First-Party Al Agent deploynment is
required. The inplenenter controls the agent code and MAY i npl enent
customelicitation handling, including native WebAuthn APl invocation
using the OS or platform FIDO2 APls. The WebAut hn ceremony is
performed in-band: no browser, no redirect.

A 1.3.1. WbAuthn Challenge Delivery

This section defines how the authorization server delivers WbAut hn
chal | enge paraneters to the agent through Structured Elicitation form
node.
TBD

A.1.3.2. Authorization Chall enge Response
TBD
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