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Abstract

Thi s docunent specifies a registration protocol for use with
Performance and Di agnostic Metrics version 2 (PDW2). This

regi stration process enabl es endpoints to conmuni cate supported
policies and capabilities in advance of measurement sessions,
simplifying setup and enhanci ng security. The protocol defines a set
of commands, responses, and nessage formats, and proposes integration
with the D aneter Base Protocol (RFC6733) as the transport and

aut henti cati on mechani sm

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://ameyand. gi t hub. i o/ PDM/2/ dr af t - el ki ns-i ppm encrypt ed-
pdnv2. htm . Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-el ki ns-pdnv2-registration/.
Di scussi on of this docunent takes place on the I P Performance
Measurement Working Goup mailing list (mailto:ippm@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/ippni.
Subscribe at https://ww.ietf.org/milmn/listinfol/ippni.

Source for this draft and an issue tracker can be found at
https://github. com aneyand/ PDWM/2.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are draft docunents valid for a maxi num of six nonths
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time. It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 10 Decenber 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these documents carefully,
and restrictions with respect to this docunent.

as they describe your rights
Code Conponents
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described in Section 4.e of the Trust Legal
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1.

I nt roducti on

Per f ormance and Di agnostic Metrics (PDM defined in [ RFC8250] all ow
for enhanced di agnostics of packet delay and network behavior. PDW?2
buil ds upon this by requiring prior registration of participating
endpoints to negotiate policies, authentication, and encryption
nodes.

A robust registration mechanismallows Cients, Servers, and
Anal yzers to declare their role, supported cipher suites, and address
ranges. This draft defines such nechani sns.

Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Ter mi nol ogy

* Authentication Server (AS): Manages endpoints (dient, Server
Anal yzer). Holds the policies and roles. Assists in creating
crypt ographi ¢ keys.

* dient: An Endpoint Node which initiates a session with a
|istening port on another Endpoint Node and sends PDW2 dat a.

* Server: An Endpoi nt Node which has a listening port and sends
PDM/2 data to another Endpoi nt Node.

* Anal yzer: An Endpoint Node which anal yzes PDW2 netri cs.
Note: a Client may act as a Server (have |istening ports).

* Public and Private Keys: A pair of keys that is used in asymetric
cryptography. |If one is used for encryption, the other is used
for decryption. Private Keys are kept hidden by the source of the
key pair generator, but Public Key is known to everyone. pkX
(Public Key) and skX (Private Key). Were X can be, any client or
any server.

* Pre-shared Key (PSK): A symmretric key. Uniformy random
bitstring, shared between any Cient or any Server or a key shared
between an entity that forns client-server relationship. This
coul d happen through an out-of band nmechanism e.g., a physica
meeting or use of another protocol.
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4.

* Session Key: A tenporary key which acts as a symetric key for the
whol e sessi on.

Use of Di aneter

D anmeter [RFC6733] defines a franmework for AAA services, and is
extensible for different applications through extensions. Gven the
requi renents of PDW2 registration protocol, the use of a standard-
based AAA system seens to be | ogical.

[ RFC6733] defines various entities that can be nmapped to the PDW2
entities (client, server, analyzer, Authentication Server). In the
D aneter term nology, the Authentication Server could be mapped to a
"Proxy Agent’, which can enforce policy rules, e.g., preventing the
clients fromrequesting a connection to a server.

Al the other entities can be configured as Dianeter 'Peers’, with
specific application TLVs describing their operations.

Note: The use of Diameter in the PDW2 context will require the
definition of an application specific to PDW2, specific AVP, and
message formats. The decision to use Dianeter will also need to be
val i dat ed t hrough a Proof of Concept.

Prot ocol Fl ow

The PDWM/2 registration protocol will proceed in the foll ow ng steps.
Step 1: Registration of Organization

Step 2: Optionally, registration of allowed Organization partners

Step 3: Registration of Server, dient, and Anal yzer

Step 4: Registration of Session Partners (which Clients are all owed
to connect to which Servers)

Step 5: PDW2 data fl ow between Cient and Server.

Regi strati on SHOULD be done in a session before the data session
containing PDW2. Oherwise, there will be a delay at the start of
t he session.

After-the-fact (or real-tine) data analysis of PDW2 flow nmay occur
by network diagnosticians or network devices. |If analysis is to be
done in real-time, that is while the sessionis still active, only
the Cient or Server may have an Anal yzer role.
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5.1. Architecture and Participants

Regi stration involves the followi ng entities:

* dient
*Server
*  Anal yzer

* Authentication Server (AS)

The AS aut henticates and regi sters nodes. Registration occurs over
TLS-secured Di ameter comruni cati on channel s.

5.2. Registration Conmands
The following are needed for PDW2 registration. An equival ent needs
to be found in Diameter. |If one is not found, then enhancenents to
D ameter will be suggested.
* Regi sterOrgani zation
* Registerdient
* Regi sterServer
* Regi st erConnection
* Regi sterAnal yzer
*  CreateMast er Secr et
Each comuand i ncl udes supported policies and cipher suites. The
Aut henti cation Server responds with correspondi ng Reply nmessages or
Error codes.
5.2.1. Registerdient Command
Fi el ds:
RecordType: "RegisterCient"
Organi zational Entity: Organi zation or Individual

Pol i ci esSupported: Encrypted, Unencrypted, SignOnly

Ci pher Sui t esSupported: List of cipher suite identifiers
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Addr essRange: /64, /128, or other
Regi st er Al | MyAddr esses: Yes/ No

The client software may detect its active interfaces and addresses
(e.g., using ipconfig/ifconfig) to populate this infornmation.

5.2.2. RegisterOganization Conmand
Fi el ds:
Recor dType: "Regi ster O ganization”
Pol i ci esSupported: Encrypted, Unencrypted, SignOnly
Ci pher Sui t esSupported: List

Organi zations declare policies and optionally allow group
registrations under their prefix.

5.3. Security Considerations

PDM/2 registration should be encrypted via TLS. Authentication
Server certificates nust be validated. Authentication tokens and
ci pher suite preferences nust be verified to avoid spoofing or
downgr ade attacks.

5.4. Privacy Considerations
Exposure of |Pv6 address ranges and policy information poses a
privacy risk. dients should restrict registration to trusted
Aut henti cation Server and avoid over-broad address registration.

5.5. | ANA Consi derations

This draft requests allocation of a new Di aneter application ID for
"PDW2 Registration."
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