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Abst r act

Thi s docunent specifies a verifiable telemetry |edger profile for
accepted telenmetry in resource-constrai ned sensing environnents. The
profile begins after | ocal policy has admtted a device and the

gat eway accepts its telenmetry under the active transport and anti -
replay contract. Fromthat point onward, it defines a reference
franmed transport profile, determnistic accepted-tel enetry-to-
canoni cal -record projection, authoritative canonical-record and day
artifacts, verifier-facing manifests, disclosure classes, and the
bi nding of day artifacts to external timnmestanp evidence.

OpenTi mestanps (OTS) is the default anchoring channel; RFC 3161

ti mestanp responses and peer signatures are optional parallel
channel s.

The goal is interoperability and independent auditability, not a ful
device-lifecycle systemor new cryptographic primtives.

Verification clainms are limted by the disclosed artifacts, the

cl ai med disclosure class, and the checks the verifier actually
executes. A successful result establishes internal consistency and
correct proof binding for the disclosed bundle; it does not by itself
establi sh dataset conpl et eness, physical truth of measurenments, or
safety for autononobus actuation.

Status of This Meno

E

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Long-lived tel emetry depl oynments need evidence that disclosed
telemetry is the sane telenetry a gateway comitted when it was
accepted, even when uplink is intermittent and verification happens
| ater.

This profile standardi zes the gateway-side comrtnment contract for
accepted telenmetry. |In this docunment, the conmitnment contract is the
set of deterministic rules for accepted-tel emetry-to-canonical-record
proj ection, comm tnment encoding, day-artifact structure, verifier-
facing mani fests, disclosure classes, and proof binding.

The profile begins at an explicit handoff. Before this profile
applies, lifecycle or control-plane systens determnm ne whether a
device i s known, onboarded, adnitted, credentialed, and allowed to
send. This profile begins once |ocal policy has accepted telenetry
under the active transport and anti-replay contract and then turns
that telemetry into authoritative, verifier-facing evidence.

Devi ce reporting cadence and gateway artifact cadence are distinct.

A device can report at fixed or irregular intervals, but this profile
uses one Coordi nated Universal Tine (UTC) day as the batching unit
for authoritative artifacts. Oher batching intervals are possible
design choices for future profiles; they are not inplicit variations
of this one. One UTC day is used in the current profile because it
gives a predictable rollover boundary, bounded artifact size, and a
stable unit for later disclosure, export, and audit. The gateway,

not the device, is responsible for assigning accepted records to UTC
day boundari es.
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The one-day artifact cadence is a gateway batching rule, not a device
reporting requirenent. A device can enmt every few hours, every few
weeks, or irregularly; if the gateway accepts those records, it
assigns each record to the applicable UTC day artifact. A day
artifact therefore represents the set of accepted canonical records
assigned to one UTC day. This profile also defines the determnistic
enpty-day root for deploynents that emit explicit enpty day
artifacts, but it does not require every depl oynment to publish an
artifact for every UTC day.

Device A --\ R + --> day artifact --> Verifier
Device B ---+--> | Single Gateway |
Device C --/ | admit + batch |
Control ----> | assign UTC day |
pl ane | maintain UTC tinme|
o e e e e oo oo +

Verifier --> tinmestanp channels: OIS/ RFC 3161 / peers
Later publication beyond this profile is separate

Figure 1: Reference Architecture and Trust Boundaries

Figure 1 shows the acceptance handoff and the verifier-facing trust
boundary. Lifecycle systens remain responsible for whether a device
is admtted; this profile begins at accepted telenetry. The |ower
line in the figure is not an additional ingest hop; it shows optiona
verifier-side tinestanp-validation channels over the sane day-
artifact digest. The gateway is expected to maintain UTC tine for

i ngest _tinme assignnment and day-artifact rollover. The device is not
required to keep UTC wal |l -clock tinme for this profile.

In the depl oynent nodel assuned here, intermttency primarily applies
on the device-to-gateway path. External tinestanping or |ater
publication can al so be del ayed, but those del ays do not change the
accepted-telemetry comitnment contract once the gateway has adnitted
the telenmetry

A depl oynent can separately publish verifier-facing manifests or
exported evi dence bundl es through a supply chain integrity,
transparency, and trust (SCITT) service only under a publication
profil e defined el sewhere. Such a publication profile would need to
specify the submtted statenent content, the subm ssion procedure,
and any verifier use of SCITT state. This profile defines none of
those behaviors. Verification defined here does not consune SCITT
state, and SCITT is not required to create the underlying comm t nent
artifacts.
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1. Scope Boundary

This profile covers processing after accepted tel enetry exists:

* transport validation, anti-replay, and canonical record adnm ssion;
* determnistic batching into authoritative artifacts;

* verifier-facing manifests, disclosure, and export behavior; and

* artifact hashing, anchoring, and independent verification

It does not specify manufacturer identity, onboarding, fleet
inventory, public key infrastructure (PKlI) policy, network adm ssion
enforcement, or firnware and update orchestration

2. Relationship to Publication and Adjacent Systens

* Certificate Transparency_ ([RFC9162]): Certificate Transparency
| ogs publish append-only records about certificate i ssuance. They
are a useful analogy for later transparency publication and audit,
but they do not define the local comitnment artifacts, disclosure
cl asses, or baseline verification behavior specified here.

* _Supply Chain Integrity, Transparency, and Trust (SCITT)_
([SCITT]): SCTT publishes clains about verifier manifests or
exported evi dence bundl es only when a depl oyment separately
defines such publication across a transparency-service trust
boundary. Verifiers defined here do not consune SCITT state

* _COSE Merkle Tree Proofs_ ([ COSE- MERKLE]): COSE- MERKLE defi nes
proof encodings that future disclosure bundles coul d adopt.

* Renote ATtestation procedureS (RATS) ([ RFC9334]): RATS can
supply attestation inputs that influence adni ssion decisions
before this profile applies.

These systens are adjacent to this profile; they do not define the
accepted-tel emetry comm tment contract specified here.

Certificate Transparency and SCITT are both publication systens: they
make externally visible statements available for later audit. This
profile instead defines the |ocal evidence contract that exists

bef ore any such publication.

More concretely, this profile differs fromSCITT in that it does not

require a transparency service to create or verify its baseline
artifacts. It fixes the |ocal accepted-telenmetry contract itself:
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determnistic accepted-tel enetry-to-canoni cal -record projection,
authoritative day artifacts, verifier-facing manifests, disclosure
cl asses, and proof binding. A deploynent can |ater publish those
outputs through SCITT only if a separate specification defines the
publication semantics and any verifier processing of SCITT state.
Such publication remai ns outside baseline verification defined here.

This profile also differs from COSE- MERKLE in scope. COSE-MERKLE can
supply proof encodings for future disclosure bundles, but this
profile fixes the telenetry-specific behavior around those proofs:
how adnmitted tel enetry becones canonical comm tnent inputs, how daily
bat chi ng and day chai ning are conmputed, and what verifiers report
about exerci sed scope, executed checks, and skipped checks. RATS and
simlar attestation systens remain pre-adm ssion inputs; this profile
begins only once accepted tel enetry exists.

For architectural background on transparency-service publication and
prospective Merkle proof encodings related to | ater disclosure
wor kf | ows, see [SCI TT] and [ COSE- MERKLE] .

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

Ter ns:

* Franme: In the reference framed transport profile, one UTF-8
JavaScript Object Notation (JSON) text serialized as a single
new i ne-delimted JSON (NDIJSON) record, containing header and
aut henticated encryption with associ ated data (AEAD;, [ RFC5116])
fields.

* Canonical record: Canonical telenmetry record admtted after
gateway validation and projection. The termrefers to the
committed record shape, not to physical truth of the underlying
nmeasur enent .

* Commitnent profile: The serialization, hash, and Merkle rul es that
produce deterninistic commitment outputs.
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*  Commitment contract: The full interoperable comitnent behavior
defined by this profile, including accepted tel enetry adni ssion,
accepted-tel emetry-to-canonical -record projection, conmtnent
encodi ng, day-artifact structure, verifier-facing manifests,

di scl osure classes, and verification rules. The commitnent
profile is one conponent of this broader contract.

* Connectivity wi ndow. The depl oynent-defi ned maxi mnum out age or
buffering interval across which a device or an adjacent trusted
transport conponent nust preserve enough durable state to
retransmt or disanbiguate counters without replay anbiguity. It
is selected by depl oynent policy and sizing assunptions; it is not
itself a confornmance tiner and does not require the device to keep
UTC wal | -cl ock ti me.

* Day artifact: The authoritative canonical day record witten as
day/ YYYY- MMt DD. cbor .

* Authoritative: Used for the canonical artifact that verifiers MJST
treat as the cryptographic source of truth.

* Projection: A non-authoritative representation (for exanple JSON)
derived froman authoritative artifact.

* Bl ock metadata: A standal one projection of a batch object (for
exanpl e bl ocks/ YYYY- M DD- 00. bl ock. j son) exported for conveni ence.
VWhen di scl osed, it MJST match the correspondi ng batch object in
the authoritative day artifact.

* OTS netadata sidecar: day/ YYYY-MMDD. ots. neta.json, a separate
non-authoritative netadata file associated with an OTS proof and
authoritative day artifact, linking the artifact digest to the
proof path. It is not a comm tnment input.

* Anchor evidence: The proof artifacts and bindi ng netadata
di scl osed for an external timestanping or attestati on channel

* Peer signature quorum A deploynent-defined set or threshold of
peer signatures over the same day-artifact digest or day root,
treated as one optional parallel attestation channel

* Replay unit: The depl oynent-defined unit consumed exactly once for

replay prevention. 1In the reference framed transport profile, it
is the pair (dev_id, fc), where fc is a frame counter for device
dev_i d.
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* Verification scope: The set of disclosed artifacts, checks
execut ed, and cl ai m boundaries that a verifier actually asserts
for a verification result.

* Day boundary: A UTC cal endar day boundary. Day labels in this
profile use YYYY-MM DD in UTC

* Disclosure class: The |level of artifact disclosure associated with
a verification claim

Syst em Rol es

In this docurment, optional parallel attestation channels are not
required for baseline conformance. A conforning deployment MJST

i npl ement at | east one anchoring channel, with OIS as the default
channel described here. RFC 3161 tinestanp responses and peer

si gnatures MAY be absent entirely; when present, they MJST bind to
the sane authoritative day-artifact digest and verifiers MJST report
their results separately.

* Device: Produces telenetry for gateway adm ssion. Under the
reference framed transport profile, that telenetry is franed as
described in Section 4.1.

* Gateway: Applies the active transport validation and anti-replay
contract, projects accepted telenetry into canonical records,
bat ches, and anchors day artifacts.

* Verifier: Reconputes commtnents and validates proofs from
di sclosed artifacts.

* OIS Calendar(s): Provides OIS attestations for day artifact
hashes.

* Tinmestanp authority (TSA): An RFC 3161 tinestanp authority over
the sane di gest, when that optional channel is used.

* Peers: Co-signh daily roots for short-term provenance, when that
optional channel is used.

Data and Commi t nent Mbdel

This section separates one reference franed transport profile from
the reusable comm tnent contract. The nost depl oynent-specific
surface is the transport profile in Section 4.1. The interoperable
core is the deterninistic accepted-tel enetry-to-canonical-record
proj ection, commtnent encoding, Merkle calculation, day artifact,
di scl osure nmodel, and verification behavior
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1. Reference Framed Transport Profile

This section defines one reference framed transport profile. Use of
this profile is not required for every deploynent that produces the
canoni cal records and day artifacts defined by this docunent. A
depl oynent that uses a different transport MJST define equival ent
accepted-input, anti-replay, field-source, and projection rules
before claimng interoperability with a comm tnent profile.

Under this reference profile, a frame is transported as new i ne-
delimted JSON (NDJSON) with fields:

{
"hdr": { "dev_id": 101, "nmsg_type": 1, "fc": 42, "flags": 0 },
"nonce": "base64-24B",
"ct": "base64-ciphertext”,
"tag": "base64-16B"
}

Figure 2

This reference profile uses XChaCha20- Pol y1305 aut henti cat ed
encryption with associated data (AEAD) in the sense of [RFC5116].
XChaCha20- Pol y1305 i s an extended-nonce variant of the
ChaCha20- Pol y1305 construction described by [RFC8439]; it is named
here as a profile algorithm and this docunent does not register a
new | ETF AEAD al gorithm name. The wire shape shown here carries the
encrypted payload in ct, carries the authentication tag separately in
tag, and leaves hdr in cleartext. Gateways claimng this reference
framed transport profile MJUST validate header field presence, header
ranges, nonce bindi ng, and AEAD aut henticati on before canonical -
record em ssion.

* hdr.dev_id MJUST be an unsigned integer in the range 0..65535

* hdr.nmsg_type MJST be an unsigned integer in the range 0..255.

* hdr.fc MJST be an unsigned integer in the range 0..(2"32-1).

* hdr.flags MJST be an unsigned integer in the range 0..255

* nonce MJUST be base64 text that decodes to exactly 24 bytes.

* tag MJST be base64 text that decodes to exactly 16 bytes.

A depl oynent cl ainmng conformance to this reference franed transport

profil e MJUST use XChaCha20-Pol y1305 and MJUST identify the key-
di stribution method, key epoch, and devi ce-to-gateway key binding
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used for frane validation. For the reference wire shape shown here,
the associated data (AAD) supplied to the AEAD algorithmis exactly
four octets: uintl6_be(hdr.dev_id) || uint8(hdr.nsg_type) |
uint8(hdr.flags). Receivers MJST derive those bytes fromthe
received cl eartext header before AEAD verification. A frame whose
cl eartext header values do not produce the sanme AAD bytes

aut henticated by the sender MJST fail validation.

The reference framed transport profile fixes the 24-octet nonce
construction to nonce = salt8 || uint64_be(hdr.fc) || tail8. The
salt8 field is the provisioned per-device gateway salt. The

ui nt 64_be(hdr.fc) field MJUST equal the cleartext frame counter
encoded as an unsigned 64-bit big-endian integer. The tail8 field is
depl oynent -generated tail material. The full 24-octet nonce val ue
MUST NOT repeat under the same AEAD key. |If a sender can emt

overl appi ng counter-ranges after reset, replay-state |oss, device
repl acenent, or tail regeneration, the depl oynent MJST rotate the
af fected AEAD key or performan explicit resynchroni zati on before
further franes are accepted. The nonce and tag | engths fixed here
are profile-defined transport paraneters; they are not generic AEAD
defaul ts.

* Receivers MJST reject a frane whose decoded nonce length is not 24
octets.

* Receivers MIST reject a frame whose nonce salt does not match the
devi ce salt8.

* Receivers MJST reject a franme whose nonce counter does not natch
hdr. fc.

* Receivers MIST reject a frame whose hdr.flags value is not O.

* Receivers MJST reject AEAD failures before canonical -record
conmi tnment and MJST NOT produce committed canonical records from
t hem

Frames that fail parse, range, nonce, or AEAD validati on MIST be
rejected before canonical -record comm tnment and MJST NOT produce
committed canonical records. The hdr.fc field is bound through the
nonce- counter check above and the anti-replay admission rules in
Section 4.2. The hdr.flags field has no vl conmtnent or payl oad-
interpretation semantics and MJUST be 0 in this reference profile.
Future semantic flags require a new transport profile and AAD rul e.

O her depl oynents MAY use different transport fram ng or different

cryptographic suites if they preserve the acceptance semantics needed
to produce the same canoni cal -record objects under Section 4.3. Such
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depl oynents MUST NOT cl ai m conformance to this reference framed
transport profile unless they use the envel ope, AAD, nonce, and
rejection rules defined in this section

The mi ni mum devi ce-side requirenents needed to emt frames under this
reference profile are sunmari zed in Appendix C

2. Anti-Replay Admission Criterion

For the reference franed transport profile, the replay unit is
(dev_id, fc). A gateway MUST commit a canonical record froma frane
only if all of the follow ng hol d:

1. No canonical record has already been cormitted for the same
replay unit (dev_id, fc).

2. The franme counter fc is within the configured acceptance w ndow
for that device relative to durable replay state.

3. No continuity-break, reset, or replay-state-loss condition
requires explicit resynchronization before further acceptance.

Frames that do not satisfy these conditions MJUST NOT produce
conmi tted canoni cal records.

The RECOMMENDED default acceptance wi ndow is 64 franme counter val ues
per device. Frames with fc nore than w ndow size behind the highest
accepted counter for a device MIST be rejected. 1In the reference
gateway profile defined by this docunment, frames with fc nore than

wi ndow _si ze ahead of the highest accepted counter MJUST al so be
rejected, rather than silently accepted across a large discontinuity.

The acceptance window in this section is counter-based, not a
required wall-clock interval. Deploynents can size buffering, retry,
and resynchroni zation policy according to the configured connectivity
wi ndow, but conformance here is defined by durable replay state and
accepted counter progression rather than by device tinmekeeping.

*Structured Rejection Evidence*

Gat eways SHOULD produce structured rejection evidence for franes
rejected during parsing, header validation, AEAD authenticati on,
anti-replay adm ssion, or continuity-break handling. A rejection
record SHOULD i nclude at m ni mum

* dev_id: the received hdr.dev_id if parseable, else null

* fc: the received hdr.fc if parseable, else null
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* stage: a short machi ne-usabl e stage indicator such as parse,
header _val i dati on, aead_authentication, anti_replay_adm ssion, or
continuity;

* reason: a short nachi ne-usabl e reason string;

* observed_at _utc: the gateway-assi gned observation tine as an
[ RFC3339] UTC tinmestanp ending in Z; and

* franme_sha256: |owercase hexadeci nal SHA-256 over the exact
recei ved NDIJSON octet string, excluding only trailing |ine
term nators

The core rejection reasons defined by this profile are parse_error,
header _range_error, aead_auth_failure, replay_duplicate,

repl ay_wi ndow _exceeded, continuity break, and resync_required.

Depl oynments MAY add nore specific reason val ues, but they SHOULD
preserve these core categories when they apply.

Rej ection evidence is an audit artifact and MJUST NOT be hashed into
| edger commitments. |t MJUST NOT be represented as accepted telenetry
and MJST NOT be used as a substitute for canonical-record artifacts.

*Repl ay State Persistence*

Gat eways SHOULD persist replay state across restart. |If replay state
is lost, gateways SHOULD record a continuity break event and SHOULD
NOT silently re-accept counters that coul d al ready have been
comitted.

*Scope Limtation*

This profile provides tanper-evidence for conmm tted canoni ca
records. It does not prove the absence of selective pre-conmmtnent
drops by a nalicious gateway.

Accept ed- Tel enetry-t o- Canoni cal - Record Projection

The accepted-tel enetry-to-canonical -record projection transfornms an

i nput that has passed the active transport validation and anti-replay
contract into a canonical record suitable for coormitrment. The
committed canonical record is a structured record derived fromthe
accepted | ogi cal payl oad, not a copy of transport bytes.

When the reference framed transport profile is not used, the

depl oynent profile MJST define the equival ent accepted input, anti-
replay unit, payload interpretation, and field-source rules before
appl ying the canonical -record and commi tnent rul es bel ow.
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For the reference franed transport profile, the projection steps are:
1. The gateway MJST verify AEAD aut henti cation
2. The gateway MJST decrypt the ciphertext.

3. The gateway MJST parse the decrypted plaintext according to the
frane’s nsg_type.

4. The gateway MJST construct a canonical -record object.

5. The gateway MJST serialize that canonical-record object under the
gateway commi tnent profile.

6. The canoni cal -record bytes are then hashed for Merkle inclusion

A committed canonical record under this profile MJST contain at
m ni mum

*  pod_id,

* fc,

* ingest _tine,
*  pod_time,

* kind, and

*  payl oad.

Interoperability depends on two distinct |layers: the projection
contract that naps accepted telenetry into a canonical -record object,
and the commtnent profile that serializes that canonical -record

obj ect and reduces the resulting digests. |ndependent

i npl ementations claimng the same result MJST agree on both | ayers.

A commitnent profile or deployment profile claimng conformance MJST
fix the type and source of each conmtted field so i ndependent
i npl ementations can construct identical canonical-record bytes.

For each committed field, the applicable projection contract MJST
state whether the field is transport-derived, payl oad-derived,

gat eway- assi gned, or depl oynent netadata-derived. |ndependent

i mpl ement ati ons MJUST NOT substitute a different field source while
claimng the same projection contract.
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For trackone-canonical -cbor-v1l, the commtted canonical -record object
has six logical fields: pod_id, fc, ingest_time, pod_tine, kind, and

payl oad. Its authoritative comrtment encoding is a fixed Concise
Bi nary Object Representation (CBOR) array whose positional elenents
are:

1. schema/version discrimnator, currently 1;

2. pod_id encoded as an 8-byte byte string;

3. fc;

4. ingest_time;

5. pod_tinme or null

6. kind as the profile-defined fam |y discrinminator; and
7. payload encoded under the applicable payload famly.
The profile-specific field definitions are:

* pod_id MIST be a deterninistic device identifier. Wen framed
telemetry is used, the profile MJUST define a determ nistic mapping
fromhdr.dev_id or equival ent deploynent alias to pod_id. 1In
reader-facing JSON projections and vector notes, this profile
renders the identifier as | owercase hexadeci mal text such as
0000000000000065. In authoritative CBOR conmitnent bytes, the
sanme identifier is encoded as the correspondi ng 8-byte byte
string.

* fc MJST be the accepted nobnotonic counter as a non-negative
integer. Under the reference franed transport profile, this is
hdr. f c.

* ingest _tinme MJUST be a UTC integer tinestanp fixed by the
proj ection contract.

* pod_time MIST be either a device-supplied integer tinestanp or
nul | when the device does not supply one.

* kind MUST identify the record famly under the applicable
projection contract. In authoritative CBOR conmitnent bytes, this
field is the numeric famly discrimnator defined by the
commitnent profile. For the current profile, the discrimnnator
mappi ng i s Env=1l, Pipeline=2, Health=3, and Cust om=250.
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* payl oad MIUST be the parsed | ogical payload associated with the
accepted telemetry input. Under the reference framed transport
profile, this is the decrypted plai ntext object.

The field names pod_id and pod_time are stable commitnent-field nanes
for trackone-canonical -cbor-vl. They do not require a deploynent to
use pod-based lifecycle semantics.

A different deploynment profile MAY define additional |ogical fields,
but such an extension is not conpatible with trackone-canoni cal -
cbor-vl unless it is given a distinct conmmtnent _profile_id and
correspondi ng conformance vectors.

An inmplenentation claimng parity with trackone-canonical -cbor-vl
MJUST reproduce that exact |ogical record and its fixed array encoding
before applying the determnistic CBOR rules in Section 4.4.

Ci phertext, raw transport bytes, and the authentication tag MJST NOT
be part of the commtted canonical -record object. The exact payl oad
schema i s depl oynment-specific; the determ nistic projection contract
is the normative requirement and MJUST be published for any comm t nent
profile that clains interoperability.

Publ i shed conformance vectors for a comitment profile MJST include
the post-projection canonical-record objects used as conmit nment
i nputs, not only transport inputs.

Determ ni stic Concise Binary Object Representation (CBOR)
Conmi t rent Encodi ng
Thi s section does not define a new general -purpose CBOR variant. It

records the narrow determnistic CBOR encodi ng used for comm t nent
bytes by this profile. The identifier trackone-canonical-cbor-vl
nanes this commitnent recipe so verifiers can tell which byte-I|eve
rules were used.

The authoritative commitnent artifacts, namely CBOR canonical -record
artifacts and the canonical day artifact, use a constrai ned subset of

determ ni stic encodi ng under Section 4.2.1 of [RFC8949]. For
commitnent bytes in this profile, the follow ng concrete choices

appl y:
* Al commitnent-path itens MJUST use definite-length encodi ng.

* Integers MJST use the shortest encoding width permtted by
[ RFC8949] .

*  ©Map keys MUST be CBOR text strings.
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*  Map keys MJST be sorted by encoded key | ength ascendi ng, then by
| exi cographi c order of the encoded key bytes.

* Finite floating-point values MJIST be encoded using the shortest of
floatl16, float32, or float64 that exactly preserves the val ue.

* NaN, positive infinity, and negative infinity MJST be rejected in
commi t nent pat hs.

*  CBOR tags MJUST NOT appear in commtnent bytes.

* Supported val ues are unsigned integers, negative integers, byte
strings, text strings, arrays, maps, booleans, null, and
determnistic finite floats.

I mpl enent ati ons MUST NOT accept generic CBOR serializers as
authoritative comitnment encoders. An encoder is acceptable only if
it yields the sanme bytes as these rules.

JSON projections of canonical-record artifacts and day artifacts are
optional and non-authoritative. They MJST NOT be used as comm t nent
i nputs. \When produced, such projections SHOULD fol |l ow [ RFC8785].

Devi ce-si de or enbedded conponents MAY use other internal encodings,
including different determ nistic CBOR | ayouts optim zed for |ocal
constraints. Those encodings are not the authoritative comm tnent
encodi ng described here unless they are explicitly identified by a
distinct commtment_profile_id and verified under their own rules.

Det ermini stic Conmitnent Tree Cal cul ation

For a given day D, the current comritment profile conputes a daily
root fromthe canonical -record conmtnent bytes produced under
Section 4.4. The follow ng steps describe that cal cul ation.

*Leaf Di gests*

* Each canonical -record byte string is hashed wi th SHA-256, yielding
a 32-byte | eaf digest.

*Di gest Orderi ng*
* To nmake the daily root independent of file order or ingest order,

| eaf digests MJIST be sorted in ascending byte order before
reducti on.
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* Lowercase hexadecinmal is a representation format for artifacts and
exanples only; internal Merkle conputation operates on raw hash
byt es.

* Sorting by | owercase hexadeci mal is equivalent to bytew se
ascendi ng order over the raw digests.

*Pai rwi se Reducti on*

* The sorted digests are reduced pairw se by conputing SHA-
256(l eft _child bytes || right _child bytes), where both operands
are raw 32-byte digests.

* |f a layer has an odd nunber of digests, the final digest is
duplicated to formthe | ast pair.

* The current conmitrent profile does not prepend donai n-separation
bytes to | eaf or parent hashes.

This profile relies on fixed-size 32-octet child operands for parent
hashes and on | eaf digests conputed over canonical-record bytes. The
resulting tree is a determnistic conmtnent profile for this
docunent; it is not a general -purpose Merkle proof format.

I mpl enent ati ons MJUST NOT mix this hash construction with a domai n-
separated construction under the same conmmitnent_profile_id.

*Enpty Day*

* |f no canonical records are comrmitted for the day, the daily root
is the SHA- 256 di gest of zero bytes:
e3b0c44298f c1lcl49af bf 4c8996f b92427ae41e4649b934ca495991b7852b855.

The resulting daily root is determnistic for the set of conmtted
canoni cal records. Because the |eaf digests are sorted before
reduction, the result depends on the comrmitted record set rather than
on ingestion order.

Any future change to this calculation that alters commtnent bytes
(for example, adding domain separation) MJST use a new
conmmitnment _profile_id.

4.6. Day Artifact Schema

The authoritative day artifact is a CBOR-encoded day record produced
under Section 4.4. The day record contains the follow ng fields:
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The day artifact is the stabl e day-scoped object of commtnent
verification in this profile. It comits to accepted canonica
records for one UTC day through enbedded batch metadata and day_root.
It is not a transport envel ope, not a publication statenent, and not
by itself a conplete verification claim

A day artifact is interpreted only under an explicit

commitnent _profile_id. For trackone-canonical-cbor-vl, that
identifier is verifier-visible claimcontext supplied by the
verifier-facing day mani fest or an explicitly profiled equivalent; it
is not an in-band field of the day record. Verifiers MJST NOT infer
the conmitnment profile fromthe file nane, nmedia type, day-record
versi on, or proof sidecar alone.

* version (uint): day-record schema version, currently 1.

* site_id (tstr): site identifier

* date (tstr): UTC day |abel in YYYY-MWDD form

* prev_day_root (tstr): previous day root as 64 | owercase
hexadeci nal characters.

* batches (array): array of batch objects.

* day_root (tstr): deterministic day root as 64 | owercase
hexadeci mal characters.

Each batch object contains:

* version (uint): batch-record schema version, currently 1.
* site_id (tstr): site identifier

* day (tstr): UTC day | abel in YYYY-MW DD form

* batch_id (tstr): batch identifier

* merkle_root (tstr): batch Merkle root as 64 | owercase hexadeci ma
characters.

* count (uint): nunber of comritted canonical records in the batch

* | eaf _hashes (array of tstr): sorted | eaf hashes as | owercase
hexadeci mal strings.

The batch objects enbedded in the day artifact are the authoritative
batch netadata for verification.
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* For each batch object, count MJST equal the |length of |eaf hashes.

* For each batch object, nerkle_root MJST equal the Merkle reduction
of that batch’'s | eaf hashes under Section 4.5.

* The multiset union of all batch | eaf hashes for the day MJST equa
the day' s leaf digest multiset fromwhich day_root is computed.

day/ YYYY- MM DD. cbor is authoritative. The correspondi ng day/ YYYY- MV
DD.json file is a projection only.

The normative field tables in this section are consistent with the
publ i shed conmritnent-fanily Concise Data Definition Language (CDDL)
and vector corpus for this profile. An inplenentation claimnng
parity with trackone-canonical -cbor-vl MJIST satisfy this text and
reproduce the published nmachi ne-readable artifacts for that profile.
7. Day Chaining

Day records include prev_day_root.

* The epoch day (the first conmtted day) for a site MIST set
prev_day root to 64 zero characters, representing 32 zero bytes.

*  Non-epoch days MJIST set prev_day root to the previous committed
day’ s day_root.

Because day | abels are UTC- based, chaining semantics are al so defined
on UTC day boundari es.

Artifacts and Verification Bundl es
Illustrative artifact |ayout:
* records/<record-id> cbor - authoritative canonical records

* records/<record-id>json - optional projections

* day/ YYYY- MV DD. cbor aut horitative canonical day artifact
* day/ YYYY-MW DD. json - optional projection
* day/ YYYY-MM DD. verify.json - verifier-facing day manifest

* bl ocks/ YYYY- Mt DD- 00. bl ock. j son - optional standal one bl ock-
met adata proj ection of one batch object

* day/ YYYY- MMt DD. cbor . sha256 - conveni ence di gest
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* day/ YYYY- M DD. cbor.ots - OTS proof
* day/ YYYY-MM DD. ots. meta. json - OTS binding netadata

Depl oynments MAY store artifacts differently and MAY export them as
bundl es. The path shapes above are illustrative.

St andal one bl ock netadata files are conveni ence projections of batch
objects already carried in the authoritative day artifact. They are
not additional commtnent inputs. Verifiers that process disclosed
st andal one bl ock- netadata projections MIUST conpare themw th the
correspondi ng batch object in the authoritative day artifact and
reject m smatches.

Every verification bundl e MIST di scl ose the commtment_profile_id.
In this profile, the normal nachi ne-readabl e di sclosure surface is
the verifier-facing day nanifest day/YYYY-MM DD. verify.json. That
mani fest carries artifact digests, disclosure class, channel state,
and the executed or skipped verification checks together with the
day-scoped verification result.

The verifier-facing nmetadata binds claimsenantics to the stable day
artifact. A bundle that discloses day/YYYY-MWDD. chor and a

ti mestanp proof but does not disclose the applicable

commitnent _profile_id can at nost support artifact-digest and

ti mestanp checks; it MJST NOT be represented as semantic verification
of the day artifact.

Thi s docunent therefore uses the verifier manifest as the prinmary
di sclosure surface for verifier-visible netadata. A representative
mani f est shape is defined in Appendix D. Deploynment- specific
schemas can carry additional operational fields, but they MJST
preserve the verifier-facing semantics defined here.

At mininmm an OIS sidecar MJST bind:

* artifact,

* artifact_sha256, and

* ots_proof.

Verifiers MJST reconpute the day artifact digest and conpare it with
the sidecar before accepting any proof validation result.
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Anchoring and Verification
Anchoring Contract

The generic anchoring contract is sinple: a gateway conputes the

SHA- 256 di gest of the authoritative day artifact and submts that
digest to one or nore external timestanping channels. Verifiers MJST
first recompute the day artifact digest locally; proof validation
occurs only after digest binding validation succeeds.

A tinmestanp or attestation over the day-artifact digest proves only a
binding to the artifact bytes. It does not identify the

conmitnent _profile_id, disclosure class, or verifier checks exercised
for a verification claimunless those semantics are al so discl osed by
verifier-facing netadata or an explicitly profiled publication

st at enent .

A depl oyment confornming to this profile MJST use at | east one
anchoring channel. OIS is the default channel described by this
docunent; RFC 3161 and peer signatures are optional parallel
channel s.

[N (I T LT T >
Device |--frame-->| | --frame-->| | --frame-->|
Gateway | validate | cormit | validate | commt | validate

|------ accepted records accurul ate in one UIC day ------- |
| write day/ YYYY- M DD. cbor |

[---------- submit digest to OIS/ RFC 3161 ------------- >|
Channel | pendi ng / del ayed pr oof | upgrade
Verifier | verify later from |

R disclosed bundle --------------------- >|

Figure 3: Illustrative Commtnment and Proof Lifecycle
Figure 3 illustrates the current lifecycle. The device-to-gateway

transport can be intermttent, while proof conpletion or later
publication can | ag behind the authoritative day-artifact wite.

OrS Anchoring Profile

When [OTS] is used, the gateway stanps SHA-256(day/ YYYY- MM DD. cbor)
and stores an OTS proof plus an OTS sidecar

OpenTi mestanps is referenced here as a depl oyed public tinmestanping
ecosystemrat her than an | ETF-standardi zed proof fornat.

I mpl enent ati ons claimng OTS support depend on the interoperable
behavi or of the public OIS project, its cal endar servers, and
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conmpatible client tooling. OIS proof-format interoperability is
therefore defined operationally by that ecosystemand its reference
i mpl ement ati ons.

6.2.1. OIS Anchoring Lifecycle

1. _Subnission_: the gateway submits the day artifact digest to one
or nmore OTS cal endars.

2. _Pending_: a calendar can return an inconplete proof while
awai ting Bitcoin conmmtnent.

3. _Upgrade_: the gateway or a background process can | ater upgrade
the proof to include conpleted attestations.

4. Verification_: a verifier reconputes the artifact digest and
val i dat es the proof.

Gat eways SHOULD submit to multiple independent cal endars to reduce
si ngl e-cal endar unavailability risk

6.2.2. Handling Delayed or Failed Anchoring

If OIS submission fails, tinmes out, or yields only an inconplete
proof, the gateway MJST still wite the authoritative day artifact
and MJST treat OIS as a separate channel whose state is not yet
complete. The gateway MAY retain a placehol der or inconplete proof
artifact and MAY | ater replace or upgrade it as additional OIS

evi dence becones available. Until a valid proof is disclosed and
verified, verifiers MJST report the OIS channel as pending, m ssing,
or failed according to the disclosed artifacts and | ocal policy,
rather than treating the day artifact itself as invalid. Any l|ater
repl acenent or upgrade of the OTS proof MJST continue to bind to the
sanme authoritative day-artifact digest.

Gat eways MUST retain disclosed OIS proof artifacts for at |east as
Il ong as the corresponding day artifacts remain avail able for
verification under |ocal retention policy.

6.2.3. Proof Status Vocabul ary

Verifiers and bundl e manifests SHOULD use a consi stent status
vocabul ary for OTS and optional parallel attestation channels:

* verified: proof validation succeeded for the disclosed artifact
bi ndi ng.
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* pending: a proof exists but is inconplete or awaiting upgrade;
this is not equivalent to invalid.

* mssing: the expected proof or channel artifact is absent.
* failed: validation was attenpted and di d not succeed.

* skipped: validation was not attenpted because of disclosure class,
verifier configuration, or local policy.

Whet her m ssing, pending, or skipped is verifier-fatal depends on the
di scl osure class, local verifier policy, and whether the rel evant
channel is required

3. Optional Parallel Attestation
Depl oynments MAY al so produce:
* An [RFC3161] tinestanp response over the same day-artifact digest.

* A depl oynent -specific peer signature quorum over the sane day-
artifact digest or day root.

Thi s docunent does not define an interoperabl e peer-signature
validation profile. A deploynent that reports

peer _quorumyverification as an interoperable check MIST al so

di scl ose, or reference, a profile that defines the signed payl oad
encodi ng, signature algorithm public key or certificate identity
nmodel , quorum threshol d, and verifier processing rules.

When nultiple channels are present, verifiers SHOULD validate al
avai | abl e channel s i ndependently and report per-channel results.

If a verifier is configured in strict node for optional channels,
failure of those channels MJUST cause overall verification failure.

6.4. Verification

E

Verifiers MIST first determ ne the applicable conmtnment_profile_id
fromdisclosed verifier netadata. Wen the authoritative day
artifact does not carry that identifier in-band, the verifier MJST
obtain it fromday/YYYY-MWDD. verify.json or an explicitly profiled
mani fest with equivalent verifier-visible fields and MJST reject
absent or unsupported val ues.

The verifier MJST treat commtnent _profile id as the semantic key for

interpreting the authoritative day artifact. A structurally well-
forned day artifact and a valid tinestanp proof are insufficient for

Khat abi Expires 26 COctober 2026 [ Page 23]



I nternet-Draft TrackOne VTL April 2026

E

semantic verification if the applicable conmtnent_profile_id is
absent, unsupported, or not bound to the sane discl osed day-artifact
di gest.

Verifiers MJST deternmine the applicable verification scope fromthe
di sclosed artifacts, the clainmed disclosure class, and |ocal verifier
policy. Reported outcones MJST NOT cl ai m checks or assurances
out si de that scope.

Verifiers SHOULD apply checks in the followi ng fail-fast order,
subj ect to the clained disclosure class:

1. Validate that disclosed artifacts are sufficient for the clained
di scl osure class and disclose a coomitnent_profile_id, and report
bundl e_di scl osure_val i dation

2. Validate the authoritative day artifact and, when disclosed or
consuned, the verifier-facing nanifest, and report
day_artifact _validation and verification_manifest_validation as
appl i cabl e.

3. For dass A bundles, reconpute canonical-record | eaf digests from
di scl osed canoni cal -record CBOR artifacts, validate the batch
met adata contract, and reconpute day root. Conpare the
reconputed result to the authoritative day_root, and report
record_| evel _reconpute and batch_netadata_validation

4. For Cass B bundles, validate the authoritative day artifact and
any disclosed batch nmetadata. |f withheld naterial prevents
public reconputation, report record | evel reconpute in
checks_ski pped. Depl oynment -specific withheld-material checks MAY
be reported only through extensi on names beginning with x-.

5. For Cass C bundles, report record | evel reconpute and
bat ch_netadata _validation in checks_skipped as out of scope, and
treat the result as anchor-only evidence.

6. Recompute SHA-256(day/ YYYY- M DD. cbor) and conpare it to the
sidecar artifact_sha256, and report day_di gest_bi ndi ng.

7. Validate the OTS proof when OIS is required or present, and
report ots verification

8. Validate optional RFC 3161 and peer attestations as configured,

and report tsa_verification or peer_quorumyverification as
appl i cabl e.
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When batch netadata is within the exercised verification scope,
verifiers MJST apply the follow ng checks before accepting a result:

* each batch count equals the length of its |eaf hashes;

* each batch nerkle root equals the Merkle reduction of its
| eaf _hashes;

* the union nultiset of batch | eaf hashes equal s the |eaf digest
mul ti set derived from di scl osed canoni cal records when canoni cal -
record artifacts are avail able; and

* any standal one bl ock-netadata projection matches the correspondi ng
batch object in the authoritative day artifact.

Verifier inplenmentati ons SHOULD expose machi ne-usabl e failure
cat egori es:

* mal formed or mssing artifacts,

* mssing or unsupported comm tnent_profile_id,

*  Merkle m snatch,

* batch netadata m smatch,

* mssing or invalid OIS proof,

* sidecar mismatch or digest m snmatch,

* insufficient disclosure for the clainmed verification |evel, and
* optional -channel failure.

Verifier output SHOULD state the clained disclosure class, the
verification scope actually exercised, the per-channel proof status,
whi ch checks were executed, which checks were skipped, and whet her
the resulting claimis public reconpute, partial verification, or
anchor-only evidence.

*St andar di zed Check |dentifiers*

When verifier-facing manifests or verifier results report
checks_executed or checks_skipped, this profile defines the foll ow ng

i nteroperable check identifiers:

* bundl e_di scl osure_val i dation: disclosure-class sufficiency and
commitnent _profile_id presence were validated
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* wverification_manifest_validation: the verifier-facing manifest was
val i dat ed.

* day_artifact _validation: the authoritative day artifact was
validated structurally and senmantically under the clained profile.

* record_l evel _reconpute: record-1level reconputation from di scl osed
canoni cal -record artifacts was perforned.

* batch_netadata_validation: authoritative or disclosed batch
met adat a was val i dated agai nst the day artifact and di scl osed
record material w thin scope.

* day_di gest_binding: the reconmputed SHA-256(day/ YYYY- MM DD. chor)
di gest was conpared with discl osed bindi ng netadat a.

* ots_verification: the OIS proof channel was vali dated.
* tsa verification: the RFC 3161 tinmestanp channel was vali dated

* peer_quorumuverification: the peer-signature quorum channel was
val i dat ed.

A mani fest or verifier result that reports one of these standardized
checks MUST use the exact identifier listed here. For any

st andar di zed check whose applicability conditions are net within the
exercised verification scope, the manifest or verifier result MJST
report that check exactly once in either checks_executed or

checks_ski pped. The sane standardi zed identifier MJST NOT appear in
both Iists and MUST NOT appear nore than once. Silent om ssion of an
appl i cabl e standardi zed check is non-confornant.

Applicability is determ ned as foll ows:

* bundl e_di scl osure_validation and day_artifact_validation apply
whenever verification proceeds on a disclosed bundl e.

* verification_manifest_validation applies when a verifier-facing
mani fest is disclosed or consuned to obtain verifier-visible
net adat a.

* For Class A bundles, record_|evel reconpute,
bat ch_net adat a_val i dati on, and day_di gest_bi nding apply. |If
required artifacts for one of these checks are absent, that check
MUST appear in checks_skipped with a reason indicating
insufficient disclosure or missing artifacts.
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* For O ass B bundles, batch_metadata_validation and
day_di gest _bi ndi ng apply when the corresponding artifacts are
disclosed. If withheld material prevents public reconputation,
record | evel reconpute MJST appear in checks_ski pped.

* For Class C bundles, record_|evel reconmpute and
bat ch_met adat a_val i dati on MJST appear in checks_ski pped as out of
scope, while day_di gest_binding applies when the day artifact and
bi ndi ng met adata are di scl osed.

* ots_verification, tsa verification, and peer_quorumverification
apply only when the correspondi ng channel is disclosed or required
by verifier policy.

Addi tional depl oyment-specific checks MAY be reported, but they MJST

NOT redefine these identifiers and MIST use a distinct extension nane

begi nning with x-.

Verifier output MJUST NOT be represented as proving nore than the

exercised verification scope. |In particular, a successful result

does not by itself establish dataset conpl eteness, physical truth of
measurenents, or suitability for autononpbus actuation or sanctions.
Di scl osure C asses

Verification clainms depend on what artifacts are disclosed. This
profil e defines three disclosure classes.

* *Class A (Public Reconpute)*: sufficient material for independent
record-| evel reconputation

* *Class B (Partner Audit)*: controlled disclosure with redacted or
partitioned record material

* *Class C (Anchor-Only)*: existence and tinmestanp evidence only.

A verifier claimfor any disclosure class MJST be linmited to the
verification scope supported by the disclosed artifacts.

Class Ais the public-reconmpute case. A Cass A bundle MJIST incl ude:

* all canonical-record artifacts required to reconpute the clainmed
day root,

* the canonical day artifact, including its authoritative batch
obj ect s,

* any di scl osed standal one bl ock-netadata projections, and
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* the OIS proof plus its sidecar mnetadata.

A O ass A bundle SHOULD al so include the verifier-facing day manifest
and MUST record the conmtnent _profile_id.

Class A permits record-level reconputation, batch-netadata
val i dation, day-root reconputation, and anchor validation when the
corresponding artifacts are di scl osed and checked.

Class Bis the controlled-disclosure case. Cl ass B outputs MJST NOT
be represented as publicly reconmputable. A Cass B bundl e SHOULD

i nclude the canonical day artifact, any disclosed standal one bl ock-
met adata projections, at |east one tinmestanp proof plus its binding
met adat a, any disclosed commitnents covering withheld material, and a
policy artifact describing the withheld or partitioned materi al

Thi s docunent defines the reporting boundary for Cass B but does not
require one universal withheld-material artifact format. Cass B
validation is therefore limted to the authoritative day artifact,

di scl osed batch nmetadata, any disclosed wi thhel d-materi al

commi tnents, and any anchor channels present in the bundle. Verifier
out put SHOULD explicitly state when record-Ievel reconputation was
partial or was not attenpted for withheld material. |[|f deploynent-
specific checks are reported for wthheld-material commtnents or
policy artifacts, they MJIST use extension nanmes beginning with x-.

A C ass C disclosure MIST be | abel ed as exi stence and ti nestanp
evi dence only and MJUST NOT clai mrecord-|evel reproducibility.

A C ass C bundl e MIUST i ncl ude:
* the canonical day artifact, and
* at |east one tinestanp proof artifact plus the nmetadata needed to
bind it to the day artifact digest and di scl ose
commitnent _profile_id.
Class Cverification validates artifact-digest binding and externa
ti mestanp evidence only. It does not establish record-|eve
reproduci bility.
Class C verifier output SHOULD be reported as anchor-only evi dence.

*Bundl e Sel ecti on Gui dance*
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* (Class Ais appropriate when the goal is public reconmputation from
di scl osed canoni cal records and authoritative artifacts, for
exanpl e when a regul ator or external researcher needs independent
replay of the disclosed day.

* (Cass Bis appropriate when the goal is partner or regul ator
review over a controlled disclosure set that still carries
comm t nent and anchor evi dence, for exanple when sone record
content nmust remain withheld while the commtted day artifact is
still audited.

* Cass Cis appropriate when the goal is existence and tinestanp
evi dence wi thout public record-1level reproducibility, for exanple
when a party only needs to show that a cormtted artifact existed
by a given tine.

The verifier-facing mani fest MJST incl ude:

* disclosure_cl ass,

* commtment_profile_id,

* artifact path and digest entries,

* per-channel anchor status,

* a list of checks executed using the standardized identifiers
defined in Section 6.4, and

* a list of checks skipped, each with the standardi zed check
identifier and the reason for the skip.

Ver si oni ng
This profile has several independent version surfaces:

* Docunent revision (for exanple -00, -01) is editorial and is not
part of commtnment output.

* Artifact schema versions are carried by the version fields in day
and batch records

* commitment_profile_id identifies the canonical CBOR, hash, and
Merkl e rules that define comm tnent outputs.
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The conmitnent profile defined in this docunment is trackone-
canoni cal -cbor-v1. If a verifier encounters an unsupported
commitnent _profile_id, it MIJST reject the verification claimrather
than silently using a fallback interpretation

This revision defines exactly one commtnent _profile_id and does not
define an allocation policy or registry for additional profile
identifiers. Future conmitrent_profile_id values are out of scope
for this docunent and would require separate specification and

revi ew.

Bundl es di sclose the applicable cormmitrment_profile_id via the
verifier-facing day manifest. The required OIS sidecar mnetadata does
not currently carry that identifier.
A day-record version identifies the schema of the day artifact under
a known commitnent profile. It is not a substitute for
commitnent _profile_id. Likewi se, a nedia type or file extension can
identify the artifact famly, but it does not authorize a verifier to
sel ect canoni cal CBOR, hash, or Merkle rules without an explicit
comm tnent profile.

Conf or nance Vectors

Determinismclains in this profile are testable. |nplenmentations
that claimconformance to a published conmitrment profile MJST be able
to reproduce its published machi ne-readabl e corpus. For trackone-
canoni cal -cbor-vl, the authoritative commtnent-famly CDDL and
vector corpus define the nmachi ne-readabl e conformance artifacts for
this profile. The appendix in this document is explanatory only.
Publ i shed vector sets should include coverage for:

* post-projection canonical-record fixtures with fixed field types
and val ues,

* enpty day,

* single canonical record,
* odd | eaf count,

*  power-of-two | eaf count,
* duplicate | eaf hashes,

* epoch chai ning,
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* non-epoch chai ni ng, and
* a full dass A disclosure exanple.

Cross-inplenentation checks MUST verify byte-for-byte parity across
i ndependent i nplenmentations. Any nmismatch in canonical bytes or
roots is a conformance failure.

Publ i shed vector bundles MJIST include the conmtnrent_profile_id.
Security Considerations

This profile does not introduce new cryptographic primtives. |Its
security depends on correct AEAD use on the transport path,
determnistic comm tment encoding, trustworthy gateway adm ssion and
ti mekeeping, accurate verifier reporting, and disciplined artifact
and proof handling. The threats below are stated in the threat-and-
renedi ati on style described by [ RFC3552]. Unless explicitly stated
ot herwi se, a successful verification result establishes only that the
disclosed artifacts are internally consistent with this profile and
with any validated proof channels.

*Gat eway Conprom se and Pre-Conmit Onm ssion*

An attacker can conpromni se the gateway or the | ocal admission path
and then fabricate accepted telenetry, suppress received telenetry
before comm tmment, or assign accepted telenetry to the wong device
or UTC day. This profile does not by itself detect a malicious
gateway; it nmakes committed outputs tanper-evident only after
conmmitnent. Deploynents that need stronger assurances shoul d harden
and audit the gateway, protect adnission and replay state, protect
gateway time sources, and add i ndependent observation, device
attestation inputs, or adm ssion-path audit evidence.

*Repl ay and Duplicate Subm ssion*

An attacker can replay a previously observed frame or resubnit a
frane with reused (dev_id, fc) values in an attenpt to create
duplicate conmitted records or counter anbiguity. Gateways mtigate
this attack by enforcing single-consunption of the replay unit
(dev_id, fc), by rejecting counters outside the configured acceptance
wi ndow, and by recording continuity-break conditions instead of
silently re-accepting ambi guous counters after replay-state |oss.

*Nonce M suse and Transport-Key Conprom se*
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An attacker can recover plaintext or forge framed transport nessages
i f AEAD keys are disclosed, if nonce uni queness fails under a key, or
if weak generation causes nonce-tail repetition. |Inplenmentations
mtigate this attack by rejecting franes that fail AEAD

aut henti cation before commtnment, by enforcing the nonce construction
and checks in Section 4.1, by assignhing a clear key epoch to each
devi ce-to-gat eway key, and by using durabl e uni queness discipline for
the depl oynment-generated tail material and frame counter. Reuse of
nonce under the same AEAD key can invalidate confidentiality and can
also invalidate integrity, depending on the AEAD algorithm |If a
durabl e counter or tail state is lost, or if a device can resune with
an overl appi ng counter-range, the deployment MJST treat further
frames under that key as unsafe until resynchronization or rekeying
has occurred. This profile therefore depends on depl oynent key
managenent to prevent unsafe key and nonce reuse and to retire
conprom sed keys

*Canoni cal i zation, Profile, and Metadata Conf usi on*

An attacker can exploit differences in parsing, field typing, record
ordering, hash conposition, or non-authoritative nmetadata handling
while inplenentations still claimthe same commitnent _profile_id. An
attacker can also present a verifier-facing manifest, block-netadata
proj ection, or OIS sidecar that does not natch the authoritative day
artifact in the hope that a verifier will treat conveni ence netadata
as authoritative. The mtigation is that this profile fixes
determni stic encoding and hash rules, treats the authoritative day
artifact as the cryptographic source of truth, requires verifiers to
reconpute conmmtnent material fromauthoritative artifacts, requires
the applicable commitnent _profile id to be disclosed and bound to the
same day-artifact digest, and requires standal one netadata

proj ections and sidecars to match the authoritative artifact. Any
future semantic or hash-conposition change MJST use a new

conmmitnment _profile_id.

*Artifact Mutation and Proof Substitution*

An attacker can nodify a committed day artifact after disclosure, or
can present a valid proof over the wong artifact digest. The
mtigation is that verifiers reconpute the authoritative day-artifact
di gest i ndependently and conpare it with the discl osed binding

met adat a before accepting any proof result. Mitation or substitution
theref ore changes the digest or its binding and causes verification
to fail.

*Cal endar Wt hhol di ng and Opti onal - Channel Downgrade*
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An attacker can operate or conpromise a tinestanping or attestation
service so that proof issuance is delayed, w thheld, or selectively
unavai |l abl e, can present pending or placehol der proofs as if they
were final attestations, or can exploit verifier policy that silently
ignores a nmissing required channel. Inplenentations mitigate this
attack by treating tinmestanping and other attestations as separate
channel s, by disclosing per-channel status explicitly, by

di stingui shing pending, mssing, and failed fromverified, and by
bi ndi ng every exercised channel to the sane authoritative day-
artifact digest. Using multiple independent cal endars reduces but
does not elinmnate coordinated withholding risk. Verifier policy
must make cl ear which channels are required and nmust not treat an
unverified required channel as success.

*Ti me- Sour ce Mani pul ati on*

An attacker can alter the gateway cl ock or day-rollover configuration
so that accepted records are assigned to the wong UTC day or are

gi ven m sl eading ingest_tine values. The device is not the tine
authority in this profile; the gateway is. Inplenmentations therefore
mtigate this attack by maintaining a trustworthy gateway time
source, nonitoring rollover behavior, and treating UTC day assi gnnent
as a security-relevant operational function. Verification can detect
internal inconsistencies in disclosed artifacts, but it cannot
reconstruct true real-world tine if the gateway tinme base was w ong
at accept ance.

*Resour ce Exhausti on*

An attacker can fl ood a deploynment with nal fornmed, replayed, or
excessive-rate frames in order to exhaust buffering, replay-state
storage, artifact storage, or verifier computation. |Inplenentations
mtigate this attack by rejecting malformed or AEAD-invalid franes
bef ore comm tment, boundi ng acceptance wi ndows and retained replay
state, sizing |ocal storage and retention policy explicitly, and
applying rate limts or other adm ssion controls to untrusted
senders. This profile does not define a conpl ete denial -of-service
def ense.

*Verification Scope, Conpleteness, and Di scl osure*

An attacker can rely on a successful verification result being

m sread as proof of dataset conpleteness, physical truth of
measurenents, or authorization for autononous actuation. An attacker
can al so obtain sensitive information if disclosed bundl es expose
more record material than intended for the chosen disclosure class.
This profile mtigates those risks only partially: verifier output is
required to state the exercised verification scope, a successfu
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result establishes internal consistency and proof binding for the
di scl osed bundl e rather than conpl eteness of all observed or emtted
telemetry, and disclosure classes constrain what is expected to be
publ i shed. Deploynments that need stronger conpl eteness, safety, or
confidentiality guarantees nust add external operational controls,
i ndependent observation, and access-control and retention policies
that match the sensitivity of the disclosed artifacts.

Privacy Consi derations

Tel enetry payl oads can include sensitive operational data. Operators
shoul d:

* mnimze personally identifiable data in cormitted artifacts,

* separate identity nmetadata from neasurenent payl oad when possi bl e,
* apply retention and access controls, and

* publish only data appropriate for the chosen disclosure class.

Privacy-preserving disclosures remain valid, but they MUST NOT be
described as publicly reconputable unless Cass A conditions are net.

I ANA Consi derations
This section follows the guidance in [ RFC8126] and provides the
conplete instructions for the Internet Assigned Numbers Authority
(1 ANA) .
1. Media Types Registry
I ANA is requested to register the following nedia type in the
standards tree of the "Media Types" registry in accordance wth
[ RFC6838] :
Type name: application
Subt ype nane: trackone-day+cbor
Requi red paraneters: none

Opti onal paraneters: none

Encodi ng consi derations: binary
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Security considerations: see Section 10, especially profile and

met adat a confusion, artifact mutation, proof substitution, disclosure
scope, and resource exhaustion

Interoperability considerations: this nmedia type identifies the
authoritative day-artifact famly defined by Section 4.4,

Section 4.5, Section 4.6, and Section 4.7. A recipient still needs
the applicable commitnent _profile_id to interpret canoni cal CBOR
hash, and Merkle semantics for a verification claim

Publ i shed specification: this docunent, especially Section 4.4,
Section 4.5, Section 4.6, and Section 4.7.

Applications that use this nedia type: gateways, verifiers,

di scl osure tooling, and archival or audit systens that exchange or
retain authoritative day artifacts.

Fragnent identifier considerations: no fragment identifier syntax is
defined by this docunment for application/trackone-day+cbor. Fragnent
identifiers, if present, are processed according to the +cbor
structured syntax suffix rules in [ RFC8949].

Addi tional information:

* Magi ¢ nunber(s): none

* File extension(s): none

* Macintosh file type code(s): none

Person & email address to contact for further information: Bilal El
Khat abi <el khat abi bi | al @mai |l . con>

I nt ended usage: COVMON

Restrictions on usage: none

Aut hor: Bilal El Khatab

Change controller: |ESG

2. No CBOR Tag All ocation

Thi s docunent requests no new CBOR tag all ocation. Commitnent bytes
defined by Section 4.4 forbid CBOR tags, and the authoritative day

artifact defined by Section 4.6 does not require additional tag
semanti cs for exchange.
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Thi s docunent requests no I ANA registry for conmtnrent_profile_id.
This revision defines only the docunent-specific identifier trackone-
canoni cal -cbor-v1l and does not establish a registry or genera

al l ocati on mechanismfor future conmmitnent-profile identifiers

Thi s docunent al so requests no CoAP Content-Format entry and no
separate nedia-type registration for the verifier-facing day
mani f est .

Fut ure Extension Points

The following itens are outside the baseline profile defined by this
docunent. They identify extension surfaces that would require
separate specification before they are used as interoperability

cl ai ms.

* A future specification can register a nedia type for the verifier-
facing day nanifest.

* A future SCITT publication profile can define statenment content,
submi ssi on procedure, and verifier processing for published
verifier mani fests or exported evi dence bundl es.

* A future disclosure profile can standardi ze a universal Cass B
withhel d-material artifact format.

* A future disclosure profile can adopt COSE- MERKLE pr oof encodi ngs.
* A future registry policy can cover disclosure-class and anchor -
status vocabularies if multiple i ndependent specifications need

shared al | ocati on.

* A future commtnent profile can introduce donmai n separation for
| eaf or parent hashes under a distinct commitrent_profile_id.
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Appendi x A.  Exanple Verification Mnifest

El

Thi s appendi x shows a representative verifier-facing day manifest. A
concrete deploynment schema can carry additional operational fields,
but the exanpl e bel ow captures the verification surface described
here. The frame_count and frames_file fields shown here are optional
operational fields for a depl oynent using the reference framed
transport profile; they are not required inputs to the baseline

conm tnent or verification claim

{
"version": 1,
"date": "2025-10-07",
"site": "an-001",
"device_id": "device-003",
"frame_count": 7,
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"records_dir": "records",
"frames_file": "franes.ndjson",
"artifacts": {

"day_cbor":

"pat h": "day/2025-10-07. cbor",
"sha256": "<64 hex chars>"

b

"day_j son":
"path": "day/2025-10-07.json",
"sha256": "<64 hex chars>"

},

"day_ots": {
"pat h": "day/2025-10-07. cbor.ots",
"sha256": "<64 hex chars>"

}

,ay_ots_netaﬁ
"pat h": "day/2025-10-07.ots.neta.json",
"sha256": "<64 hex chars>"

}

nchoring”: {
"policy": { "node": "warn" },
"channel s": {
"ots": { "enabled": true, "status": "verified" },
"tsa": {
"enabl ed": false,
"status": "skipped",
"reason": "disabl ed"
},
"peers": {
"enabl ed": false,
"status": "skipped",
"reason": "disabl ed"

}

}

veral |l ": "success"

}

}

erification_bundle": {

"di scl osure_class": "A",

"commtment _profile_ id": "trackone-canonical -cbor-v1",

"checks_executed": [
"bundl e_di scl osure_val i dation",
"day_artifact _validation",
"verification_nmanifest validation",
"record_| evel _reconpute”,
"bat ch_met adat a_val i dati on",
"day_di gest_bi ndi ng",
"ots_verification"

El Khat abi Expires 26 COctober 2026 [ Page 39]



I nternet-Draft TrackOne VTL April 2026

] i)
"checks_ski pped": [
{ "check": "tsa verification", "reason": "disabled" },
{ "check": "peer_quorumverification", "reason": "disabled" }

]

erifier": {
"verification": {

}

"comm tment _profile_id": "trackone-canonical -cbor-v1",
"di scl osure_class": "A"

}1

"channel s": {
"ots": { "enabled": true, "status": "verified" }

}1

"overall": "success"

}
}
Fi gure 4
Appendi x B. Illustrative Conformance Vector Bundle

The figure below is a reader-oriented sketch of the trackone-
canoni cal - cbor-v1 conformance-vector bundl e shape and namni ng only.
It isillustrative and is not itself a conplete machi ne-readabl e
vect or corpus.

W apped hexadeci mal values in this appendi x are presentation-only; a
verifier or inplementer should concatenate adjacent |ines wthout
i nserting whitespace.

The fixtures bel ow are reader-oriented |ogical record sketches, not
the authoritative CBOR array encoding. They show the current post-
projection logical content and the active conmtnent profile
identifier, while the published vector corpus carries the exact
encoded bytes and di gests.

In these reader-oriented sketches, kind is shown using the symnbolic
famly name. 1In authoritative CBOR commitnent bytes, the sanme field
carries the nuneric discrimnator defined by the current profile; for
the fixtures bel ow, Custom corresponds to 250.
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conmi tment _profile_id:
trackone- canoni cal - cbor-vi1

fixture record_a
pod_i d: "0000000000000065"
fc: 1
i ngest _time: 1772366400
pod_time: nul
ki nd: Custom
payl oad.tenp_c: 21.5

f

xture record_b:

pod_i d: "0000000000000066"
fc: 2

ingest_tinme: 1772367000
pod tinme: nul

ki nd: Custom

payl oad.tenmp_c: 22.0

f

xture record_c:

pod_i d: "0000000000000067"
fc: 3

i ngest _tine: 1772367600
pod tinme: nul

ki nd: Custom

payl oad.tenmp_c: 22.5

ass-a- bundl e-v1:

di scl osure_class: A

commitnent _profile_id: trackone-canonical -cbor-vl
required_artifact_1: records/<record-id>. cbor
required_artifact_2: day/ YYYY- MV DD. cbor
required_artifact_3: day/YYYY- MM DD. cbor. ots
required artifact_4: day/YYYY-MM DD. ots. nmeta.json
verifier_check_1: bundl e_di scl osure_validation
verifier_check 2: day_artifact_validation
verifier_check_3: record_l evel reconpute
verifier_check _4: batch_netadata validation
verifier_check_5: day_di gest_bindi ng
verifier_check 6: ots verification

C

Figure 5

The published nmachi ne-readabl e vector set carries the exact canonica
bytes, digests, expected roots, and the applicable

commitnment _profile_id. This appendix remains illustrative and is not
an authoritative conformance corpus.
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Thi s appendi x records the mni num expectations for a constrained
device that emts framed tel enetry under the reference franed
transport profile in Section 4.1. It is descriptive of that

depl oynent nodel, not a claimthat all conform ng depl oynents share
i dentical hardware or use the same transport profile.

* The device is not required to sign assertions or to emt SCITT
statenents.

* The device MJST be able to produce framed transport nessages
consistent with Section 4.1, including the nonce construction and
uni queness requi renents defined there.

* Nonce generation MJST rely on a cryptographically strong
pseudor andom source or an equi val ent construction with explicit
seed discipline. Wak or predictable generator state is out of
profile.

* The device or an inmmedi ately adjacent trusted transport component
MUST preserve enough durable state to avoid nonce reuse and repl ay
anbi guity across the depl oynent-defined connectivity w ndow.

* The device is not required to maintain UTC wall-clock time. |If
the device carries a local tinestanp, that field is depl oynent
i nput and not the source of UTC day boundaries in this profile.

* |f uplink availability is intermttent, accepted-but-unsubnitted
telemetry MJUST either be durably buffered or be retransmittable
fromdurable |ocal state according to depl oynent policy.

* This docunment does not require one fixed storage budget. The
practical tradeoff is between the configured connectivity w ndow,
frane rate, local retention policy, and the gateway’'s replay/
adm ssion contract.

In the depl oynent nodel assuned here, the internmittency assunption
primarily applies on the device-to-gateway path. The gateway is
expected to maintain UTC tine for ingest_tine assignment, day-
artifact rollover, and verifier-facing day |abels. Externa

ti mestanping or publication channels can al so be del ayed, but those
del ays do not change the device-side fram ng requiremnents.
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Appendi x D.  Verification Mnifest CDDL

E

Thi s appendi x gives a representative Concise Data Definition Language
(CDDL) ([RFC8610]) shape for the verifier-facing day manifest. It
captures the verification surface described here and | eaves room for
depl oynent - speci fic additions, provided those additions do not renove
or change the verifier-facing semantics defined here.

Check names are drawn fromthe standardi zed vocabul ary defined in
Section 6.4; deploynent-specific extensions MIST use separate nanes
beginning with x- that do not redefine those identifiers.

verification-manifest = {
"version": 1,
"date": tstr,
"site": tstr,
? "device_id": tstr,
Optional operational fields used by the reference franmed exanpl e.
"franme_count": uint,
"frames file": tstr,
? "records_dir": tstr
"artifacts": artifacts,
"anchoring": anchoring,
"verification_bundle": verification-bundle,
? "verifier": verifier-result,
* tstr => any-data

NN )

}

artifacts = {
"day_cbor": artifact-ref,
? "day_json": artifact-ref,

? "day_sha256": artifact-ref,
? "block": artifact-ref,
? "day_ots": artifact-ref,
? "day_ots _neta": artifact-ref,
* tstr => artifact-ref
}
artifact-ref = {
"path": tstr,
"sha256": hex64
}

anchoring = {
? "policy": { * tstr => any-data },
"channel s": {
? "ots": channel -status,
? "tsa": channel -status,
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? "peers": channel - status
} i)
? "overall": tstr,
* tstr => any-data

}

verification-bundle = {
"di scl osure_class": discl osure-cl ass,
"comm tment _profile_id": tstr,
"checks_executed": [* check-nane],
"checks_ski pped": [* ski pped-check],
* tstr => any-data

}

check-nane = standardi zed- check-name / extension-check-nanme

st andar di zed- check-nane =
"bundl e_di scl osure_validation" /
"verification_nmanifest_validation" /
"day_artifact_validation" /
"record_l evel _reconpute” /
"bat ch_met adat a_val i dati on" /
"day_di gest _bindi ng" /
"ots_verification" /
"tsa_verification" /
"peer _quorumverification"

ext ensi on-check-nane = tstr .regexp ""x-[A-Za-z0-9. -]+%

ski pped- check = {
"check": check-nane,
"reason": tstr

}

verifier-result ={
? "policy": { * tstr => any-data },
? "verification": {
"commitment _profile_id": tstr,
"di scl osure_class": discl osure-cl ass,
* tstr => any-data

"checks": { * tstr => bool },
"checks_executed": [* check-nane],
"checks_ski pped": [* skipped-check],
"channel s": {

? "ots": channel - st at us,

? "tsa": channel -status,

? "peers": channel -status
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}1
? "overall": tstr,
* tstr => any-data

}

channel -status = {
? "enabl ed": bool,
"status":
"verified" / "pending" / "mssing" / "failed" / "skipped",
? "reason": tstr,

? "detail": tstr,

* tstr => any-data
}
di scl osure-class = "A" / "B" /| "C
hex64 = text .regexp "[0-9a-f]{64}"
any-data =

nil / bool / int / float / tstr / bstr /
[* any-data] / { * tstr => any-data }
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