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I ntroduction

Traditional secure transport protocols rely on explicit handshake
exchanges to negotiate cryptographic parameters. These handshakes
i ntroduce additional round trips and create protocol-visible

met adata that may be observable by on-path entities.

Z-Protocol explores an alternative approach in which the initial
client packet sinmultaneously perforns authentication, key
establ i shment, and data transmi ssion without a prior negotiation
phase.

Desi gn Goal s
Z-Protocol is designed with the foll owi ng goal s:

Elimnate explicit handshake round trips

Provide early application data (0-RTT)

Mtigate denial -of-service attacks at mninmal server cost
Remai n conpatible with existing public-key infrastructures
Support har dwar e- assi sted packet filtering

* Ok X F

Thr eat Model

Z-Protocol assunes the presence of passive and active on-path
attackers, including traffic observers and packet injectors.

Conprom se of trusted certification authorities is considered
out of scope, consistent with existing TLS threat assunptions.

Pr ot ocol Overvi ew

A Z-Protocol connection begins with a single client packet
contai ning encrypted session material and an adm ssion token
The server processes the packet statelessly and replies with
encrypted application data and optional credentials.

No cl eartext handshake nessages are exchanged.

Cient Packet Construction
The client constructs an initial packet containing:

A protocol identification marker
A proof-of-work sol ution

A conpact root identifier hint
An epheneral session seed
Optional application data

* ok X Xk

Al sensitive fields are encrypted using the server’s public key.

Server Processing Mdel

Servers MAY depl oy hardware or kernel-level filters to identify
Z- Prot ocol packets based on the protocol marker.

Packets failing proof-of-work validation SHOULD be di scarded
prior to allocation of application-layer resources.

Adapti ve Proof-of - Wrk
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Z-Protocol enploys an adaptive proof-of-wrk nechanismto regul ate
client access under | oad.

Servers MAY adj ust acceptance thresholds dynamically. dients
experienci ng non-response SHOULD i ncrease proof-of-work effort
on subsequent attenpts.

Key Est abl i shnment

The session seed contained in the initial packet is used to derive
symretric encryption keys.

The seed MUST be uni que per connection and MJUST NOT be reused.

Repl ay Protection

Repl ay protection is achieved through a conbination of epheneral
session seeds and server-side freshness checks.

Repl ayed packets MJUST be rejected.

Transport Characteristics
Z-Protocol operates over an unreliable transport such as UDP
Reliability, if required, is provided by the application |ayer
Depl oynent Consi derati ons
Z-Protocol is intended for controlled depl oynents and experi nental
evaluation. It is not intended to replace TLS in general - purpose
web traffic without further analysis.
Conpatibility Considerations
Z-Protocol does not nodify existing public-key infrastructures.
Servers reuse existing certificate material for encryption
Security Considerations
1. Forward Secrecy
Z-Protocol provides forward secrecy by deriving symetric keys
from epheneral session seeds. Conprom se of |ong-term keys does
not expose past session data.

2. Denial -of -Servi ce Resistance

Pr oof - of -wor k adnmi ssion control limts asynmetric resource
exhaustion and shifts conputational cost to the initiating client.

3. Replay and Injection Attacks

Ti me- bound session material prevents successful replay of captured
packets.

4, Post-Quantum Consi derations

The protocol is conpatible with post-quantum public-key al gorithns,
as the initial encryption mechani smcan be replaced w thout



altering packet structure.

14. | ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
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