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Abst ract

The Steal thFl ow Protocol (SFP) is a |ightweight, hardware-aware proof-

of -work (PoW based adm ssion control nechani smdesigned to mtigate
DDoS attacks at the network edge. This docunent specifies version 1.5
of SFP, which introduces de-1P PoWdesign, 8-bit physical fingerprinting
enbedded i n random paddi ng, XDP-|evel three-lane (G een/Yellow Bl ack)
traffic steering, and a closed-loop multi-layer firewall integration
(Edge — XDP — SSL/L7 — reverse XDP). These enhancenents elimnate |P-
based reuse attacks, provide coarse-grained real -device verification,
achi eve <10% fal se-positive rate, and enabl e precise per-client

i solation even under NAT environments. SFP operates entirely at the
XDP/ eBPF | ayer with Fail-Silent behavior and requires no changes to

exi sting TLS/ QUI C st acks.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 17, 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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1.

I ntroduction

Core Vulnerabilities in vl.4 and Upgrade Motivations for v1.5
(de-1P + Physical Fingerprint Cosed Loop)

The PoW nmechanismin SFP v1.4 had the following critical issues:

(o]

(]

PoWinput included IP. PoW= Hash(IP || T || Nonce || C_eph_pub)

- Attackers could reuse nassive | Ps via proxies, NAT, or Tor, or
pre-conput e PoW

- Cloud clusters could parallelize conputation; although the tinme
wi ndow was short (10-30 ns), high concurrency could stil
saturate the server.

- | P bl ocki ng under NAT caused | arge-scal e coll ateral danage.

No hardware-level authenticity check: inability to prove that the
PoWoriginated from"a single real device conpleted within a
limted time"

SFP v1.5 introduces targeted upgrades:

1.

Conpl ete renoval of IP from PoWinput (de-IP design)

New PoW = Hash(T || Nonce || C_eph_pub)

- Server verification only needs to check |eading zero bits >= D,
T within £10-30 ns, and valid signature.

- PoW becones hi ghly epheneral and non-reusabl e across
connections; defense shifts to pure conputational tax.

Introduction of 8-bit physical fingerprint (enmbedded in random
paddi ng)

At packet construction instant (lowlevel driver or library), the
client measures three key |l atencies and generates an 8-bit
fingerprint. This 8-bit value is enbedded in the Random Paddi ng
field of the first packet (fixed relative offset or sinple
encodi ng hi dden in noise).

Exanpl e bit all ocation (adjustable):

- Bits 1-3: Actual PoWconputation tinme (ns-1evel quantization)

- Bits 4-6: Tine from packet assenbly to N C buffer

- Bits 7-8: Client-estimated "front-end time" upper-bound prom se
(m crosecond-1evel threshold, filled at signing tine)

Server XDP verification |ogic (physical consistency check):

- Extract 8-bit fingerprint fromrandom paddi ng per protoco
agr eenent .

- Conpute T gap = (arrival _time - issue_tinmestanp) - RTT_min

- Conpare T_gap agai nst decl ared ranges and upper-bound proni se.

- If T_gap significantly exceeds Bits 7-8 prom se or deviates
severely fromBits 1-6 distribution — "physically inconsistent”
(suspect ed superconputer proxy, packet replay, or bulk forgery).

- Action: force into Yell ow Lane heavy zone (D >= 45+) or Bl ack
Lane.

Pur pose

- Make high-performance bul k proxy cost grow exponentially.

- Coarse-grained distinction between real single device vs. cloud/
cluster forgery, while tolerating reasonabl e noi se.

- Attacker nust simultaneously forge hardware tining + initate
human behavi or + sustain high-difficulty Pow — econonic
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col | apse.

XDP NI C-Level Three-Lane Traffic Steering Mechani sm (G een/ Yel | ow
Bl ack)

SFP v1.5 inplements packet-level traffic governance at the XDP | ayer.
Al'l inbound packets first pass a | owcost prelimnary screening

pi peline (<100 ns target). Only packets that pass enter the PoW
verification stage. Failed packets are dropped or marked wi thout
wasti ng resources on PoW conputation

Prelim nary screening pipeline (executed in order before PoW:

1. Dynanic bootstrap identifier check (derived from Nonce) — msmatch
— i mmedi at e XDP_DROP

2. Extract and prelimnary check 8-bit physical fingerprint — severe
i nconsi stency — direct Black Lane

3.  Quick behavioral fingerprint scan (packet-Iength sequence,
timng jitter, padding pattern) — obvious bot/dead pattern —
Yel |l ow or Bl ack Lane

4. eBPF Map | ookup (RESTRI CTED FI NGERPRI NT_MAP + edge credit sync) —
mal i cious tag hit — XDP_DROP

Only packets that pass all prelininary checks enter PoWvalidation
(Hash(T || Nonce || C_eph_pub) |eading zeros >= D, tinme w ndow valid,
signature correct).

Based on conposite suspicion score and PoWresult, traffic is
physically isolated into three | anes:

2.1. Geen Lane - High-Trust Path

Entry: full prelimnary pass + highly consistent physica
fingerprint + natural behavioral entropy + no records +
hi gh credit

Processing: lowest-difficulty Pow (default D=20, <5 ns) +

fast signature check
Qut cone: XDP_PASS — direct kernel TLS/ QUIC stack
Target share: majority of legitimate traffic, sub-second
connecti on experience

2.2. Yellow Lane - Dynami c Conputational Washing & Redenption Zone
Entry: prelimnary pass but mld/ noderate suspicion (slight
physi cal deviation, low credit, new fingerprint, slight
behavi oral anomaly, bad NAT nei ghbors, |ight edge hit)
Processi ng: server question-bank chal |l enge graded by suspicion
- Light: Cookie challenge + | owdiff PoW (D=20-24)
- Medium 1ogical latency check + md-diff PoW
(D=26-28)
- Heavy: nulti-conposite challenge + high-diff PoW
(D>=30) + human-like verification
Redenption path: 3 consecutive high-difficulty successes or
sl i di ng-wi ndow pass rate >=85% + behaviora
normal i zati on — bl each back to G een Lane
Pur pose: economic | everage (conpute, tine, electricity) to
screen while mninizing fal se positives

2.3. Black Lane - Physical Shielding Path
Entry: prelimnary failure or PoWsignature failure or severe
physi cal inconsistency or L7 malicious tag
Processing: XDP_DROP (Fail-Silent, no reply, no log) +
RESTRI CTED tag in eBPF Map + cool -down peri od
(default 20 m n, configurable)
Rel ease logic: after cool -down, forced downgrade to Yell ow
heavy zone (rmust first conplete D>=30 PoW; no
direct return to Geen

Green Lane post-pass resource rel ease and cl osed-| oop nmanagenent:



- Once passed and XDP_PASS into kernel TLS/ QUIC, XDP inmredi ately
destroys all tenporary state for that fingerprint.

- If later marked nmalicious by L7 firewall, conposite fingerprint is
reverse-synced to XDP RESTRI CTED FI NGERPRI NT_MAP; credit renoved,
RESTRI CTED tag applied, cool-down triggered.

Extrene-envi ronnent adaptati on:

- When | oad high (PPS near saturation, CPU softirg >60% Map near
overflow): tighten prelimnary thresholds, raise baseline
difficulty, shrink Geen/Yellow bandw dth, prioritize static
whitelist.

3. Milti-Layer Firewall Linkage and Intelligence C osed Loop
(Edge — XDP — SSL)

SFP v1.5 is not a standal one protocol but an intelligent adm ssion

| ayer enbedded in existing Internet defense systens. It fornms deep
defense + intelligence closed | oop: Edge cleaning bl ocks 80-95% of
obvi ous fl oods, XDP+SFP handl es canoufl aged | eakage, SSL/L7 perforns
deep behavioral audit and reverse-feeds malicious intelligence to
XDP.

(Detailed Iinkage flow, roles, and cl osed-l1oop value exactly as
provided in original Chapter 3, translated verbatimw th added
clarity for IETF readability.)

4. Low Fal se-Positive Rate and NAT Individual ldentification Key
Trade-of fs

(Det ai |l ed design choices, conposite fingerprint mechani sm behaviora
normal i zation nmetrics, Fail-Silent policy, and NAT isolation exactly
as provided in original Chapter 4.)

5. Summary and Core Value of SFP v1.5
(Ful'l summary, five core evolutionary points, and five core val ues
exactly as provided in original Chapter 5 w th added protoco
positioning statenent.)

6. Security Considerations
SFP v1.5 relies on cryptographic PoW ephemeral keys, and hardware

timng fingerprints. Al failure paths are Fail-Silent. The
protocol does not hide |IP addresses, bypass |egal requirenents, or

circunvent routing policies. It nerely nakes legitimate traffic
harder to coll ateral -danage and rai ses the econonic cost of DDoS
attacks. Inplementations MJST protect the eBPF naps and control -

pl ane channel s agai nst tanperi ng.
7. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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