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Abst ract

Thi s docunent specifies the StealthFl ow Protocol (SFP), a
pre-transport security layer designed to operate before TLS or QU C
SFP i ntroduces a zero-handshake nmechani smw th reduced observability
and asymretric cost properties to mitigate denial-of-service attacks
and traffic analysis, while remaining conpatible with existing PK
infrastructure

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current
Internet-Drafts is at
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction
Traditional TLS depl oynents expose identifiabl e handshake patterns
(e.g., CientHello, SNI, ALPN), which can be exploited by DP
systens and adversarial observers. Additionally, handshake
asymetry enabl es | ow cost deni al -of -servi ce attacks.
SFP addresses these issues by introducing:
- A single-packet initiation nodel (zero handshake)
- Proof-of-Wrk (PoW based adnission contro
- Low observability packet structure
- Conpatibility with existing PKI and TLS
SFP is not a replacenent for TLS; it acts as a pre-|ayer
2. Design Goals

The protocol is designed with the follow ng objectives:



- Zero explicit negotiation (no handshake rounds)

- Mniml network observability

- Asymmetric cost enforcenent (attacker > defender)
- Conpatibility with existing PKI

- Fail-silent behavior

- Strong integrity protection

Threat Model
SFP assunes:

- Advanced DPlI and traffic analysis capabilities
- Active probing and packet injection

- Hi gh-concurrency deni al -of -service attacks

- Partial network mani pul ation

Qut of scope:

- Fully conprom sed endpoints
- Gobal PKI failure

Prot ocol Overview
The client sends a single "arnored" packet containing:

- Dynam c guide identifier
- Epheneral public key

- Proof - of -Wirk

- Ti mest anp

- Nonce

- Packet hash

- Signature

- Random paddi ng

The server validates the packet statelessly and either:

- Silently drops invalid traffic
- Responds with a signed encrypted reply

TLS or QUIC proceeds only after successful validation.
First Packet Format
The first packet consists of:

Dynam c Guide ldentifier (816 bytes)
Cient Epheneral Public Key (32 bytes, X25519)
Pr oof - of - Wr k:

- SHA-256 hash with | eading zeros D

- Ed25519 signature (64 bytes)
Timestanp (8 bytes, mllisecond precision)
Nonce (1632 bytes)
Whol e Packet Hash (32 bytes, SHA-256)
Si gnature (Ed25519 over all above fields)
Random Paddi ng (0256 byt es)

wN e
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Pr oof - of - Wor k
PoWis defined as:

PoW = SHA256(1 P || Tinmestanp || Nonce || C_eph_pub)
Constraint:

Leadi ngZeroBits(PoW D
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Default difficulty:
D =20 bits
The server MAY increase difficulty dynamically.
Ti mestanp MJUST fall within an acceptabl e wi ndow of server tinmne.
Server Processing
Upon receiving a packet:
Detect guide identifier
Extract client epheneral public key
Verify signature
Verify packet hash
Val i dat e PoW

Val i date tinestanp w ndow
Optionally check Nonce uni queness

Nookwnhe

On failure:
- Packet MUST be silently dropped
On success:
- Server generates a response

Response Packet
The response cont ai ns:

1. Server Public Key (X25519, plaintext)
2. Encrypted Payl oad:

- Certificate chain
- Session paraneters

3. Vol e Response Hash (SHA- 256)
4. Server Signature (Ed25519)
Encryption uses a key derived via X25519.
Cryptographic Al gorithns
The followi ng al gorithns are REQUI RED:
- Hash: SHA- 256
- Signature: Ed25519
- Key exchange: X25519
- AEAD: ChaCha20- Pol y1305
AES- 128- GCM MAY be supported

Security Properties

SFP provi des:

Resi stance to traffic analysis

- Cost asymmetry via Proof-of-Wrk

- Replay protection via tinestanp and nonce

- Integrity via full-packet signatures
Mtigation of man-in-the-mddle attacks via PKI

Integration with TLS/ QUIC

SFP operates as a pre-|layer
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- TLS handshake begins only after SFP success
- QUIC MAY use SFP as a UDP pre-filter

Exi sting TLS i npl enentati ons require no nodification.
Depl oyment Consi der ati ons

Depl oynent can be increnental:

- Internal infrastructure

- Public APIs

- High-val ue endpoints

Har dwar e acceleration (e.g., XDP, eBPF, SmartNIC) is OPTI ONAL.
Limitations

- Does not hide |IP addresses

- Does not prevent endpoi nt conprom se

Relies on existing PKI trust nodel
- May be subject to long-termtraffic analysis

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

Security is the primary focus of this protocol

| mproper inplementation of tinmestanp validation,
nonce handling, or signature verification may
weaken guar ant ees.
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