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Abst ract

The Steal thFl ow Protocol (SFP) is a | ow observability, stateless
pre-authentication and transport arnor mechani sm desi gned to precede
exi sting TLS or QU C sessions. SFP ains to reduce handshake
fingerprinting, limt asymetric denial -of-service anplification,
and mnimze early plaintext nmetadata exposure, while preserving
conpatibility with the existing PKI and TLS ecosystens.

SFP does not replace TLS or QU C. Instead, it provides an optional
single-round pre-filtering and authentication |ayer that enables
servers toreject illegitimate traffic with m niml conputational

cost and m ni mal network observability.

Thi s docunent supersedes the prior informal specification known as
draft-eli-z-protocol -00.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six

mont hs and may be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with
respect to this docunent.
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Modern TLS and QUI C depl oynents expose observabl e handshake patterns
early in the connection lifecycle. Even with encrypted handshakes,
initial packets often reveal protocol versioning, structura
fingerprints, and asynmetric cost characteristics exploitable for
traffic anal ysis and deni al -of -servi ce attacks.

In particular, attackers may generate |arge vol unes of syntactically
valid but unauthenticated initial packets at negligible cost, while

forcing servers to performconparatively expensive cryptographic or

stateful operations.

The Steal t hFl ow Protocol (SFP) introduces a statel ess, single-round
pre-aut hentication nmechanismthat allows servers to cheaply discard
unaut henticated traffic while mnimzing protocol observability.
SFP operates strictly before and outside of TLS or QU C, and does
not alter their cryptographic or transport semantics.

2. Design Goals
SFP is designed with the follow ng goal s:

M ni m ze early observable protocol fingerprints.

Enable fail-silent rejection of unauthenticated traffic.

I mpose symmetric or unfavorable econonics on | arge-scal e abuse.
Avoi d introducing new trust anchors or nodifying PKl behavior
Remai n conpatible with existing TLS and QU C i npl enent ati ons.
Al'l ow statel ess server-side processing at line rate.

* ok X X kX

3. Pr ot ocol Overvi ew

SFP consists of a single client-to-server packet, optionally foll owed
by a single server response.

The client sends an arnored initial packet containing:

A fixed guide code identifying SFP traffic

A client-generated epheneral public key

A proof-of-work (PoW conmitnent bound to a freshness val ue
A whol e- packet integrity hash

A digital signature covering all prior fields

Vari abl e-1 engt h random paddi ng

E R

Upon successful verification, the server MAY respond with a single
packet containing encrypted session bootstrap information. Upon
failure, the server silently discards the packet.

No protocol negotiation, retransm ssion signaling, or persistent
state is required.

4. Packet Structure
4.1. dient Initial Packet
The client initial packet contains the followng fields, in order

[ Gui de Code]

[Cient Epheneral Public Key]
[ PoW Commi t ment ]

[ Freshness Val ue]

[Aient Nonce]

[ Packet Hash]

[Aient Signature]

[ Random Paddi ng]

The Packet Hash MJUST cover all preceding fields except padding.



4. 2.

9

The Client Signature MJST cover the Packet Hash
Server Response Packet

If the server elects to respond, it sends:
[ Server Epherneral Public Key]
[ Encrypt ed Payl oad]
[ Response Hash]
[ Server Signature]

The Encrypted Payload is encrypted using the client epheneral public
key and contains the server certificate chain and session paraneters
necessary to bootstrap a subsequent TLS or QU C connecti on

Pr ocessi ng Model
Server processing MJST prioritize inexpensive validation steps:

Verify the guide code.

Val i dat e packet structure and | ength bounds.

Verify the packet hash and client signature.

Val i date the PoW commitnent.

Val idate freshness within a configurabl e acceptance w ndow.

ORrWNE

Packets failing any step MJST be silently discarded.

Freshness validation SHOULD all ow for network |atency and cl ock
skew. Typical deploynments are expected to permt w ndows on the
order of seconds rather than mlliseconds.

After successful validation, servers MAY proceed with TLS or QU C
session establishnent using conventional mechani sns.

Security Considerations

SFP reduces exposure to fingerprinting by avoiding explicit
negotiation fields and mnimzing determnistic structure ininitia
packets.

Proof - of -work conmitnents increase the conputational cost of |arge-
scal e abuse while remaining negligible for legitimate clients.

Vol e- packet signatures and hashes provide integrity protection
agai nst active mani pul ati on.

SFP does not protect agai nst conprom sed endpoints, conprom sed PKI
or adversaries capable of global traffic correlation

Privacy Consi derations
SFP is designed to mininmze linkability across connections by using
epheneral keys and nonces. No stable client identifiers are exposed
on the wre.

Freshness val ues and PoW comm tnents MAY introduce coarse tenpora
correlation. |Inplenentations SHOULD avoi d excessively narrow
acceptance wi ndows to reduce uni ntended fingerprinting.

Sil ent packet drops MAY still be observabl e through side channels
such as timng or path MIU behavi or.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.

Future Work



Future revisions may include:
Formal wire encodings (e.g., CBOR)
* Mandatory-to-inpl ement cryptographic algorithns
* Performance neasurenents and test vectors
* Integration guidance for common TLS and QU C st acks
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