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Abst r act

Thi s docunent specifies a mninmal convergence |ayer protocol for
transferring Bundle Protocol version 7 (BPv7) bundles over QU C  The
protocol |everages QU C s native capabilities for reliable stream ng,
connecti on managenent, and security, requiring no application-I|ayer
framng for reliable transfers. Unreliable transfers use the Bundle
Transfer Protocol - Unidirectional (BTP-U) over QU C datagrans.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://ekline.github.io/draft-dtn-qubicle/draft-ek-dtn-qubicle.htm.
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ek-dtn-qubicle/.

Di scussi on of this docunent takes place on the Del ay/ D sruption

Tol erant Networking Working Group mailing list (nailto:dtn@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/dtn/.
Subscribe at https://ww.ietf.org/mailman/listinfo/dtn/.

Source for this draft and an issue tracker can be found at
https://github. com ekl ine/draft-dtn-qubicle.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Bundl e Protocol version 7 (BPv7) [RFC9171] requires Convergence Layer
Adapters (CLAs) to transfer bundl es between nodes. This docunent
specifies the QU C Bundl e Protocol Convergence Layer (Q@BCL or
"qubicle"), a mniml CLA using QU C [RFCO000] that enbraces QU C s
native capabilities rather than |layering additional protoco

machi nery.

The desi gn philosophy is sinmple: QU C already provides reliable
streans, nultiplexing, flow control, congestion control, and
integrated security. This specification adds only what is strictly
necessary to transfer bundl es.

The protocol provides two services:

Reliable Service: Bundles are transferred on QU C streans with
guar ant eed delivery.

Unreliable Service: Bundles are transferred via QU C dat agrans
[ RFC9221] using [BTP-U] franm ng.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Client: The Qubicle peer that initiates the QU C connection. This
is a connection-level role and does not inply any restriction on
bundl e transfer direction.

Server: The Qubicle peer that accepts the QU C connection. This is
a connection-level role and does not inply any restriction on
bundl e transfer direction.

Qubi cl e Session: The period during which a QU C connection is
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establ i shed between two Qubicle peers. A session begins when the
QUI C handshake conpl etes and ends when the QU C connection cl oses.
Both client and server are equal peers for the purpose of bundle
transfer.

3. Applicability Statenent

@BCL SHOULD NOT be used in deploynents where the QU C transport nay
not performwell. It is primarily targeted to depl oynents where
round-trip times remain under a few seconds, making QU C s 1-RTT
handshake overhead negligible relative to data transfer tine. For
extrenely high-delay or distrupted environments such as deep space
conmuni cations (e.g., Earth-Mars links with nulti-mnute RTTs), any
handshake may represent significant absol ute delay, and specialized
protocols like LTP ({?RFC5326}) may be nore appropriate.

Simlarly, the SVCB-based DNS service discovery nmechani sm ({<dns-
exanpl e}) SHOULD NOT be used in environments where DNS itself night
not performwell. DNS-based discovery is NOT RECOMVENDED for use in
DTN environments where DNS infrastructure i s unavail abl e, network

di sruptions cause failed | ookups or stale cached records, DNSSEC
validation fails due to a m snatch between query RTT and valid
signature lifetinmes, or DNS query overhead is significant relative to
avai | abl e bandwi dth. For such environnents, inplenentations SHOULD
support alternative CL provisioning mechani sms incl udi ng manual
configuration with pre-planned contact schedul es, contact graph
routing protocols that maintain topol ogy i ndependently of DNS, or
out - of -band netadata distribution through m ssion managenent pl ane
channels. A hybrid approach is RECOMVENDED for nodes bri dgi ng

I nternet and deep-space networks: use BCL with DNS di scovery for

I nternet-side connections, and use alternate nission nmanagenent

pl anes for space-side connections.

4. Protocol Overview

4.1. Connection Establishnent
A Qubicle session is established by initiating a QU C connection to a
peer. The QUI C handshake provi des nutual authentication via TLS 1.3
[ RFC9001] .
The ALPN identifier for Qubicle is gbcl

4.2. Reliable Bundl e Transfer

For reliable transfer, each bundle is sent on a dedicated QU C
uni di rectional stream
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1. The sender creates a new unidirectional stream

2. The sender wites the conplete bundl e (CBOR-encoded per
[ RFC9171]) to the stream

3. The sender closes the stream by sending a STREAM frane with the
FIN bit set.

The bundle is inmplicitly framed by the stream boundaries. No |length
prefix or application-layer framng is required.

The receiver reads data fromthe streamuntil FINis received, then
delivers the complete bundle to the BPA. Receipt of nore than one
Bundl e on a given streamis a protocol error, and the receiver MJST
abort the connection with QBCL_PROTOCOL_ERROR

QUI C guarantees reliable, in-order delivery of streamdata. No
application-layer acknow edgnent is required; the sender can consi der
the transfer conplete when QU C confirms the stream data has been
acknow edged by the peer. Conpleted transfer at the convergence

| ayer does not guarantee successful receipt at the receiving Bundle
Prot ocol Agent, so this signal al one does not suffice to indicate
when a Bundl e can be deleted fromthe sender. Additional information
at the Bundl e Protocol layer is required to confirm successful
transfer.

4.2. 1. Bi di recti onal Bundl e Fl ow

Bot h peers can send bundl es sinultaneously. Each peer creates
unidirectional streans to send its bundles. QU C stream | Ds

i nherently separate client-initiated streans (IDs 2, 6, 10...) from
server-initiated streans (IDs 3, 7, 11...), ensuring no collision
between the two directions of bundle flow

4.2.2. Stream Selection and Priority
Senders MAY use QUIC streampriorities to expedite higher-priority
bundl es. The mapping of bundle priority to QUC streampriority is
an inplenmentation matter.

4.2.3. Stream Exhaustion
QUIC streamidentifiers are 62-bit values, providing an effectively
unlimted nunber of streans per connection. The MAX_STREAMS

transport parameter limts concurrent streams, not the total nunber
of streams over a connection's lifetine.
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If an inplementation reaches practical linmts on streamcreation, it
SHOULD cl ose the connection and establish a new one.

4.3. Unreliable Bundl e Transfer

For unreliable transfer, bundles are sent using QU C datagrans
[ RFC9221] with [BTP-U] fram ng.

Each QUI C dat agram contai ns one or nore [BTP-U nmessages. The

[ BTP-U] specification defines segnentation, reassenbly, transfer
identification, and optional repetition for probabilistic
reliability.

I mpl enent ati ons MJST negotiate the QU C max_dat agram frame_si ze
transport paraneter to enabl e datagram support.

The mapping of bundle priority to [BTP-U] transfer interleaving is an
i npl erent ati on matter.

4.4. Connection Term nation
To term nate a session, a peer closes the QU C connection using

CONNECTI ON_CLCSE. Application-specific error codes are defined in
Section 5.

A peer MAY cl ose the connection at any time. |In-flight reliable
transfers on incomplete streans will fail; the BPAis notified of the
failure.

4.5. Transfer Cancell ation

TODQ(ek): describe how a receiver can cancel a transfer via
STOP_SENDI NG

4.6. Keepalive
Qubicle relies on QU C s native idle tinmout nmechanism Peers
negotiate the max_idle_tineout transport parameter during connection

est abl i shnent .

If application-layer |iveness detection is required, inplenentations
MAY send QUI C PING franes.

5. Error Codes

The following application error codes are defined for use with QU C
CONNECTI ON_CLCSE:
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| Code | Name | Description |
b bbbl oo s s s s s s oo e s
| 0x00 | @BCL_NO ERROR | Graceful closure, no error |
Femmm o - Fom e e e e e oo s o m e e e e e e e e eeee e +
| Ox01 | @BCL_PROTOCOL_ERROR | Qubicle protocol error encountered

S S o m m e e e e e e e e ee oo +

Tabl e 1. Qubicle Error Codes
6. Security Considerations
6.1. Transport Security

QUI C mandates TLS 1.3 for all connections, providing confidentiality,
integrity, and authentication. Qubicle inherits these security
properties.

I mpl enent ati ons SHOULD require peer certificate authentication. The
Node ID in the transport parameter SHOULD match an identity in the
peer’s certificate. The Bundl eEID O herNanme formdefined in

[ RFC9174], Section 4.4.2 provides a standard mechani sm for enbeddi ng
DTN Node IDs in X. 509 certificates. Automated certificate
provisioning is available via the ACVE extensions defined in

[ RFC9891] .

6.2. Bundle Security
Transport security protects bundles in transit between adjacent
nodes. For end-to-end bundl e security, inplenentations SHOULD use
BPSec [ RFC9172].

6.3. Denial of Service

QUIC provides built-in protection agai nst many deni al - of - servi ce
attacks, including address validation and anplification prevention.

I mpl enent ati ons SHOULD apply rate limting on bundle reception to
prevent resource exhaustion.

6.4. O-RTT Considerations
QUIC O-RTT data is subject to replay attacks. |nplenmentations that
enabl e 0-RTT SHOULD only send bundles that are safe to replay (e.qg.,
bundl es with replay protection at the bundle |ayer).

7. Operational Considerations
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7.1. Version Negotiation

Qubi cl e endpoints wishing to conbat various ossification vectors are
RECOMVENDED t o support version negotiation and the sanme Bundl e
transfer operations described in this meno over QU C v2 [ RFC9369].

7.2. Convergence Layer Fall back

As noted in [RFC9308], some networks bl ock UDP traffic such that
Qubi cl e connections cannot be established. Bundle Protocol Agents
that enpl oy Qubicle are RECOMVENDED to support additional Convergence
Layers, e.g. TCPCLv4 [RFC9174].

7.3. Coexistence Wth O her UDP-based Convergence Layers

It is RECOVMENDED t hat Qubicle inplenentations use a dedi cated UDP
port for operational sinplicity.

Bundl e Protocol Agents that enploy Qubicle and other UDP-based
Conver gence Layers on the sane UDP port MJST be able to di sambi guate
received datagrans in order to route themto the correct CLA. For
UDP CLs that use DTLS, [RFC9443] provides the required guidance to
di sanbiguate QU C traffic from DTLS-encapsul ated CL traffic.

7.4. Finding a Qubicle Endpoint Via DNS
{#dns- exanpl e}
Qubi cl e senders nmay be nanual ly provisioned with a hostnane (or IP
addresses) and UDP port corresponding to the |istening Qubicle
endpoint for a peer Bundl e Protocol Agent. |If only a hostnane is
known but a port is not, [RFCI9460] SVCB Resource Records may be
| ooked up to find a |istening UDP port and confirm expected ALPN
configuration.

Consi der this zone file for exanple.:
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;' zone: exanple.

éCRIG N exanpl e
_dtn-bundle. tcp.mars-orbiter IN SRV 10 20 4556 cl oud- agent. exanpl e.
_gbcl . mars-orbiter I N SVCB 0 cl oud-agent. exanpl e.

cl oud-agent IN A 192.0.2.1
cl oud-agent I N AAAA 2001:db8::1
cl oud-agent IN SVCB 10 . (

i pv4hint=192.0.2.1

i pv6hi nt =2001: db8:: 1

port=1234 al pn="gbcl ")

A BPA supporting both [ RFC9174] nmay attenpt to resolve an SRV record
for the _dtn-bundle. _tcp prefixed hostname. A BPA that support
Qubicle mght also issue DNS SVCB queries for the [AttrLeaf] prefix
" gbcl". The sanple above indicates that mars-orbiter.exanple. has
an SVCB record in AliasMdde referring to cloud-agent.exanple. The
SVCB record associated with cl oud-agent. exanpl e. contains al
required QUI C transport rendezvous information

8. | ANA Consi derati ons
8.1. ALPN Identifier

I ANA is requested to register the following ALPN identifier in the
"TLS Application-Layer Protocol Negotiation (ALPN) Protocol |Ds"
registry

+ [ b oo e e o)
| | Reference |
. Sfemfems s s el sl
| |
+ +

Thi s docunent |

Tabl e 2: ALPN Regi stration
8.2. AttrLeaf Node Nane

Per [AttrLeaf], IANA is request to add the following entry to the DNS
"Underscored and d obally Scoped DNS Node Nanes" registry:

Tayl or & Kline Expi res 20 Sept enber 2026 [ Page 9]



I nternet-Draft DIN QUIC CL March 2026

[ e ool e e o}
| RR Type | _NODE NAME | Reference |
[ S ety el sl
| SVCB | _qgbcl | this docunent |
L I I i +

Tabl e 3: AttrLeaf Registration
8.3. Application Error Codes

I ANA is requested to create a new registry "Qubicle Error Codes" with
the following initial val ues:

| Code | Narme | Reference |
[ bbb ey s s U
| 0x00 | QBCL_NO ERROR | This docunent |
Fom e oo o e e e e e e e e oo s o +
| Ox01 | QBCL_PROTOCOL_ERROR | This document |
N o e e e e e e oo o o m e e e oo - +
| Ox02-0OxEF | Unassigned | |
S o e m e e e e e oo S +
| OxFO-OxFF | Reserved for Private Use | This docunent |
Fom e oo o e e e e e e e e oo s o +

Table 4: Error Code Registry
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