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Abst ract

This meno requests Ethernet paraneters for Bundl e Transfer Protocol -
Unidirectional [BTP-U for use on Ethernet and Ethernet-like |inks.
This is not intended to replace existing |P-based Convergence Layer
(CLs). Rather this nakes it possible to use Ethernet with BTP-U as a
CL in environments where Ethernet-1like operation better matches the
network infrastructure or operational constraints.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://ekline.github.io/draft-dtn-ethernet/draft-ek-dtn-
ethernet.htm . Status information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-ek-dtn-ethernet/.

Di scussion of this docunent takes place on the Del ay/Di sruption

Tol erant Networking Working Group mailing list (nailto:dtn@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/dtn/.
Subscribe at https://ww. ietf.org/milmn/listinfo/dtn/.

Source for this draft and an issue tracker can be found at
https://github. com ekline/draft-dtn-ethernet.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

When two Bundl e nodes are connected by an Ethernet link, or by a
technol ogy that emul ates Ethernet, it may be possible for a Bundle
Protocol Agent to transmt Bundles in the payl oad of an Ethernet
franme wi thout higher |ayer protocol Convergence Layer (CL) overhead.
Exampl es of "Ethernet-1like" Technol ogies include Digital Video
Broadcast Generic Stream Encapsul ation ([ DVB- GSE]).
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This menmo reconmends use of Bundl e Transfer Protocol - Unidirectiona
[BTP-U] for this purpose and requests some Ethernet parameters to
support this. Specifically, it requests: an EtherType for
identifying franes carrying BTP-U payl oads (3.1) and a nulticast MAC
address, for indicating the franme is addressed to all BTP-U capabl e
receivers (3.2).

Wi |l e hypothetically applicable to a physical Ethernet LAN, it may be
better utilized within Virtual Private Coud (VPC) networks, which
al | ow novel software-define connectivity anong a set of cooperating
Bundl e processi ng cl oud conpute nodes (i.e. VMs). Such deploynents
can be useful for mssion nodeling, testbed activities, and may al so
integrate well with some G ound-Station-as-a-Service (GSaaS) network
infrastructure

1.1. Congestion Contro

BTP-U | acks a congestion control nechani smand presunes the sending
rate is controlled by a |l ower |ayer or mechani sm otherw se out of
scope for BTP-U

Et hernet flow control nechani sns exist but, even if in use, they may
not be sufficient to avoid significant | oss of BTP-U franes in al
situations. Additionally, a Bundle Protocol Agent may not be able to
easily deterni ne whether any Ethernet-level flow control mechanismis
avai |l abl e.

For depl oynents where congestion control cannot be managed by a
mechani sm out si de of BTP-U, network operators should to consider
al ternate Convergence Layers

1.2. Relationship to O her Convergence Layers

Thi s "Ethernet Convergence Layer" is not intended to replace |P-based
CLs where their use would be nore appropriate. While use of direct
encapsul ation within an Ethernet frame avoids incurring sone |IP and
UDP/ TCP header overhead (28 to 48 bytes, or nore, depending on
Internet Protocol version and other options). These savings,

however, are not the primary notivation. Rather, sone Bundle

Prot ocol deploynents utilize Iinks which may not have any operationa
| P addressing or routing.

Conver gence Layers like [TCPCL] and [ DGRAMCL] have nany usefu
features and remai n reconmended wherever depl oyable. This may

i nclude sone |inks where only | Pv6 Link-Local Addresses are
avai |l abl e, though how a Bundl e Protocol Agent obtains the |IPv6 Link-
Local Address of a peer is a deploynent-specific matter.
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2. Assignnment of an EtherType by | EEE
The 1ESG is requested to approve applying to the | EEE Registration
Authority for an EtherType for BTP-Y. The |ESG should comunicate
its approval to I ANA and to those concerned with this docunent. |ANA
will forward the | ESG Approval to the registry expert of the
"Ether Type" registry fromthe "I EEE 802 Nunbers" registry group who
wi |l make the application to the | EEE Registration Authority, keeping
I ANA i nf or ned.

3. | ANA Consi derati ons
Al'l ocation of the follow ng Ethernet paranmeters is requested.

3.1. EtherType

(if approved) The followi ng entry has been added to the "ETHER TYPES"
subregistry of the "I EEE 802 Nunbers" registry [|ANA-| EEE802] :

Et hertype (decimal): YYYY Ethertype (hex): YYYY Exp. Ethernet
(decimal): - Exp. Ethernet (octal): - Description: BTP-U payl oads
Ref erences: RFC ZZZZ (this docunent)

3.2. Milticast MAC Address
In order to identify "all Bundle Transfer Protocol - Unicast over
Et her net capabl e receivers” within a broadcast domain, IANA is
requested to allocate one Multicast MAC address.

Foll owi ng the recommended format given as the EU -48 ldentifier
templ ate in [ RFC9542]:

Appl i cant Name: | ETF DTN Wor ki ng G oup

Applicant Enmail: dtn@etf.org

Appl i cant Tel ephone: (none)

Use Nane: Bundl e Transfer Protocol - Unidirectional
Docunent: [ BTP-U]

This menmo is an application for one nulticast EU -48 identifier.
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4. Operational Considerations

In addition to issue around congenstion control and | ack of feedback
about excess sending rate noted above (1.1), sone addition
operational considerations are noted bel ow.

4.1. Checksumns

To reiterate the observation in H|3.5 of [ DGRAMCL], the Bundle

Prot ocol specifications assune that Bundles "are transmitted over an
erasure channel, i.e., a channel that either delivers packets
correctly or not at all"

Et hernet’s Frame Check Sequence (FCS) minimally neets this
requirenent to ensure Bundles are not corrupted in transm ssion. Use
of stronger integrity checks are left to BTP-U

4.2. Filtering

A common security paradigmis to "default deny" all traffic patterns
that, broadly, do not conformto operator expectations. In such

environnments it may be that the BTP-U Ether Type needs to be added to
an allowist or otherwise explicitly permtted to be used on a given
Et hernet segnment before BTP-U nessages can be successfully delivered.

5. Security Considerations

Thi s docunent requests assignment of an EtherType and Multicast MAC
address for BTP-U datagrans. It has no increnental inplications for
security beyond those in the rel evant protocols.

BTP- U assunes the sending rate is controlled by a nmechani sm out of
scope for the protocol and has no builtin mechanismfor identifying
or mitigating any congestion a sender night cause. Use of this
protocol on sonme networks, a shared LAN segnent for exanple, may
cause a Denial -of -Service by flooding Ethernet switches and stations.

Any attacker with access to the link, or with sufficient know edge of
| ocal Bundl e fordwardi ng configuration so as to inject BTP-U franes
and cause themto be sent to an Ethernet peer, may overwhel mthe
receiver to the point of Denial of Service to other onlink senders.

| EEE standards include several security mechani snms that may be used
in Ethernet networks. Exanples of recommended Ethernet-|eve
security nechani sns a network nmight deploy include: |EEE 802.1X
(TODO reference), which may be used restrict access to the link to
aut hori zed participants, and | EEE 802. 1AE (TODO reference), which
woul d offers confidentiality of the entire BTP-U payl oad.
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