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Abst ract

Thi s docunent di scusses the format of EIP protocol elenents and the
transport of EIP in different |Pv6-based protocol headers.

In particular, this docunment defines the standal one EIP formats for
the 1 Pv6 Hop-by-Hop Options Header and for the Segnent Routing
Header, and it defines the generic format of EIP Information

El ements. O her approaches to transport EIP, including integration
with the 1 OAM framework through the d obal Opaque Bl ock (GOB), are
described in separate documents.

Caveat: this docunent is still in brainstormng stage, it is
distributed to stinulate discussion.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at https://eip-
hone. gi t hub. i o/ ei p- header s/ draft - ei p- headers-definitions. htm.
Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-eip-headers-definitions/.
Di scussion of this docunent takes place on the EIP SIGnailing |ist
(mailto:eip@nit.it), which is archived at http://postino.cnit.it/
cgi - bin/ mail man/ private/eip/.

Source for this draft and an issue tracker can be found at
https://github. com ei p- hone/ ei p- headers.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

The ElI P header is used to carry information that |1 Pv6 nodes (hosts
and routers) can read and wite to support different use cases. The
use cases for EIP are discussed in [id-eip-use-cases]. EIP provides
a common architecture and framework which can be extended/tail ored
for the different use cases. The EIP architecture is discussed in
[1-D.draft-eip-arch]

The present docunment focuses on the standal one EIP formats and on the
generic definition of EIP Information El enments, while other docunents
descri be additional approaches to transport EIP

The design of the EIP header takes into account the requirement to be
efficient and "hardware friendly" (i.e. the effort and cost to

i npl ement EIP in hardware achieving line rate forwardi ng needs to be
r easonabl e)

The benefits of having EIP as a conmon header and franework to
support multiple use cases are discussed in [I-D.draft-eip-arch].

ElI P can be transported in different ways within I Pv6. This docunent
defines two standal one approaches: 1) an EIP Option for the Hop-by-
Hop Options Header; and 2) an EIP TLV for the Segnent Routing Header
Addi ti onal approaches to transport EIP are also possible. In
particular, EIP Information El enents can be carried within the | OAM
framework through the G obal Opaque Bl ock (GOB) of the | QAM Pre-

al l ocated Trace Option, as described in [I-D. draft-mayer-i oam gob].

2. Standal one EIP Transport in the Hop-by-Hop Options Header

The ElI P header can be carried as an Qption in the Hop by Hop
Ext ensi on Header, as shown in the follow ng figure.
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i I S S S s o i e

| Option type | Opt Data Len=xx|
B i s T T i i o S o T Ji I
| EIP Information Elenments (variable in nunber and | ength) |
i I e S s S i S SR R
I e I S i S i i S
+-

I T S T i S S e I A ST S A S S S S S

Option type

e et o
| 0] O] 1| EI P code |
N S S S

First 3 bits in Option type field:
* 00 Skip if not inplenented
* 1 Content m ght change at every hop

(eventually) EIP code needs to be allocated by IANA for the tine
bei ng we use 11110, so overall the Option Type for EIP is

Ox3E (001 11110) RFC3692-styl e Experinent
Opt Data Len is the length in bytes of the rest of the EIP Option
Wthin the EIP Option, we have a LTV structure:

El P-LTV a code that is specific of each EIP LTV
LTV Len is the length in bytes of the rest of the LTV

3. Standal one EIP Transport in the Segnent Routing Header

The ElI P header can be carried as a TLV in the Segnment Routing Header.
A generic TLV in the SRH is defined as foll ows.

0 1

0123456789012345

R i e R S S e o e R
| Type | Lengt h | Variable-length data
R i ol S e S S i S i S T

First bit in type field: 1 - Content m ght change at every hop
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type code needs (eventually) to be allocated by I1ANA for the tine
bei ng we use 252 for the EIP TLV. This is part of the experinmental
range

252- 254 Experinmentation and Test [ RFC8754]

NB current |1 ANA allocation for Types starting with 1 is (see
https://ww. i ana. or g/ assi gnment s/ i pv6- par anet er s/ i pv6-
par anet er s. xht m #segnent - r out i ng- header-tl vs)

127 possible Option Types starting with 1
123 not all ocated

3 allocated for Experinentation and Test
1 Reserved

128- 251 Unassi gned
252- 254 Experinmentation and Test [ RFC8754]
255 Reserved [ RFC8754]

The EIP TLV for SRHw Il carry a set of EIP Information El enents as
shown hereafter.

0 1 2 3
01234567890123456789012345678901
B il s S S S S I S i
| 1] El P | Length |
R e s T o T S R El ok i R e e S S e o o s
| EIP Information El ements (variable in nunber and | ength) |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
O |
B i s T T i i o S o T Ji I
I
+-

i i S S i T s i S
4. O her Approaches to Transport EIP

The standal one formats defined in this docunent are not the only
possi bl e ways to transport EIP Information El enents.

As discussed in [I-D.draft-eip-arch], EIP is an architectural
framework for structured in-band nmetadata and processing, and it can
be mapped onto different |Pv6-based protocol containers.

In addition to the standal one EIP Option for the Hop-by-Hop Options

Header and the standal one EIP TLV for the Segnent Routing Header,
anot her inportant approach is to carry EIP Information El enents

Sal sano & Mayer Expi res 20 Sept enber 2026 [ Page 5]



Internet-Draft El P Headers March 2026

within the | OAM franmework through the G obal Opaque Bl ock (GOB) of
the 10AM Pre-all ocated Trace Option, as described in
[1-D.draft-mayer-i oam gob].

For this reason, this docunent should be read as defining the generic
EIP Information Elements and two standal one transport formats, rather
than as restricting EIP to a single protocol representation.

5. Generic Format of EIP Infornation El enents

EIP Information Elenments are used to carry the information needed by
the different use cases. The same Information El enent can be reused
across multiple use cases. The sanme EIP Informati on El enents can

al so be used across different approaches to transport EIP, including
the standal one formats defined in this docunment and ot her nmappi ngs
such as the | QAM GOB- based approach

A fundanental requirenent for EIP is to be "Extensible", therefore we
need to have a potentially |large nunber of different Information

El ements. On the other hand, we may need to be efficient, limting
the overhead in bytes for carrying a given information. |In order to
have the possibility to find the optimal trade-off between these
contrasting requirenents, the Codes or "Tags" for the Infornmation

El ements can have different sizes. |In particular, we select a
solution in which the Codes can have three different |engths
(respectively one byte, two bytes or three bytes).

In order to support the variability in the size of the Code of the
Information El enent, we use an LTV (Length-Tag-Val ue) approach
i nstead of TLVs (Tag-Length-Val ue).

We have considered two approaches for the structure of the EIP
Information El ements or EIP LTVs.

5.1. Proposed approach #1 for EIP LTVs.

In this approach, we have one byte LTV Data Length field. The LTV
Data Len is in octets (up to 255 bytes for the LTV Data Length).
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5.

2.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| LTV Data Len=xx| 0| EIP-LTV Code| LTV content |
i i i T i I S i e s o o i i
| LTV content (optional, variable |ength) |
R et e s i o e s i i

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| LTV Data Len=xx| 1] EIP extended LTV Code | LTV content |
i e e R el T o S b i o I R S S
| LTV content (optional, variable |ength) |
B i s T T i i o S o T Ji I

In this approach, we can have 128 codes of one byte and 32768 codes
of 2 bytes.

Proposed approach #2 for EIP LTVs.

In this second approach, the first two bits of the Len field can
differentiate the code length, and the remaining 6 bits will specify
the length of the optional part of the LTV content in 32 bits units
(4-octets units). The LTV Data length can be up to 63x4=252 bytes
(covering the optional part).

Note that when the Data Len is 0, the optional part of the LTV
content is not present, and the Information Elenent is nade only of 4
bytes (i.e. one rowin the figures bel ow).
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
|0 1| Data Len | EIP-LTV Code | LTV content |
i i i T i I S i e s o o i i
| LTV content (optional, variable |ength) |
R et e s i o e s i i

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
|1 O] Data Len | El P extended LTV Code | LTV content |
i e e T i e R e T e e e e R e ok
| LTV content (optional, variable |ength) |
B i s T T i i o S o T Ji I

0 1 2 3

01234567890123456789012345678901
L e i S e I S ek i S N SR S
|1 1] Data Len | El P doubl e- ext ended LTV Code |
B i s T T i i o S o T Ji I
| LTV content (optional, variable |ength) |
i I i S i S S S D i S M S

In this approach, we can have 256 codes of one byte, 65536 codes of 2
bytes and 2724 codes of 3 bytes. The codes of one byte will be
referred to as "Short codes", the codes of two bytes will be referred
to as "Extended codes", the codes of three bytes will be referred to
as "Doubl e extended codes".

5.3. Decision on the approach for EIP LTVs

The sel ected approach is the #2, because it is nore flexible and it
supports a nuch higher nunber of Information El enents Codes.

6. Definition of EIP Information Elenments (a.k.a. EIP LTVs)
6.1. HWVAC LTV
Alignment requirenment: 8n (TODO nmmybe it will be 4n)

The keyed Hashed Message Authenticati on Code (HVAC) LTV is OPTI ONAL
and has the followi ng format:
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
|1 O] Data Len | El P extended LTV code | RESERVED |
i i i T i I S i e s o o i i
| HVAC Key I D (4 octets) |
R et e s i o e s i i

| 11
| HVAC (vari abl e) /1
| 11
B S T i s T S S S R S i ik Tk I I N R S S S i e

El P extended LTV code: HMAC (see Table 3 in Section 7.2)

Data Len: the length of HVAC LTV in 4-bytes units, excluding the
first row the counting starts fromthe second row (HVAC Key ID).

RESERVED: 8 bits. MJST be 0 on transm ssi on.

HVAC Key I D: A 4-octet opaque nunber that uniquely identifies the
pre-shared key and al gorithmused to generate the HVAC

HVAC. Keyed HMAC, in nultiples of 8 octets, at npbst 32 octets.

The details of the use of the HVAC LTV (HVAC Ceneration and
Verification and HVAC Al gorithms) are borrowed from section 2.1.2 of
RFC 8754 [ RFC8754] .

6.2. EIP ldentifiers LTVs

EIP identifiers can be used for different use-cases. For exanple,
they can be used to identify a "slice", or a Custoner, or they can be
used to carry a "Contract ldentifier". Two classes of EIP Identifies
are defined, Short and Long ldentifiers. Short Identifiers are 16
bits Identifiers. Long lIdentifiers are Nx32 bits long (N>=1). Long
Identifiers can be further structured according to the specific use
case. EIP Long Identifiers can also be used to carry sequence
nunbers or transaction identifiers to identify a specific packet or a
specific transacti on.

6.2.1. EIP Short ldentifier LTV

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
|0 1| Data Len | EIP-LTV code | Short Identifier |
i i i T i I S i e s o o i i
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El P-LTV code: Short ldentifier (see Table 2 in Section 7.1)

Data Len: The length of the variable-length data in 4-bytes units is
zero in this case.

Short ldentifier: it is a 16 bits identifier, useful when up to 65536
different ldentifiers are needed.

6.2.2. EIP Long Identifier LTV

0 1 2 3

01234567890123456789012345678901
L e i S e I S ek i S N SR S
|1 O] Data Len | El P extended LTV code | I D type |
B i s T T i i o S o T Ji I
| ElI P Long ldentifier (variabl e | ength) |
i I I e S i S S i S M S

El P extended LTV code: Long lIdentifier (see Table 3 in Section 7.2)

Data Len: The length of the variable-length part of the data in
4-bytes units.

I D type: maybe used to qualify different types of identifiers. By
default it is zero. An ID type can be used to specify a structure
for the variable length part of the Long ldentifier.

EIP Long ldentifier: an identifier of variable length (in nultiple of
4 byt es)

IDtype = 0 : CGeneric Long ldentifier
IDtype = 1 : Sequence Number only
IDtype = 2 : Sequence Nunmber and Generic Long ldentifier
The EIP Long ldentifier LTV only carrying a Sequence Nunber is shown
hereafter.
0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
|1 0] DataLen=1 | EIP_ext_cod=Long Identifier | [IDtype =1 |
I S i o T s S S S e s s T
| Sequence numnber |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

The EIP Long ldentifier LTV carrying a Sequence Nunber in addition to
a generic Long identifier is shown hereafter.
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
|1 O] DataLen>1 | EIP_ext_cod=Long Identifier | IDtype =2 |
e L i i T L h aih ik S
| Sequence numnber |
i e e R e o o e e ik i o S R B S
| ElI P Long ldentifier (variabl e | ength) |
B i s T T i i o S o T Ji I

6.3. Tinmestanps LTV:

The Tinestanmp Information El enent can used to collect timng
information in different nodes al ong the packet path (source,
destination, internmedi ate nodes), according to different use cases.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
|0 1| Data Len | EIP-LTV code | Tinestanps TLV Paraneters |
B i s T T i i o S o T Ji I
| Ti mestanps TLV content (variable | ength) |
e s i i e b o i R S S

El P-LTV code: Tinmestanps (see Table 2 in Section 7.1)

The "Ti mestanps TLV Paraneters” is a 16 bits field, it is split into
two 8 bits fields as foll ows:

0 1

0123456789012345
S i S i S S S S S S

| Type | Parameters |
B el I T R S il il ol siE I R SR S

Type : it further characterizes the format and the content of
Ti mest anps

Ti mestanp Type: Basic =1
0 1
0123456789012345
e T e ik o oI S R B T

| Type=1 | LEN] For mat | RES|
+- +-+

e i i S S S S s o o

LEN: the length of each tinestanp
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00 : 1 byte
01 : 2 bytes
10 : 4 bytes
11 : 8 bytes

Format: indicates the format of the tinestanp

0001 : 1 ns

0010 : 10 ns

0011 : 100 ns

0100 : 1 us

0101 : 10 us

0110 : 100 us

0111 : 1 s

1000 : NTP (only for 8 bytes)

1001 : Linux epoch (only for 8 bytes)

RES: Reserved, set to 0 0

Exanpl e of a Tinestanp TLV of type basic, that carries 8 timestanps
of length 2 bytes, each one representing a tine granularity of 10 us.

0 1 2 3
01234567890123456789012345678901
R ol I S R R S R R S R
| 0] O] 1] EIP | Opt Data Len=20
e o I e e ol i I T T T S S e e e e i i ol it T R R
|0 1] Len=4 |  Timestanps | Type=1 |0 1]0 1 0 1|0 O
R e s T o T S R El ok i R e e S S e o o s
I 1 I 2 I
R et e s i o e s i i
I 3 I 4 I
B i s T T i i o S o T Ji I
I 5 I 6 I
i i i T i I S i e s o o i i
I 7 I 8 I

S T S S S e e U S DU S S R SR L RS

NB using this granularity (10 us) and timestanp size (2 bytes),
assuning that all node clocks are synchronized with a maxi mumerror E
[me] it is possible to correctly eval uate hop-by-hop delays up to
(655-E) [ns]

The entire timestanp will be reconstructed at | ast node using system
time and subtracting internediate tinmestanps
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6.4. Node selection and identification LTV

This Informati on El ement can be used for two purposes:

1) associate sone instruction contained in the EI P header to one or
nmore target nodes in the "downstream' path of the packet

exanple 1.1: ask a specific node to wite some information in the EIP
header, if this specific node will be crossed by the packet

exanple 1.2: ask one node every N hops to wite sone information in
the EIP header

2) identify the nodes that have inserted sone information in the EIP
header

0 1 2 3
012345678901234567890123456789¢01

T e L o o o e i i s it NN R SR S B S
|0 1] Data Len | EIP-LTV code | Type | Scope |
B i s T T i i o S o T Ji I
| Hop Count | Param 1 | Param 2 | F| Back counter|
e L o i T T S e E o i h
| Target node list (optional, variable |Iength) |
i e e R e T o e i ks i oI SR SR B S
| Col l ected information list (optional, variable |ength) |
B i s T T i i o S o T Ji I

Type = All nodes (Skip M, Paraml1l : M Param2 : linmt (num of nodes)

Type = Modul us, Param 1l : nodulus, Param2 : limt

Type = Destination only

Type = Segment End only, Param 2 is the limt

Type = Segment End Mbdulus, Param 1 : nodulus, Param?2 : limt

Type = Target Node(s), Param 2 is the nunber of nodes

Scope : |If Scope = 0x00 the node selection applies to all the
following EIP Information El enents (LTVs) If Scope = N > 0x00 only to
the first NLTVs followi ng the Scope are affected by the sel ection.

.5. Processing Accelerator LTV

The purpose of this LTV is to identify a portion of the EIP Header
that has a fixed pre-known format so that it can be processed in a
more efficient way, rather than proceeding with a "sequential"”
parsing. This is can be used for parallel hardware processing, but
al so software processing can be optinmized. For exanple, a pre-known
sequence of LTVs followi ng the Processing Accel erator LTV can be
processed in parallel. The Processing Accelerator LTV can be used to
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know i n advance the size and type of sone fields of the follow ng
LTVs in order to speed up the processing.

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
|0 1] Len =0 | Proc. Accel. | Processing Acceleration ID |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Proc. Accel. : EIP Short code (see Table 2 in Section 7.1)

The Processing Acceleration IDis an opaque identifier, its
definition is domain-specific.

6.6. Compact Path Tracing (CPT) LTV

This LTV is a porting of the Internet Draft "draft-filsfils-spring-
path-tracing"” [I-D.filsfils-spring-path-tracing] into the EIP
framework. It contains a stack of "MCD' (M dpoint Conpressed Data)
representing information inserted by every transit router for path
traci ng purposes.

0 1 2 3
01234567890123456789012345678901
B s o T ol i R R S e i ik i Sh SRR N S
1 0] Length | Conpact PT | Type | Al HM_| RES]
B i T i T S i s S S N e s o T S

+
I
+- +
I I
~ MCD St ack ~
I I
R et e s i o e s i i

Conpact PT: EIP extended code (see Table 3 in Section 7.2)

Type: 3 bits, specifies the content of the CPT LTV including the
format of the MCD el enent.

A. Authenticated, set to 1 in Authenticated Mde, 0 otherw se.

HWL: HMAC Length, set to 00 in unauthenticated node. In

aut henticated node, it stores the length of the HVAC field in 8
octets.\ MAC length = (HM. + 1) * 8 bytes.\ Max |ength of the HVAC
will be 32 octets.

RES: Reserved, set to 00.
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U tra Conpact (Type = 000)
MCD 24 Bits (3 bytes)
Timestanp (8 bit) | Interface ID (12 bit) | Load (4 bit)

Conpact (Type = 001)
MCD 32 Bits (4 bytes)
Tinmestanmp (10 bit) | Interface ID (16 bit) | Load (4 bit) | Timeshift (2 bit)

The MCD Stack has variable size. [I-D.filsfils-spring-path-tracing]
recomrends 36 octets for a MCD of 3 bytes (12 MCDs).

In our case, taking into account the alignnent requirenents, we have
the follow ng recomendati on.

VWen MCD is 3 bytes, we recormend 13 MCDs for a total of 39 bytes.
Wen MCD is 4 bytes, we recommend an even nunber of MCD, for exanple
10 for a total of 40 bytes or 12 for a total of 48 bytes.

6.6.1. Authenticated node for Conpact Path Tracing

0 1 2 3

01234567890123456789012345678901
i i i T i I S i e s o o i i
|1 O] Data Len | Conpact PT | Type | Al HM| RES|
R et e s i o e s i i

MCD Stack ~

=
~ HVAC
+-

I
I
+
I
I
I T S T i S S e I A ST S A S S S S S

In the authenticated node, an HVAC i s appended at the end of the MCD
Stack. The size of the HHAC is a multiple of 8 octets (maxinmm 32
octets).

Each internedi ate node cal cul ates the HVAC for the whole CPT LTV,
including the HVAC field. The newly cal cul ated HVAC then overwrites
the previous node’s HVAC. The first node will just use an HVAC field
set to all zeros. An identifier for every single node is not needed,
because it can be derived fromthe MCD Stack. The destination node
can reconstruct the different HVAC fields at each hop to check if the
final HVAC i s consistent.

6.6.2. Geotagged Conpact Path Tracing
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TODO
6.7. Ceotagging LTV
We describe an LTV for Senmantic Routing use case.

0 1 2 3

01234567890123456789012345678901
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
|1 0] Length | Geot aggi ng | S| O Form | RES
i i i T i I S i e s o o i i
| Position(s) (Variable) |
R et e s i o e s i i
Geot aggi ng for Semantic Routing: EIP extended code (see Table 3 in
Section 7.2)

S: (for Source) the Position includes the Source Location
D: (for Destination) the Position includes the Destination Location

Format: 3 bits, specifies the encoding used to represent the
geogr aphi cal |ocation(s).

RES: Reserved, set to O.

Position(s): Contains the geographical location data. Its length
must be a nultiple of 4 octets.

| Format | Encoding |
| O | Quantized Long: Latitude 32 bits, Longitude 32 bits |
E o o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| 1 | Quantized Short: Latitude 16 bits, Longitude 16 bits |
T o m e e e e e e e e e e e e e e e e e e e e e e e e e eee—— oo s +
| 2 | Geohash Long 60 bits (padded to 64 bits) |
B o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm i mamma- +
| 3 | Geohash Short 30 bits (padded to 32 bits) |
E o o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +

Table 1

Quanti zed format as described in https:// el oughlin. com posts/
geohash-assenbly. Latitude and | ongitude are quantized by mapping to
the unit interval [0, 1] and multiplying by 27232 for Long format
(32+32=64 bits) and by 2716 for Short format (16+16=32 bits), as
illustrated in the follow ng fornmnul as:
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lat_long = floor( 2732 * (lat + 90) / 180 )

lon_long = floor( 2732 * (lon + 180) / 360 )
| at_short = floor( 2716 * (lat + 90) / 180 )
|l on_short = floor( 2716 * (lon + 180) / 360 )

Geohash format is an open source format specified in
https://en.w ki pedi a. or g/ wi ki / Geohash

Quanti zed Long (Format = Q)
64 bits (32 lat + 32 lon)
LAT error: f& 2.3 mm

LONG max error: f% 4.6 nm

Quanti zed Short (Format = 1)
32 bits (16 lat + 16 | on)
LAT error: f& 153 m

LONG max error: [ 305 m

Geohash Long (Format = 2)
60 bits + 4 bits padding
LAT error: f& 18.6 nm
LONG nax error: f& 9.3 mm

Geohash Short (Format = 3)
30 bits + 2 bits padding
LAT error: f# 610 m

LONG max error: [k 305 m

6.8. Sinple Two-Way Active Measurenent Protocol (STAMP) LTV

This is a porting to EIP of the STAWP inpl enentati on from RFC8972
(https://www. rfc-editor.org/rfc/rfc8972. htm)

The original inplenmentation wites the STAMP data in the UDP payl oad,
if the data is carried by EIP instead, the delay neasurenent can be
performed in-band. This is true when the delay introduced by the
reflector is not relevant for the purpose of the neasurenent.

I ndeed, the reflected STAMP data will be returned to the sender when
anot her packet is available for piggy-backing the STAWP dat a.

When the entire round-trip delay is relevant, at least the reflected

packet should be sent out-of-band to achieve the smallest possible
del ay when the Refl ector processes the packet.
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
|1 0] Length | STAWP | D Al RES |
i i i T i I S i e s o o i i
| STAMP content (vari abl e) |
R et e s i o e s i i

D. Direction, set to O if it carries Sender data, 1 for Reflector
dat a.

A Authenticated, set to 1 for Authenticated Mde.
RES: Reserved, 6 bits set to O.

The STAMP content is variable. It changes depending on the Direction
and Aut henti cat ed val ues.

Following is an exanpl e of a Session-Sender STAMP | nformation El ement
i n Unaut henti cat ed Mde:

0 1 2 3
01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
|1 O] Length | STAWP | D Al RES |
i T s i o S i i S R I S I S S S M
| Sequence Number |
B T S i T s i i e e SEI S
Ti mest anp |
I

B s o T o i R R S i ik i Sh SRR N S
Error Estimate | SSI D
B S S T i i S it S I S S S Y S

MBZ (28 octets)

_—_ -

e T S T e S I S
TLVs ~
kL p SR S S R S S S R

+  +——— +— +

The detail ed description of the remaining fields and of the other
formats, for the Refl ector and Authenticated node, can be found in
RFC8972.
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7. Code assignnent for EIP Information Elenents (a.k.a. EIP LTVs)

7. 1. LTV Short Codes

B ety Sl p——_———
| I'nformation El enent | Code |
B oo e o
| Short Identifier | Ox01 |
B e I +------ +
| Processing Accelerator | 0x02 |
L I I I I A +------ +
| Tinmestanps | TBA |
B I I I A R +------ +

Tabl e 2: Short Codes (1
bytes) for EIP LTVs

7.2. LTV Extended Codes

[ oo b s, oo p e
| I'nformation El enment | Code |
[ bbb s s sl L b gt o}
| HVAC | 0x0001 |
oo o e e eeaoo--- . +
| Compact Path Tracing (CPT) | 0x0002 |
o m e e e e e e e e m e ao- B +
| Long ldentifier | 0x0003 |
o e e e e e e o - E +
| Geotagging | 0x0004 |
oo e e e eea oo . +
Tabl e 3: Extended Codes (2 bytes)
for EIP LTVs
8. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

9. Security Considerations
El P i ntroduces in-band information that may be inspected, inserted,
or updated by nodes al ong the packet path. As a consequence,

unaut hori zed access to, or nodification of, EIP information can
affect telemetry, service behavior, or policy enforcenent.
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10.

11.

11.

11.

For this reason, EIP is primarily intended for deploynment in
controlled or limted domains, where the operator can manage protocol
support and trust relationships anobng partici pati ng nodes.

The specific security inplications nay depend on the protocol
container used to transport EIP and on the senmantics of the EIP
Information El enments carried in the packet.

I ANA Consi derati ons
Thi s version of the docunent does not request | ANA actions.

Future versions may request | ANA actions related to standal one EIP
transport codepoints or to EIP Information El ement code assi gnments.
O her approaches to transport EIP, such as | OAM GOB-based transport,
are handl ed by their correspondi ng specifications.
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