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Abstract
Extensi bl e I n-band Processing (EIP) extends the functionality of the
| Pv6 protocol considering the needs of future Internet services / 6G
networks. This document discusses the architecture and franmework of
El P. Two separate docunents respectively analyze a nunber of use
cases for EIP and provide the protocol specifications of EIP
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1. Introduction

Net wor ki ng architectures need to evol ve to support the needs of
future Internet services and 6G networks. The networking research
and standardi zati on conmuniti es have consi dered different approaches
for this evolution, that can be broadly classified in 3 different
cat egori es:

1. dean slate and "revol utionary" solutions. Throw away the |egacy
I P networking |ayer.
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2. Solutions above the layer 3. Do not touch the | egacy networking
| ayer (IP).

3. Evolutionary solutions. |Inprove the IP layer (and try to
preserve backward conpatibility).

The proposed EI P (Extensible In-band Processing) solution belongs to
the third category, it extends the current |1 Pv6 architecture w thout
requiring a clean-slate revolution

The use cases for EIP are discussed in [id-eip-use-cases]. The
specification of the EIP header format is provided in
[id-eip-headers].

2. Basic principles for EIP

An ongoing trend is extending the functionality of the |IPv6
net wor ki ng | ayer, going beyond the plain packet forwarding. An
example of this trend is the rise of the SRv6 "network progranmi ng"
model . Wth the SRv6 network progranm ng nodel, the routers can

i mpl ement "compl ex" functionalities and they can be controlled by a
"network progranmt that is enbedded in |IPv6 packet headers. Another
exanple is the INT (IN band Tel enetry) solution for nonitoring.
These (and ot her) exanples are further discussed in Section 4.

The EIP solution is aligned with this trend, which will ensure a
future proof evolution of networking architectures. EIP supports a
feature-rich and extensible | Pv6 networking |layer, in which conplex
dat apl ane functi ons can be executed by end-hosts, routers, virtua
functions, servers in datacenters so that services can be inpl enented
in the smartest and nore efficient way.

The EIP solution foresees the introduction of an EIP header in the

| Pv6 packet header. The proposed EIP header is extensible and it is
meant to support a nunber of different use cases. In general, both
end-hosts and transit routers can read and wite the content of this
header. Depending of the specific use-case, only specific nodes wll
be capable and interested in reading or witing the EIP header. The
use of the EIP header can be confined to a single domain or to a set
of cooperating donains, so there is no need of a global, Internet-

wi de support of the new header for its introduction. Moreover, there
can be usage scenarios in which | egacy nodes can sinply ignore the
El P header and provide transit to packets containing the El P header

The EI P header could be carried in different ways inside the |IPv6
Header: 1) EIP Option for Hop-by-Hop Extension Header; 2) EIP TLV for
Segnent Routing Header; 3) EIP as a new | OAM Dat a- Fi el d- Type within
the | OAM franmework (discussed in Section 5).
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An i nmportant usage scenario considers the transport of user packets
over a provider network. In this scenario, we consider the network
portion fromthe provider ingress edge node to the provider egress
edge node. The ingress edge node can encapsul ate the user packet

com ng froman access network into an outer packet. The outer packet
travels in the provider network until the egress edge node, which

wi || decapsul ate the inner packet and deliver it to the destination
access network or to another transit network, depending on the
specific topol ogy and service. Assuming that the | Pv6/SRv6 datapl ane
is used in the provider network, the ingress edge node will be the
source of an outer |Pv6 packet in which it is possible to add the EIP
header. The outer |Pv6 packet (containing the EIP header) will be
processed inside the "linmted domai n" (see [ RFC8799]) of the provider
network, so that the operator can make sure that all the transit
routers either are EIP aware or at |east they can forward packets
containing the EIP header. 1In this usage scenario, the EIP franmework
operates "edge-to-edge" and the end-user packets are "tunnel ed" over
the EIP domai n.

The architectural framework for EIP is depicted in Figure 1. W
refer to nodes that are not EIP capable as | egacy nodes. An EIP
domain is nmade up by EIP aware routers (EIP R) and can al so include

| egacy routers (LEGR). At the border of the EIP domain, ElIP edge
nodes (EIP ER) are used to interact with | egacy End Hosts / Servers
(LEG H and with other domains. It is also possible that an End Host
/| Server is EIP aware (EIP H), in this case the EIP framework coul d
operate "edge-to-end" or "end-to-end"

LEG domai n
S TR +
+---+ +---+ +---+ +---+
| EIP| _ _|EIP | EI P| __|LEG
| H] \_+--+_/ | R| | R|__ +---+_ | R
+-- -+ | EI P| +-- -+ +--+ \__|EIP +-- -+
_IER|__ I I _IER|__
-+ [ -+ -+ SR A A S S U S
| LEG |LEG | LEG | El P|
| H| | R | R | ER |
+-- -+ +-- -+ +-- -+ +-- -+
e + S TR +
El P domai n El P domai n

Figure 1: EIP framwrk

As shown in Figure 1, an EIP domain can comruni cate with ot her
domai ns, which can be | egacy donmi ns or ElIP capabl e donai ns.
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3.

3.

Benefits of a common ElI P header for nultiple use cases.

The EI P header will carry different EIP Information El enents that are
defined to support the different use cases. There are reasons why it
is beneficial to define a single comon EIP header that supports
mul ti ple use cases using the EIP Informati on El ements.

1. The nunber of available Option Types in HBH header is linited
(see Section 3.1). Likew se the nunber of available TLVs in the
Segnent Routing Header (SRH) and the nunber of | OAM Dat a- Fi el d-
Type are limted. Defining multiple Option Types (or SRH TLVs or
| OAMt Dat a- Fi el d-Type) for nultiple use case is not scal able and
puts pressure on the allocation of such codepoints.

2. The definition and standardi zati on of specific EIP Information
El ements for the different use cases will be sinplified, conpared
to the need of requiring the definition of a new Option Type or
SRH TLVs or | OAM Dat a- Fi el d- Type

3. Different use cases may share a subset of conmon EIP I nformation
El ement s.

4. Efficient nechanismfor the processing of the EIP header (both in
software and in hardware) can be defined when the different EI P
Information El enents are carried inside the same EI P header

1. Considerations on Hop-by-hop Options allocation

Several proposals and al ready standardi zed sol utions use the | Pv6
Hop- by- Hop Options, as discussed below in Section 4. The Hop-by-Hop
Options are represented with a 8 bits code. The first two bits
represent the action to be taken if the Options is unknown to a node
that receives it, the third bit is used to specify if the content of
the Options can be changed in flight. In particular the Option Types
that start with 001 should be ignored if unknown and can be changed
in flight, which is the nmost conmon conbination. The current | ANA
all ocation for Option Types starting with 001 is (see

https://ww. i ana. or g/ assi gnment s/ i pv6- par anet er s/

i pv6-paraneters. xhtm (https://ww. iana. org/assi gnments/ipv6-

par anet ers/i pv6- paraneters. xhtm))

32 possible Option Types starting with 001 5 allocated by RFCs
(including | OAM and Al t Mark) 27 not allocated

We observe that there is a potential scarcity of the code points, as
there are many scenarios that could require the definition of a new
Hop- by-Hop option. W al so observe that having only 1 code point

all ocated for experinments is a very restrictive limtation.
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4. Review of recent activities that propose to extend the |IP networking
| ayer

4.1. Standardi zed and proposed evol utions of |Pv6

In the last few years, we have witnessed inportant innovations in

| Pv6 networking, centered around the enmergence of Segment Routing for
| Pv6 (SRv6) [RFCB754] and of the SRv6 "Network Programm ng nodel "

[ RFC8986]. Wth SRv6 it is possible to insert a _Network program,
i.e. a sequence of instructions (called _segments ), in a header of
the 1 Pv6 protocol, called Segnent Routing Header (SRH). Recent
updat es (see [RFC9800]) introduced conpressi on nmechani sns for segnent
lists, inmproving scalability for |ong segnent chai ns.

Anot her recent activity that proposed to extend the networking | ayer
to support nore conplex functions concerns network nmonitoring. The
concept of INT "In-band Network Tel emetry" has been proposed since
2015 [onf-int] in the context of the definition of use cases for P4
based data plane programmability. The | atest version of |INT

speci fications dates Novenber 2020 [int-spec]. [int-spec] specifies
the format of headers that carry nonitoring instructions and
monitoring information along with data plane packets. The specific
| ocation for INT Headers is intentionally not specified: an INT
Header can be inserted as an option or payl oad of any encapsul ation
type. The In-band Tel emetry concept has been adopted by the | PPM

| ETF Working Group, renaming it "In-situ Operations, Adninistration,
and Mai ntenance"” (10AM. [RFC9197] discusses the data fields and
associ ated data types for IOAM The in-situ OAM data fiel ds can be
encapsul ated in a variety of protocols, including |Pv6. The
specification details for carrying | OAM data inside | Pv6 headers are
provided in [ RFC9486]. |In particular, 10AM data fields can be
encapsul ated in | Pv6 using either Hop-by-Hop Options header or
Destination options header. A Direct Export variant has been defined
in [ RFC9326], enabling nodes to export telenetry data directly

wi t hout per-hop accumrul ati on.

Anot her exanpl e of extensions to |IPv6 for network monitoring is
specified in [ RFC8250], which defines an I Pv6 Destination Options
header call ed Performance and Di agnostic Metrics (PDM. The PDM
option header provides sequence nunbers and timng infornation as a
basis for measurenents.

The "Alternate Marking Method" is a recently proposed performance

measur enent approach described in [RFC9341]. [RFC9343] defines a new
Hop- by-Hop Option to support this approach
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"Path Tracing" [I-D.draft-filsfils-ippm path-tracing] proposes an
efficient solution for recording the route taken by a packet
(including timestanps and | oad i nformati on taken at each hop al ong
the route). This solution needs a new Hop-by-Hop Option to be
defined. A new lightweight telenetry mechani sm has been proposed in
[1-D.draft-nebc-i ppmtransit-measurenent-option], which accunul ates
end-to-end del ay and congestion flags in a fixed-size structure.

[ RFC8558] anal yses the evolution of transport protocols. It
recomends that explicit signals should be used when the endpoints
desire that network el enents along the path becone aware of events
related to transport protocol. Anobng the solutions, [RFC8558]
considers the use of explicit signals at the network layer, and in
particular it mentions that |Pv6 hop-by-hop headers mght suit this
pur pose.

[ RFC9268] specifies a new | Pv6 Hop-by-Hop option that is used to
record the m ni mum Path MIU between a source and a destination

The Internet Draft [I-D.draft-ietf-6man-enhanced-vpn-vtn-id] proposes
a new Hop-by-Hop option of |IPv6 extension header to carry the Network
Resource Partition (NRP) information, which could be used to identify
the NRP-specific processing to be perforned on the packets by each
network node along a network path in the NRP

The Internet Draft [I-D.draft-ietf-6man-vpn-dest-opt] proposes an
experinment in which VPN service information for both | ayer 2 and
|layer 3 VPNs is encoded in a new | Pv6 Destination Option. The new
| Pv6 Destination Option is called the VPN Service Option

The Internet-Draft [I-D.draft-guan-6man-i pv6-id-authenticati on]
proposes an | Pv6 based address | abel terminal identity authentication
mechani sm whi ch uses a new Hop-by-Hop option, called Address Labe
Ext ensi on (ALE)

The Internet-Draft [I-D.draft-herbert-fast] (currently expired)
proposed the Firewal | s and Service Tickets (FAST) protocol. This is
a generic and extensible protocol for hosts to signal network nodes
to request services or to gain adm ssion into a network. Tickets are
sent in | Pv6 Hop-by-Hop options.

The Internet-Draft [I-D.draft-eckert-6nan-qos-exthdr-di scuss]
(currently expired) provided considerations for common QS | Pv6
ext ensi on header, in the context of the functionality under
definition in the Determ nistic Networking (detnet) |ETF Wrking
G oup [detnet-wg].
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The Internet-Draft [I-D.draft-Ii-6man-topol ogy-id] (currently

expi red) proposed a new Hop-by-Hop option of |IPv6 extension header to
carry the topology identifier, which is used to identify the
forwarding table instance created by the Miulti Topol ogy Routing or

Fl exi bl e Al gorithm

The Internet-Draft [I-D.draft-iurman-6nman-carry-identifier]
(currently expired) discussed the need of having a generic approach
for carrying identifiers in | Pv6 Destination Options and Hop-by- Hop
Options. The EIP proposal can be seen as a superset and a further
generalization of the proposal of
[I-D.draft-iurman-6man-carry-identifier].

4.2. Additional relevant activities

The | ETF has shown interest in carrying application or service-I|eve
metadata in | Pv6. The Application-aware Networking (APN) BoF

di scussed enbeddi ng such nmetadata, |eading to proposals |ike APNG.
The recently chartered CATS (Conpute-Aware Traffic Steering) W5

expl ores approaches where traffic is steered based on in-packet
compute-related information. The GREEN WG (Getting Ready for Energy-
Efficient Networking), fornmed in 2024, investigates telenetry for
carbon-aware routing. The CON I RTF RG has di scussed i n-network
processing requirenments that al so point to in-band netadata handli ng.

The FANTEL BoF (I ETF 123, Madrid, 2025) discussed the Fast
Notification for Traffic Engineering and Load Bal anci ng franmework
[ietf-fantel]. FANTEL proposes in-band nmechani sns to signal network
conditions such as congestion or |ink degradation using | Pv6 packets.
These notifications are inserted by routers to support real-tine
traffic steering decisions. The goals of FANTEL align with the EIP
approach, which provides an extensible container for in-band netadata
through EIP Information El enents. The EIP header could encapsul ate
FANTEL notifications w thout requiring additional Hop-by-Hop Option
codepoi nts, supporting both donai n-specific and broader depl oynents.

Qutside the | ETF, the P4.org conmmunity continues its efforts on
progr ammabl e dat apl anes and has proposed updated | NT mechani sns.
Recent research includes the use of in-band headers for on-path

i nference and service-specific packet handling, show ng increasing
interest in general, extensible frameworks |ike EIP
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5.

Integration of EIP into the | OAM Franmewor k

The 10AM (I n-situ Operations, Adm nistration, and Mi ntenance)
framewor k [ RFC9197] defines a set of data fields and associ ated
semantics for recording telenetry and operational information within
packets as they traverse a network. The | OAM data can be

encapsul ated in | Pv6 via Hop-by-Hop or Destination Options headers,
as specified in [ RFC9486], and can be processed by | OQAM capabl e nodes
al ong the path.

Wiile the EIP architecture has primarily been conceived as a

st andal one extensi bl e header format, an additional integration
possibility is to define EIP as a new | OAM Dat a- Fi el d- Type within the
| OAM framework. In this scenario, EIP would becone one of the
possible information el ements that can be included in | OAM dat a
fields, extending the telenetry nodel to support richer and nore
gener al - pur pose i n-band processing capabilities.

Thi s approach offers the foll ow ng advant ages:

1. It enables the reuse of the existing | OAM encapsul ati on and
processi ng pi peline.

2. It allows ElIP-aware nodes to operate within | OAM enabl ed networks
wi t hout introduci ng separate Hop-by-Hop options.

3. It leverages the existing | OAM data export and anal ytics tooling
to interpret ElIP-rel ated netadat a.

Integrating EIP as a new | OAM data type would require defining a
specific EIP Data-Field-Type value in the |OAM regi stry

[1 ANA-i oam types] and specifying how EIP Information El ements are
encoded and parsed within the IOAMformat. This integration path is
not nutually exclusive with the standal one depl oynment of EIP as an

i ndependent | Pv6 extension header but rather represents an additional
depl oynent possibility for network operators already adopting the

| OAM f r anewor K.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.
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7.

9.

9.

9.

Security Considerations
TODO Security
I ANA Consi derations
The definition of the EIP header as an Option for the | Pv6 Hop-by-Hop
Ext ensi on header requires the allocation of a codepoint fromthe
"Destination Options and Hop-by-Hop Options" registry in the
"Internet Protocol Version 6 (IPv6) Paraneters"”
[ 1 ANA-i pv6- par anet er s] .
The definition of the EIP header as a TLV in the Segnment Routing
Header requires the allocation of a codepoint fromthe "Segnent
Routi ng Header TLVs" registry in the "Internet Protocol Version 6
(I Pv6) Paraneters" [| ANA-ipv6-paraneters].
The definition of EIP Information Elements in the EI P header will
require the creation of a new | ANA registry to nanage EIP I nformation
El ement type val ues.
In the case that EIP is integrated into the | OAM franework as a new
Dat a- Fi el d- Type, an additional allocation will be required fromthe
"I OAM Dat a Field Types" registry [| ANA-i oamtypes].
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