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Abst ract

Thi s docunent describes APl considerations to provide applications
wi th network-supplied informati on about acceptable network flow
rates. Since this information is expected to be signalled fromthe
network within the stack bel ow the application using SCONE pr ot ocol
signalling, it needs to be nade accessible to applications in order
for themto pick proper video rates, or to otherw se confine the
appl i cation behavior within network-defined linits.
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This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 7 May 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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described in Section 4.e of the Trust Legal Provisions and are
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1. SCONE Background and Introduction

Video traffic is already 70% of all traffic on the Internet and is
expected to grow to 80% by 2028. New formats |ike short form videos
have seen trenendous growh in recent years. Both in devel oped and
energing markets video traffic forms 50-80% of traffic on nobile
networks. These growth trends are likely to increase with new
popul ati ons coming online on nobile-first markets and the observation
that unlike text content, video content consunption is not being
limted by literacy barriers. On the other hand, the el ectromagnetic
spectrumis a limted resource. 1In order to ensure that nobile

net wor ks continue functioning in a healthy state despite this

i ncredi bl e growt h, communi cation service providers (CSPs) wll be
required to make infrastructure investnents such as nore |icensed
spectrum cell densification, nassive MMO etc. |In order to flatten
the rate of growmh, CSPs in several markets attenpt to identify and
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throttle video traffic based on user data plans. There are severa
problenms with this kind of throttling:

1.

CSPs can not explicitly neasure the effect that throttling has on
the end user’ s quality of experience (QE) naking this an open
| oop approach.

Traffic detection and throttling for every flowis conpute
intensive for CSPs. Wth distributed UPF (user plane function)
in 5G nobil e networks nore nodes in CSP network may need to
support traffic detection and throttling. Traffic detection can
have i naccuraci es and these inaccuracies are expected to increase
as the content delivery industry noves towards end-2-end
encryption like TLS 1.3 and encrypted client hello (ECH)

The unpredi ctabl e and non-transparent behavior of traffic
throttlers used by CSPs confuse the bandwi dth estinmation and
congestion control protocols being used within end-2-end video
delivery sessions between content server and client. This
results in poor quality of experience (QE) for the end user.

Content and Application Providers (CAPs) are designing algorithns
to detect the presence of such traffic throttlers to counter
their detrinmental effects. These algorithnms have their own

i naccuracies in detection and add conpute resources on the CAP

si de.

An alternative approach is for CAPs to self-adapt the traffic
corresponding to video flows. Since CAPs control the client and
server endpoints and can neasure end user (OE, they are in a better
position to do this self-adaptation in a close | oop manner. This
al ternative approach has al ready been proven to inprove user QOE in
production depl oynents [ YouTube].

For this alternative approach to work a standardi zed secure on-path
network interface is required which will enable CSP controlled
network elenents to signal the desired traffic profile
characteristics to the CAP client/server endpoints. The Standard
Conmuni cation with Network El enments (SCONE) protocol (previously
known as SADCDN and SCONEPRO) is an | ETF working group notivated by
this alternate approach.
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1.1. SCONE APl Motivations

The general problem statenent for SCONE is described in the video
optim zation requirenments docunent
[1-D.joras-scone-video-optimn zati on-requirenents], including the
shaping or throttling that CSPs perform \While this problem
currently has especially large inpact on a few | arge content

provi ders, solutions for SCONE are generally applicable to any
applications that use QUI C [ RFC9000] and are subject to throttling
wit hin CSP networks.

General use of SCONE netadata for any applications can be facilitated
via an open Application Programming Interface (API) that could be

i mpl emented in appropriate QU C stacks, web browsers, or other
l'ibraries.

There are two aspects to consider for an API:

1. How will applications |learn about network information that is
di scovered by SCONE | ower in the stack? This is a primary
consideration in this docunent.

2. How will applications signal their type (e.g. video stream ng) or
other relevant properties to the stack, to indicate that they are
SCONE- capabl e? This is a secondary consideration in this
docunent, because currently networks that performthrottling have
built-in methods to inmplicitly determine the appropriate flows to
throttle.

The SCONE net adata nmay be available at different places in the
protocol stack inplenentation spanni ng operating system QU C
library, browser, and application code. This docunment tries to
initially make no assunptions about how the SCONE signalling works,
and so considers possibilities to integrate the netadata into APIs
provided from OSes, QU C libraries, web browsers, etc. There are
open questions at the nonment about SCONE signaling via on-path
devi ces, what type of information is conveyed, and howit is
represented. The APl capabilities may be linmted by the protoco
deci sions, and realistic concerns about signaling across network
domai n boundaries, etc.

During early SCONE di scussions, there have been suggestions that the
APl might take inspiration fromExplicit Congestion Notification
(ECN), as ECN al so exposes information fromthe network (congestion
experi enced codepoints) to end hosts, and the design contends wth
potential for abuse, crosses network dommi n boundaries, and has other
desirabl e properties. Sone key differences fromECN i n usage

rel avent to a SCONE APl have been pointed out:
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1) ECN information is consumed either by transport protocols (e.g.
TCP, MPTCP, and SCTP) or congestion control algorithnms operating
above e.g. UDP or UDP-Lite [ RFC8303] [RFC3304], but typically bel ow
an application. For instance, within QU C stacks used for video
stream ng, ECN can be consuned by the QUI C congestion control, but is
not exposed to the application

2) The exposure of SCONE netadata is intended to be at the | evel of
data flows (e.g. to aid application decisions about what medi a
quality to fetch), whereas ECN is consuned at the | evel of packets
(within an individual flow).

VWhile ECN is not a solution for SCONE [|-D.tonar-scone-ecn], it is
productive to consider as an exanple based on simlarities,
i ncl udi ng:

* Signhaling is coming fromthe network, and may cross different
net wor k donai ns

* Signaling points can al so drop packets, and the signaling
participation is indtended to avoid excessive packet drops.

The purpose of this docunent is only to denonstrate that general API
exposure of the SCONE netadata is achi evable without prescribing a
specific APl solution. It is envisioned that one or nore specific
APl solutions will be defined either through | ETF or WBC, to
correspond with the SCONE protocol specification. At least inits
current form this docunent is not intended to be published as an
RFC.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

3. Application Stack Designs

There are a variety of different application stack designs that are
relevant. The nmain assunption for SCONE in general is that QUCis
used.

Applications could, for instance, (1) include their own QU C

i mpl ementation, (2) use QU C directly through a linked software
library, or (3) run within a web browser, using QU C nore indirectly
via browser APIs.
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The SCONE working group is defining the signalling protocol
[I-D.ietf-scone-protocol]). as part of the QU C stack, with the
informati on inserted by an on-path SCONE network el enent.

O her approaches that do not seemto be as actively pursued at the
monent are: (1) signaling via other IP or transport nethods bel ow

QU C (e.g. I P extension headers, UDP options, etc.) that night be
inserted on the path, and (2) signaling via the OS, with the
informati on coming in network advertisements separate fromthe
transport connection (e.g. via Router Advertisenents or DHCP).
Therefore, OS-provided APls and socket APl extensions are not
considered further in this docunent, since signaling is assunmed to be
i mpl ement ed using QU C.

It is inportant to note that QU C library APIs are not standardi zed;
they differ between common QUIC |libraries, and so this docunment only
suggests in a general sense of how the QU C stack should convey this
informati on to applications.

4. Potential SCONE Metadata Provi ded By An API
SCONE is chartered to provide "t hroughput advice". The SCONE
protocol encodes the rate signal in a QU C packet field that may be
periodically updated. The protocol [I-D.ietf-scone-protocol]
currently discusses the expectations on lifetime or validity tinme of
the rate signals and update behavi or.
The remai nder of this docunent considers APl extensions in general to
provi de SCONE data, whether it be a single data rate, or nore
conpr ehensi ve characteri zation.

5. Potential Browser APl Extensions

For browser applications, there are nultiple different browser APlIs
that m ght be extended to include SCONE netadata; notably including:

*  WBC Network I nformation
*  WebTransport using QU C

* HITP Live Streanming (HLS) or Dynam c Adaptive Streani ng over HTTP
(DASH) client libraries

* Any Javascript HTTP requests that directly or indirectly use
HTTP/ 3.
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In either of these cases, the corresponding WBC APl definitions are
the proper place for actual definition of APl extensions, and this
docunent is nmerely exploring possibilities.

The exploration is prinmarily around the ability to convey SCONE
signaling information that is discovered fromthe network path up to
applications. In addition, to indicate an application’'s desire to
use SCONE signaling in the first place, some snmall APl extension is
al so be required, unless relying totally on the underlying stack or
network to infer which flows should be receiving SCONE treat nent
(e.g. as networks already infer which flows to throttle).

5.1. Potential Network Information APl |ncl usion

The WBC Network Information APl [WBC-NetInfo] is supported to sone
extent by several, but not all, commbn web browsers today. It
provides the possibility for an appliction to determ ne what
under|ying connection types or "effective" connection types (e.qg.
cellular. bluetooth, etc.) may be in use, with a correspondi ng set of
performance paraneter estimates including:

* Round Trip Time (RTT) in mlliseconds providing a delay estinmate.

* downlink in nmegabits per second providing an effective bandw dth
estimate based on recently observed application | ayer throughput
or properties of the underlying connectivity technol ogy.

* downlinkMax in negabits per second representing an upper bound on
the downlink speed of the first network hop, based on the
under|lying connectivity technol ogy.

The downl i nk and downl i nkMax coul d be | everaged as places to put the
SCONE- di scovered rate limt for an application, since anything
greater than the SCONE-di scovered rate woul d not be expected to be
usabl e for the application

Alternatively, another field could be added to the Networklnformation
interface in order to specifically provide the SCONE net adat a.

In any case, a good property of the Network Information APl is that
an application can hook event handlers to be notified of changes, so
that if there are limts that kick-in or are lifted mdway into an
application’s lifetime (e.g. due to sone nobility, etc.), the
application will be able to be easily notified and adapt.
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5. 2. Pot enti al WebTrans APl | ncl usion

In the future, WebTransport (VWEBTRANS) ni ght be used by SCONE s
targeted types of applications, such as browser-based adaptive
stream ng. The | ETF WEBTRANS working group is liasing with WBC as
the | ETF defines the protocol specification, whereas the WBC defines
the APl to use it. This case is sinmilar to the | ETF RTCWEB and WBC
WebRTC WG coordination in the past. The sanme nmodel of coll aboration
bet ween | ETF and WBC shoul d work for SCONE netadata, and the

i nformati on provided could be discussed with the VEBTRANS WG in the
| ETF and notified to the WBC | ater, either through comon
participation and/or formal |iason statenent.

The existing WebTrans APl definition fromWC includes a "getStats()"
met hod, that is defned in order to asynchronously gather and report
statistics for a WebTransport underlying connection. It returns a
WebTr ansport ConnectionStats object that is defined as a dictionary,
i ncluding a nunber of itens such as:

* byt esSent

* packet sSent

*  byteslLost

* packet sLost

* byt esRecei ved

* packet sRecei ved

* smoot hedRt t

* rttVariation

* mnRtt

* \WbTransport Dat agr antt at s dat agr ans

* estimtedSendRat e

The estimatedSendRate is an unsigned long long, in bits per second,
cal cul ated by the congestion control algorithmin the user agent.
This would be in the "upstream direction to a CSP, though, rather
than the "downstreant froma CSP, so is not useful to a client

application in receiving indication of a downstreamthrottling rate
fromthe network.
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Si nce other neasurenents are already included and the

WebTr ansport ConnectionStats is a dictionary, it seens natural to
extend it to include additional optional fields, such as an all owed
media rate, or other types of fields providing the application
informati on that the underlying host or stack have di scovered about
the presence of throttling or explicit signaling of allowed nedia
rate on a path.

Such extensions mght be including at a "MAY" | evel of conformance
statenent (rather than "SHALL" as used by all of the currently-
defined information elenments), as the allowed nedia rate will not be
uni versally present or even useful for all WebTransport applications.
Alternatively, it could be set to a "null" value simlar to how the
estimatedSendRate is sent when it is unknown by the user agent.

5.3. Potential HLS/ DASH Support

Client libraries for HLS and DASH wi || use the underlying Javascri pt
APl's or other underlying APls, and nmight rely on themfor SCONE
met adat a support, as discussed in the next subsection.

5.4. Oher JavaScript APl Options

Typi cal HTTP adaptive stream ng applications using existing browser
APl options would be ideal to support as directly as possible. There
are different ways to transfer HITP/3 data provided to JavaScri pt
applications that m ght be applicable.

For instance, things like jQuery.ajax() or the "Fetch" APl may be
used. In this case, there is little or no information about the
network path state provided, though there are either jgXHR or
Response objects returned that (for instance) allow HITP headers to
be conveyed, and in both cases could be extended to include SCONE
nmet adata. These are returned at the conpletion of the HITP transfer,
however. It might be nore difficult to support nore dynam ¢ updates
such as providing the netadata to an application nmid-transfer so that
an application mght quickly switch to other nedia rates for future
vi deo segments bei ng pre-fetched.

6. Potential QU C APl Inclusion

Wiile there are no standard QUIC APlIs, and there are nultiple
different styles in use, many QUI C i npl enentati ons include objects in
the APl that represent the QUI C connections directly, and all ow
setting call backs for connection-rel ated events, or allow direct
queryi ng of connection state. SCONE netadata could either be
supported as a type of callback event, triggered when the netadata is
received, or it could be included within other connection state in a
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polled or interrogated data structure.

Regarding identification of the application flow type, options for a
QUI C APl may i nclude addi ng "SCONE- capabl e" type of flag or an

optional flowtype tag that can be set by applications. Conpared to
the conplexity of existing QU C APls, these could be srmall additions.

6.1. Potential MQ APl Extension

Wil e Media over QUC (MQ is being defined, it is intended for
medi a streaning over QU C, which m ght be applicable to SCONE, in
case adaptive rate streans are detected and throttled by CSPs. As
yet, there is no standard MbQ APlI, an MQ session is currently scoped
either to a QU C connection or a WebTransport session, so it should
not be difficult to expose information | earned by either transport
stack to MbQ applications. Since MQ applications are nedia fl ows,

it may be very sinple for an application flow type to be conveyed or
inferred via an eventual MQ API..

7. Security Considerations

General SCONE security considerations are discussed in the other
docunents covering specific network-to-host signaling nmethods.
Privacy concerns have al so been discussed in

[1-D. tomar-scone-privacy].

Exi sting APlIs that expose information about the network path to
appl i cations have docunented security considerations, especially with
regard to user privacy. For instance, there may be concerns that
such information can be used to assist in fingerprinting users,

def eating anonymi zati on, or otherw se exposing nore information about
the user to the application than the user m ght explicitly consent
to. Such concerns have been docunent, for exanple, with regard to
the Network Information API

By providing additional information about throttling rate limts
within the path, SCONE coul d increase the anmount of information
avail ble on top of that provided by the current APIs. For instance,
if the rate information is very fine-grained, it could be useful in
fingerprinting.

General ly, however, the CSP throttling information is currently very
coarse grained, as it is used today. Additionally, the application
provi ders authenticate their users, and their is not an expectation
of anonymity in popul ar platforns today.
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10.

10.

10.

Beyond this, it is also the case that information provided by SCONE

can already be | earned by CAP endpoints through various other

mechani sms (e.g. the effect of on-path throttlers is clearly visible
by observing application traffic packet flows). SCONE sinply nakes

the signaling explicit, rather than requiring it to be observed and

inferred separately.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Editor’s Notes

This section to be renoved prior to any potential publication within
an RFC.

* The "CSP" termis overloaded, especially with regard to web
technol ogy, and m ght be changed to "carrier", "network operator",
etc. in the future, but would need to be consistent with
term nol ogy in other SCONE docunents.
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