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Abstract

Thi s docunent describes the | Pv6 extensions to support an experi nent
in which new | Pv6 Routing headers that support statel ess replication
are inpl enented and depl oyed for |1 Pv6 Segnment Routing Networks.
Col l ectively, these headers are called Milticast Routing Header

(MRH) .

One purpose of this experinment is to denonstrate that the MRH can be
i mpl ement ed and depl oyed in a production network. Another purpose is
to encourage replication of the experinment.
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This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
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1. Overview

Thi s docunent introduces |IPv6 Routing headers that enable statel ess
replication of packets in IPv6 or SRV6 networks. These headers are
collectively called Miulticast Routing Headers (MRH). |Pv6 Packets
usi ng these Routing headers can be | Pv6 multicast packets or |Pv6
(uni cast) packets. Wen they are multicast packets, these nechani sm
can enable to avoid stateful multicast tree building protocols, such
as PIMSM [RFC7761]. Wen they are unicast packets that need to be
sent to nore than one receiver, this mechanismallows to avoid either
sender-side replication of these packets or the use of IPv6 multicast
to achieve the replication

The nmechanisns in this docunent are specifically targeted for SRv6
net wor ks where statel ess forwardi ng through ingres node steering of
packets via SRH ([ RFC8754])) already establishes a network preference
to mninmze the amobunt of state required in networks and/or the
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desire or need for advanced traffic steering, both of which is also
possi ble for statel ess replicated packets through the nechanisns in
this neno.

Thi s docunent intends to support an experinent in which these new

| Pv6 Routing headers are inplenented and depl oyed for |Pv6 Segnent
Routing Networks or | Pv6 network w thoutt he desire for other

f orwar di ng pl anes.

One purpose of this experinment is to denonstrate that the MRH can be
i mpl ement ed and depl oyed in a producti on network. Another purpose is
to encourage replication of the experinent.

Thi s docunent only specifies the Routing headers and their senantics.
The | arger context of the experinent is (informationally) described
in [I-D. eckert-pimnrh-experinent].

This docunment is intended for 6MAN which is authoritative for |Pv6
extension headers, but it is initially directed at reviewin PIM

which is responsible for the overall experiment as the Milticast
Routi ng expert group, including Milticast for Segnent Routing/ SRv6.

2. The Multicast Routing Header (MRH)
The MRH header contains the followi ng fields:
* Next Header - Defined in [RFC8200].
* Hdr Ext Len - Defined in [ RFC8200].

* Routing Type - Defined in [ RFC8200]. Each MRH sub-type is
al l ocated a new Routing Type by | ANA

* Segnents Left - Defined in [ RFC8200].
*  Type-specific Data - Described in [ RFC8200].

In the MRH, the Type-specific Data field contains the el enents as
shown in Figure 1.

Eckert, et al. Expires 22 January 2026 [ Page 3]



I nternet-Draft nr h July 2025
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Figure 1: MRH for mat

The "MSER- Segnent™ ("Multicast Source Exit Router Segnent") carries
an |Pv6 address. |If it is an |IPv6 address according to [ RFC4291],
then the packet is an IPv6 nmulticast packet.

If the MSER- Segnment is not an | Pv6 address, then it is a SID
according to [ RFC8986], and the packet is called a stateless,
directed replication, SRv6 (unicast) packet.

MRH Sub- Type specific data contains a conpressed encodi ng of SIDs
that permts replication to a set of one or nore destination SR
nodes. Its encoding is determined by the MRH Sub- Type indi cated by
the Routing Type field.

The data contained in MSER- Segnent does not allow to determ ne on
every Segnent endpoint node a cal cul ation of the actual nunber of
segnents left, nor would this value be useful. For this reasons, the
MRH header field does not include a "Segments Left" field, but that
space is instead used to indicate the offset to the optional TLV
objects field in 32 bit units. This also nmakes it necessary for the
MRH Sub- Type field to be multiple of 32 bit units in length - or be
padded accordingly. |If no TLV objects field is present, the value of
TLV of fset points to the first byte after the end of the MRH header

Note that the definition of TLV offset nakes it never zero, which is
necessary so that routers not supporting MRH extension headers wl|l
stop processing the packet and raise an | CMPv6 error according to

[ RFC8200], section 4. 4.
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The X Flag is for future extensions, see Appendix A It MJST be set
to O Packets received with X set to 1 MJST, the node nust discard the
packet and send an | CMP Paraneter Problem Code 0, nessage to the
packet’s Source Address, pointing to the unrecogni zed Routing Type.

The I ength of the MRH Sub- Type nmay change during processing. TLV

of fset then needs to be updated accordingly. MIU discovery is not
used for nmulticast packets and MRH headers are intended for use in
controll ed networks, so change in header size is sonmething that can
be managed. For exanple by never sending packets with nore than the
m ni mum MU of 1280 as recommended for multicast packets in [ RFC3542]
and accordingly setting the MU in the controlled network so the

| ar gest possi bl e headersizes plus 1280 will fit.

The Optional Type Length Value (TLV) objects field is as defined in
[ RFC8754]. As specified there, its length may change.

Except for the aforenentioned fixed value of the Segnents left field,
routing and forwarding for packets with an MRH routing extension
header follows the rules of [RFC38200] as restated and refined by the
foll owi ng definitions.

3.  MRH nodes

There are different types of nodes that may be involved in MH
segment routing networks:

* Source nodes: originate packets with an MRH segnent address in the
destination address of the | Pv6 header

* Transit nodes: forward packets destined to a renote MRH segnent

* Segnent endpoi nt nodes: process a |local segnment in the destination
address of an | Pv6 header.

* Egress nodes: a subset of the Segnment endpoint node that act as
| Pv6/1 Pv6-Mil ticast host to the packet, passing it up to the next
header protocol of the packet

Note that SRv6 in [ RFC8754] does not explicitly name egress nodes,

al t hough every SRH packet has exactly one such Egress node too. This
docunent sinply adds that additional term nology for conveni ence
reasons. All other node types have exactly the same specification as
in [ RFC8754].
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4.

4.

4.

5.

5

MRH sub-type senantics

Al'l MRH sub-types operate on the semantic that a packet is forwarded
and replicated across a directed tree rooted in the source node of
the MRH packet. Al edges of the tree are segnents, each vertex of
the tree is a segnent endpoint node. Al |eaves and a subset of the
non-| eaf are egress nodes, operating as |Pv6 hosts processing the
next header protocol of the packet.

1. Destination class MRH sub-type

In a "destination" class MRH sub-type, the MRH sub-type specific data
encodes only a list of egress node SIDs. Al |eaves of the tree are
egress nodes. Non-egress edges/nodes of the tree are determ ned by
forwardi ng/replication on segnent endpoi nt nodes. Each segnent
endpoi nt node determ nes next segnment endpoint nodes to replicate the
packet to in order to reach the subset of egress nodes for the
subtree rooted in this node. This is the replication nmechani sm used
for exanple in [RFC8279].

2. Steering class MRH sub-type

In a "steering" class MRH sub-type, the MRH sub-type specific data
encodes the conplete directed tree with its segnment endpoi nt nodes.
Each non-1eaf segnment endpoi nt node determ nes the next segnent
endpoi nt nodes to which to replicate the packet to directly fromthe
MRH sub-type specific data without having to exam ne the encoded tree
beyond those next-hops. This is the replication nechani smused for
exanple in [ RFC9262] .

In a "steering" class MRH sub-type, the non-leaf nodes of the tree
are pre-determned by the MRH sub-type data and delivery of the
packet to that node can thus be granted. Therefore, the actua
property of a node being an egress node does not need to be encoded
in the MRH sub-type but can instead be derived from nenbership of
that node in the packets I Pv6 multicast and/or future MSER segnent
SID semantic. This allows for nore conpact encodi ng of MRH sub-type
data in this case because it elimnates the need to distinguish

bet ween a non-1eaf segment endpoint node of the tree to be an egress
node or not.

MRH Packet processing
1. On Transit Nodes

Processi ng of MRH extension headers is as specified in [ RFC8754],
Section 4.2. with respect to [ RFC8200] forwarding of |Pv6 packets.
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However, additional packet processing in the forwarding plane that
operate on I Pv6 multicast packets for functions beyond those of |Pv6
(uni cast) packet forwarding MAY performthe sane operation on an |Pv6
packet with an MRH extension header which is an I Pv6 multicast packet
because its MSER- Segnent contains an | Pv6 nulticast group address.

In this case, the IPv6 multicast related function is performed as if
the 1Pv6 multicast group address in the MSER-Segnent was present in
the 1Pv6 DA field of the packet, ignoring the IPv6 (unicast) Segnent
endpoint address in the IPv6 DA field, which is irrelevant to the

I Pv6 nulticast semantic of the packet.

Exanpl es of such functions are statistics gathering of |IPv6 nulticast
packets for I PFIX, attachnent of QoS policies to the packet or "ACL"
filtering of packet including firewall functions or filtering of
scoped I Pv6 nulticast addresses ([ RFC7346]).

5.2. On the MRH source node

* A source node steers a packet into an MRH SR policy that
translates into one or nore of the follow ng set of data el enents,
each one required for one copy of the packet.

- An MSR sub-type header representing in a conpressed forma set
of Egress node SIDs (destination sub-type) or a tree of segnent
endoi nt node SIDs with optional Egress nodes (steering sub-

type)

- An I Pv6 source address belonging to the source node, which may
be a SID, or which may need to be associated with semantics of
the MSR sub-type header or the packet. For exanple, for an
I Pv6 nulticast SSM packet as in[ RFC3306], [RFC3569], the SA
needs to be set according to the desired (S, G channel

- An I Pv6 destination address, which may be an | Pv6 nulticast
group address (G or a SID to be processed by all Egress nodes.

- TLV (including HVAC).

- Optionally an 1 Pv6 destination address for the first Segnent
endpoi nt node.

The MRH/ SR policy needs nore than one data el enent sets and hence
packet copies when the desired |ist of egress nodes und/or
representation of the tree of segnent endpoint does not fit into a
singl e MRH header.
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5.3.

The source node sets the | Pv6 header and MRH ext ensi on header as
foll ows

The SA of the packet is set to the | Pv6 source address
The MSER-segnent is set to the I Pv6 destination address

The Next Header and Hdr Ext Len fields are set as specified in
[ RFC8200]. The Routing Type field is set to the val ue assi gned
for the MSR sub-type

The MSR sub-type header is inserted into its field. The
Segnments left field is set to the Iength of the MSR sub-type
header plus 32 bits in units of 32 bits.

If the SR policy includes a first Segment endpoint node | Pv6
address, then the packets DA is set to that address, and the
packet is sent to it.

If the SR policy does not include such an | Pv6 address, the
packets DA is logically left unset and the packet is passed to
the nodes MRH Segnment endpoi nt processi ng steps.

On Segnent endpoi nt nodes

Thi s docunent requires/uses only a single SRv6 SID for the reception

of

| Pv6 packets with MRH type routing extension header. This SID can

al so be used for other purposes if the node can distinguish the
semanti c based on the routing header it contains - aka: for packets
wi thout an MRH type routing extension header.

*

Eckert,

| ocal processing requires TLV processing, perform TLV

processing as described in in [ RFC8754].

Determine if this node is an egress node for the packet as
fol | ows.

If the MRH sub-type data explicitly encodes this node as an
egress node.

If the node has nenbership for the | Pv6 address in the MSER
segnent field. This can be the case when it is an |IPv6 ASM
mul ticast group that this node has joined to, or if the node
has subscribed to the |1 P6 SSM channel indicated by (SA, MSER-
segnent), or if the MSER-segment indicates a non nmulticast SID
that the node is subscribed to. The rules for subscription to
non nulticast SID are outside the scope of this docunent.
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* |f the node is egress node for the packet, create a copy of the
packet for which to proceed to process the next header in the
packet, whose type is identified by the Next Header field in the
routing header.

* Reduce the Hop-Count of the packet by 1.

* |If the hop count is <=1, determ ne fromthe MSER segment SID
whet her | CMPv6 processing is desired.

- |If the MSER segnent SIDis IPv6 nulticast, no | CMPv6 processing
is desired.

- Oherwise, the desire for ICMPv6 processing is defined by the
SI D.

- |If ICwWPv6 processing is desired, Send an | CVP Ti ne Exceeded --
Hop Limt Exceeded in Transit nessage to the Source Address

- discard the packet, stop processing

* Determine fromthe MRH sub-type data a list of 0 or nore next-hop
segnents of the tree and performthe follow ng processing for each
of those next-hop segnents

- Create a copy of the packet

- Change the DA of the packet to the Segment Endpoint SID for
t hat next-hop node.

- Rewite the MRH sub-type data according to the processing rule
of that MRH sub-type. Typically, in a destination MRH sub-type
this consists in elimnating fromthe encoded Egress nodes set
those that are not reachable via this next-hop segnent, and for
a steering MRH sub-type in adjusting offset pointers in the MRH
sub-type data to point to the subtree rooted in the next-hop
node.

* Discard packet, term nate processing

6. MRH sub-types
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6.1. MHbitstring-destination (MRH bd) Sub-Type format

MRH- bd uses the packet forwarding data structures (BIFT) and
forwarding rules of [RFC8279]. |1Pv6 packets with MRH sd extension
header are an [RFC8279] conpliant encapsul ation to support BIER
architecture ([ RFC8279] packet forwarding, and it uses all forwarding
rul es unnodi fied. [RFC8296] encapsul ation is not used.

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| SD | S | CAM Ent r opy |
i e e i e o o e i ok i EI SR R S S
| BitString (first 32 bits) ~
B i s T T i i o S o T Ji I

B S T i s T S S S R S i ik Tk I I N R S S S i e

~ BitString (last 32 bits)

B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
Figure 2: MRH bd Sub- Type format

Figure 2 shows the field of the MRH Sub-type specific data for the
VRH

* SDis the sub-domain as specified in [ RFC8279]

* Sl is the Set ldentifier as specified in [ RFC8279]

* Entropy is as specified in [ RFC8279].

* BitString is as specified in [ RFC8279].

* QOAMis for future use with OAM procedures.

The length of the BitString MUST be a nultiple of 32 bits. |t SHOULD
be one of thefollow ng value for conpatibility with potentially pre-
exi sting {RFC8279}} forwarding hardware:

64, 128, 256, 512, 1024, (2048, 4096)

Nodes supporting MRH sd MJST support a BSL of 256 bits. Note that
the Il ength of 2048 and 4096 are not possible in an MRH extension

header due to the 255 byte size linit of |IPv6 extension headers. See
Appendi x A
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6.

7.

7.

Popul ation of the [ RFC8279], section 6.4 forwarding tables (BIFT) is
outside the scope of this specification. For the purpose of
performng the rewiting of the I Pv6 DA on Segnent endpoi nt nodes,
the BFR-NBR in the BI FT needs to be the MRH-sd SID of the next-hop
MRH- sd node.

2. MRH-steering (MRHs) Sub-Type fornmat

This sub-type is TBD. There are currently nultiple competing
proposal s considered, including RTS ([I-D.eckert-pimrts-forwarding]
and [I-D.liu-pi mnsr6-encapsul ati on-and-forwardi ng].

It should be noted, that [RFC9262] will explicitly not be considered,
because that work was focussed on re-using the [ RFC8279] forwarding
pl ane as nmuch as possible, and this lead to a | ot of managenent and
scalability issues which woul d nmake experinentation not with it not
very useful. [RFC8279] can work fine in snaller scale deploynents
(networks and/or size of trees), but the purpose of this experinent
is also to find better solutions for future hardware forwarding

engi nes.
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Appendi x A, Longer MRH headers

Currently, |1Pv6 extension headers can only be up to 255 byte in size.
It is also perceived conmmon understandi ng that high-speed |IPv6
routers, which are also targeted by this neno can not well support

| ookup into packets of nore than 512 bytes, and that examining a | ong
header may reduce packet throughput performance. For exanple, an

[ RFC8279] Bitstring has to be conpletely exam ned by a router, so

| onger Bitstrings run into this problem

However, with segnent tree encoding in MRH sub-types, a single
Segnent endpoi nt nodes does not need to exam ne the whol e header
anynore, but only a consecutive snaller part of a potentially mnuch
| arger header. Likewise, if each node renoves its part of the MRH
sub-type data for the copy sent to the next-hop node, then each node
will also have its part of the header start near the start of MH
header, thus no | ook deep into the packet is necessary. Likew se,
router forwardi ng engi nes becone |ike general purpose CPU, the |ess
problematic | arger offsets into packet menory will be an issue, but
only the total amoun of processing needed to be done on the menory
accessed.

Finally, is it worth to have a | arger header instead of sending

mul tiple packets ? Yes, for nulticast packets it is. Consider that a
1024 byte | ong extension header could address for exanple 4 tinmes as
many destinations as a 256 byte extension header, so the bandwi dth
use near the source of the packet is significantly reduced by as nuch
as a factor of 4.
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One possible option would be to use the X field in the MRH header to
indicate that the Hdr Ext Len indicates the I ength of the extension
header in 32 or 64 bits.
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