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Abst ract

Thi s docunent outlines the use case scenario, problenms with existing
solutions and framework for a proposed new protocol solution for (Al)
Agent to (Al) Agent based comunications infrastructure using a new

protocol tentatively called "Agent Comunications |Internet Protocol"

(ACIP).
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Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 13 Septenber 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
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Internal review considerations (to be renpved)

Thi s docunent tries to highlight aspects that hopefully will nake the
solution sound better to the | ETF community. W want to be able for
the solutions network forwarding nodes to have as nuch insightinto
agent to agent traffic as today only done with |ETF blessing in a
vari ety of

Ref erence scenari o

Thi s docunent di scusses the framework for ACI P based on the reference
scenario outlined in this section. Further details on requirenent
can be found in [I-D.liu-rtgwg-agent-gateway-requirenents].

A set of fintech enterprises wants to nmove to Agent to Agent
communi cations for their next generation of fintech services, such as
(for example) paynent services involving credit/debit cards.
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2.1. Today

Today (pre AtA), conmunication for simlar services, such as HITP
based service, nay be based on a hodge-podge of one-off B2B protocols
with lots of operational and security chall enges, running often over
(a hodgepodge) or "secure" controlled networks, such as L2VPN or
L3VPN.

Nevert hel ess, even with agents replacing such protocols, the
fundanental conplexities of setting up, managi ng and securing the AtA
conmuni cati ons renai ns chal |l engi ng, unless they are enhanced and
sinmplified. |In sonme respects they even increasing in conplexity,
because At A communication can be intrinsically nuch | ess constrained
to only approved/desired transactions (with typical HTTP B2B
protocol s being very well specified and hence easily parseable for
security devices), nmaking conpliance with regul atory constraints and
observability much nore conpl ex.

Figure 1 outlines the abstract architecture used today for HITP B2B
communi cati ons across the Internet, replacing just HITP with "Agent".
Enterprises "sinply" connect to the Internet, but they need to ensure
at their enterprise edge sone degree of security enbodied via
enterprise edge HTTP proxy servers in Al and A2 as well as Firewalls
in the edge routers "FWAL1", "FWA2".

Wth all those components running in the enterprises, it stil
requires several cloud service with various degrees of trust/security
chall enges all the way from Certificate Authorities, Nam ng services,
coordi nation servers and so on. And then it is still extrenely
difficult to avoid data | eakage because there is no trusted third
party in the data plane guaranteeing an isolate comunication donmain
This too woul d need to be managed as a sel f-nmai ntai ned overl ay

net wor k.

Therefore, and while this "Internet nodel"” for Agent to Agent
conmmuni cation is inmportant, this nmeno proposes a conpl ementary nodel
which reflects an evolution of the concepts of private underlay/
overlay network designs as well as that of HITP internediaries.
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Hoomm- + Hoomm- +
| AL | <..... Any Agent to Agent (AtA) protocol ..... > | A2 |
| Agent | | Agent |
+--m - - + +--m - - +
| PROBLEMS: |
Corp. A1 CLOUD SERVI CES: Regi stration, Cor p. A2
Enterprise di scovery, naming, policies Enterprise
( Canmpus/ VWAN) .. how to do observation ? ( Canmpus/ VWAN)
(Dat a. Cent) .. guarantee no data | eakage (Dat a. Cent)
Net wor k .. no transit across bad paths Net wor k
| .. service guaranteees |
| +--------- + .. performance, resilience | +--------- +
| | HTTP | .. avoid ops conplexity in agents | | HTTP |
| | Proxy-Srv| .. Security: enrolnent, CA | | Proxy-Srv|
| +--------- + | +--------- +
I I
S R + R +
| FW A1| | FW A2|
| CEL | I nt er net | CE2 |
+o-mm - + +o-mm - +
| | | |
e e e - +- - e e e - +- -

Figure 1. Internet Scenario Reference Topol ogy
2.2. Wth ACIP

I deal |y, such group of fintech enterprises would |ike for the

conmuni cati on nodel to al so all ow outsourcing such comruni cati on
related problenms to a trusted and legally for the purpose accredited
third party, such as a network service provider and allow for the
actual Al agents to require as little as possible additiona
complexity to support such conplex scenarios and their security,
network and regul atory requirenents. Neverthel ess, operators also
want solutions to support self-managed/ onprem equi pnent that supports
all the necessary conmunication attachnent functions to protect their
own agents and backends, including the ability to apply policy,
observability and security (access control, filtering) to AtA
traffic.
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A sol ution deployment for such a group of enterprises may include on
or nmore providers of credit/debit cards, |ssuing Banks, Point-of-

Sal es Term nal s of Banks and Enterprises providing retail paynent
systens, Enterprises offering el ectronic paynent systens linking to
the credit/debit cards, co-brand enterprises and conpliance entities.
Each single debit/credit transaction may involve a series of AtA
exchanged between two of these collaborating entities, and the
solultion context too may inpact policies and services (such as a
national vs. international setup).

The communi cation aspects that such a comruni cation infrastructure
needs to support on a per-agent basis include attachnment to service,
registration of capabilities that the agent os permitted to provide /
consume. Communi cati ons needs to be able to enforce desired or
compl i ance besed access control, routing / |oad-bal ancing to agents
provi ding group of agents, resilience/failover - and potentially
transaction accounting or billing.

The following picture, Figure 2 outlines a sinplified exanple for the
above descri bed use-case setup. A corporation Al runni ng some Agent
Al wants to have that Agent be able to discover and automatically
connect in a secure, redundant and network path service optim zed
fashion to Agents from ot her corporations such as A2 so that those
agents together can fulfil a distributed Al task such as

af orementi oned fintech services

+----- + +----- +
| AL | <..... Any Agent to Agent (AtA) protocol ..... > | A2
| Agent | | Agent |
S + S +
I I
Corp. Al Cor p. A2
Enterprise Enterprise
(Canpus/ WAN)  Service Provider SP1 Servi ce Provider SP2 (Canpus/WAN)
(Dat a. Cent) WAN Net wor k WAN Net wor k (Dat a. Cent)
Net wor k Net wor k
I I I I I I
| +---+ | +----+ | +----+ | +----+ | +----+ | +---+
| |Sec| | |Sec | | |Sec | | | Sec| | | Sec|] | |Sec|
| |AL | | | SP11| | | SP12] | | SP21| | | SP22| | | A2
| +---+ | +----+ | +----+ | +----+ | +----+ | +---+
[ [ [ [ [ [
S + S + S S SN S SN + S +
| I nt Al| | I nt SP11]| | IntSP12| |1 ntSP21] |IntSP22] | I nt A2]
| CE1 | | PE1 | | ASBR1 | | ASBR2 | | PE2 | | CE2 |
+- - - - - + E + E + oo + oo + +- - - - - +
I I I I I I
e o +- - e o +- - e o +- -
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Figure 2: Scenari o Reference Topol ogy
2.2.1. Network topol ogy

Corp. A connects via a CE router to a Service Provider SPl1 via that
service providers PE1 router. Likew se, Corp.A2 has logically the
same setup, connecting its Agent A2 to Service Provider SP2 via C2 ->
PE2. SP1 and SP2 interconnect via ASBR1l/ ASBR2. The overall network
setup should considered to be primarily a private network setup,
which may in sonme places pass across the Internet and/or have agents
explicity integrated even though they are only reachabl e across the
public Internet, but forenobst, any reachability of agents to each
other is neant to be explicitly created/allowed.

2.2.2. Cryptographic overlay

When, as often is the case, cryptographic security is required, the
type of networks do include elenments able to support cryptographic
traffic processing. Because of historic limtations and/or
inflexibility of traditional network devices such as CE1l, CE2, PE1,
PE2, cryptographically secure network paths are often created by co-
pl aci ng software/ CPU-only based processing, and routing is
accordingly set up to pass the desired data plane traffic through
those security devices. |n the picture, the 'Sec’ devices provide
exactly this role, and their co-location with each of the ’'edge
routers of one of the interconnecting organizations (Corporation or
Servi ce Provider) shows a typical setup of currently evol ving
solutions such as [SCION]. Internmedi ate nodes are part of such a
secure cryptographic interdomain network design so that there can be
trusted policy paths for exanple (such as forcing traffic inside
specific countries for regul atory purposes).

2.2.3. AC P inband processing

Finally, the novel ACIP networking technol ogy proposed by this
docunment is indicated via the IntAl, IntSP11l, .. IntA2 nodules. It
is indicated as a new | ayer or service of forwarding functionality
inside the pre-existing routers because the ability to support that
option is of specific interest to maxim ze performance, |ower cost
(capex and opex) and to al so increase security (device not being on-
pat h do al ways have the problem of ensuring that they will not be
bypassed.
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3.

1.

In one exanpl e from past experiences, dedicated add-on firewalls in
(high speed trading) fintech deploynments where not able to keep up
with the performance required fromthem whereas the actual network
equi pnent was able to cope with the necessary speeds, but the
application protocols where not designed such that the network

equi pment was able to performthe desired policy filtering.

Wil e the technol ogy proposed by this docunent is intended to be
designed that it is able to as nmuch as possible run inside the actua
routers, adding this functionality via additional devices such as
those 'Sec’ shown is also very inportant to support, especially for
initial service agility. Also hybrid nethods are of interest, where
t he

ACI P Architecture

Thi s chapter summari zes proposed ACI P term nol ogy and functionality,
condensed fromthe reference scenario described above and explains it
in contrast to existing technol ogies.

The follow ng picture outlines the reference scenario again with
focus on nore details of layering and functionality. The focus stil
on dat a-pl ane conponents. Conponents carrying the actual data
traffic of an AtA protocol connection. Managenent and Control plane
components or protocols (if not co-located to data pl ane el ements)
are not shown but referred to by exanple, when needed.

Architecture | ayers
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Agent <..... Xooo.. Any Agent to Agent (AtA) protocol connection........ X..>  Agent
| | |
[<..Csl.>|<..Cs2..><...Cs3...><....Cs4...><..Cs5...><....Cs6..><..Cs7..>|

I I I I I I I I
--+- ... IntAl ... IntSP11 .R IntSP12 ... IntSP21 .R IntSP22 ... IntA2 ... --+-

Sec:|<.Secl.>|<..Sec2.>|<...Sec3..><....Secd..><..Sech..><...Sech..>|<..Sec7.>|

Net | IPv6 | IPv6 | SRv6 | IPv6(SRv6) | SRv6 | IPv6(SRv6E)| IPv6 |
| < Ent Al >|< Service Provider 1 >|< Service Provider 2 > < Ent A2 >|
domai n domai n domai n domai n
Agenda:
AtA - end-to-end Agent to Agent protocol

CGoogl e A2A and ANP are exanpl e instances of an AtA

Cs - Conmuni cati on segnent
At ATP connections run across a comuni cati on segnent

.R Network path of a communication segnent ... could be
a direct link. .R neans that there will be one or nore
network routers in the path. Typically between an ingress
IntSP and egress IntSP (. R represents all SP ’'P nodes).

Intxx - Internediate node - forwarder of the AtATP.
HTTP proxy, Slim Node and ACIP router are exanples of I|ntxx

At ATP - Agent to Agent Transport Protocol, across individ
HTTP, Slimand ACI P are exampl e instances of AtATP

Figure 3: Logical Reference Topol ogy

Two (of the nmultiple) agents, Al and A2 are using sonme AtA (agent to
agent) conmuni cation protocol.

In the network, Al belongs to some Enterprise Al and A2 belongs to
sone Enterprise A2. The network domain of Al (EntAl) connects to the
network domain of a Service Provider 1 (SP1), the network domai n of
A2 (EntA2) to the network domain of a Service Provider 2 (SP2). SP1
and SP2 al so connect to each other.

Ent A1 and Ent A2 use | Pv6, SP1 and SP2 use | Pv6/ SRv6. Ent A1 and Ent A2

may connect into L3VPN services in SP1 and SP2 as one exanpl e of
private network functionality |everaged.
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The traffic for AtA connection is carried across a series of
intermediaries for ACIP shown as Internediary Al (IntAl),
Internediary SP1 1 (IntSP11) ... IntA2.

The path between each adjacent internediaries and between an agent
and an internmediary is called a Conmunication Segnent (Csl, ... Cs7).
For each Cs, a specific protocol is used to encapsulate/carry the AtA
protocol traffic, this protocol is called the "AtA transport

protocol " (At ATP).

For sinplicity, we consider that all Cs use the sane AtATP. The
reference for existing AtATP is HTTP. The name for the At ATP
proposed by this framework docunent is tentatively "Agent

Conmruni cation Internet Protocol" (ACP).

3.2. HITP proxies as precursors

To better understand the idea of ACIP forwarders in the solution, we
refer to the nost widely depl oyed existing technol ogy that served as
the inspiration, HITP ’proxies’

For HTTP, all internediaries are HTTP "proxies". Al opens an HITP
connection to IntA using an HTTP POST where the URL indicates A2.
Thi s causes a sequence of HTTP connections to be established from
Int Al->I nt SP11 up to IntA2->A2. Deternining for each Cs the
destination of the HTTP connection us subject to the control plane
used.

3.3. ACIP layer functionality

On each intermedi ary, the desirable operations are perforned: routing
the call to the next appropriate intermediary, access contro
(filtering, policing), accounting. Routing may include conpl ex
policies such as assigning specific path resources including using
only a subset of possible routes. For exanple, in fintech,
connections may need to stay within specific pernissible areas (such
as within country). If HITP is used, desired path and resource
policies can be indicated through appropriate HTTP headers. Enabling
the policies can be achieved by creating appropriate SRv6 policies
for the connection traffic.

Routing information for the URLs is derived fromappropriate routing
i nformation including controller based configuration, (private) DNS,
or routing protocols such as BG® with a new address fam |y the URLs

used.
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Aut hentication, confidentiality and integrity for AtATP traffic can
be provided by either per-segment connection security, such as TLS
and hence HTTPs or underlying network security such as IPsec - or a
conbi nati on of bot h.

Aut hentication, confidentiality and integrity for the actual AtA
payl oad is typically separate fromthat for AtATP confidentiality
meani ng that in the case of HITP as At ATP, that the HITP transaction
payl oad is encrypted as well.

In sone cases, internediaries nmust be enabled to inspect the AtA
payl oad to observe and potentially filter or account it. This is
typically a core purpose of internediaries belonging to the
Enterprises operating either Agent (IntAl, IntA2). This is shown in
the picture as an "X" in the AtA protocol connection and needs to be
achi eved by an appropriate protocol mechanismto share the AtA
encryption key with the internmediary. |Internediaries representing
regul atory mandatory observation points (often required for fintech
transactions) may introduce the sane requirenment (not shown).

3.4. ACI P packetization

Thi s section proposes just sonme core high-level concept ideas w thout
presum ng that any specific details are set in stone.

Consider that ACIP is fundanmentally an internet protocol sinmilar to
IPv6 in that it is meant to allow forwariding and policy routing of
dat agrans across ACIP routers/forwarders. Nevertheless, by using
application specific addressing via "skills’, but allowing a nore
policy rich decision nmaking and by supporting datagram and connection
oriented transm ssions, it is clearly targeted as an interworking

| ayer on top of I Pv6 or other existing network |ayers.

AR, o e e e e e e e e oo oo +
| Type | Session ID |
Fomm o - o m e e e e i oo +
| opt: Responder skill |
St +
| opt: Initiator identity / skill |
oo m e e e e e e e e e e ao - +
~ opt: policy netadata ~
o m e e e e e e e e e eee oo s +
~ AEAD payl oad ~
St +

Figure 4: ACI P Header
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The goal of ACIP is to allow the direct use of a 'skill’' based
addressi ng space in which the functionality of the responder agent
can directly be expressed, in the same way as e.g.: HITP proxies
woul d route on the URL.

The responder skill would in npst cases be a | ogi cal address instead
of an individual node identity (which it typically is in IPv6).

To enable rich policy based routing, a flexible netadata field is
i ncl uded, which could for exanple be a a set of TLV.

A Type field allows to distinguish different packet types.

ACI P can support datagram forwarding. This is indicated through an
appropriate type. Wien datagram forwarding is used, the Session ID
serves as a guaranteed hash to ensure that the ACIP packets with the
same conbi nation of Session-1D, Responder Skill and Initiator
identity will always be delivered to the sane responder. This
ensures that datagram service can be lossy but that initiating agent
and responder can performretransm ssion or other forns of nulti-
packet exchange interactions to allow for a reliable end-to-end
connecti on.

ACI P can support connection oriented transmi ssions. Initial
connection setup would rely on specific ACI P packet types and woul d
establish a session ID hop-by-hop from ACI P forwarder to the next
AClI P forwarder. Connection setup may be complex at it involves
routing decision which nay take policy nmetadata into account and
I'ikely nore conplex cryptographic authentication. Therefore it nmay
happen at control plane level of the ACIP forwarders.

Once an ACI P sesseion (connection) is established, the optiona

header fields may be left out. Instead, ACI P packets are forwarded
by the Session-1D, which may be swapped ACI P-hop by ACI P-hop to avoid
the need of coordinated end-to-end session-1Ds. This is one exanple
option how to allow fast hardware forwardi ng after session setup

The payl oad is cryptographically authenticated, for exanple by AEAD
whi ch may al so include the necessary parts of the header

3.5. Control Plane

Candi dat e new protocols for control plane operations are currently
described in the followi ng two draft.

The protocol which is tentatively called "Agent Attachment Protocol"

[ AAP] describes the control plane aspects between Agents and "first-
hop" ACIP routers.
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* The protocol operating across the first conmunication segnent
(Agent <-> IntA)

* Responsible for authentication, authorization, and skil
regi stration

* Establishing the trust anchor for policy metadata used within ACI P

* Providing the attachnment context from which ACI P session
est abl i shnent proceeds

The protocol to support exchange and managenent of infornmation
between ACIP routers that can not better be supported by extending
existing protocols is called tentatively "Agent Mt adata
Synchroni zati on Protocol " [AVSP].

Note that these two drafts use the term"gateway" instead of ACIP
router because they where trying to not finalize a specific

term nol oy for the forwardi ng plane. The reason for doing such a
tentative name for the forwarding plane in this nmeno with ACIP is
that the term "gateway"” is highly overl oaded between many sol utions
and hence difficult to use when trying to distinguish different
proposals. ACIP (routers) was tentatively choosen to enpasize on the
forwardi ng pl ane aspect between subnets.

Note that these two control plane protocols are not neant to capture
the totality of necessary or beneficial control plane options to be
used in conjunction with ACIP: Existing control plane protocols can
equal Iy be used and should be preferred for all aspects where
especially operational well working practices nmake them preferrable.

For exanple, Skills could easily be a new address fanmily in BGP to
all ow using the well established operational practices of routing
services in Service Provider with BGP

3.6. Scope extensions
ACIP is not meant to only be used to carry Agent 2 Agent protocols,
but equally the traffic of any other protocol where be policy

benefits of ACIP are beneficial - and where the nam ng of payl oad
with ACIP "skills" is appropriate
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On easily very well applicable set of comunications are those

bet ween an Agent and an "Mdel Context Protocol" (MCP) Gateway. One
simply needs to define an appropriate set of Skill nanes and then
ACI P can be used to route, manage/filter, |oad-balance traffic

bet ween Agents and MCP- Gat eways - and forego the need for Agents to
i ndividually di scovery and sel ect MCP-gateway instances when instead
a fitting instance can sinply be directly reached by using the right
"skill" name as the address of the MCP-gateway in ACIP

Li kewi se, the topologies of interest for ACCP are not only those
where enterprise hosted agents connect to other enterprise hosted
Agents (or MCP-gateways). The follow ng exanple "topol ogy" options
are possibly of interest too.

In Data Centers, sinmple default routing for agent to agent traffic
may not be ideal. |In these cases using ACIP for Skill based routing
(foregoing discovery) may be beneficial. |n one sinple instance,
Top- of - Rack (ToR) switch nay be set up as ACIP routers performng
this action. This may specifically be interesting case of multiple
paths also in inter-DC connections avail abl e.

I nternet/ d oud-hosted Agents will be very likely candidates to be
brought into an ACIP solution through a "first-hop" ACI P router

connecting to such Agents via the Internet. |In this case, the Agent
itself may not want or can-not speak ACIP itself, but the first-hop
AClI P-router itself will "proxy-encapsulate" traffic fromito that

Agent into ACIP. As well as mapping the control-plane nechani sm used
with ACIP to those used with "Internet Agent-to-Agent"
communi cati ons.

4. Problenms with current approaches

Today, the type of communication scenarios that ACIP attenpts to

i nprove use variety of B2B protocols, often HITP based. HITP
intermedi aries are used to solve comuni cation scenario requirenments
such as access control/ filtering or routing (to an origin server or
next intermediary/ proxy).

4. 1. PKI issues

Maki ng all the necessary internediaries trusted to pass on HTTP
transaction and being ablde to inspect themat |east on the HITP
level is one of the main conplexities, often involving varieties of
private PKI. O when using WbPKI having to be extrenmely cautious
with the m ni num necessary subset of trusted Root CA. A solution

wi de unified and well managed PKI with participant perm ssion
managenent (such as internediaries having only ability to be part of
the HTTP conmuni cation but not the encrypted payl oads) for exanple is
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al ready a significant enhancenment whereever possible.
4.2. Filtering for "extranet" private (L3VPN) networks

As nentioned in the reference scenario chapter, the network | ayer
setup for such scenarios often involves private networks such as
L2VPN or L3VPN, but these area already very difficult to nanage in
mul ti-enterprise scenarios because typically connectivity between the
col l aborating enterprises is typically intended to not be conpletely
open at the network |ayer. Therefore, the network services my

al ready need to provide strict filtering for known TCP server/ports.
In other industries, this problem has al ready been recogni zed to be
so error prone that automations such as MJD have been devel oped.
These are not well applicable for ACIP target scenari os because the
communi cati on requirenments are per-scenari o and not per-device (such
as required for MID). Therefore, often HITP internedi aries are used
as URL "nane" based access control enforcnent nodes.

4.3. Nanming on the DNS | ayer

Li kewi se, DNS based naming of entities is conplex when setting up
private scenarios because it requires private DNS trees, that should
not leak to the Internet. Wth those scenarios evol ving over tine,
mul tiple roots of such private DNS dormai ns nay need to be stitched
toget her, which further increases conplexity/insecurity.

4.4. Policy at the 1Pv6 | ayer

Attenpting to provide routing/l oad-sharing/resource-allocation and
access-control policy for application layer granularity directly on
the layer of IPv6 addresses has often been attenpted and is actually
used in large scale, but conmplexity Iimted scenarios such as single-
operator data-centers or constrained ISP sources. For exanple
encoding allication context into sone bits of the interface
identifier. And then assigning to hosts (agents) a | arge nunber of

| Pv6 addresses, each one representing a specific application |ayer
semantic. These approaches typically fall apart when the application
| ayer purpose can be a conbination of few i ndependent aspects.

4.5. HITP issues
Can not well be hardware forwarded - too conplex to parse. No good
separation control / data-plane, therefore not well suited to have
CPU based control plane vs. hardware-forwardi ng based data-pl ane
conncti ons. .

Details TBD
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Appendi x A.  Further technical considerations
A.1. Connection full or |ess operations

ACI P may be designed operate either/or in a connection based or

connection less nmodel. At this point intine it is not clear if one
of the nmodels alone is sufficient or if both options may be
desirabl e.

In a connection | ess nodel, such as (by intention, not necessary by
actual use) |Pv6, each packet carries all (header) information for

i ntermedi ary nodes (I Pv6 routers) to performall intended operations
such as forwarding, (re-)routing, filtering/policing or assigning of
processi ng resources.
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In a connection oriented nmodel such as HTTP/ TCP binaries, a
connection setup phase, such as an initial "HTTP GET" conmand towards
the first intermedi ary causes the desired decisions, routing the
connection to the next intermediary or origin server. Such
connections may persist across transactions (as in sone HITP

i ntermedi ari es) or across sone "end-to-end connection"

As HTTP was not designed for network-device type proxies, it does not
all ow to easily distinguish between connection managenent data (such
as the GET/PUT command) and actually transferred data. 1n connection
oriented (internet) protocols designed to support network type
devices, there is a clear separation between the connection
managenent traffic (often called control plane) and the data transfer
(called data plane). |In typical network devices, the data pl ane can
be mllion times faster than the control plane, hence the need to

di stingui sh them

In the same way that HTTP was not designed for internediaries in the
first place, but is now heavily used with them it could equally be
extended to support the establishnment of such network device
compati bl e data paths. \Whether to do this or do a clean re-design
such as was done for constrai ned use cases with CoAP is an open
desi gn questi on.

Connection oriented solutions scale less well in the face of |arge
nunber of connections because of the per-connection state in
intermedi ate nodes. There is very limted experience with connection
oriented internetwork technologies in TCP/I P networks. The nost
widely and | argest scaling one is likely IP Milticast with PIM (up to
100, 000 connections in deploynents) followed by RSVP for Traffic

engi neering (RSVP-TE) in ISPs (likely up to 40,000 connections in
depl oynents). Both are known to work fairly well within their
scalability limted but suffer fromlong recovery times under
failures and recovery. In contrast, connectionless operations
suffers higher per-data-packet header overhead and per-packet
processing cost in network devices (based on how conpl ex the header
is). In contrast, firewalls that provide security up to HITP (or

hi gher) | ayers have been known to not scale up to desired anmount of
supportabl e traffic/connections requiring often significant redesigns
and reduction in actual security, siuch as in fintech use-cases.

Appendi x B. Changel og
00 - initial version

Aut hor’ s Addr ess
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