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Abst ract

Thi s docunent describes howto to build the software infrastructure
for distributed automati on agents using a |ightweight variation of
the "Autonom ¢ Networking Infrastructure” (ANI), by using the

exi sting ANl dommin keying material (certificates and trust anchors)
as well as the protocols GRASP and BRSKI protocols, but elimnating

t he expensive to inplement "Autononic Control Plane" (ACP) and addi ng
proxyi ng "Autonom c Software Agents" (ASA) instead.

The resulting infrastructure is called "autonmati on Network
Infrastructure" and can be inplenmented solely as application | eve
sof tware conponents on routers, switches or co-located nmanagenenet
devi ces, avoiding the need to change any router or switches
forwardi ng or control-plane protocols.

The aNl achi eves nosts of the benefits of the ANl but foregoes the
ability to easily nmake pre-existing, insecure control-plane protocols
secure or provide all the same protection against operator or SDN
controller misconfigurations that the ACP provides.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026
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1. Introduction

1.1. Background

[ RFC8993] describes the reference nodel for Autonom c Networking
whi ch consists of a so-called "Autonom ¢ Network Infrastructure"
(ANI') and in-network (devices) software agents called "Autonomc
Servi ce Agents" (ASA).

ASA can be imagined as sinple as scripts in progranm ng | anguages
such as python or javascript devel oped by bendors, integrators or
operators. They are primarily intended to run on network devices
such as router or switches, or on control equiprment that is also
decentral | y depl oyed, such as nanagenent servers in network equi prent
| ocations often called point of presence (PoP). These agents can
operate alone or in support of centralized network nmanagement systens
including controller or orchestrators.

One of the core conmponents of that ANl is the so-called "Autononc
Control Plane" (ACP, [RFC8994]), a set of functionalities

est abl i shing an autononously (zero-touch) created and mai ntai ned VRF
across all network that is primarily intended to provi de al ways-on
network reachability even in the absence of any operator or
managenent established provisioning of the nodes. The ACP then

all ows operators, centralized nanagenent software or ASA to

communi cate across it to manage the network and for exanple provision
bot h the basic network addressing and routing (so-called data-pl ane)
or specific subscriber services or to perform nonitoring actions/
automati ons. See al so [ RFC8368].

Unfortunately, inplenenting an ACP in network devices, especially
those with | egacy operating systemsoftware infrastructures can be a
chal I engi ng exercise, and as of today, no wi dely adopted production
i mpl ement ati ons on comrercial routers exist.

Wthout an ANI, it is challenging to build sinple automation agents
running on (or near to) network devices because they are nissing
functionalities not ubiquitously found in networks today: credentials
for secure conmunications with nutual trust, connectivity and

di scovery of other agents, defining new protocols for conmunication
bet ween agents and ability to comuni cate when the network or
specific nodes are not yet configured for correct end-to-end
reachability or when that reachability is broken
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Thi s docunent describes the mechani sms how t hese support functions
can be supported for ASA and via ASA. The resulting design is called
by this docunent the "automati on Network Infrastructure” (aN).
Lowercase 'a’ is used to distinguish it fromthe ANl which does

i nclude an ACP

Li ke the ANI, the aNl is defined so that it does not introduce
dependenci es agai nst external, centralized conponents, such as
orchestrators or managenment controllers. Like the ANl the aN can
therefore support those centralized conponents.

1.2. Overview

Thi s docunent introduces the concepts and components of an ACP-free
aut omati on Network Infrastructure (aN), which |everages the
conponents devel oped for the ANl except for its ACP. The ACP is
repl aced by the assuned to be pre-established data-plane of the
network, and as necessary by proxy ASA

Unlike the ANl with ACP, this aNl solution can easily be introduced
into existing networks sinply though the devel opnment of control-pl ane
prograns, for exanple devel oped in scripting |anguages such as python
or javascript (whatever can best run on routers). The aNl does not
require any changes to routers forwarding pl anes and does not expect
nmore than basic | Pv4 and/or | Pv6 end-to-end connectivity across
segrments of the network.

In summary, the aNl differs fromthe ANl as foll ows:

*  The networks existing and assunmed to be pre-configured | Pv4 or
| Pv6 connectivitiy (called data-plane) is used to provide end-to-
end connectivity for GRASP or other protocols used to build ASA
Unlike the ACP, IPv4 is a fully permtted option, especially
because | arge and conpl ex industrial networks will continue to
depend on it because it has sone significant sinplicity benefits
over | Pv6 in options such as [ RFC1819] addressing. Nevertheless,
for any new depl oynments where there is no clear benefit of |Pv4
over | Pv6, IPv6 is recomended.

* Discovery between ASA and between ASA and central network
managenment conponents utilizes GRASP in the sane ways as it does
with ACP. It requires on every network node a GRASP ASA, which is
a lightweight (potentially scripted in python) user-Ilevel process
that forwards GRASP di scovery messages hop-by-hop. This GRASP ASA
can automatically be started and requires no configuration. The
hop- by- hop connecti ons between these GRASP ASA is TLS
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1.

3.

Mutual trust for end-to-end GRASP connections between ASA, and

bet ween GRASP agents, but also for any other existing protocols
that may be used is based on the domain certificate nodel of

[ RFC8994]: Each node is identified by a certificate which al so
identifies the (aNl) domain and also indicates the prinmary network
| ayer address of the node which is used for aNl communi cati ons.
Like the ANI, the aNl can therefore operate w thout any
dependenci es agai nst DNS

The aNl encourages re-use of any existing protocols such as HTTPS
or others, that can help to avoid re-coding any al ready working
ASA functionality. GCRASP is recommended whenever new designs
could be easier than with potentially nore conplex franmeworks that
exi st for HITPS or CoAP(s). Conbinations of existing protocols
with GRASP is also a recormended option, for exanple to use GRASP
to autonmmte existing protocols by amendi ng announcenent and

di scovery via GRASP and therefore elimnating manual or SDN
controll er based provisioning steps.

Al'l signaling protocols that are considered to be part of the aN
MJST use transport |ayer encryption of at |east the security
provided by TLS1.3. |If there are any existing or new protocols
that do not neet this expectation, they are sinply not considered
to be part of the aNl. For exanple existing routing protocols do
typically not confirmto this |l evel of security. They can
continue to operate unaffected fromaN . They just do not conform
to the security |level of the aN

Enrol | ment of security credentials for new network rollouts is
recomended to use BRSKI ([ RFC8995]) or any specified variation

t hereof, depending on the operational requirenents of the network
enrol I ment process. |In existing and pre-configured networKks,

al ternatives such as netconf zero-touch with certificate
enrol Il ment may be viable alternatives, but are not equally

conpr ehensi vel y docunent as a sol ution

To support automation in the presence of missing end-to-end
connectivity between all necessary nodes including new to-be-
provi si oned "pl edges”, proxies are used. These proxies likely are
a conbi nati on of generic transport proxies (e.g.: HITP proxies) or
service specific proxies (ASA with proxy functionality) depending
on requirenments.

Archi tecture Exanple

The following Figure 1 sunmaries the archticture conponents. These
are all introduced in nore details in the follow ng architecture
secti on.
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inter-area
GRASP and
ASAs ASAs ASAs Transport ASAs ASAs ASAs
Proxy ASA
[\
GRAS GRASP GRASP GRASP CRASP GRASP GRASP GRASP
Coor d. Coor d. Coor d. Coord. Coord. Coord. Coor d. Coor d.
ASA ASA ASA ASA1 ASA2 ASA ASA ASA
\ / \ / \ | | / \ / \ /
+o-m - - + +o-m - - + +o-m - - + +o-m - - + +o-m - - + +o-m - - + +o-m - - +
| Router|---]Router|---|Router|-.-|NAT/FW-.-| Router|---|Router|---| Router
[+ 1 | 2 | | 3 | | [ 1 4 | | 5 | | 6 |
| with | | with | | with | | with | | with | | with | | with |
| domai n| | domai n| | domai n| | domai n| | domai n| | domai n| | domai n|
| cert | | cert | | cert | | cert | | cert | | cert | | cert |
+o-m - - + +o-m - - + +o-m - - + +o-m - - + +o-m - - + +o-m - - + +o-m - - +
IR >| IR >|
GRASP- NA subdomain 1 GRASP- NA subdomain 2
forwardi ng of GRASP di scovery forwardi ng of GRASP di scovery
bet ween nodes with same bet ween nodes with same
end-to-end connectivity end-to-end connectivity
exanple: IPv4 only exanple: IPv6 only
e >

Figure 1: aNl Architecture exanple

The exanpl e architecture picture outlines the nost rel evant aspects
of an aNl that where introduced in the overvi ew section above and
where they are the sane or differ fromthe ANl with ACP

* An aNl domain is the set of all nodes using the sane aN domain
credentials (certificates and trust anchors). These are using the
sanme concept as ACP certificates/trust anchors.

Enrol | ment of keying materials can use any protocol but prefers
BRSKI (as in ACP).

* Addressing can use IPv4 and/or IPv6 and is solely the data-plane
of the existing network.

* aN domains may be subdivided into areas connected by inter-area
nodes, as shown in the picture a NAT/FW |nside each area
unrestricted connectivity between ASA is expected, across areas it
is not.
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* Inside each area, GRASP coordination agents enable distribution of
i nformati on and service discovery. This is the equival ent of
GRASP i nside the ACP ([ RFC8994]).

*  Between areas, forwarding of GRASP nessages is managed by inter-
area CRASP proxy ASA as well as existing specialized forwarding
such as NAT and Firewal |l forwarding, or additional user-I|eve
transport proxy ASA. The latter are generalizing the concept of
BRSKI or HTTP proxies.

2. Architecture
2.1. Credentuals and nmutual trust

aNl relies on the same domain trust nodel as the ANl. Al nodes in
an aNl donain are expected to have an aN certificate and trust
anchor(s) that allow to verify and authenticate the aNl certificates
of ot her domain nmenbers.

aNl certificates carry an aNl node name attributes, which differs
from acp-node- nanes ([ RFC8994], section 6.2.2) as follows:

*  The address part can either be an | Pv6 address or an |Pv4 address.
(ABNF TBD). The aN address of a node is a data-plane address
that is known to be permanently assigned to the node, routable and
reachabl e across a segment of the aNl domain. There is no new
address assignnent with ULA addresses as in the ACP

* This docunent does not discuss the nore conplex additional options
such as extensions or routing subdomains, but syntactically they
are possible as they are for ACP certificates.

* Encoding into the X. 509 aNl domain certificate is via a new
"OTHER- NAME" attribute to allow distinguishing it from ACP
addresses. A node can therefore have a single certificate with
both an aNl nane el ement and (potentially later) an ACP nane
el ement w thout conflicts between them

Enrol | ment of these certificates is, as in [RFC8994] by arbitrary

met hods, preferrably BRSKI. BRSKI details for aNl are di scussed
further domain in this docunent.
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Area segnented connectivity

aNl domai ns may not have transparent end-to-end connectivity across
all nodes. Instead, thay nmay be partitioned by nodes inpl enenting
functionality such as NAT or Firewall which provide only parti al
connectivity. O they may be partitioned without any connectivity
because of different VRFs. O they may the partitioned by different
network |layers. One part of the network may only use | Pv4, another
only | Pv6.

An aNl connectivity area is a contiguous set of nodes between which
the data-pl ane provides in the absence of errors transparent end-to-
end connectivity for all the traffic desired for the aNl. This
primarily involves traffic between ASA, but also traffic considered
to be used in conjunction with ASA or aNl, such as traffic between
central managenent nodes (controller/orchestrators), servers (NIP
DHCP, ...) and other required sockets on nodes. This neans that
there may be filtering and limtations of traffic at the edge or

i nside such aNl areas, for exanple to prohibit traffic between these
nodes and nodes outside the area (such as subscriber nodes).

Note that these requirenents should allow to add the aNl without
change of any existing data-plane setup in nbst existing networks
(private or service provider), and that many of them do not even need
to consider nultiple aNl connectivity areas.

Note that that incorrect configuration of filtering of filtering will
cause errors in the aNl in the same way as it does cause errors for
any ot her managenent traffic. The aNl does not - unlike the ACP -
protect agai nst such m sconfiguration

connectivity area 1 ASA' s connectivity area 1 ASA' s
| < S| S >|
ASAs ASAs ASAs ASA ASA ASAs ASAs ASAs
I I I | I I I
I I I [ I I I
Fom e e - - + ------ + ------ + ------ + ------ + ------ + ------ +
| Router|---|Router|---|Router|-.-|NAT/FW-.-| Router|---|Router|---| Router
I 0 | 2 | | 3 | | | | 4 1 15 | |6 |
| with | | with | | with | | with | | with | | with | | with |
| domai n| | domai n| | domai n| | domai n| | domai n| | domai n| | domai n|
| cert | | cert | | cert | | cert | | cert | | cert | | cert |
Fom e e - - + ------ + ------ + ------ + ------ + ------ + ------ +
I e e e >|

aNl domain (nutually trusted aNl certificates)
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Figure 2: aN donmin and areas

Figure 1 shows a sinmple exanple of a single aNl domain with two
connectivity areas, for exanple because of a NAT/FW node separating
the two areas. In the nost sinple case, an ASA connects only into a
single area and sends/receives traffic only within a single area.
There is no connectivity between ASA across the two areas in this
exanpl e.

2.3. End-to-end transport protocols

End-t o-end connections considered to be part of the aNl MJST use a
transport layer protocol with at |least the | evel of encryption/
security as TLS1.3. Compared to the ACP this neans that it is not
possible to sinply use existing, non-end-to-end transport |ayer
encrypted protocols such as (non-TLS version of) DHCP, DNS, NTP, SNWP
or other common (and ol der) managenent protocols. |If and where TLS/
DTLS (or QUIC) variations to the protocols exist, they of course are
applicable to the aN

Connuni cati on SHOULD use existing protocols and extend them as
necessary instead of re-inventing new protocols unnecessary. New
protocol devel opnent for purposes for which no suitable existing
protocol s are avail abl e SHOULD use GRASP. This applies to peer-to-
peer and client-server connectivity between ASA or any other traffic
considered to be part of the aN

2.4. CRASP security and transport substrate

[ RFC8990] requires that GRASP relies on a "security and transport"”
substrate, which in [RFC8994] is the ACP, TLS >= 1.2 and ACP donain
certificates for nmutual authentication

In the aNl, the "security and transport" substrate is the data-plane
for connectivity, nmeaning the pre-existing |Pv4d and/or |Pv6
connectivity, TLS >= 1.3 for any GRASP connection (except for Iink-

| ocal DULL GRASP for link-1ocal discovery), and aN domain
certificates for nutual authentication. The security considerations
effectively ae the same as for GRASP across an ACP, but end-to-end
(uni cast) GRASP connections depend on proper functioning of data-

pl ane routing. Workarounds for this are descussed later in this
docunent .
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2.5. Distributed ASA coordinati on via GRASP

ASA need to be able to self coordinate and orchestrate. Responders
need to be able to announce thensel ves to be discovered and sel ected
by responders. ASA nay have other information that needs to be

di ssemnated to nmultiple interested ASA across the donain.

GRASP supports these operations through Di scovery and Fl ood nmessages
whi ch are fl ooded hop-by-hop through the network by GRASP

coordi nation agents. Loops are prevented by sequence nunber
duplicate elimnation on reception, so that these agents donot
require any routing information. These age that can easily be

i mpl emented, for exanple as |ightweight python scripts.

The procedures for GRASP coordination agents are the sanme as
described in [RFC8994]. Nodes di scover their neighbors on interfaces
via DULL GRASP, and they build TLS1.3 connections to their neighbors,
mutual |y authenticating each others by their aNl certificates. DULL
GRASP uses a new port nunber (I ANA assignnent TBD) to distinguish it
fromDULL GRASP for the ACP. Therefore, GRASP in the aNl can co-
exist with GRASP in an ACP, hence a migration froman aNl to a ful

ANl with ACP is easily possible.

aNl nodes MJST support a GRASP coordi nati on ASA. They MAY support

ot her nethods for coordination and orchestration including service
announcerent di scovery and sel ection, such as DNS, but this
specification does not specify any way how to automatically establish
a sufficient DNS infrastructure and hence also no functionality that
depends on DNS. Instead, DNS-SD conpatibl e service announcenent,

di scovery and selecction is suggested to rely on GRASP as descri bed
in [I-D.eckert-ani ma-grasp-dnssd].
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connectivity area 1 ASA's connectivity area 2 ASA's
| <o S| < >|
ASAs ASAs ASAs ASA  ASA ASAs ASAs ASAs
| | | | | | |
GRAS GRASP GRASP GRASP GRASP GRASP GRASP GRASP
Coor d. Coor d. Coord. Coord. Coord. Coord. Coor d. Coor d.
ASA ASA ASA ASA1l ASA2 ASA ASA ASA
\ / \ / \ | | / \ / \ /
S + - + - + oo + - + - + - +
| Router|---]Router|---|Router|-.-|NAT/FW-.-| Router|---|Router|---] Router
[ 1 |1 2 [ | 3 | | [ ! 4 1 1 5 | | 6 |
| with | | with | | with | | with | | with | | with | | with |
| domai n| | domai n| | domai n| | domai n| | domai n| | domai n| | domai n|
| cert | | cert | | cert | | cert | | cert | | cert | | cert |
S + - + - + - + - + - + - +
ISR >| ISR >|
connectivity area 1l connectivity area 2
forwardi ng of GRASP nessages forwardi ng of GRASP nessages
bet ween nodes with sane bet ween nodes with sane
end-to-end connectivity end-to-end connectivity
example: I Pv4d only exanmple: IPv6 only
e I >

aNl domain (nmutually trusted aNl certificates)
Figure 3: GRASP connectivity agents

Fi gure 2 above shows the GRASP coordinati on ASA added to the prior
exampl e. GRASP agents need to be able to deternmine all interfaces
that belong to the sane area and forward nessages only between those
interfaces. |If the node has interfaces in nultiple areas, a separate
i nstance of forwardi ng of GRASP nessages needs to be run for each
area. In the exanple, this is shown for the NAT/FW node, which has
interfaces in tw areas.

Note that ASA only need to rely on the GRASP coordi nati on agent for
sendi ng and receiving of GRASP coordi nati on messages. CRASP
"unicast" traffic to other nodes can sinply use direct TLS
connections to the nodes ASA

2.6. Inter-area conmunications

This section explains how to inplenment inter-area ASA conmuni cations
usi ng the nodel shown in Figure 4.
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connectivity area 1 connectivity area 2
| <o S| < >|
Initiator GRASP Responder
ASAL inter-area proxy ASA [1] ASA6

| and optional |
| inter-area transport ASA [ 2] |

GRAS GRASP GRASP GRASP GRASP GRASP GRASP GRASP
Coor d. Coor d. Coord. Coord. Coord. Coord. Coor d. Coor d.
\ / \ / \ | | / \ / \ /
Fomm o - + Fomm o - + Fomm o - + Fomm o - + Fomm o - + Fomm o - + Fomm o - +
| Router|---|Router|---|Router|-.-| NAT/FW-.-|Router]|---|Router|---]|Router
I (. [ IFwd[3]] | (. 1 6 |
IR i i R R >|

aNl domain (nutually trusted aNl certificates)
Figure 4: Inter Area comuni cations

A responder ASA6 on Router 6 in area 2 intends to provide services
al so to be consumabl e by an Initiator ASAL on Router 1 in area 1.

Direct inter-area network | ayer connectivity from ASAl to ASA6 may be
possi ble in some cases, such as when area 1 is on the inside of a NAT
and area 2 is on its outside. However, ASAl would have no way to
even di scover the availability of ASA6 w thout the introduction of
the el enents described in this section, because no GRASP nessages are
forwarded by the GRASP coordi nati on ASA across area boundari es.

Li kewi se in the opposite case, when ASA6 is on the inside, and ASAl
is on the outside, not only does a connection require |ikely speci al
setups, but it is also a matter of additional policy if that type of
comruni cation is even desired. Likew se are the conditions
different, when the inpeding elenent is a Firewall or the areas are
di fferent VRF.

The three type of components of the solution are called the GRASP
inter-area proxy ASA [1], optional inter-area transport ASA [2] and
Forwardi ng functionality [3] in the forwarding plane of the inter-
area node
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2.6.1. Inter-area information flooding

The nost sinple exanple of inter-area forwarding is that of GRASP

Fl ood nessages used for information distribution. Al information is
contained in the GRASP Fl ood nessage and thus no dependend inter-area
communi cations i s expected. Exanples of such infornmation
distribution could be sinple router configurations for comon
functions. Nevertheless, forwarding of such information betwween
areas does very likely need to be policy filtered if not policy
nodified. This is a job of specific GRASP inter-area proxy ASA

2.6.2. Loop prevention in inter-area GRASP fl ooding

In any case where GRASP inter-area proxy ASA flood CGRASP nessages
across area boundaries, care nmust be taken to avoi d | oopi ng nmessages.
This specifically neans that the GRASP signaling elemtn that is used
to detect |ooping nessages nust not be changed when passi ng GRASP
messages to another area, and the identifier in it needs to be unique
across areas.

2.6.3. Inter-area CGRASP policy filtering

Inter-area floodi ng of GRASP nessages shoul d support policy filtering
i ndependent of the bel ow descri bed nechani sns to ensure the necessary
connectivity. This policy filtering may be derived automatically
fromspecific subset of the (Objective nanespace or other novel GRASP
signaling el ements.

2.6. 4. Inter-area service announcenents

As described in this sections introduction, in many cases a GRASP

Fl ood Message may be a service announcenent for one or nore responder
sockets of the announcer, or a third-party node (in case the
announcenent is not directly fromthe responder ASA).

In this case, there is the expectation that nodes receiving this
announcenment may want to initiate connections to those responder
sockets. The inter-area forwarding ASA does thus need to understand
if or how those responder sockets can be connected to fromthe area
into which it forwards the GRASP Fl ood nessage.

In the aforenmenti oned outside-to-inside flooding across a NAT inter-
area node, the GRASP inter-area proxy ASA does not need to change
anything in the GRASP Fl ood nmessage if inside and outside use the
same | P address famly.
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If instead the desired reachability is fromoutside to inside, or if
the address fanmilies differ, then it is typically necessary to set up
speci fi c NAT/ PAT between inside and outside to enable the

conmmuni cation, and to al so change the announced service address in

t he announced GRASP Flood to the other area.

The use of GRASP in all these cases does cleanly resolve the probl em
that such communication setups are facing when the service
announcenent and di scovery are not readily available in-band on the

i nter-area nodes, which today is al nost al ways the case.

In one exanple, ASA6 is on the inside, uses an RFC1918 addres, but
its service should be avail able on the outside. The GRASP inter-area
proxy ASA | earns about the service and establishes the necessary PAT,
mappi ng a port available on the outside to that inside service, and
accordingly adjusts the GRASP announcenent before it passes it to the
outside area towards ASAl. Wen ASAl then connects, it effectively
connects to the outside address of the inter-area node, where the

exi sting NAT forwardi ng pl ane connects it to the inside RFC1918
address and server port for ASAG.

2.6.5. inter-area transport proxy ASA

I nstead of relying on such pre-existing/configurable forwarding

pl aj ne connectivity, such inter-area connectivity can and dependi ng
on use case nust be inplenented at user-level by so-called inter-
arrea transport proxy ASA. These are typically what in BRSK (and
HTTP) terns are call ed connection or stateful proxies, but they could
equal ly be stateless proxies if this is ensured to be supported by
the responders.

(stateful) BRSKI proxies sinply act on one side as TCP responders,
recreating a new TCP connection on the other side as initiators and
then forwarding traffic bidirectionally across that proxies
connection. HITP proxies operate as HITP nessage proxies, but can
al so be turned into TCP connection proxies through the HTTP CONNECT
met hod.

2.7. Pledge Bootstrap
Wth ANI, new nodes (pl edges) for a donmain are bootstrapped by

provisioning themfirst with domain credentials via BRSKI and then
provi sioning themw th any desirable protocols via the ACP
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Wth aNl, these pl edges do not have end-to-end data-pl ane
connectivity after BRSKI enrollment. They still will likely only
have |ink-1ocal connectivity. VWhile automatic DHCP or |Pv4 SLAAC
connectivity may be sonething a data-plane provides for end-user
nodes, this is typicaly not the case for router in the domain that
are new y added (or replaced).

For this reason, the aN requires sone form of proxy-connectivity ASA
setup for such newy enrolled network nodes on a |link-Iocal connected
aNl domai n node, for exanple the sane node that was providing the
BRSKI proxy ASA. This of course is only necessary if those new nodes
are assunmed to be renmotely configured/ provisioned instead of being
able to fully self-provision through appropri ate autononous service
agents.

2.7.1. Unsecured pl edges bringup

I f new devices need to be brought into a dormain that does not have
BRSKI or another stand-al one mechani smto provision domain
credentials, then a bootstrap proxy agent on a nei ghboring domain
node can provide connectivity to such a pledge. This ASA woul d

i nvol ve the foll owi ng aspects:

* The ASA is capable to discover the presence of such pl edges
t hrough any pre-existing protocol on the pledge. This can include
LLDP, or simply the signaling elenents that nay be provided by by
the pledge in DHCP requests and help to identify it. Use of such
pre-exi sting mechani sns would allow to avoi d expecting any changes
to pl edges software in factory-fresh condition. This is
especially valuable on pledges that allow to later instal
addi tional softeware easily, such as ASA, e.g.: after enrol ment.

* The bootstrap proxy agent on this neighboring node indicates the
presence of such a new pl edge through an appropriate new pl edge-
announcenent protocol to an enrollnment service that may run on a
central managenent node. For exanple that server announces via
GRASP its availaility and the bootstrap proxy agent signals
presence of new plege(s) to that GRASP di scovered server.
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7

* The bootstrap proxy agent inplenents or orchestrates a transport
proxy that allows the enrollnent servers to connect to sockets on
the pledge via it. known or assuned to allow renote configuration
For exanple, the transport proxy could be a sinple HTTPS server
i mpl ementing only the CONNECT nethod to such ports on directly
connected pledges. The prior step GRASP signaling would inform
t he managerment node of the discovered (link-local) addresses and
port(s) on those pledges through appropriate URLs. Once the
managenent station connects to the bootstrap proxy agent and
i ssues the HTTP CONNECT, it has a transparent TCP connection to
t he pl ege.

2. BRSKI pl edges

If the pledge can already be enrolled with BRSKI or an equivalently
secure alternative protocol into the aNl donmain, there are a range of
nore options, but it may be a good start to sinply use the sane
mechani sms as for an unsecured pl edge except for the foll ow ng.

Any connections into the pledge after being enrolled via BRSKI SHOULD
only be via TLS 1.3 or better and use the aNl domain credentials for
aut hentication. ldeally, no insecure ports should need to be open on
such a to-be-provisioned node.

2.7.3. aN bootstrap

2

8.

Whet her a new, to-be-provisioned node uses BRSKI or not, any aN
functionality such as the GRASP coordination agent or any other ASA
SHOULD be enabl ed through the provisioning systemonly after the
requi red data-plane connectivity has been provisi oned.

This is beneficial, so that the GRASP coordinati on agent can
determ ne the necessary information about which interface belongs to
which area fromthe data-plane configuration. In the nost easy
provi sioning option, the data-plane configuration explicitly |abels
interfaces or addresses with aNl area nunmbers, so that the GRASP
coordi nation agent has this information readily avail abl e.

O herwi se, areas have to be determ ned by exam ning VRF nmenbership
and NAT inside/outside of interfaces/addresses, to automatically
determ ne which area they should be assigned to.

I nter-donmai n aNl conmuni cati ons
Many use cases require comuni cations between ASA that are not in the

same aut omati on domain. This section discusses options how to
support this.
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2.9. Using aNl donmin credentials

Secure comuni cation via TLS 1.3 or any other equal or better
strength transport protocol with nutual certificate authentication
with a peer in a different aNl donmain requires nutual trust in the

ot her domains aNl certificates. |If for exanple the domain of a peerl
i s peerldonmain. exanpl e.com then secure transport connections to
peerl needs a prior provisioning of the trust anchors for

peer 1donai n. exanpl e. com on the | ocal node.

aNl certificates and trust-anchors, just |ike ACP certificates and
trust anchors are not required to be WebPKI certificates, so no trust
or enrolment into WebPKI systens is required. This allows aN to
contually operate without any Internet connectivity. It also

el i m nates any chal |l enges that woul d ot herw se easily be introduced
with the desire for the certificate to contain private information
such as the aNl domain information field. Equally, enrollnment and
renewal of certificates is easily and automated with BRSKI or other
protocol alternatives

In return to these benefits of private aNl certificates, it is
necessary to provision mapping i nformati on between a trusted renote
aNl domain trust anchors and that domai ns domai n nane.

2.10. Using federated aNl credentials

To avoid configuring the above described aNl credential to domain
mappi ng, typical deployhnment cases such as service provider to
custoner interdomain connections, or collaborating service provider
connections could rely on a conmon trust anchor and shared private
(e.g.: BRSKI based certificate enrollnment) system Wth such a
setup, the single root trust anchor of that federation would allowto
authenticate all federation nmenber certificates, whereas the trust
anchor of each domains aNl is an internmediate trust anchor, allow ng
all intradomain security to be nmanaged in the sane way as without a
federation.

2.11. Using WebPKI certificates

If using WebPKI certificates, including enrollnment and renewal, is
feasible, including the typical necessity of Internet connectivity,
then aNl nodes requiring interdomai n connections could al so use such
WebPKI to communi cate with each other, reducing the operationa
complexity to sinply configuring which web donmain a renpte peer is
expected/permtted to be from
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3.

Sunmmary

I n-networ k automation through sinmply programed software agents
called ASA requires a set of underlying infrastructure functions. In
the ANI, [RFC8993], these are provided through the conbination of
ACP, BRSKI and GRASP.

Thi s docunent outlines how the mayority of this ANl functionality can
be provided without the need for the expensive to inplement ACP, by
sinmply making ASA rely on the the already existing connectivity in
the network, the so-called data-plane.

The resulting infrastructure nodul e introduced in this docunent is
called aNIl - automation Network Infrastructure and can be inpl enent
solely as application-level software running on sw tches, routers or
co-|l ocat ed managenent nodes, not requiring any changes to existing

I Pv6 and/or |Pv6 routing and forwardi ng planes, but instead relying
solely on transport-layer security (authentication and encryption of
signaling protocols).

Most inmportantly, the aNl can also work in the presence of the w de
range of connectivity inpairing functions in networks such as
firewalls, NATs, traffic filtering and VRFs. | n the AN, the ACP
provided a parallel, unfethered |Pv6 connectivity to overcone such
impairments. |In contrast, in the aNIl proxy ASA are required to
establish connectivity, ranging fromsinple GRASP service
announcenent proxies that provide the missing connectivity when the
impairment is because of NAT/PAT, to actual GRASP signaling and
transport connection proxies, when there is no connectivity possible
otherw se. This approach generalizes the approach already used by
BRSKI proxi es.

The fundanental security of the aNl is the sane as in the ANI: domain
certificates with automatic enrol ment via BRSKI or other protocols.

Li ke proposed in the AN, rol e-based extensions can help to provide
nmore fine-grained authentication.
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4.

4.

4.

The main "shortcoming" of the aNl conpared to the ANl is that it does
not provide (in its current version) transparent end-to-end security
for pre-existing unsecured signaling protocols such as NTP, SNWP,
DHCP, DNS, TFTP or other commonly used protocols for the networks
control and managenent plane. This is because since the definition
of the ACP, secure versions or variations of these protocols have
becone nore comonpl ace, and it is thus nore appropriate today to
expect for those secure evolutions to be used instead of investing

| arge anounts of efforts to |ayer security underneath ol d protoco
options. aNl dommin certificates enable the seam ess security for any
protocol with TLS 1.3 or better transport |ayer security options -

i ncludi ng of course al so datagram protocols with DTLS 1. 3.

Security considerations
1. Proxying and Security

Providing renote access to not configured or incorrectly configured
nodes constitutes a significant security chall enge because those
nodes are nost often vulerable to attacks, with typical security

i ssues such as open ports with default passwords.

Al'l proxying of connections towards such nodes described in this
docunent is designed such that it can only be initiated fromtrusted
nodes with aNl domain certificates - with the assumption that ithis
is a sufficient level of security to ensure that the initator is not
malicious. |If this level of security is deemed insufficient, then
nmore fine-grained role based authentication can be added to aN
domain certificates as already outline for ANl domain certificates in
[ RFC8994], limting use of such connection proxies to nore
trustworthy nodes such as managenent stations.

2. Infrastructure security

By not building an ACP, the aNl does not have the sane | evel of
infrastructure security as an ANl. Specifically attackers that gain
access to physical |inks between nodes can inject packets and attenpt
to attack any weak (responder) sockets of network equipnent. The ACP
prohibits this because it carries all control plane traffic across
encrypted point-to-point tunnels. Nevertheless, the aNl does expect
that all control plane considered to be part of the aNl is protected
by certifcate based transport |ayer security, so it does conformto

t odays best established standards for end-to-end security and extends
it into the hop-by-hop infrastructure.

To conpensate for this lack of infrastructure security, it is
recomended to not only deploy the "clanshell security" nodel comon
in service provider networks, but to al so design ASA that autonate
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its establishment: Network connectivity to and from | Pv4/lPv6
addresses used between nodes of the aNl SHOULD be filtered on the
edge of an aNl domain in the forwarding plane (with destination |Pv4/
| Pv6 address ACL) so that attackers without access to a physcial l|ink
bet ween aNl node can not inject the above described attacks.

5. References
5. 1. Nor mat i ve Ref erences

[ RFC1819] Delgrossi, L., Ed. and L. Berger, Ed., "Internet Stream
Protocol Version 2 (ST2) Protocol Specification - Version
ST2+", RFC 1819, DO 10. 17487/ RFC1819, August 1995,
<https://www.rfc-editor.org/rfc/rfcl819>.

[ RFC8368] Eckert, T., Ed. and M Behringer, "Using an Autononic
Control Plane for Stable Connectivity of Network
Qperations, Adm nistration, and M ntenance (QAM",
RFC 8368, DO 10.17487/ RFC8368, May 2018,
<https://www. rfc-editor.org/rfc/rfc8368>.

[ RFC8990] Bormann, C., Carpenter, B., Ed., and B. Liu, Ed., "GeneRic
Aut ononi ¢ Signaling Protocol (GRASP)", RFC 8990,
DA 10.17487/ RFC8990, May 2021,
<https://www. rfc-editor.org/rfc/rfc8990>.

[ RFC8993] Behringer, M, Ed., Carpenter, B., Eckert, T., C avaglia,
L., and J. Nobre, "A Reference Mdel for Autononic
Net wor ki ng", RFC 8993, DA 10.17487/RFC8993, May 2021,
<https://www. rfc-editor.org/rfc/rfc8993>.

[ RFC8994] Eckert, T., Ed., Behringer, M, Ed., and S. Bjarnason, "An
Aut ononmi ¢ Control Plane (ACP)", RFC 8994,
DO 10. 17487/ RFC8994, May 2021,
<https://www. rfc-editor.org/rfc/rfc8994>,

[ RFC8995] Pritikin, M, Richardson, M, Eckert, T., Behringer, M,
and K. Watsen, "Bootstrappi ng Renote Secure Key
Infrastructure (BRSKI)", RFC 8995, DO 10.17487/ RFC8995,
May 2021, <https://ww.rfc-editor.org/rfc/rfc8995>.

5.2. Informative References

Eckert & Liu Expires 23 April 2026 [ Page 20]



Internet-Draft ACP free aN Cct ober 2025

[1-D. eckert-ani ma-grasp-dnssd]
Eckert, T. T., Boucadair, M, Jacquenet, C., and M H.
Behringer, "DNS-SD Conpatible Service Discovery in GeneRic
Aut ononi ¢ Signaling Protocol (GRASP)", Work in Progress,
Internet-Draft, draft-eckert-anima-grasp-dnssd-08, 7 July
2025, <https://datatracker.ietf.org/doc/htm/draft-eckert-
ani ma- gr asp- dnssd- 08>

Appendi x A.  Changel og

A. 1. draft-eckert-ani ma-acp-free-ani-01
refresh

A. 2. draft-eckert-ani ma-acp-free-ani-00
Initial version

Aut hors’ Addresses
Toerl ess Eckert (editor)
Fut urewei Technol ogi es USA

United States of Anerica
Email: tte@s. fau. de

Bing Liu

Huawei Technol ogi es

P. R China

Emai |l : | eo.liubi ng@uawei.com

Eckert & Liu Expires 23 April 2026 [ Page 21]



