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1. Introduction

Many protocols provide for header fields to be added to a packet on
ingress to a network donmain and renpoved on egress fromthat donmain as
shown in Figure 1. Exanples of such fields are Tenant ID for nulti-
tenant networks, ingress port ID and/or type, and other identity or
handling directive fields. These fields nean that a packet may be
acconpani ed by suppl enmental information as it transits the network
domai n that woul d not be present with the packet or not be visible if
it was sinply forwarded in a traditional manner. |ndeed, in many
cases, the presence of such nmetadata, such as a tenant identifier, is
fundanental to enabling multi-tenant traffic separation and handling
within a network donmain.

There are many such fields that have been specified. A few exanples
fromI|ETF RFCs are given belowin Section 4. This docunent provides
Security Considerations [RFC3552] for the inclusion of such

suppl enental information with a packet.

Packet +------- + o + o mea - + Packet
---------- >l ngress>---------->Transit>----------> Egress > -------->
(Header +------- + (Header +------ + (Header +-------- + (Header
+Dat a) | +Field +Field | +Dat a)
+Dat a) +Dat a
I I
o mm e ee e ee ee ae ee oo o4

Figure 1: Exanpl e Network Donain

Figure 1 shows a sinplified diagram |In a specific case, there may
be zero or many transit nodes and, in the case of a multi-destination
packet, there might be nultiple paths fromthe ingress to nmultiple
egress nodes. There might be nultiple fields added which are
considered one logical field for the purposes of this docunent or an
added information "field" mght be encoded into an existing field or
subpart of that field.

The primary security concern with the addition of such suppl erent al
information is harmto the privacy of the packet source by

di stingui shing the packet’s source and the packet’s intended handling
in detail. The granularity with which packet sources are

di stinguished can vary greatly. At their nost specific, fields could
di stingui sh one or conbination of a single host conputer, individua

East| ake, et al. Expi res 15 October 2026 [ Page 3]



I nternet-Draft Tenant 1D Security Considerations April 2026

user, or specific process, application, or protocol instance within a
host. At the least specific end of the granularity spectrum only
the identity of an adjacent Internet Service Provider mght be
reveal ed. For example, if VXLAN [ RFC7348] is in use, the outer IP
header source and destination | P addresses, which identify VXLAN
Tunnel End Points (VTEPs), conbined with the inner original header |IP
addresses normal ly enable one to precisely identify a host/VM Tenant.
In addition to distinguishing packet sources with a finer

granul arity, supplenental information may enable multiple apparently
different sources to be grouped as related and all ow sone information
about the structure of conplex sources to be deduced.

The suppl enental information fields added or set by the ingress node
may be derived fromfields present in the packet which are normally
forwarded, such as the "5-tuple" of IP Source and Desti nation
Address, | P Source and Destination Port, and |IP Protocol and/or

addi tional header fields that would be transmitted with the packet.
Reasons for adding a derived field include that the information it is
derived fromw |l not be available to transit nodes because it wll
be encrypted or it is too deep in the packet, that is, too far from
the begi nning of the packet for conveni ent access.

In other cases, the field nay be derived in whole or in part from

i nformati on such as ingress port identity or a VLAN tag on the packet
arriving via Ethernet and which woul d not nornally be forwarded with
t he packet.

1.1. Metadata

The suppl enental added information referred to above is an exanpl e of
met adata, which is additional data distinct formthe content of
messages. Metadata is usually | ess sensitive than the content of
messages. For exanpl e, consider nessages between an individual and a
doctor with a narrow nedi cal specialty where there was no prior

rel ati onship between them The existence and timng of such an
exchange of nessages could be quite revealing but clearly less so
than the content of the nessages which could reveal specific

di agnosi s and prognosis as well as the actual patient’s name which

m ght be different fromthe nessagi ng participant.

Wil e there are exceptions, in mandatory | abel systens, such the USA
governnent classification systemfor national security information
with categories

Uncl assified < Confidential < Secret < Top Secret,
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a default rule of thunb is that the nmetadata for a nessages streamis
one level less sensitive that the nmessages contents. For exanple, if
there is a stream of nessages whose content is classified as Secret,
the nmessage netadata such as source and destination addresses,
nmessage tinmng and size, etc., would tend to be classified as
Confidential. A counter-exanple would be the | ess commbpn case where
the content of a message was only noderately inportant but the nere
exi stence and address of the source and/or destination is very
sensitive

A former head of the USA NSA and CI A has said, "W kill people based
on netadata" [Ferran].

1.2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

The acronyns and terns below are used in this docunment. For further
security termdefinitions, see [ RFC4949].

AEAD - Authenticated Encryption with Additional Data.
ASCI1 - Anerican Standard Code for Information |Interchange
[ RFC0020] .
ci phertext - Data that has been transfornmed by encryption so that

its semantic information content is no longer intelligible or
directly available (see Section 3.3) [ RFC4949].

CPU - Central Processing Unit.

DSCP - Differentiated Services Code Point [RFC2474].

LAN - Local Area Network.

MAC - Media Access Control [I|EEE802.1Q.

plaintext - Data that is input to an encryption process (see

Section 3.3) [RFC4949].
Q@S - Qality of Service

TLV - Type, Length, Val ue.
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VLAN - Virtual LAN [IEEE802.1Q.
VTEP - VXLAN Tunnel End Point.
VXLAN - Virtual eXtensible Local Area Network [RFC7348].

2. Threat MNbdel

The primary threats considered in this docunent due to the inclusion
of nmeta data in packets are fromthe surveillance of and/or

nmodi fication of such fields. Such surveillance or nodification could
be acconplished either on links within the network domain or by the
subversi on of one or nore nodes through which the traffic passes.

Threats arising fromthe followi ng attacker classes are rel evant:

Passive On-Path Observer: An entity that can observe packets on one
or nmore |inks but does not modify them

Active On-Path Attacker: An entity that can observe, inject, nodify,
or replay packets on one or nore |inks.

Conprom sed Network Node: An ingress, transit, or egress node that
has been subverted and can inspect, nodify, or generate packets
and associ at ed met adat a.

Malicious or Curious Tenant: In a multi-tenant environnent, a tenant
that attenpts to learn infornmation about other tenants or
i nfluence the handling of their traffic.

Surveill ance threatens loss of privacy to the users whose traffic is
transiting the network domai n because it permits packets to be
associated, with greater specificity, with such users and their host
or service provider. The additional information with packets may

al so reveal associations between users or aspects of the network
domai n structure and capabilities. And, to the extent that the
additional information affects the treatnent of the packet,

unaut hori zed nodi fication may di srupt network operation and interfere
with the nmodified traffic or other traffic.

Note that, without suitable counterneasures, radio |links are
particularly subject to (1) surveillance and (2) to traffic

nmodi fication which can typically be acconplished by bl ocking the
original version of a packet and injection of a nodified copy.

Subversion of a transit or egress node enabl es surveill ance and

nmodi fication of all the traffic through that node. Subversion of an
ingress node is a threat but not closely related to adding
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information to the packet. Al the information that night be in or
associated with the packet is available at the ingress node

regardl ess of whether any of this is added to the packet being

i ngressed.

3. Security Considerations

This section provides Security Considerations for the inclusion in a
packet of additional fields/information as discussed in this
docunent. These considerations are equally applicable to | Pv4

[ RFCO791] and | Pv6 [ RFC8200]. They are grouped into the follow ng

t opi cs:

* Surveillance Oriented Considerations

0 Mnimzation

0 Encryption

o Obfuscation
* (Other Security Considerations

0 Integrity and Authentication Considerations

o0 Covert Channel Considerations
The first three itens above have a domi nance rel ationship as foll ows:

M nim zation > Encryption > Cbfuscation
As further discussed bel ow, where reasonably possible, the types of
additional information discussed in this docunent SHOULD NOT be
included with a packet. Were it is necessary to include the
information, it SHOULD be encrypted where practical. Were
encryption of the entire packet is prohibitive, the cleartext data
that is not nutable in transit MJST be authenticated, for exanple
through authenticated encryption with associ ated data (AEAD)
mechani sms. I n cases where it can be neither excluded nor encrypted,
consi deration should be given to obfuscating the information, even
though that provides only weak protection
3.1. Tenant Isolation Considerations

In multi-tenant environnents, netadata fields such as Tenant | Ds,
Service Path lIdentifiers, or simlar identifiers introduce sone risks

beyond those present in single-tenant deploynments. |f not protected
properly, such fields can be:
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* Forged or nodified, allowing one tenant to inpersonate another or
i nfluence the handling of another tenant’s traffic.

* (Cbserved, enabling inference of another tenant’s activity, traffic
vol ume, or service structure.

* Correlated, allow ng |linkage of flows belonging to the same tenant
across tine or across different parts of the network.

To mitigate these risks:

* Metadata fields that affect forwarding, policy, or resource
all ocation MUST be integrity protected and authenti cated.

* I nplenmentati ons SHOULD ensure that tenant identifiers are not
gl obal | y neani ngful outside the domain unl ess required for
interoperability.

* \Were feasible, identifiers SHOULD be scoped, random zed (see
Section 3.4.2), or periodically changed to reduce linkability.

* Egress nodes MJST ensure that tenant-identifying netadata is not
| eaked outside the adm nistrative donain unless explicitly
i nt ended and pr ot ect ed.

3. 2. M nim zation

The sinplest nmethod to mnimze the harmthat can be caused by the
threats described in Section 2 is to mninize the anount of

addi tional information added to packets transiting the network
domain. If sone information will not be necessary for controlling
the treatment of a packet or other network managenent functions, it
SHOULD NOT be included. The exceptional cases where inclusion is
reasonabl e are

1. transition scenarios, where information remains included for a
brief time while nmechanisns using the information are being
renoved or disabled, or included starting a brief time before
mechani sms using the information are being installed or enabl ed,
and

2. sone debuggi ng cases where the additional information would be
tenmporarily hel pful (but note that the mere addition of this
i nformati on may change behavi or and mask or cause erroneous
behavi or).
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M nimzation is the strongest nmethod to defeat the security threats
outlined in Section 2 and MJST al ways be considered so a

determ nati on can be made as to whether the benefits of including the
i nformati on exceed the risks. Any data that does not appear with the
packets cannot, due to its transit of or egress fromthe network
domai n, conprom se the privacy/security of the packet source

3.3. Encryption

Encryption is a powerful technique. Wth the use of appropriate
cryptographic al gorithns and key managenent, encryption coverts
easi |y understandabl e plaintext into ciphertext from which the
ori gi nal plaintext cannot be derived.

Use of encryption provides clear benefits but there are al so sone
costs. The conputational burden of encryption/decryption at |ine
speed may increase the cost of CPU or port hardware and nmay i ncrease
| atency. Requirenents for key managenent and pseudorandom numrber
generation [ RFC4086] will inpose sone burden

It is inportant to distinguish between confidentiality, integrity,
and authentication. Encryption nechanisns that provide
confidentiality alone are insufficient where netadata influences
packet handling. |In such cases, authenticated encryption or separate
integrity protection MJST be used to ensure that netadata cannot be
nmodi fi ed without detection.

Even with strong encryption, surveillance can yield information such
as outer addressing and control information and the size and nunber
of packets transmitted. The analysis of such indications is comobnly
known as "traffic analysis". Padding and dummy packets can obscure
some of this meta information about encrypted traffic but only at a
significant expense in bandw dth consuned.
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The subsections bel ow di scuss the scope of encryption, such as what
part of a packet it can be applied to and whether it is at the link

| evel or edge-to-edge. As the default, it is RECOMVENDED t hat both
link | evel and edge-to-edge encryption be used unless carefu

consi derati on shows the costs to exceed the benefits in a particular
case. |If both are not being used, then it is RECOWENDED t hat one or
the other be used with default preference for edge-to-edge encryption
in wired networks and link encryption for radio networks. Somne
reasons for this default preference are that wired networks are
typically higher speed and hardware security assist in a port is
unusual and rel atively expensive while the ease of access to traffic
in radio networks has led to the al nbst universal inclusion of
hardware security in wireless chip sets such that the use of link

| evel encryption and authentication on a radio |link can be considered
| ow or zero cost.

3.3.1. Scope of Encryption

Encryption can be applied to various parts of a packet; enough
addressi ng and service information nust be present outside the
encryption to get the packet through the one or nore hops it needs to
transit with the desired QoS to the point where it will be decrypted
There is usually sone encryption control information, such as a Key

I D, which nust be exposed to facilitate key rollover and the |ike.

Al so, depending on the node of operation, a packet sequence nunber or
the like may be needed. Wien part of a packet is encrypted,

aut henti cation of unencrypted fields in the packet SHOULD be

consi dered (see Section 3.5).

3.3.2. Link Encryption

Li nk encryption encrypts a packet as it is output fromthe ingress
node or a transit node and decrypts it on input to the next node in
the path, which will be a transit node or the egress node. This
protects the information content of the packet from surveill ance of
the link. However, it is usual that some |ink |ayer addressing

i nformation, such as a MAC address, and control information is needed
by the destination node and in sone cases needed by devices within
the link. For exanple, if routers are connected by a bridged LAN

[ EEE802. 1Q proper handling of the packets between themmay require
that the packet be sent with a VLANpriority tag. However, |ink

| ayer encryption can normally encrypt network or higher |ayer
addressing and control information including | P addresses.

Wth link encryption, the packet will be decrypted inside each hop-
by- hop node so additional information within the packet will be
exposed there and privacy can still be harnmed or service selectively
deni ed by a subverted transit or egress node.
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Li nk encryption is conmon by default on radio |links which are easily
surveilled. For exanple, alnost all W-Fi [|EEE802.11] chip sets
have built in cryptographic hardware so standardi zed |ink encryption
for W-Fi is usually thought of as "free" in that its use does not

i npose significant speed or latency limtations although there is
sonme key set-up and managenent over head.

A met hod nmore conmmonly used on wired networks, is the | EEE MACSEC
[ 1 EEE802. 1AE] st andard.

3.3.3. Edge-to-Edge Encryption

Encrypti on between the ingress node and the egress node provides
protection fromsurveillance of all the links along that path as well
as surveillance by the transit nodes used. However, such encryption
cannot cover any fields that are needed to control the treatnment of
the packet along its path in the network domain or that cause it to
be routed to and decrypted at its egress node (or possibly nodes in
the case of multicast or broadcast). Thus edge-to-edge encryption
does not cover network | ayer addresses and control information or
link |ayer addressing and control information

Whi | e Link Encryption involves key setup only between adj acent nodes
on the link, usually two nodes, strong Edge-to-Edge Encryption woul d
require key setup for every pair of edge (ingress or egress) nodes
that will be comunicating traffic. This is potentially up to
N(N-1)/2 pairs if there are N edge nodes. And additional key set up
and nanagenent may be required for nulticast groups or the I|ike.

3.4. (Obfuscation

of uscation refers to weak methods of hiding the content of a field
or packet or reducing the predictability of sonme sequence identifier
field. The strongest obfuscation would be to use a random possibly
even time-varying, one-to-one napping of the values in such fields
but this inposes a burden of generating and storing such a nmappi ng at
nodes that set or access such a mapped filed. It is nore common to
use weaker obfuscation as suggested bel ow

3.4.1. Field/ Content Cbfuscation

The first type of obfuscation of can be thought of as weak encryption
that is unkeyed or uses a fixed key or a key sent with the nmessage.
There is, neverthel ess, sone benefit to its use. Roughly speaking,

it protects against inadvertent disclosure but provides essentially
no protection against deliberate attack
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An interesting exanpl e of obfuscation is "masking" in The WebSocket
Prot ocol [RFC6455]. For client to server data transfer the protocol
requires that the payl oad be "nmasked" by taking a 4-byte mask val ue,
repeating it as nmany tines as necessary, and XORing it with the

payl oad. Furthernore, the mask value is required to be a random
nunber different for each nmessage derived froma strong source of
entropy. However, this mask value is included as plain text with the
payl oad so an entity that understands this masking can easily unmask
the payload. 1In this case the obfuscation serves a particul ar
security purpose as explained in [ RFC6455] which provides further

i nformation.

As anot her exanpl e, soneone debuggi ng a network problem night do a

capture of the packets on a link with a programthat will display the
packet data in hexadecimal and ASCII. This data night include
personally identifying information or other sensitive information
that could be immediately read if interpreted as ASCII. Such

i nadvertent disclosure could be avoided by an obfuscation as sinple
as XORing a fixed non-zero byte value with each data field byte.

3.4.2. Sequence Obfuscation

A second type of obfuscation involves, to the extent practical,

avoi ding easily predictable nunbers for identifiers such as Tenant

I Ds, sequence nunbers, interface (port) identifiers, |IP addresses,
source socket numbers, and the like. |If successively allocated
identifiers of this sort are easily predictable, it is, for exanple,
much easier to forge packets that nmay be accepted as genui ne.
Instead of sinply counting to determine a next value to use,
sonething like the output of a linear feedback shift register [LFSR
coul d be used.

For further discussion, see [ RFC9416], "Security Considerations for
Transient Nuneric ldentifiers Enployed in Network Protocol s", which,
anong other things, states the follow ng: "Protocol specifications
SHOULD NOT enpl oy predictable transient numeric identifiers, except
when such predictability is the result of their interoperability
requirenents." [RFC9414] and [ RFC9415] may al so be of interest.

3.5. Integrity and Authentication Considerations
Providing integrity protection and authentication for packets and
associ ated netadata is essential when the nmetadata influences

forwardi ng, policy, or resource allocation decisions. In such cases:

* NMetadata fields that affect packet handling MJST be integrity
protected and aut henti cat ed.
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3.

3.

*  Mechani sns SHOULD provi de replay protection where feasible,
particul arly when netadata can be used to gain elevated priority
or access to network resources.

Failure to provide such protections can enable attackers to forge or
nmodi fy netadata, resulting in traffic m sdirection, denial of
service, or unauthorized access to network services. For exanple,
arbitrary nunbers of high priority packets can be forged disrupting
overal | performance of the network domain. Also, sonme nodes of
encryption (see Section 3.3) are sensitive to nodified, dropped, or
extra packets which may result in garbling the decryption of
fol |l owi ng genui ne packets.

Where part of a packet is encrypted and authenticated, unencrypted
parts may be authenticated usi ng AEAD

6. Domai n Boundary Consi derations

Met adata fields discussed in this docunment are typically intended to
be used only within a specific adm nistrative domain and renoved at
domai n egress. Failure to properly renove or sanitize such fields
can result in (1) |eakage of sensitive informati on beyond the

i ntended donmain, (2) msinterpretation of netadata by downstream
networks, and (3) increased risk of correlation and tracking across
domai ns. Therefore:

* Egress nodes MUST renove or appropriately sanitize nmetadata fields
before forwardi ng packets outside the domain unless their
downstream use i s intended

* I npl enentati ons SHOULD enpl oy def ense-in-depth nechani sns, such as
limting the lifetime or scope of metadata, to reduce the inpact
of m sconfiguration

7. Covert Channel Considerations

The presence of additional information in a packet provides a place
into which a node originating or forwardi ng a packet can potentially
hi de information and from whi ch a subsequent node in the packet’s
path can retrieve information. The encryption of such additiona
informati on, which is desirable for reasons given above, can nmake
detection of such tunneling, which can be used to exfiltrate
informati on, very hard to detect.

Many of the headers discussed in Section 4 which provide for the sort
of additional information fields which are the primary focus of this
docunent al so have reserved fields. Mst commonly the specification
for these fields, which are reserved for later definition, state they
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must be sent as zero and ignored on receipt. Since their value is
i gnored by standards conpliant nodes, such fields can al so be used as
a conmuni cati ons channel

The capacity of covert channels nmay be snall on a per-packet basis
but can be significant over tine or across nmany flows. Furthernore,
exfiltration of even a small anount of information can be very
damagi ng, particularly if the information is a keying val ue or random
nunber seed; even the exfiltration of a portion of such information
may effectively break security by reducing the search space for a
adversary trying to decrypt or forge information.

4. Exampl es of Applicable Fields

The subsections bel ow gi ve sonme exanples of fields to which the
Security Considerations material in Section 3 apply.

4.1. Exanple Fields from Standards Track RFCs

The followi ng are exanples of fields specified in Standards Track
RFCs to which these Security Considerations would apply.

4.1.1. Service Function Chaining Network Service Header

The Service Function Header (SFC) Network Service Header (NSH)
[ RFC8300] provides for the inclusion of metadata with packets inside
an SFC enabl ed domain as shown in Figure 2

NSH Header :
0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S

| Ver| g U TTL | Length | U U U U M Type| Next Protocol
el i I e i it T e e e e i i T o S e e S e T R R
| Service Path ldentifier (SPl) | Service Index

T T S S e i SHp S SEp S S S S U S S S

I I
~ Cont ext Header(s) (aka metadata) ~
| |
B T S i T s i i e e SEI S

Figure 2: SFC NSH (from [ RFC8300])

The MD Type field in the NSH header indicates the type of netadata
field or fields in the "Context Headers" section of the NSH header
Such fields are appropriate for including additional information wth
a packet that would otherwi se only be available at the ingress node.
See, for example, the context headers specified in [ RFC9263].
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The NSH is used to encapsulate the traffic and requires an outer
transport header as shown in Figure 3. This encapsulation is applied
on ingress to the SFC enabl ed domain and renoved on egress fromt hat
domain. If the transport encapsulation is, for exanple, IP, then
transport encapsul ation fields may al so be available to add
information to the packet within the network domain (see

Section 4.1.3).

T +
| Quter Transport Encapsulation |
N +
| Net wor k Servi ce Header (NSH) |
e +
| Original Packet / Frame |
T +

Figure 3: NSH Encapsul ati on (from [ RFC8300])
4.1.2. Ceneve

The Geneve (General Network Virtualization Encapsul ati on) [ RFC3926]
header provides for a Virtual Network ldentifier which is equivalent
to a Tenant I D, as shown in Figure 4. It also has a flexible

provi sion for header options encoded at TLVs.

Ceneve Header:
B i s T T i i o S o T Ji I

| Ver| Opt Len |Q(C Rsvd. | Protocol Type |
T T S S i e S e o M i
| Virtual Network Identifier (VN) | Reserved

R e i e i i i N N s s Sk S S S S S e I+

|~ Vari abl e-Length Opti ons |~

L—- i S i i S i s S S S S S S S i S e o o L—
Figure 4: Geneve Header (from [RFC8926])

Geneve is used to encapsulate the traffic transiting the network

domain with an I P transport encapsulation in a manner simlar to the
NSH Header as shown in Figure 3 and simlar considerations apply.
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4.1.3. | P Header Fields

4.

2

There are a nunber of |Pv4 [ RFC0791] and | Pv6 [ RFC8200] header fields
that can be used to encode suppl enental infornmation. Some of these
fields are, in general, nutable, so they could change as a packet is
propagat ed through a network; however, this docunment is restricted to
considerations within a single network domain with coordinated
managenment whi ch can, in some cases, avoid changing such fields.

There is particular freedomto use IP fields where the traffic
transiting the network donmain is encapsulated in a manner that
provides for a new outer |IP header. For example, IP-in-IP or where
the traffic is encapsulated in a tunnel header, such as VXLAN, NVGRE
SFC NSH, or Geneve, which is in turn encapsulated in an outer |IP
header .

DSCP/ ToS - There is an 8-bit field in the IPv6 and | Pv4 header. Two
of these bits are commonly used for Explicit Congestion
Notification (ECN, [RFC3168]) and the other six are commonly used
to encode hop-by-hop behaviors [RFC2474]. 1In an outer |P header
within a network domain with combn managenent those six bits
coul d be used as desired as could the ECN bits unless those bit
are used to accunul ate congestion information to be conbined into
an inner IP or sinilar header on donain egress.

Options - Both IPv4d and | Pv6 provide for header options with | Pv6
havi ng provi sions for nore flexible and extensive options but
these have proven hard to use in practice.

| Pv6 Flow Label - In the | Pv6 header, a 20-bit Flow Label field is
avai | abl e.
Addresses - Were an outer | P header is used within a network

domai n, not all of the IPv4d or generously sized | Pv6 address
fields are needed to direct transit traffic fromingress to
egress. Thus, other additional information could be encoded into
the address field, perhaps in | ow order bits.

Sockets, Etc. - There are additional fields available in the
commonly used UDP and TCP headers that could, in an outer IP
encapsul ati on inside a network domain, be interpreted as hol ding
ot her information.

Exampl e Fields from G her RFCs
The foll owing are exanples of fields specified in RFCs that are not

St andards Track to which the Security Considerations material in
Section 3 apply.
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4.

4.

6.

2.1. VXLAN

VXLAN (Virtual eXtensible Local Area Network) is specified in
[ RFC7348] and the VXLAN header is shown in Figure 5

VXLAN Header:

R e o T T e S S T ol S i T S s ik i I S I S S R S R
IRRRRRIT|RR R Reserved I
B i s T T i i o S o T Ji I
| VXLAN Network ldentifier (VN) | Reserved |
R e s T o T S R El ok i R e e S S e o o s

Figure 5: VXLAN Header (from [ RFC7348])

The Virtual Network ldentifier (VNI) is a tenant identifier in multi-
tenant domamins. It is intended to identify traffic that uses an
overlay network for that tenant. |In addition, the use of VXLAN

i nvol ves encapsul ation of the traffic being forwarded so there is an
outer IP and UDP header with various fields that could be used for
additional information (see Section 4.1.3).

2.2. NVGRE

NVGRE (Network Virtualization Using Generic Routing Encapsulation) is
specified in [RFC7637] and the NVGRE header is shown in Figure 6

NVGRE Header :

B T S i T s i i e e SEI S
| O] |1]0]| Reserved0 | Ver | Pr ot ocol Type 0x6558 |
I S i o T s S S S e s s T
| Virtual Subnet ID (VSID) | Fl ow D |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 6: NVGRE Header (from [RFC7637])
The Virtual Subnet ID (VSID) is a tenant identifier in multi-tenant
domains. It is intended to identify traffic that uses an overl ay
network for that tenant. |In addition, the use of NVGRE invol ves
encapsul ati on of the traffic being forwarded so there is an outer IP

and UDP header with various fields that could be used for additiona
informati on (see Section 4.1.3).

I ANA Consi derations
Thi s docunent requires no | ANA acti ons.
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