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| ETF/ WBC XMLDSI G wor ki ng

1. Introduction
XM. digital signatures, canonicalization, and encryption were
standardi zed by the WBC and by the joint
group [WBC] [ XMLSEC]. These are now WBC Recommrendati ons and sone are
al so RFCs. They are available as foll ows:
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| RFC | WBC REC | Topic |
| Status | | |
[ e ————— Cpp——————————— e p—p————
| [ RFC3275] | [XMLDSI GLO] | XM. Digital Signatures |
| Draft Standard | | |
. I T T re e +
| [RFC3076] | [ CANON1O] | Canonical XM |
| I'nformational | | |
S S oo e e e e e e e e oo - - +
| - - - - - - | [XMLENC10] | XM. Encryption 1.0 |
. . e +
| [RFC3741] | [ XCANON| | Excl usive XM |
| I'nformational | | Canonicalization 1.0 |
o e S o e e e e e e e e m o +
| [ RFC4050] | - - - - - -] Using the Elliptic Curve |

| | Signature Al gorithm (ECDSA) |
| | | for XM Digital Signatures |
. I T T Ty +

Table 1

These docunents and recomendati ons use URIs [ RFC3986] to identify
al gorithms and keying information types. The WBC has subsequently
produced updated XM. Signature 1.1 [ XMLDSI GL1], Canonical XM. 1.1

[ CANON11], and XM Encryption 1.1 [ XMLENC11] versions, as well as an
XML Signature Properties specification [ XM.DSI G PROP]

In addition, the XM. Encryption recommendati on has been augnented by
[ GENERI C], which defines algorithnms, XM types, and el enments
necessary to use generic hybrid ciphers in XM. security applications.
[ GENERI C] al so provides for a key encapsul ation algorithmand a data
encapsul ation algorithm wth the combination of the two formng the
generic hybrid cipher.

Al'l canel -case el enent nanmes (nanes with both interior upper and
| ower case letters) herein, such as DigestValue, are fromthese
docunent s.

Thi s docunent obsol etes [ RFC9231].

Al of the URIs for algorithnms and data types herein are listed in
the indexes in Section 5. O these URI's, those that were added by
earlier RFCs or by this document have a subsection in Section 3 or 4.
A few URIs defined el sewhere al so have a subsection in Section 3 or
4, but npst such URIs do not. For exanple, use of SHA-256 as defined
in [ XMLENC11] has no subsection here but is included in the indexes
in Section 5.
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Specification in this docunment of the URI representing an algorithm
does not inply endorsenent of the algorithmfor any particul ar
purpose. A protocol specification, which this is not, generally
gives algorithmand inpl enentation requirenents for the protocol
Security considerations for algorithns are constantly evolving, as
docunent ed el sewhere. This specification sinply provides some URI's
and rel evant formatti ng when those URI s are used.

Thi s docunent is not intended to change the algorithminplementation
requirenents of any | ETF or WBC docunent. Use of term nology from
[ RFC2119] and [RFC8174] is intended to be only such as is already
stated or inplied by other authoritative docunents.
Progressing XM_ Digital Signature [RFC3275] al ong the Standards Track
required renoval of any algorithnms fromthe original version
[ RFC3075] for which there was not denonstrated interoperability.
This required renoval of the Mnimal Canonicalization algorithm in
whi ch there was continued interest. The URl for M ninal
Canoni cal i zati on was included in [ RFC9231] and is included here.

2. Term nol ogy and Acronyns
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

"canel -case" refers to terns that are nostly | ower case but have
internal capital letters.

The foll owi ng acronynms are used in this docunent:

AAD - Additional Authenticated Data

AEAD - Authenticated Encryption with Associated Data
ASN. 1 - Abstract Syntax Notation 1

BER - Basic Encoding Rules [ITU T- X 680]

DSA - Digital Signature Al gorithm

DSS - Digital Signature Standard [Fl PS186-4]

ECDSA - Elliptic Curve DSA

HVAC - Hashed Message Authentication Code [RFC2104] [ RFC5869]
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| ETF - Internet Engineering Task Force <https://ww. ietf.org>
MAC - Message Aut hentication Code
MD - Message Digest

NIST - United States National Institute of Standards and Technol ogy
<https://ww. ni st. gov>

OD- Object ldentifier [ITU T-X 660]

PKCS - Public Key Cryptography Standard

RSA - Rivest, Shanmir, and Adl eman

SHA - Secure Hash Al gorithm

URI - Uniform Resource ldentifier [RFC3986]

WBC - World Wde Web Consortium <https://ww.w3. or g>

XM. - eXtensibl e Markup Language

3. Algorithns

The URI [RFC3986] that was dropped fromthe XM. Digital Signature

standard due to the transition from Proposed Standard to Draft

Standard [ RFC3275] is included in Section 3.4 with its original
http://ww. w3. or g/ 2000/ 09/ xm dsi g#

prefix so as to avoid changing the XM.DSI G st andard’ s namespace.

Additional algorithns in RFC 4051 were given URIs that start with
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#

Further algorithnms added in RFC 6931 were given URIs that start with
http://ww. w3. or g/ 2007/ 05/ xml dsi g- nor e#

and al gorithns added in [ RFC9231] were given URIs that start with

http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#
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In addition, for ease of reference, this docunment includes in the
i ndexes in Section 5 many cryptographic algorithm URI's from XM
security docunents using the nanmespaces with which they are defined
in those docunments as foll ows:
http://ww. w3. or g/ 2000/ 09/ xm dsi g#
for some URIs specified in [ RFC3275],
http://ww. w3. or g/ 2001/ 04/ xm enc#
for some URI's specified in [ XMLENC10], and
htt p: // www. w3/ or g/ xm sec- ghc#
for some URIs specified in [ GENERI C].
See al so [ XMLSECXREF] .
3.1. DigestMthod (Hash) Al gorithns
These al gorithns are usabl e wherever a Di gest Met hod el enent occurs.

3.1.1. M5

Identifier:
http: // www. w3. or g/ 2001/ 04/ xm dsi g- nor e#nd5

The MD5 al gorithm [RFCL321] takes no explicit paraneters. An exanple
of an MD5 DigestAlgorithmelenment is:

<Di gest Al gorithm
Al gorithn="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#nd5"/ >

An MD5 digest is a 128-bit string. The content of the DigestVal ue
el ement SHALL be the base64 [RFC4648] encoding of this bit string
viewed as a 16-octet stream See [RFC6151] for MD5 security
consi derati ons.

3.1.2. SHA-224

Identifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#sha224

The SHA-224 al gorithm [ FI PS180-4] [RFC6234] takes no explicit
paraneters. An exanple of a SHA-224 DigestAlgorithmelenment is:

East| ake 3rd Expires 28 May 2026 [ Page 7]



I nternet-Draft Addi tional XML Security URI's Noverber 2025

<Di gest Al gori thm
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#sha224" />

A SHA-224 digest is a 224-bit string. The content of the DigestVal ue
el ement SHALL be the base64 [ RFC4648] encoding of this string viewed
as a 28-octet stream

3.1.3. SHA-384

Identifier:
http://ww. w3. or g/ 2001/ 04/ xmi dsi g- nor e#sha384

The SHA-384 al gorithm [ FI PS180-4] takes no explicit paraneters. An
exanpl e of a SHA-384 DigestAl gorithmelenent is:

<Di gest Al gorithm
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#sha384" />

A SHA-384 digest is a 384-bit string. The content of the Di gestVal ue
el ement SHALL be the base64 [RFC4648] encoding of this string viewed
as a 48-octet stream

3.1.4. Wirl pool

I dentifier:
htt p: // www. w3. or g/ 2007/ 05/ xm dsi g- nor e#whi r | pool

The Whirl pool algorithm[1SO 10118-3] takes no explicit paraneters.
An exanpl e of a Wirlpool DigestAl gorithmelenent is:

<Di gest Al gori thm
Al gorithm="http://ww.w3. org/ 2007/ 05/ xm dsi g- nor e#whi rl pool " />

A Whirlpool digest is a 512-bit string. The content of the
Di gest Val ue el enent SHALL be the base64 [ RFC4648] encoding of this
string viewed as a 64-octet stream

3.1.5. SHA-3 Algorithns

I dentifiers:
http://ww. w3. or g/ 2007/ 05/ xm dsi g- nor e#tsha3- 224
http://ww. w3. org/ 2007/ 05/ xm dsi g- nor e#sha3- 256
http://ww. w3. or g/ 2007/ 05/ xm dsi g- nor e#sha3- 384
http: //ww. w3. or g/ 2007/ 05/ xm dsi g- nor e#sha3- 512

NI ST conducted a hash function conpetition for an alternative to the

SHA family. The Keccak-f[1600] al gorithm was sel ected [ KECCAK].
This hash function is comonly referred to as "SHA-3" [ FI PS202].
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A SHA-3 224, 256, 384, and 512 digest is a 224-, 256-, 384-, and
512-bit string, respectively. The content of the D gestVal ue el enent
SHALL be the base64 [ RFC4648] encoding of this string viewed as a
28-, 32-, 48-, and 64-octet stream respectively. An exanple of a
SHA3- 224 Di gest Al gorithm el enent is:

<Di gest Al gori thm
Al gorithm="http://ww.w3. org/ 2007/ 05/ xm dsi g- nor e#sha3- 224" />

3.2. SignatureMethod MAC Al gorithns

Thi s section covers SignatureMethod Message Aut hentication Code (MAC)
Al gorithns.

Note: Sonme text in this section is duplicated from][RFC3275] for the
conveni ence of the reader. [RFC3275] is normative in case of
conflict.

3.2.1. HVAC M5

Identifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#thnmac- nd5

The HVAC al gorithm [ RFC2104] takes the truncation length in bits as a
paraneter; if the paraneter is not specified, then all the bits of
the hash are output. An exanple of an HMAC- MD5 Signat ur eMet hod
element is as foll ows:

<Si gnat ur eMet hod
Al gorithm="http://wwm. w3. org/ 2001/ 04/ xm dsi g- nor e#hmac- nd5" >
<HMACQut put Lengt h>112</ HVACCQut put Lengt h>
</ Si gnat ur eMet hod>
The output of the HVAC algorithmis the output (possibly truncated)
of the chosen digest algorithm This value SHALL be base64 [ RFC4648]
encoded in the same straightforward fashion as the output of the
digest algorithms. Exanple: the SignatureValue el enent for the HVAC
MD5 di gest
9294727A 3638BB1C 13F48EF8 158BFCOD
fromthe test vectors in [RFC2104] woul d be
kpRyej YAuxwT9l 74FYv8nQ==

Schema Definition:
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<si npl eType nanme="HVACCQut put Lengt h" >
<restriction base="integer"/>
</ si npl eType>

DTD:
<! ELEMENT HMACCut put Lengt h (#PCDATA) >

The Scherma Definition and DTD i medi ately above are copied from
[ RFC3275] .

See [ RFC6151] for HVAC- MD5 security considerations.
3.2.2. HWVAC SHA Vari ations

Identifiers:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#hnmac- sha224
http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#hmac- sha256
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#hnmac- sha384
htt p: // www. w3. or g/ 2001/ 04/ xm dsi g- nor e#hmac- sha512

SHA- 224, SHA- 256, SHA-384, and SHA-512 [ FI PS180-4] [ RFC6234] can al so
be used in HVAC as described in Section 3.2.1 for HVAC MD5.

3.2.3. HVAC R PEMD160

Identifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#thnmac-ri pend160

Rl PEMD- 160 [| SO 10118-3] is a 160-bit hash that is used here in HVAC
The output can be optionally truncated. An exanple is as foll ows:

<Si gnat ur eMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#thnmac-ri pend160" >
<HWMACQut put Lengt h>144</ HVACCQut put Lengt h>

</ Si gnat ur eMet hod>

3.2.4. Pol y1305

Identifier:
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#pol y1305

Pol y1305 [ RFC8439] [POLY1305] is a high-speed nmessage aut hentication
code algorithm It takes a 32-octet one-tine key and a nessage and

produces a 16-octet tag, which is used to authenticate the nessage.

An exanpl e of a Pol y1305 Si gnatureMethod el enent is as foll ows:
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<Si gnat ur eMet hod
Al gorithm="http://ww.w3. org/ 2021/ 04/ xm dsi g- nor e#pol y1305"/ >

3.2.5. SipHash-2-4

I dentifier:
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#si phash- 2-4

Si pHash [ Si pHashl] [ Si pHash2] conputes a 64-bit MAC froma 128-bit
secret key and a variabl e-1ength nessage. An exanple of a SipHash-
2-4 SignatureMet hod el enent is as follows:

<Si gnat ur eMet hod
Al gorithm="http://ww.w3. org/ 2021/ 04/ xm dsi g- nor e#si phash-2-4"/ >

3.3. SignatureMet hod Public Key Signature Al gorithns

These al gorithns are distinguished fromthose in Section 3.2 in that
they use public key nethods. That is to say, the signing key is
different fromand not feasibly derivable fromthe verification key.

3.3.1. RSA-MXb

I dentifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- md5

This inplies the PKCS #1 v1.5 padding al gorithm described in
[ RFC8017]. An exanple of use is:

<Si gnhat ur eMet hod
Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- nd5" />

The SignatureVal ue content for an RSA-MD5 signature is the base64

[ RFC4648] encoding of the octet string conputed as per Section 8.2.1
of [RFC8017], signature generation for the RSASSA-PKCS1-v1l 5
signature schene. As specified in the EMSA- PKCS1- V1_5- ENCODE
function in Section 9.2 of [RFC8017], the value input to the
signature functi on MIUST contain a prepended al gorithm object
identifier for the hash function, but the availability of an ASN. 1
parser and recognition of ODs is not required of a signature
verifier. The PKCS #1 v1.5 representati on appears as:

CRYPT (PAD (ASN.1 (O D, DI CEST (data))))
The padded ASN.1 will be of the followi ng form

01| FF* | 00 | prefix | hash
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The vertical bar ("|") represents concatenation. "01", "FF', and "00"
are fixed octets of the correspondi ng hexadeci mal val ue, and the
asterisk ("*") after "FF" indicates repetition. "hash" is the M5
digest of the data. "prefix" is the ASN.1 BER MD5 al gorithm
designator prefix required in PKCS #1 [ RFC8017], that is,

hex 30 20 30 Oc 06 08 2a 86 48 86 f7 0d 02 05 05 00 04 10
This prefix is included to nake it easier to use standard
cryptographic libraries. The FF octet MJST be repeated enough tines
that the value of the quantity being CRYPTed is exactly one octet
shorter than the RSA nodul us.
See [ RFC6151] for MD5 security considerations.
3.3.2. RSA-SHA256

I dentifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- sha256

This inplies the PKCS #1 v1.5 paddi ng al gorithm [ RFC8017] as
described in Section 3.3.1 but with the ASN. 1 BER SHA- 256 al gorithm
designator prefix. An exanple of use is:

<Si gnhat ur eMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256" />

3.3.3. RSA-SHA384

I dentifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- sha384

This inplies the PKCS #1 v1.5 paddi ng al gorithm [ RFC8017] as
described in Section 3.3.1 but with the ASN. 1 BER SHA-384 al gorithm
designator prefix. An exanple of use is:

<Si gnat ur eMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha384" />

Because it takes about the same effort to cal cul ate a SHA-384 nessage
digest as it does a SHA-512 nessage digest, it is suggested that RSA-
SHA512 be used in preference to RSA- SHA384 where possi bl e.

3.3.4. RSA- SHA512

Identifier:
http://ww. w3. or g/ 2001/ 04/ xmi dsi g- nor e#r sa- sha512
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3.

3.

3.

3.

This inplies the PKCS #1 v1.5 paddi ng al gorithm [ RFC8017] as
described in Section 3.3.1 but with the ASN.1 BER SHA-512 al gorithm
designator prefix. An exanple of use is:

<Si gnat ur eMet hod
Al gorithnm="http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- shab12" />

5. RSA- Rl PEMD160

Identifier:
http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#rsa-ri pend160

This inplies the PKCS #1 v1.5 paddi ng al gorithm [ RFC8017] as
described in Section 3.3.1 but with the ASN.1 BER RI PEMD160 al gorithm
designator prefix. An exanple of use is:

<Si gnat ur eMet hod
Al gorithm="http://wwmv w3. org/ 2001/ 04/ xm dsi g- nor e#r sa-ri pend160"
/>

6. ECDSA- SHA*, ECDSA- Rl PEMD160, ECDSA- Wi r | pool

I dentifiers:

http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#ecdsa- shal
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#ecdsa- sha224
htt p: //www. w3. or g/ 2001/ 04/ xm dsi g- nor e#ecdsa- sha256
http: // ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#ecdsa- sha384
http://ww. w3. or g/ 2001/ 04/ xml dsi g- nor e#ecdsa- sha512
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#ecdsa- sha3- 224
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#ecdsa- sha3- 256
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#ecdsa- sha3- 384
http: // www. w3. or g/ 2021/ 04/ xm dsi g- nor e#ecdsa- sha3- 512
htt p: // www. w3. or g/ 2007/ 05/ xm dsi g- nor e#ecdsa-ri pend160
http://ww. w3. or g/ 2007/ 05/ xm dsi g- nor e#tecdsa- whi r | poo

The Elliptic Curve Digital Signature Al gorithm (ECDSA) [FIPS186-4] is
the elliptic curve anal ogue of the Digital Signature Al gorithm (DSA)
signature method, i.e., the Digital Signature Standard (DSS). It
takes no explicit parameters. For sone detail ed specifications of
how to use it with SHA hash functions and XML Digital Signature,

pl ease see [X9.62] and [ RFC4050]. The #sha3-*, #ecdsa-ripendl60, and
#ecdsa-whi rl pool fragnents identify signature nmethods processed in
the sane way as specified by the #ecdsa-shal fragnment, with the
exception that a SHA3 function (see Section 3.1.5), Rl PEVMD160, or

VWi rl pool (see Section 3.1.4) is used instead of SHA-1.
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The output of the ECDSA algorithm consists of a pair of integers
usually referred to as the pair (r, s). The signature value consists
of the base64 encoding of the concatenation of two octet streams that
respectively result fromthe octet encoding of the values r and s in
that order. Conversion frominteger to octet stream nust be done
according to the |20SP operation defined in the [ RFC8017]
specification with the | paranmeter equal to the size of the base
poi nt order of the curve in octets (e.g., 32 for the P-256 curve and
66 for the P-521 curve [FIPS186-4]).

For an introduction to elliptic curve cryptographic algorithns, see
[ RFC6090] and note the errata (Errata |Ds 2773-2777).

3.3.7. ESI G\ SHA*

Identifiers:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#esi gn- shal
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#esi gn- sha224
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#esi gn- sha256
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#esi gn- sha384
htt p: // www. w3. or g/ 2001/ 04/ xm dsi g- nor e#esi gn- sha512

The ESIGN al gorithm specified in [| EEEP1363a]l is a signature schene
based on the integer factorization problem

An exanpl e of use is:

<Si gnat ur eMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#esi gn- shal"
/>

3.3.8. RSA-Wirlpoo

Identifier:
http://ww. w3. or g/ 2007/ 05/ xm dsi g- nor e#r sa- whi r| poo

As in the definition of the RSA-SHAl1 algorithmin [ XM.DSI G11], the
desi gnator "RSA" neans the RSASSA- PKCS1-v1 5 algorithmas defined in
[ RFC8017]. \When identified through the #rsa-whirlpool fragnent
identifier, Wiirlpool is used as the hash algorithminstead. Use of
the ASN. 1 BER Wi rl pool al gorithm designator is inplied. That
designator is:

hex 30 4e 30 Oa 06 06 28 cf 06 03 00 37 05 00 04 40

as an explicit octet sequence. This corresponds to QD
1.0.10118.3.0.55 defined in [1SO 10118-3].
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An exanpl e of use is:

<Si gnat ur eMet hod
Al gorithm="http://ww.w3. org/ 2007/ 05/ xm dsi g- nor e#r sa- whi r| pool "
/>

3.3.9. RSASSA-PSS with Paraneters

Identifiers:
http://ww. w3. or g/ 2007/ 05/ xml dsi g- nor e#r sa- pss
http://ww. w3. or g/ 2007/ 05/ xm dsi g- nor e#MaF1

These identifiers use the PKCS #1 EMSA- PSS encodi ng al gorithm

[ RFC8017]. The RSASSA- PSS al gorithmtakes the digest nethod (hash
function), a mask generation function, the salt Iength in octets
(SaltLength), and the trailer field as explicit paraneters.

Algorithmidentifiers for hash functions specified in XM. encryption
[ XMLENC11], [XM.DSI Gl1l], and in Section 3.1 are considered to be
valid algorithmidentifiers for hash functions. According to

[ RFC8017], the default value for the digest function is SHA-1, but
due to the discovered weakness of SHA-1 [ RFC6194], it is reconmended
that SHA-256 or a stronger hash function be used. Notw thstanding

[ RFC8017], SHA-256 is the default to be used with these

Si gnatureMethod identifiers if no hash function has been specifi ed.

The default salt length for these SignatureMethod identifiers, if the
SaltLength is not specified, SHALL be the nunber of octets in the
hash val ue of the digest nmethod as recomended in [ RFC4055]. In a
par anet eri zed RSASSA- PSS signature, the ds: Di gest Method and the
SaltLength paraneters usually appear. |If they do not, the defaults
make this equivalent to <http://ww. w3.org/2007/05/xn dsi g-

nmor e#sha256-r sa- M3F1> (see Section 3.3.10). The TrailerField
defaults to 1 (0xBC) when onmitted.

Schema Definition (target nanespace <http://ww. w3. org/ 2007/ 05/
xm dsi g- nor e#>) :
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<xs: el enent name="RSAPSSPar ans" type="pss: RSAPSSPar ansType"
xm ns: pss="http://ww. w3. org/ 2007/ 05/ xm dsi g- nor e#" >
<xs:annot ati on>
<xs: document ati on>
Top |l evel elenent that can be used in xs:any nanespace="#ot her"
wi | dcard of ds: SignatureMethod content.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: conpl exType nanme="RSAPSSPar ansType" >
<XS:sequence>
<xs: el enent ref="ds: D gest Met hod" mni nCccurs="0"/>
<xs: el enent name="MaskCenerati onFuncti on"
type="pss: MaskGener ati onFuncti onType" mi nCccurs="0"
xm ns: pss="http://ww. w3. org/ 2007/ 05/ xm dsi g- nor e#"/ >
<xs: el enent nanme="Sal tLength" type="xs:int"
m nCccurs="0"/>
<xs: el enent name="TrailerField" type="xs:int"
m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="MaskGener ati onFuncti onType" >
<XS:sequence>
<xs: el enent ref="ds: D gest Met hod" mni nCccurs="0"/>
</ xs: sequence>
<xs:attribute name="Al gorithni type="xs:anyURl"
defaul t="http://ww. w3. or g/ 2007/ 05/ xm dsi g- nor e#M3-1"/ >
</ xs: conpl exType>

3.3.10. RSASSA-PSS wi t hout Paraneters

[ RFC8017] currently specifies only one nmask generation function M3F1
based on a hash function. Although [RFC8017] allows for
paraneterization, the default is to use the sane hash function as the
di gest method function. Only this default approach is supported by
this section; therefore, the definition of a nask generation function
type is not needed yet. The sane applies to the trailer field.

There is only one value (0xBC) specified in [RFC8017]. Hence, this
default paranmeter nust be used for signature generation. The default
salt length is the length of the hash function
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Identifiers:
htt p: // www. w3. or g/ 2007/ 05/ xm dsi g- nor e#sha3- 224-r sa- MGF1
htt p: // www. w3. or g/ 2007/ 05/ xm dsi g- nor e#sha3- 256- r sa- MGF1
http://ww. w3. or g/ 2007/ 05/ xml dsi g- nor e#sha3- 384-r sa- MGF1
http://ww. w3. or g/ 2007/ 05/ xml dsi g- nor e#sha3- 512-r sa- MGF1

http://ww. w3. or g/ 2007/ 05/ xm dsi g- nor e#nd2- r sa- MGF1

htt p: // www. w3. or g/ 2007/ 05/ xm dsi g- nor e#nd5- r sa- MGF1

htt p: // www. w3. or g/ 2007/ 05/ xm dsi g- nor e#shal-rsa- MGF1
http://ww. w3. or g/ 2007/ 05/ xm dsi g- nor e#sha224-r sa- MGF1
http://ww. w3. or g/ 2007/ 05/ xm dsi g- nor e#sha256-r sa- MGF1
http://ww. w3. org/ 2007/ 05/ xm dsi g- nor e#sha384-r sa- MGF1
http://ww. w3. or g/ 2007/ 05/ xm dsi g- nor e#sha512-r sa- MGF1
http: // www. w3. or g/ 2007/ 05/ xm dsi g- nor e#ri pend128-r sa- MGF1
htt p: // www. w3. or g/ 2007/ 05/ xm dsi g- nor e#ri pend160-r sa- MGF1
http://ww. w3. or g/ 2007/ 05/ xm dsi g- nor e#whi r | pool -r sa- MGF1

An exanpl e of use is:

<Si

gnhat ur eMet hod

Al gorithnme

"http://ww. w3. org/ 2007/ 05/ xm dsi g- nor e#SHA3- 256- r sa- MGF1"
/>

3.3.11. RSA-SHA224

Identifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- sha224

This inplies the PKCS #1 v1.5 paddi ng al gorithm [ RFC8017] as
described in Section 3.3.1 but with the ASN.1 BER SHA- 224 al gorithm
designator prefix. An exanple of use is:

<Si gnat ur eMet hod
Al gorithnm="http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha224" />

Because it takes about the sane effort to cal cul ate a SHA-224 nessage
digest as it does a SHA-256 message digest, it is suggested that RSA-
SHA256 be used in preference to RSA-SHA224 where possi bl e.

3.3.12. Edwards-Curve

The Edwards-curve Digital Signature Al gorithm (EdDSA) is a variant of
Schnorr’s signature systemw th Edwards curves. A specification is
provi ded and sone advantages listed in [RFC8032]. The general EdDSA
takes 11 paraneters that nust be carefully chosen for secure and
efficient operation. |Identifiers for two variants, EJd25519 and
Ed448, are given bel ow
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Ed25519 uses 32-octet public keys and produces 64-octet signatures.
It provides about 128 bits of security and uses SHA-512 [ RFC6234]
internally as part of signature generation

Ed448 uses 57-octet public keys and produces 114-octet signatures.
It provides about 224 bits of security and uses "SHAKE256" [ Fl PS202]
internally as part of signature generation. (SHAKE256 is specified
by NI ST as an "Extensible Qutput Function" and not specified or
approved by NI ST as a secure hash function.)

For further information on the variants of EdJDSA identified bel ow,
see [ RFC8032].

Identifiers:
htt p: // www. w3. or g/ 2021/ 04/ xm dsi g- nor e#eddsa- ed25519ph
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#eddsa- ed25519ct x
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#teddsa- ed25519

http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#eddsa- ed448
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#eddsa- ed448ph

An exanpl e of use is:

<Si gnat ur eMet hod Al gorithnr
"http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#eddsa- ed448" />

3.3.13. XM5S and XMSSMI

XMBS (eXtended Merkle Signature Schene) and XMSSMI ( XMSS Mul ti - Tree)
[ RFC8391] are stateful hash-based signature schenes [ Nl ST800-208].
According to NIST, it is believed that the security of these schenes
depends only on the security of the underlying hash functions, in
particular the infeasibility of finding a preinage or a second
preimage, and it is believed that the security of these hash
functions will not be broken by the devel opment of |arge-scale
guant um comnput er s

For further information on the intended usage of these signature
schenes and the careful state nanagement required to maintain their
strength, see [ NI ST800-208].

I ANA naintains a registry whose entries correspond to the XMSS
Identifiers below (see [ XM5S]). The fragnent part of the URIs is
fornmed by repl aci ng occurrences of underscore ("_") in the nane
appearing in the 1 ANA registry with hyphen ("-").
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Identifiers for XMSS
http: // www. w3. or g/ 2021/ 04/ xm dsi g- nor e#xmss- sha2- 10- 192
htt p: // www. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmss- sha2- 10- 256
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnes- sha2- 10- 512
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnes- sha2- 16- 192
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnss- sha2- 16- 256
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmss- sha2- 16- 512
http: // www. w3. or g/ 2021/ 04/ xm dsi g- nor e#xmss- sha2- 20- 192
htt p: // www. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmss- sha2- 20- 256
http://ww. w3. or g/ 2021/ 04/ xml dsi g- nor e#xnes- sha2- 20- 512
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnes- shake- 10- 256
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#xnes- shake- 10- 512
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#xnss- shake- 16- 256
http: //www. w3. or g/ 2021/ 04/ xm dsi g- nor e#xmnmes- shake- 16-512
http: // www. w3. or g/ 2021/ 04/ xm dsi g- nor e#xmnes- shake- 20- 256
http://ww. w3. or g/ 2021/ 04/ xml dsi g- nor e#xnes- shake- 20- 512
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#xnss- shake256- 10- 192
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#xnss- shake256- 10- 256
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#xnss- shake256- 16- 192
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnss- shake256- 16- 256
http: // www. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnss- shake256- 20- 192
http://ww. w3. or g/ 2021/ 04/ xml dsi g- nor e#xnss- shake256- 20- 256

The hash functions used in the XMSS signature schenmes above are SHA2
[ RFC6234] or one of the two SHAKE extensi bl e output functions

[ FI PS202] as indicated by the second token of the URI extension
(SHAKE neans SHAKE128). The tree height for XMSS is 10, 16, or 20 as
indicated by the third token of the URI extension. The SHA2 or SHAKE
output size is 192, 256, or 512 bits as indicated by the final token
of the URI extension. SHA2 with 192 bits of output neans

SHA2- 256/ 192, that is, the nost significant 192 bits of the SHA-256
hash as specified in [ Nl ST800-208].

I ANA nmaintains a registry whose entries correspond to the XMSSMI
Identifiers below (see [ XM5S]). The fragnent part of the URIs is
fornmed by replacing occurrences of underscore ("_") and slash ("/")
in the name appearing in the ANA registry with hyphen ("-").

ldentifiers for XMSSMI
http://ww. w3. or g/ 2021/ 04/ xml dsi g- nor e#xnssmnt - sha2- 20- 2- 192
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssmt - sha2- 20- 2- 256
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#xnssmnt - sha2- 20- 2- 512
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#txnmssmt - sha2- 20- 4- 192
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssmt - sha2- 20- 4- 256
http: // www. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmssmnt - sha2- 20- 4- 512
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssmnt - sha2- 40- 2- 192
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssmt - sha2- 40- 2- 256
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#txnssmnt - sha2- 40- 2- 512
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http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#txnssmt - sha2- 40- 4- 192
http: //ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmssmt - sha2- 40- 4- 256
http: // www. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssmnt - sha2- 40- 4- 512
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 40- 8- 192
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#xnssmt - sha2- 40- 8- 256
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#txnssmnt - sha2- 40- 8- 512
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#txnmssmnt - sha2- 60- 3- 192
http: //ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssmt - sha2- 60- 3- 256
http: // www. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmssmnt - sha2- 60- 3- 512
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssmnt - sha2- 60- 6- 192
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#xnssmnt - sha2- 60- 6- 256
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#xnssmnt - sha2- 60- 6- 512
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmssmt - sha2- 60- 12- 192
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmssmt - sha2- 60- 12- 256
http: // www. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmssmnt - sha2- 60- 12- 512

http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#xnssmt - shake- 20- 2- 256
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#xnssmt - shake- 20- 2- 512
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssnt - shake- 20- 4- 256
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmssmt - shake- 20- 4- 512

htt p: // www. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmssmnt - shake- 40- 2- 256
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssmt - shake- 40- 2- 512
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssmt - shake- 40- 4- 256
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#txnssmt - shake- 40- 4- 512
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssnt - shake- 40- 8- 256
http: //ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmssmt - shake- 40- 8- 512

htt p: // www. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmssmnt - shake- 60- 3- 256
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssmt - shake- 60- 3-512
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssmt - shake- 60- 6- 256
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#xnmssmt - shake- 60- 6- 512
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssnt - shake- 60- 12- 256
http: //ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmssmnt - shake- 60- 12- 512
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmesnt - shake256- 20- 2- 192
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnesnt - shake256- 20- 2- 256
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnesnt - shake256- 20- 4- 192
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssnt - shake256- 20- 4- 256
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmssnt - shake256- 40- 2- 192
http: //ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xmnmesnt - shake256- 40- 2- 256
http: //ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmesnt - shake256- 40- 4- 192
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnesnt - shake256- 40- 4- 256
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnesnt - shake256- 40- 8- 192
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnssnt - shake256- 40- 8- 256
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmssnt - shake256- 60- 3- 192
http: //www. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmesnt - shake256- 60- 3- 256
http: //ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnmesnt - shake256- 60- 6- 192
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnesnt - shake256- 60- 6- 256
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#xnesnt - shake256- 60- 12- 192
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#xnssnt - shake256- 60- 12- 256
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The hash functions used in the XMSSMI signature schenmes above are
SHA2 [ RFC6234] or one of the two the SHAKE extensible output function
[ FI PS202] as indicated by the second token of the URI extension
(SHAKE neans SHAKE128). The tree height for XMSSMI is 20, 40, or 60
as indicated by the third token of the URI extension. The nunber of
layers is indicated by a fourth token. The SHA2, SHAKE, or SHAKE256
output size is 192, 256, or 512 bits as indicated by the final token
of the URI extension. SHA2 with 192 bits of output means

SHA2- 256/ 192, that is, the nost significant 192 bits of the SHA-256
hash as specified in [ Nl ST800-208].

An exanpl e of an XMBSS Si gnatureAl gorithm el erent is:
<Si gnat ur eAl gorit hm
Al gorithn="http://ww.w3. org/ 2021/ 04/ xm dsi g- nor e#xnmss- sha2- 10- 192"

/>

3.3.14. HSS/ LM
HSS/ LMs (Hierarchical Signature System/ Leighton-Mcali Signatures)
is specified in [ RFC8554] and [ NI ST800-208]. It is stateful hash-
based digital signature systemfor use in post-quantum secure
appl i cations.
-- Mdre needed -- not yet listed in the indexes in Section 5.

3.3.15. M.-DSA
M.- DSA (Modul e Lattice - Digital Signature Alorgithm is specified in
[FIPS204]. It is a post quantum public key signature scheme derived
from"CRYSTALS-Dilithiunt'.
-- Mdre needed -- not yet listed in the indexes in Section 5

3.3.16. SLH DSA
SLH DSA (Statel ess Hash-based - Digital Signature Alorgithm is
specified in [FIPS205]. It is a post quantum public key signature
schene al so known as " SPHI NCS+"

-- More needed -- not yet listed in the indexes in Section 5
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3. 4. M ni mal Canoni cal i zati on

Thus far, two independent interoperable inplenentations of M ninal
Canoni cal i zati on have not been announced. Therefore, when "XM.-

Si gnature Syntax and Processing" was advanced al ong the Standards
Track from[RFC3075] to [ RFC3275], M ninal Canonicalization was
dropped. However, there was still interest. For its definition, see
Section 6.5.1 of [RFC3075].

For reference, its identifier remins:
http://ww. w3. or g/ 2000/ 09/ xm dsi g#m ni nal

3.5. Transform Al gorithns

The XPoi nter Transform al gorithm syntax is described below. Al
Canoni cal i zati onMet hod al gorithns can al so be used as Transform
al gorithns.

3.5.1. XPointer

Identifier:
http://ww. w3. or g/ 2001/ 04/ xml dsi g- nor e#xptr

This transformal gorithmtakes an [ XPointer] as an explicit
paraneter. An exanple of use is:

<Transform
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nore/ xptr">
<XPoi nt er
xm ns="http://ww. w3. org/ 2001/ 04/ xm dsi g- nore/ xptr" >
xpoi nter (id("foo")) xm ns(bar=http://foobar.exanple)
xpoi nter(//bar:Zab[ @d="fo00"])
</ XPoi nt er >
</ Tr ansf or e

Schema Definition:

<el enent name="XPoi nter" type="string"/>
DTD:

<! ELEMENT XPoi nter (#PCDATA) >

Input to this transformis an octet stream (which is then parsed into
XM) .
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Qutput fromthis transformis a node set; the results of the XPointer
are processed as defined in the XM.DSI G specification [ RFC3275] for a
same- docunent XPoi nter.

3.6. EncryptionMethod Al gorithns

Thi s subsection gives identifiers and information for several
Encrypti onMet hod Al gorithms.

3.6.1. ARCFOUR Encryption Al gorithm

I dentifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#ar cf our

ARCFOUR is a fast, sinple streamencryption algorithmthat is
conpatible with RSA Security’'s RC4 algorithm[RC4] (R vest C pher 4);
however, RCA has been found to have a nunber of weaknesses and its
use is prohibited in several |ETF protocols, for exanple TLS

[ RFC7465] .

An exanpl e EncryptionMet hod el ement usi ng ARCFOUR i s:

<Encrypti onMet hod
Al gorithm="http://wwmv w3. or g/ 2001/ 04/ xmi dsi g- nor e#ar cf our " >
<KeySi ze>40</ KeySi ze>

</ Encrypti onMet hod>

ARCFOUR nmakes use of the generic KeySize paraneter specified and
defined in [ XMLENC11].

3.6.2. Canellia Block Encryption

Identifiers:
http://ww. w3. or g/ 2001/ 04/ xml dsi g- nor e#canel | i al28- cbc
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#canel | i a1l92- cbc
http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#camel | i a256- cbc

Canellia is a block cipher with the sane interface as the AES

[ CAMELLI A] [RFC3713]; it has a 128-bit bl ock size and 128-, 192-, and
256-bit key sizes. In XM Encryption, Canellia is used in the sane
way as the AES: It is used in the G pher Block Chaining (CBC) node
with a 128-bit initialization vector (1V). The resulting cipher text
is prefixed by the IV. If included in XML output, it is then base64
encoded. An exanple Canellia EncryptionMethod is as foll ows:
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<Encrypti onMet hod

Al gorithme

"http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#canel | i al28-cbc”
/>

3.6.3. Canellia Key Wap

Identifiers:
http: // www. w3. or g/ 2001/ 04/ xm dsi g- nor e#tkw canel | i a128
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#tkw canel | i a192
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#tkw canel | i a256

Canel lia [ CAMELLI A] [ RFC3713] key wap is identical to the AES key
wap algorithm[RFC3394] specified in the XM. Encryption standard
with "AES" replaced by "Canellia”. As with AES key wap, the check
val ue i s OXABAGAGAGAGABAGAG.

The algorithmis the same regardl ess of the size of the Canellia key
used in wapping, called the "key encrypting key" or "KEK'. |If
Canellia is supported, it is particularly suggested that w apping
128-bit keys with a 128-bit KEK and w appi ng 256-bit keys with a
256-bit KEK be support ed.

An exanpl e of use is:

<Encrypti onMet hod

Al gorithnme

"http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#kw canel | i a128"
/>

3.6.4. PSEC-KEM RSAES-KEM and ECI ES- KEM
Identifiers:
http://ww. w3. or g/ 2001/ 04/ xml dsi g- nor e#psec- kem
http://ww. w3. or g/ 2010/ xm sec- ghc#r saes- kem
http://ww. w3. org/ 2010/ xm sec- ghc#eci es- kem
These al gorithns, specified in [ISO 18033-2], are key encapsul ation
mechani sms using elliptic curve or RSA encryption. RSAEA-KEM and
ECI ES-KEM are al so specified in [ GENERI C].

An exanpl e of use of PSEC-KEMi s:
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<Encrypti onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#psec- kem' >
<ECPar amet er s>
<Ver si on>ver si on</ Ver si on>
<Fi el dI D>i d</ Fi el dI D>
<Cur ve>curve</ Curve>
<Base>base</ Base>
<Or der >or der </ Or der >
<Cof act or >cof act or </ Cof act or >
</ ECPar anet er s>
</ Encrypti onMet hod>

See [1 SO 18033-2] for information on the paraneters above.
3.6.5. SEED Bl ock Encryption

I dentifier:
http://ww. w3. or g/ 2007/ 05/ xm dsi g- nor e#tseed128- chc

SEED [ RFC4269] is a block cipher with a 128-bit bl ock size and
128-bit key size. In XM Encryption, SEED can be used in the G pher
Bl ock Chaining (CBC) node with a 128-bit initialization vector (IV).
The resulting cipher text is prefixed by the I'V. [If included in XM
output, it is then base64 encoded.

An exanpl e SEED Encrypti onMethod is as foll ows:

<Encrypti onMet hod
Al gorithm="http://ww.w3. org/ 2007/ 05/ xm dsi g- nor e#tseed128-chc" />

3.6.6. SEED Key Wap

Identifier:
http://ww. w3. or g/ 2007/ 05/ xml dsi g- nor e#kw seed128

Key wrapping with SEED is identical to Section 2.2.1 of [RFC3394]
with "AES' replaced by "SEED'. The algorithmis specified in

[ RFC4010]. The inplenentation of SEED is optional. The default
initial value is OxXAG6AGAGAGAGABABAGL.

An exanpl e of use is:
<Encrypti onMet hod
Al gorithme

"http://ww. w3. org/ 2007/ 05/ xm dsi g- nor e#kw seed128"
/>
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3.6.7. ChaCha20

Identifier:
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#chacha20

ChaCha20 [ RFC8439], a streamcipher, is a variant of Sal sa20
[ChaCha]. It is considerably faster than AES in software-only
inplementations. In addition to a 256-bit key and the plain text to
be encrypted, ChaCha20 takes a 96-bit Nonce and an initial 32-bit
Counter. The Nonce and Counter are represented as hex in nested

el ements as shown bel ow.

An exanmpl e of use is:

<xenc: Encrypti onMet hod xm ns: xenc="http://ww. w3. org/ 2001/ 04/ xm enc#"
xm ns: dsi g- nore="http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#"
Al gorithm="http://ww.w3. org/ 2021/ 04/ xm dsi g- nor e#chacha20" >
<dsi g- nor e: Nonce>0123456789abcdef 01234567</ dsi g- nor e: Nonce>
<dsi g- nor e: Count er >f edcba09</ dsi g- nor e: Count er >
</ xenc: Encrypti onMet hod>

XML scherma definition (target nanespace <http://ww. wW3. org/ 2021/ 04/
xm dsi g- nor e#>) :

<xs: el enent name="Nonce" type="xs:hexBinary"/>
<xs: el enent name="Counter" type="xs: hexBi nary"/>

3.6.8. ChaCha20+Pol y1305

Identifier:
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#chacha20pol y1305

ChaCha20+Pol y1305 is an Authenticated Encryption with Associ ated Data
(AEAD) algorithm In addition to a 256-bit key and plain text to be
encrypted and aut henticated, ChaCha20+Pol y1305 takes a 96-bit Nonce
and vari abl e-1ength Additional Authenticated Data (AAD). The Nonce
is represented as a child elenment of the EncryptionMethod el enent
with a hex value. The AAD is a string, which may be null. The AAD
el ement may be absent, in which case the AADis null. The

Ci pherData, either present in the C pherValue or by reference, is the
concat enati on of the encrypted ChaCha20 output and the Pol y1305
128-bit tag.

An exanpl e of use is:
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<xenc: Encrypti onMet hod xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: dsi g-nore="http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#"
Al gorithnme
"http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#chacha20pol y1305" >
<dsi g- nor e: Nonce>0123456789abcdef 01234567</ dsi g- nor e: Nonce>
<dsi g- nor e: AAD>The qui ck brown fox junps over the |azy dog.
</ dsi g- nor e: AAD>
</ xend: Encrypti onMet hod>

XM. scherma definition (target nanespace <http://ww. wW3. org/ 2021/ 04/
xm dsi g- nor e#>) :

<xs:el enent nanme="ADD' type="xs:string" />
3.6.9. M-KEM
M.- KEM ( Modul e- Latti ce Based Key Encapsul ation Mechanisnm is a
publ i c- key post-quantum encapsul ati on net hod standardi ze in
[ FIPS203]. (M--KEM was originally called "CRYSTALS-Kyber".)
-- Mdre needed -- not yet listed in the indexes in Section 5.

3.7. Key Agreenent Met hod Al gorithm

Thi s subsection gives identifiers and information for an additional
key Agreenent Met hod Al gorithm [ XMLENC11] .

3.7.1. X25519 and X448 Key Agreenent
I dentifier:
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#x25519
http: // www. w3. or g/ 2021/ 04/ xm dsi g- nor e#x448

The X25519 and X448 key agreenent algorithns are specified in
[ RFC7748] .

3.8. KeyDerivationMet hod Al gorithm

Thi s subsection gives identifiers and information for an additi onal
KeyDeri vati onMet hod Al gorithm [ XMLENC11].

3.8.1. HKDF Key Derivation

This section covers the HMAC based Extract-and-Expand Key Derivation
Function (HKDF [ RFC5869]).

Identifier:
http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#hkdf
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HKDF takes as inputs a hash function, an optional non-secret "salt",
initial keying material (IKM, optional context and application-
specific "info", and the required output keying size. Note that
these strictly determne the output so, for exanple, invoking HKDF at
different tinmes but with the sanme salt, info, initial keying
material, and output key size will produce identical output keying
mat eri al

The inputs are represented in the HKDFParansType as foll ows:
<xs: el enent nanme="HKDFPar ans" type="dsi g- nor e: HKDFPar ansType"/ >

<xs: conpl exType nanme="HKDFPar ansType" >
<Xs:sequence>
<xs: el enent nanme="PRF"
type="xencll: PRFAl gorithm dentifierType"/>
<xs:el ement name="Salt" m nCccurs="0" nmaxCccurs="1"
type="xs: base64Bi nary"/ >
<xs: el enent name="Info" minCccurs="0" maxCccurs="1"
type="xs: base64Bi nary"/ >
<xs: el enent name="KeyLength" m nCccurs="0" nmaxCccurs="1"
type="xs: positivel nteger"/>
</ xs: sequence>
</ xs: conpl exType>

PRF: A pseudorandom function (PRF) for HKDF: Use of HVAC- SHA256 is
RECOMVENDED by this specification

Salt: The content of a Salt child elenent in base64Bi nary encodi ng.
If not provided, a string of zero octets as |ong as the hash
function output is used as specified in [ RFC5869].

Info: The content of the Info child element in base64Bi nary
encoding. My be an enpty string val ue.

out put key size: The desired Iength of the derived key in bytes as
content of a KeyLength attribute as a positive |nteger

Here is an exanple that creates a 128 bit key using a specified

random Salt and Info. Its output could be used as an AES 128
symmetric encryption key:
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<dsi g- nor e: HKDFPar ans
xm ns: dsi g-nore="http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e#" >
<dsi g-nore: PRF Al gorithne
"http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#hmac- sha256"/ >
<dsi g- nor e: Sal t >W23UVkg+YnseJAnBYHz UEw==</ dsi g- nor e: Sal t >
<dsi g- nor e: | nf 0>TQyM gHohFznyg==</ dsi g- nor e: | nf 0>
<dsi g- nor e: KeyLengt h>16</ dsi g- nor e: KeyLengt h>
</ dsi g- nor e: HKDFPar ans>

Thi s exanpl e el ement could be included as a child el enent of an
xencll: KeyDerivati onMet hod that has a val ue

http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#hkdf for its Al gorithm
attribute.

4. Keylnfo

In Section 4.1, a Keylnfo elenent child is specified, while in
Section 4.2, additional Keylnfo Type values for use in
Retrieval Met hod are specifi ed.

4.1. PKCS #7 Bag of Certificates and CRLs

A PKCS #7 [ RFC2315] "signedData" can al so be used as a bag of
certificates and/or certificate revocation lists (CRLs). The
PKCS7si gnedDat a el ement is defined to acconmobdat e such structures
within Keylnfo. The binary PKCS #7 structure is base64 [ RFC4648]
encoded. Any signer information present is ignored. The follow ng
is an exanple [RFC3092], eliding the base64 data:

<f 00: PKCS7si gnedDat a
xm ns: foo="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#" >

</f.o.o; PKCS7si gnedDat a>
XM. scherma definition of the PKCS7si gnedData el enent:
<xs: el enent name="PKCS7si gnedDat a" type="xs: base64Bi nary"/ >

4.2. Additional Retrieval Method Type Val ues
The Type attribute of Retrieval Method is an optional identifier for
the type of data to be retrieved. The result of dereferencing a
Retrieval Method reference for all Keylnfo types with an XM. structure
is an XM. el ement or docunent with that element as the root. The
various "raw' key information types return a binary value. Thus,

they require a Type attribute because they are not unanbi guously
par sabl e.
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http: // www. w3. or g/ 2001/ 04/ xm dsi g- nor e#KeyNane

htt p: // www. w3. or g/ 2001/ 04/ xm dsi g- nor e#KeyVal ue
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#PKCS7si gnedDat a
http://ww. w3. or g/ 2001/ 04/ xmi dsi g- nor e#r awPGPKeyPacket
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r awPKCS7si gnedDat a
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r awSPKI Sexp
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r awX509CRL

htt p: // www. w3. or g/ 2001/ 04/ xm dsi g- nor e#Ret ri eval Met hod

| ndexes

The foll owi ng subsections provide an i ndex by UR
identifier (the portion of the URI after "#")

and by fragnent
of the al gorithm and

Keylnfo URIs defined in this document and in the standards plus the

one Keylnfo child el ement name defined in this docunent.
colum has the section of this docunent or
this docunent,

Doc*

The " Sec/
if not specified in
t he standards document where the itemis specified.

See al so [ XMLSECXREF] .

The initial
bel ow.
f ragment

I ndex by Fragnent

"http://ww. w3.org/" part of the UR
The first six entries have a nul
identifier.
accidentally included in RFC 6931.

| ndex

is not included
fragment identifier or no
"{Bad}" indicates a bad val ue that was

| mpl enent ati ons SHOULD onl y

generate the correct URI but SHOULD understand both the correct and

erroneous URI.

Fragnment

aesl128-cbc
aes128-gcm
aes192-cbc
aes192-gcm
aes256-cbc
aes256-gcm
ar cf our
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UR Sec/ Doc
2001/ 10/ xm - exc-cl4n# [ XCANON]|
2002/ 06/ xm dsig-filter2 [ XPATH]
2006/ 12/ xm c12n11#  {Bad} [ CANON11]
2006/ 12/ xm - c14nll# [ CANON11]
TR/ 1999/ REC- xsl t-19991116 [ XSLT]
TR/ 1999/ REC- xpat h- 19991116 [ XPATH]
TR/ 2001/ REC- xm - ¢c14n- 20010315 [ CANON10]
TR/ 2001/ REC- xm schema- 1- 20010502 [ SCHEMA]
2001/ 04/ xm enc#aes128- cbc [ XMLENC11]
2009/ xm encll#aes128- gcm [ XMLENC11]
2001/ 04/ xm enc#aes192- cbc [ XMLENC11]
2009/ xm encll#aes192-gcm [ XMLENC11]
2001/ 04/ xm enc#aes256- cbc [ XMLENC11]
2009/ xm encll#aes256-gcm [ XMLENC11]
2001/ 04/ xm dsi g- nor e#ar cf our 3.6.1
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base64

camel | 1 al28-cbc
canel | i al92-chc
canel | i a256- chc
chacha20
chacha20pol y1305
Concat KDF

decr ypt #XM
decrypt #Bi nary
DEREncodedKeyVal ue
dh

dh-es

dsa-shal

dsa- sha256
DSAKeyVal ue

ECDH ES
ecdsa-ri pend160
ecdsa-shal
ecdsa-sha224
ecdsa- sha256
ecdsa- sha384
ecdsa-shab512
ecdsa- sha3- 224
ecdsa- sha3- 256
ecdsa- sha3- 384
ecdsa-sha3-512
ecdsa- whi r | pool
eci es-kem
ECKeyVal ue
eddsa- ed25519
eddsa- ed25519ct x
eddsa- ed25519ph
eddsa- ed448
eddsa- ed448ph
envel oped-si gnature
esi gn-shal

esi gn-sha224
esi gn- sha256
esi gn-sha384
esi gn-sha512

generic-hybrid
hkdf

hmac- nd5
hmac-ri pend160
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2000/ 09/ xm dsi g#base64 [ RFC3275]
2001/ 04/ xm dsi g- nor e#canel | i a128- cbc 3.6.2
2001/ 04/ xm dsi g- nor e#canel | i a192- cbc 3.6.2
2001/ 04/ xm dsi g- nor e#canel | i a256- cbc 3.6.2
2021/ 04/ xm dsi g- nor e#chacha20 3.6.7
2021/ 04/ xm dsi g- nor e#chacha20pol y1305 3.6.8
2009/ xm enc11#Concat KDF [ XMLENC11]
2002/ 07/ decr ypt #XM [ DECRYPT]
2002/ 07/ decr ypt #Bi nary [ DECRYPT]

2009/ xm dsi g11#DEREncodedKeyVal ue [ XMLDSI G11]

2001/ 04/ xm enc#dh [ XMLENC11]
2009/ xm encl11#dh- es [ XMLENC11]
2000/ 09/ xm dsi g#dsa- shal [ RFC3275]
2009/ xm dsi gl1l#dsa- sha256 [ XMLDSI G11]
2000/ 09/ xm dsi g#DSAKeyVal ue [ XMLDSI G11]
2009/ xm enc11#ECDH ES [ XMLENC11]

2007/ 05/ xm dsi g- nor e#ecdsa-ri pend160
2001/ 04/ xm dsi g- nor e#ecdsa- shal
2001/ 04/ xm dsi g- nor e#ecdsa- sha224
2001/ 04/ xm dsi g- nor e#ecdsa- sha256
2001/ 04/ xm dsi g- nor e#ecdsa- sha384
2001/ 04/ xm dsi g- nor e#ecdsa- sha512
2021/ 04/ xm dsi g- nor e#ecdsa- sha3- 224
2021/ 04/ xm dsi g- nor e#ecdsa- sha3- 256
2021/ 04/ xm dsi g- nor e#ecdsa- sha3- 384
2021/ 04/ xm dsi g- nor e#ecdsa- sha3-512
2007/ 05/ xm dsi g- nor e#ecdsa- whi r | poo
2010/ xm sec- ghc#eci es- kem

2009/ xm dsi gl1#ECKeyVal ue [ XMLDSI GL1]
2021/ 04/ xm dsi g- nor e#eddsa- ed25519 3.3.12
2021/ 04/ xm dsi g- nor e#eddsa- ed25519ct x 3. 3. 12
2021/ 04/ xm dsi g- nor e#eddsa- ed25519ph 3. 3. 12
2021/ 04/ xm dsi g- nor e#eddsa- ed448 3.3.12
2021/ 04/ xm dsi g- nor e#eddsa- ed448ph 3.3.12
2000/ 09/ xm dsi g#envel oped- si gnat ure [ RFC3275]
2001/ 04/ xm dsi g- nor e#esi gn- shal 3. 3.
2001/ 04/ xm dsi g- nor e#esi gn- sha224
2001/ 04/ xm dsi g- nor e#esi gn- sha256
2001/ 04/ xm dsi g- nor e#esi gn- sha384
2001/ 04/ xm dsi g- nor e#esi gn- sha512

6

W0 wwwwwwwww
W00 wWw W wwww
(2l e)Ne)Ne)Neo)Neor)NerNerNe) o))

[ GENERI C]

Wwwow
Wwwow
ENENENENEN

2010/ xm sec- ghc#generi c- hybrid [ GENERI

O

2021/ 04/ xm dsi g- nor e#hkdf
2001/ 04/ xm dsi g- nor e#hmac- nd5
2001/ 04/ xm dsi g- nor e#hmac-ri pend160
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wER P

Expires 28 May 2026

[ Page 31]



Internet-Draft

hmac- shal

hmac- sha224
hmac- sha256
hmac- sha384
hmac- sha512

KeyNanme
KeyVal ue

kw aes128

kw aes128- pad
kw aes192

kw aes192- pad
kw aes256

kw aes256- pad
kw canel | i a128
kw- canmel | i a192
kw- canmel | i a256
kw seed128

md2-r sa- MGF1
md5
md5- r sa- MGF1
MGF1

mgf 1shal

nmgf 1sha224
mgf 1sha256
mgf 1sha384
nmgf 1sha512
Myt Dat a

m ni mal

pbkdf 2

PGPDat a

PKCS7si gnedDat a
PKCS7si gnedDat a
pol y1305

psec- kem

r awPGPKeyPacket

r awPKCS7si gnedDat a
r awSPKI Sexp
rawxs509Certificate
r anx509CRL

Ret ri eval Met hod

ri pend128-rsa- MGF1

ri pendl160
ri pend160-rsa- MGF1
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2000/ 09/ xm dsi g#hmac- shal

2001/ 04/ xm dsi g- nor e#hmac- sha224
2001/ 04/ xm dsi g- nmor e#hmac- sha256
2001/ 04/ xm dsi g- nor e#hmac- sha384
2001/ 04/ xm dsi g- nor e#hmac- sha512

2001/ 04/ xm dsi g- nor e#KeyNamne
2001/ 04/ xm dsi g- nor e#KeyVal ue
2001/ 04/ xm enc#kw aes128
2009/ xm enc11#kw aes- 128- pad
2001/ 04/ xm enc#kw aes192
2009/ xm enc11#kw aes- 192- pad
2001/ 04/ xm enc#kw aes256
2009/ xm enc11#kw aes- 256- pad

2001/ 04/ xm dsi g- nor e#kw- camel | i a128
2001/ 04/ xm dsi g- nor e#tkw- canel | i a192
2001/ 04/ xm dsi g- nor e#tkw- canel | i a256

2007/ 05/ xm dsi g- nor e#tkw seed128

2007/ 05/ xm dsi g- nor e#nmd2- r sa- MGF1
2001/ 04/ xm dsi g- nmor e#nmd5

2007/ 05/ xm dsi g- nor e#nd5- r sa- MGF1
2007/ 05/ xm dsi g- nor e#MF1

2009/ xm enc11#ngf 1shal

2009/ xm enc11#ngf 1sha224

2009/ xm enc11#ngf 1sha256

2009/ xm enc11#nmgf 1sha384

2009/ xm enc11#ngf 1shab512

2000/ 09/ xm dsi g#Mgnt Dat a

2000/ 09/ xm dsi g#m ni mal

2009/ xm enc11#pbkdf 2
2000/ 09/ xm dsi g#PGPDat a

Novenber 2025
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[ XMLENC11]
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[ XMLENC11]
[ XMLDSI Gl1]

2001/ 04/ xm dsi g- nor e#PKCS7si gnedbData 4.1

2001/ 04/ xm dsi g- nor e#PKCS7si gnedDat a

2021/ 04/ xm dsi g- nor e#pol y1305
2001/ 04/ xm dsi g- nor e#psec- kem

4.2
3.2. 4
3.6.4

2001/ 04/ xm dsi g- nor e#r awPGPKeyPacket 4.2
2001/ 04/ xm dsi g- nor e#r awPKCS7si gnedDat a 4. 2

2001/ 04/ xm dsi g- nor e#r awSPKI Sexp

2000/ 09/ xm dsi g#r awx509Certificate

2001/ 04/ xm dsi g- mor e#r awxX509CRL

4.2
[ RFC3275]
4.2

2001/ 04/ xm dsi g- nor e#Ret ri eval Met hod 4.2
2007/ 05/ xm dsi g- nor e#ri pend128-r sa- MGF1

2001/ 04/ xm enc#ri pend160

3.3.10
[ XMLENC11]

2007/ 05/ xm dsi g- nor e#ri pend160-r sa- MGF1

Expires 28 May 2026
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rsa-15

rsa- nd5

r sa- oaep

r sa- oaep- ngf 1p
rsa- pss
rsa-ri penmdl160
rsa-shal

rsa- sha224
rsa- sha224

r sa- sha256
rsa- sha384
rsa-sha512
rsa-whirl pool
r saes- kem
RSAKeyVal ue

seed128-cbc

shal
shal-rsa- MGF1
sha224
sha224-rsa- MG-1
sha256
sha256-r sa- MGF1
sha3-224
sha3-224-rsa- MGF1
sha3- 256

sha3- 256-rsa- MGF1
sha3- 384

sha3- 384-rsa- MGF1
sha3-512
sha3-512-rsa- MGF1
sha384
sha384-rsa- MG-1
shab12
sha512-rsa- MGF1
si phash-2-4

SPKI Dat a

tripl edes-chbc

whi r | pool
whi r | pool - r sa- MGF1

Wt hConment s
W t hConment s
Wt hConment s

East| ake 3rd
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3.3.10
2001/ 04/ xm enc#rsa-1_5 [ XMLENC11]
2001/ 04/ xm dsi g- nor e#r sa- nd5 3.3.1
2009/ xm enc1l#r sa- oaep [ XMLENC11]
2001/ 04/ xm enc#r sa- oaep- ngf 1p [ XMLENC11]
2007/ 05/ xm dsi g- nor e#r sa- pss 3.3.9
2001/ 04/ xm dsi g- nor e#r sa-ri pend160 3.3.5
2000/ 09/ xm dsi g#r sa- shal [ RFC3275]

2007/ 05/ xm dsi g- nor e#r sa- sha224 {Bad}
2001/ 04/ xm dsi g- nor e#r sa- sha224

2001/ 04/ xm dsi g- nor e#r sa- sha256

2001/ 04/ xm dsi g- nor e#r sa- sha384

2001/ 04/ xm dsi g- nor e#r sa- sha512

2007/ 05/ xm dsi g- nor e#r sa- whi r | poo

.3.11
.3.11

W W www
w w0 w
abhwiN

2010/ xm sec- ghc#r saes- kem [ GENERI C]
2000/ 09/ xm dsi g#RSAKeyVal ue [ XMLDSI GL1]
2007/ 05/ xm dsi g- nor e#seed128- cbc 3.6.5
2000/ 09/ xm dsi g#shal [ RFC3275]
2007/ 05/ xm dsi g- nor e#shal-r sa- MGF1 3.3.10
2001/ 04/ xm dsi g- nmor e#sha224 3.1.2
2007/ 05/ xm dsi g- nor e#sha224-r sa- MGF1 3.3.10
2001/ 04/ xm enc#sha256 [ XMLENC11]
2007/ 05/ xm dsi g- nor e#sha256- r sa- MGF1 3.3.10
2007/ 05/ xm dsi g- nor e#sha3- 224 3.1.5
2007/ 05/ xm dsi g- nor e#sha3- 224-rsa- M&F1 3. 3. 10
2007/ 05/ xm dsi g- nor e#sha3- 256 3.1.5
2007/ 05/ xm dsi g- nor e#sha3- 256-rsa- MGF1 3. 3. 10
2007/ 05/ xm dsi g- nor e#sha3- 384 3.1.5
2007/ 05/ xm dsi g- nor e#sha3- 384-rsa- MGF1 3. 3. 10
2007/ 05/ xm dsi g- nor e#sha3- 512 3.1.5
2007/ 05/ xm dsi g- nor e#sha3- 512-rsa- M&F1 3. 3. 10
2001/ 04/ xm dsi g- nor e#sha384 3.1.3
2007/ 05/ xm dsi g- nor e#sha384-r sa- MGF1 3.3.10
2001/ 04/ xm enc#shab512 [ XMLENC11]
2007/ 05/ xm dsi g- nor e#sha512-r sa- MGF1 3.3.10
2021/ 04/ xm dsi g- nor e#si phash- 2-4 3.2.5
2000/ 09/ xm dsi g#SPKI Dat a [ XMLDSI GL1]
2001/ 04/ xm enc#t ri pl edes- cbc [ XMLENC11]
2007/ 05/ xm dsi g- mor e#whi r | pool 3.1.4
2007/ 05/ xm dsi g- nor e#whi r | pool - r sa- MGF1
3.3.10
2001/ 10/ xm - exc- c14n#Wt hComent s [ XCANON]
2006/ 12/ xm - c14n11#W t hConmrent s [ CANON11]
TR/ 2001/ REC- xm - ¢c14n- 20010315#W t hComrent s
[ CANON10]
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Xx25519
X448
X509Dat a

Xnmss-sha2-10- 192
Xnmss- sha2- 10- 256
Xxnmss-sha2-10-512
Xnss-sha2- 16- 192
Xnss- sha2- 16- 256
Xnmes-sha2- 16-512
Xnmes- sha2-20- 192
Xnmss- sha2- 20- 256
Xnmss-sha2-20-512
xnss- shake- 10- 256
xnss- shake- 10-512
Xnmes- shake- 16- 256
Xnmss- shake- 16-512
Xnmss- shake- 20- 256
xnmss- shake- 20- 512
xnss- shake256- 10- 192
xnmes- shake256- 10- 256
Xxnmss- shake256- 16- 192
xnss- shake256- 16- 256
Xxnmes- shake256- 20- 192
Xxnmss- shake256- 20- 256
xnssnt - sha2- 20- 2- 192
xnmesnt - sha2- 20- 2- 256
xnmssnt - sha2- 20- 2- 256
xnssnt - sha2- 20- 4- 192
xnmesnt - sha2- 20- 4- 256
xnmssnt - sha2- 20- 4- 256
xnssnt - sha2-40- 2- 192
xnmesnt - sha2- 40- 2- 256

xnmssnt - sha2- 40- 2- 256

East| ake 3rd

Addi ti ona

XML Security URIs

2021/ 04/ xm dsi g- nmor e#x25519
2021/ 04/ xm dsi g- nmor e#x448
2000/ 09/ xm dsi g#X509Dat a

Bww
QN

[ XMLD

2021/ 04/ xm dsi g- nor e#xnes- sha2- 10- 192
2021/ 04/ xm dsi g- nor e#xmss- sha2- 10- 256
2021/ 04/ xm dsi g- nor e#xnmses- sha2- 10- 512
2021/ 04/ xm dsi g- nmor e#xmss- sha2- 16- 192
2021/ 04/ xm dsi g- nmor e#xnmss- sha2- 16- 256
2021/ 04/ xm dsi g- nor e#xnss- sha2- 16- 512
2021/ 04/ xm dsi g- nor e#xnes- sha2- 20- 192
2021/ 04/ xm dsi g- nor e#xmss- sha2- 20- 256
2021/ 04/ xm dsi g- nor e#xnmss- sha2- 20- 512
2021/ 04/ xm dsi g- nmor e#xmss- shake- 10- 256
2021/ 04/ xm dsi g- nmor e#xmss- shake- 10- 512
2021/ 04/ xm dsi g- nor e#xnes- shake- 16- 256
2021/ 04/ xm dsi g- nor e#xnmss- shake- 16- 512
2021/ 04/ xm dsi g- nor e#xmss- shake- 20- 256
2021/ 04/ xm dsi g- nor e#xmss- shake- 20- 512
2021/ 04/ xm dsi g- nor e#xmss- shake256- 10- 192

W00 WWW W wwwWwWwww
W00 WWWHWWwwWwWwww

3. 3.

2021/ 04/ xm dsi g- nor e#xnss- shake256- 10- 256

3. 3.

2021/ 04/ xm dsi g- nor e#xnss- shake256- 16- 192

3. 3.

2021/ 04/ xm dsi g- nor e#xnss- shake256- 16- 256

3. 3.

2021/ 04/ xm dsi g- nor e#xnss- shake256- 20- 192

3. 3.

2021/ 04/ xm dsi g- nor e#xmss- shake256- 20- 256

3. 3.

2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 20- 2- 192

3. 3.

2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 20- 2- 256

3. 3.

2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 20- 2- 512

3. 3.

2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 20- 4- 192

3. 3.

2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 20- 4- 256

3. 3.

2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 20- 4- 512

3. 3.

2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 40- 2- 192

3. 3.

2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 40- 2- 256

3. 3.

2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 40- 2- 512

Expires 28 May 2026
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xnssnt - sha2- 40- 4- 192
xmssnt - sha2- 40- 4- 256
xmssnt - sha2- 40- 4- 256
xnssnt - sha2- 40- 8- 192
xmssnt - sha2- 40- 8- 256
xmssnt - sha2- 40- 8- 256
xnssnt - sha2- 60- 3- 192
xmssnt - sha2- 60- 3- 256
xmssnt - sha2- 60- 3- 256
xnmssnt - sha2- 60- 6- 192
xmssnt - sha2- 60- 6- 256
xmssnt - sha2- 60- 6- 256
xnmssnt - sha2- 60- 12- 192
xmesnt - sha2- 60- 12- 256
xmssnt - sha2- 60- 12- 256
xnssnt - shake- 20- 2- 256
xmesnt - shake- 20- 2- 512
xmesnt - shake- 20- 4- 256
xnssnt - shake- 20- 4- 512
xmesnt - shake- 40- 2- 256
xmssnt - shake- 40- 2- 512
xnssnt - shake- 40- 4- 256
xmesnt - shake- 40- 4- 512

xnmssnt - shake- 40- 8- 256

East| ake 3rd

ditional XML Security URI's Noverber 2025
3.3.13
2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 40- 4- 192
2021/ 04/ xni dsi g- nor e#xnssnt - sha2- 40- 4- gég' e
2021/04/xrr1dsig—rmre#xmssm-sha2-40-4-§1§.13
2021/04/xn1dsig-nnre#xnssnt-sha2-40-8-§§§.13
2021/ 04/ xni dsi g- nor e#xnssnt - sha2- 40- 8- gég' e
2021/04/xrr1dsig—rmre#xmssm—sha2—40—8—§1§.13
2021/04/xn1dsig-nnre#xnssnt-sha2-60-3-§§§.13
2021/ 04/ xni dsi g- nor e#xnssnt - sha2- 60- 3- gég' e
2021/04/xrr1dsig—rmre#xmssm—sha2—60—3—§1§.13
2021/04/xn1dsig-nnre#xnssnt-sha2-60-6-§§§.13
2021/ 04/ xni dsi g- nor e#xnssnt - sha2- 60- 6- gég' e
2021/04/xrr1dsig—rmre#xmssm—sha2—60—6—§1§.13
2021/04/xn1dsig-nnre#xnssnt-sha2-60-1§:§§;3
2021/ 04/ xni dsi g- nor e#xnssnt - sha2- 60- 12'- 2;5(153
2021/04/xn1dsig—nnre#xnssnt—shaZ—GO-1§lgi%3
2021/04/xrr1dsig-m)re#xmssrrt-shake-ZO-g.-g;Sé3
2021/04/xmdsig—m)re#xmssm—shake—20—gl—§.1%3
2021/04/xrr1dsig—rmre#xmssrrt—shake—ZO—i—g.SElS3
2021/04/xrr1dsig-m)re#xmssrrt-shake-ZO-?l.-g.l;3
2021/04/xmdsig—m)re#xmssm—shake—40—gl—g;5(153
2021/04/xrr1dsig—rmre#xmssrrt—shake—40-§.-g.1%3
2021/04/xn1dsig-nnre#xnssnt-shake-40-2:§5é3
2021/04/xn1dsig—nnre#xnssnt—shake—40—§L§i%z

2021/ 04/ xm dsi g- nor e#xmssnt - shake- 40- 8- 256
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xmssnt - shake- 40- 8- 512 2021/04/xn1dsig-nnre#xnssnt-shake-40-g:§i;3
xnmssnt - shake- 60- 3- 256 2021/04/xmdsig—m)re#xmssm—shake—GO—g—gS(lS3
xmesnt - shake- 60- 3-512 2021/04/xrr1dsig—rmre#xmssrrt—shake—GO—glgi%3
xnmssnt - shake- 60- 6- 256 2021/04/xn1dsig-nnre#xnssnt-shake-60-§:§5é3
xnmssnt - shake- 60- 6-512 2021/04/xmdsig—m)re#xmssm—shake—GO—gl—gll%3
xnmesnt - shake- 60- 12- 256 2021/04/xn1dsig—nnre#xnssnt—shake—zo?i§L%26
xnmssnt - shake- 60- 12- 512 2021/04/xn1dsig-nnre#xnssnt-shake-ZoziE:%zz

xmssnt - shake256- 20- 2- 192

2021/ 04/ xm dsi g- mor e#xnssnt - shake256- 20- 2- 192 3. 3. 13
xmssnt - shake256- 20- 2- 256

2021/ 04/ xm dsi g- nmor e#xmssnt - shake256- 20- 2- 256 3. 3. 13
xnmesnt - shake256- 20- 4- 192

2021/ 04/ xm dsi g- nor e#xnmesnt - shake256- 20- 4- 192 3. 3. 13
xmssnt - shake256- 20- 4- 256

2021/ 04/ xm dsi g- mor e#xnssnt - shake256- 20- 4- 256 3. 3. 13
xmssnt - shake256- 40- 2- 192

2021/ 04/ xm dsi g- nmor e#xmssnt - shake256- 40- 2-192 3. 3. 13
xnmesnt - shake256- 40- 2- 256

2021/ 04/ xm dsi g- nor e#xnmesnt - shake256- 40- 2- 256 3. 3. 13
xmssnt - shake256- 40- 4- 192

2021/ 04/ xm dsi g- mor e#xnssnt - shake256- 40- 4- 192 3. 3. 13
xmssnt - shake256- 40- 4- 256

2021/ 04/ xm dsi g- nmor e#xmssnt - shake256- 40- 4- 256 3. 3. 13
xnmesnt - shake256- 40- 8- 192

2021/ 04/ xm dsi g- nor e#xnmesnt - shake256- 40-8-192 3. 3. 13
xmssnt - shake256- 40- 8- 256

2021/ 04/ xm dsi g- mor e#xnssnt - shake256- 40- 8- 256 3. 3. 13
xmssnt - shake256- 60- 3- 192

2021/ 04/ xm dsi g- nmor e#xmssnt - shake256- 60- 3- 192 3. 3. 13
xnmesnt - shake256- 60- 3- 256

2021/ 04/ xm dsi g- nor e#xnmesnt - shake256- 60- 3-256 3. 3. 13
xmssnt - shake256- 60- 6- 192

2021/ 04/ xm dsi g- mor e#xnssnt - shake256- 60- 6- 192 3. 3. 13
xmssnt - shake256- 60- 6- 256

2021/ 04/ xm dsi g- nmor e#xmssnt - shake256- 60- 6- 256 3. 3. 13
xmesnt - shake256- 60- 12- 192

2021/ 04/ xm dsi g- nor e#xnmesnt - shake256- 60- 12- 192 3. 3. 13
xmssnt - shake256- 60- 12- 256

2021/ 04/ xm dsi g- nor e#xmssnt - shake256- 60- 12- 256 3. 3. 13
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xptr 2001/ 04/ xm dsi g- mor e#xpt r 3.5.1
Fr agnment URI Sec/ Doc

The initial "http://ww. w3.org/" part of the URl is not included
above.

5.2. Index by URI
The initial "http://www w3.org/" part of the URI is not included
bel ow. "{Bad}" indicates a Bad value that was accidentally included
in RFC 6931. |[|nplenentations SHOULD only generate the correct UR

but SHOULD under stand both the correct and erroneous URI.

URI

2000/ 09/ xm dsi g#base64
2000/ 09/ xm dsi g#DSAKeyVal ue
2000/ 09/ xm dsi g#dsa- shal

2000/ 09/ xm dsi g#envel oped- si gnat ure

2000/ 09/ xm dsi g#hmac- shal
2000/ 09/ xm dsi g#Mgnt Dat a
2000/ 09/ xm dsi g#m ni mal
2000/ 09/ xm dsi g#PGPDat a

2000/ 09/ xm dsi g#r awx509Certificate

2000/ 09/ xm dsi g#r sa- shal
2000/ 09/ xm dsi g#RSAKeyVal ue
2000/ 09/ xm dsi g#shal

2000/ 09/ xm dsi g#SPKI Dat a
2000/ 09/ xm dsi g#X509Dat a

2001/ 04/ xm dsi g- nor e#ar cf our

2001/ 04/ xm dsi g- nmor e#canel | i a128- cbc
2001/ 04/ xm dsi g- nor e#canel | i a192- cbc
2001/ 04/ xm dsi g- nor e#canel | i a256- cbc
2001/ 04/ xm dsi g- nor e#ecdsa- shal
2001/ 04/ xm dsi g- nor e#ecdsa- sha224
2001/ 04/ xm dsi g- nmor e#ecdsa- sha256
2001/ 04/ xm dsi g- nor e#ecdsa- sha384
2001/ 04/ xm dsi g- nor e#ecdsa- sha512
2001/ 04/ xm dsi g- nor e#esi gn- shal
2001/ 04/ xm dsi g- nor e#esi gn- sha224
2001/ 04/ xm dsi g- nor e#esi gn- sha256
2001/ 04/ xm dsi g- nor e#esi gn- sha384
2001/ 04/ xm dsi g- nor e#esi gn- sha512
2001/ 04/ xm dsi g- nor e#hmac- nd5

2001/ 04/ xm dsi g- nor e#hmac-ri pend160
2001/ 04/ xm dsi g- nor e#hmac- sha224

East| ake 3rd

Sec/ Doc
[ RFC3275]
[ RFC3275]
[ RFC3275]
[ RFC3275]
[ RFC3275]
[ RFC3275]
3.4
[ RFC3275]
[ RFC3275]
[ RFC3275]
[ RFC3275]
[ RFC3275]
[ RFC3275]
[ RFC3275]

NIONOWWOWWWRWLRWw®Wwe DD
NWRNNNNNOOOOONNN R
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Transform
Retrieval type
Si gnat ur eMet hod
Transform

Si gnat ur eMet hod
Retrieval type
Canoni cal i zation
Retrieval type
Retrieval type
Si gnat ur eMet hod
Retrieval type
Di gest Al gorithm
Retrieval type
Retrieval type

Encrypti onMet hod
Encrypti onMet hod
Encrypti onMet hod
Encrypti onMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
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2001/ 04/ xm dsi g- nor e#hmac- sha256
2001/ 04/ xm dsi g- nmor e#hmac- sha384
2001/ 04/ xm dsi g- nmor e#hmac- sha512
2001/ 04/ xm dsi g- nor e#KeyNane

2001/ 04/ xm dsi g- nor e#KeyVal ue

2001/ 04/ xm dsi g- nor e#tkw- canel |1 i a128
2001/ 04/ xm dsi g- nor e#kw- camel |1 i a192
2001/ 04/ xm dsi g- nor e#kw- camnel | i a256
2001/ 04/ xm dsi g- nmor e#nmd5

2001/ 04/ xm dsi g- nor e#PKCS7si gnedDat a

2001/ 04/ xm dsi g- nor e#psec- kem

2001/ 04/ xm dsi g- nor e#r awPGPKeyPacket

2001/ 04/ xm dsi g- nor e#r awPKCS7si gned
2001/ 04/ xm dsi g- nor e#r awSPKI Sexp
2001/ 04/ xm dsi g- mor e#r awxX509CRL

2001/ 04/ xm dsi g- nor e#Ret ri eval Met hod

2001/ 04/ xm dsi g- nor e#r sa- nd5

2001/ 04/ xm dsi g- nor e#r sa- sha224
2001/ 04/ xm dsi g- nor e#r sa- sha256
2001/ 04/ xm dsi g- nor e#r sa- sha384
2001/ 04/ xm dsi g- nor e#r sa- sha512
2001/ 04/ xm dsi g- nor e#r sa-ri pend160
2001/ 04/ xm dsi g- nor e#sha224

2001/ 04/ xm dsi g- nor e#sha384

2001/ 04/ xm dsi g- nmor e#xpt r

2001/ 04/ xm dsi g- mor e#PKCS7si gnedDat a

2001/ 04/ xm enc#aes128- cbc
2001/ 04/ xm enc#aes192- cbc
2001/ 04/ xm enc#aes256- cbc
2001/ 04/ xm enc#dh

2001/ 04/ xm enc#kw aes128
2001/ 04/ xm enc#kw aes192
2001/ 04/ xm enc#kw aes256
2001/ 04/ xm enc#ri pend160
2001/ 04/ xm enc#rsa-1_5

2001/ 04/ xm enc#r sa- oaep- ngf 1p
2001/ 04/ xm enc#sha256

2001/ 04/ xm enc#sha512

2001/ 04/ xm enc#t ri pl edes- cbc

2002/ 06/ xm dsig-filter2

2002/ 07/ decr ypt #XM
2002/ 07/ decr ypt #Bi nary

2006/ 12/ xm c12nl11# {Bad}
2006/ 12/ xm - c14n11#

East| ake 3rd Expires 28

XM. Security

NDNDN

= Wwww

BOR®®®ONRWWW
~N

Data42

=

POWWWOWO®WSSS
POPPOOWREENNNT
RPWNOOMMWNEPEP

[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]

[ XPATH]

[ DECRYPT]
[ DECRYPT]

[ CANONL1]
[ CANON11]

May 2026

URI s

Novenber 2025

Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Retrieval type
Retrieval type
Encrypti onMet hod
Encrypti onMet hod
Encrypti onMet hod
Di gest Al gorithm
Retrieval type
Encrypti onMet hod
Retrieval type
Retrieval type
Retrieval type
Retrieval type
Retrieval type
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Di gest Al gorithm
Di gest Al gorithm
Transform

Keyl nfo child

Encrypti onMet hod
Encrypti onMet hod
Encrypti onMet hod
Agr eenent Met hod

Encrypti onMet hod
Encrypti onMet hod
Encrypti onMet hod
Di gest Al gorithm
Encrypti onMet hod
Encrypti onMet hod
Di gest Al gorithm
Di gest Al gorithm
Encrypti onMet hod

Transform

Transform
Transform

Canoni cal i zati on
Canoni cal i zati on
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2006/ 12/ xm - c14n11#W t hConment s

2007/ 05/ xm dsi g- nor e#ecdsa-ri pend160
2007/ 05/ xm dsi g- nor e#ecdsa- whi r | pool
2007/ 05/ xm dsi g- nor e#tkw seed128
2007/ 05/ xm dsi g- nor e#nd2- r sa- MGF1
2007/ 05/ xm dsi g- nor e#nmd5- r sa- MGF1

2007/ 05/ xm dsi g- mor e#MGF1

Addi ti onal

XML Security URIs

[ CANON11]

0
0

W 0w W w
WwWwWwo ww
OFRLPFPOOIO

2007/ 05/ xm dsi g- nor e#ri pend128-r sa- MGF1 3 3 10
2007/ 05/ xm dsi g- nor e#ri pend160-rsa- MGF1 3. 3. 10

2007/ 05/ xm dsi g- nor e#r sa- pss

2007/ 05/ xm dsi g- nor e#r sa- sha224 {Bad}
2007/ 05/ xm dsi g- nor e#r sa- whi r | poo
2007/ 05/ xm dsi g- nor e#seed128- cbc

2007/ 05/ xm dsi g- nor e#shal-r sa- MGF1
2007/ 05/ xm dsi g- nor e#sha224-r sa- MGF1
2007/ 05/ xm dsi g- nor e#sha256- r sa- MGF1
2007/ 05/ xm dsi g- nor e#sha3- 224

2007/ 05/ xm dsi g- nor e#sha3- 224-r sa- MGF1
2007/ 05/ xm dsi g- nor e#sha3- 256

2007/ 05/ xm dsi g- nmor e#sha3- 256- r sa- MGF1
2007/ 05/ xm dsi g- nor e#sha3- 384

2007/ 05/ xm dsi g- nor e#sha3- 384-r sa- MGF1
2007/ 05/ xm dsi g- nor e#sha3- 512

2007/ 05/ xm dsi g- nor e#sha3- 512-r sa- MGF1
2007/ 05/ xm dsi g- nor e#sha384-r sa- MGF1
2007/ 05/ xm dsi g- nor e#sha512-r sa- MGF1
2007/ 05/ xm dsi g- nor e#whi r | poo

10

10
.5
10
10
10
4

W00 W W WL WW W WWWW W
PO W W 01 W 001 W W00 W
H
o

2007/ 05/ xm dsi g- nor e#whi r | pool -rsa- MGF1 3 3 10

2009/ xm enc11#kw aes- 128- pad
2009/ xm enc11#kw aes- 192- pad
2009/ xm enc11#kw aes- 256- pad

East| ake 3rd

2009/ xm dsi gll#dsa- sha256
2009/ xm dsi g11#ECKeyVal ue

[ XMLENC11]
[ XMLENC11]
[ XMLENC11]

[ XMLDSI GL1]
[ XMLDSI GL1]

2009/ xm dsi gl1#DEREncodedKeyVal ue [ XMLDSI G11]

2009/ xm encll#aes128-gcm
2009/ xm encll#aes192-gcm
2009/ xm encll#aes256-gcm
2009/ xm enc11#Concat KDF
2009/ xm enc11#ngf 1shal
2009/ xm enc11#ngf 1sha224
2009/ xm enc11#ngf 1sha256
2009/ xm enc11#nmgf 1sha384
2009/ xm enc11#ngf 1sha512
2009/ xm enc1l1#pbkdf 2
2009/ xm enc1l#r sa- oaep

[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
[ XMLENC11]
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Novenber 2025

Canoni cal i zati on

Si gnat ur eMet hod
Si gnat ur eMet hod
Encrypti onMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Encrypti onMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Di gest Al gorithm
Si gnat ur eMet hod
Di gest Al gorithm
Si gnat ur eMet hod
Di gest Al gorithm
Si gnat ur eMet hod
Di gest Al gorithm
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Di gest Al gorithm
Si gnat ur eMet hod
Encrypti onMet hod
Encrypti onMet hod
Encrypti onMet hod

Si gnat ur eMet hod
Retrieval type
Retrieval type

Encrypti onMet hod
Encrypti onMet hod
Encrypti onMet hod
KeyDeri vati on

Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
KeyDeri vati on
Encrypti onMet hod
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2009/ xm enc11#ECDH ES [ XMLENC11]
2009/ xm enc11#dh- es [ XMLENC11]
2010/ xm sec- ghc#generi c- hybrid [ GENERI C]
2010/ xm sec- ghc#r saes- kem [ GENERI C]
2010/ xm sec- ghc#eci es- kem [ GENERI C]

2021/ 04/ xm dsi g- nor e#chacha20 3.6
2021/ 04/ xm dsi g- nmor e#chacha20pol y1305 3.6
2021/ 04/ xm dsi g- nor e#ecdsa- sha3- 224 3.3
2021/ 04/ xm dsi g- nor e#ecdsa- sha3- 256 3. 3.
2021/ 04/ xm dsi g- nor e#ecdsa- sha3- 384 3.3
2021/ 04/ xm dsi g- nor e#ecdsa- sha3-512 3.3
2021/ 04/ xm dsi g- nor e#eddsa- ed25519ph 3.3.1
2021/ 04/ xm dsi g- nor e#eddsa- ed25519ctx 3.3.1
2021/ 04/ xm dsi g- nor e#eddsa- ed25519 3.3.1
2021/ 04/ xm dsi g- nor e#eddsa- ed448 3.3.1
2021/ 04/ xm dsi g- nor e#eddsa- ed448ph 3.3.1

RPRPOBREPNNNNNOOO O OWN

2021/ 04/ xm dsi g- mor e#hkdf 3.8

2021/ 04/ xm dsi g- nmor e#poly305 3.2

2021/ 04/ xm dsi g- nor e#si phash-2-4 3.2

2021/ 04/ xm dsi g- nor e#x25519 3.7

2021/ 04/ xm dsi g- nor e#x448 3.7

2021/ 04/ xm dsi g- nor e#xnmss- sha2- 10- 192 3.3.13
2021/ 04/ xm dsi g- nor e#xnmss- sha2- 10- 256 3.3.13
2021/ 04/ xm dsi g- nmor e#xnmss- sha2- 10- 512 3.3.13
2021/ 04/ xm dsi g- nor e#xnes- sha2- 16- 192 3.3.13
2021/ 04/ xm dsi g- nor e#xnes- sha2- 16- 256 3.3.13
2021/ 04/ xm dsi g- nor e#xmss-sha2- 16-512 3. 3.13
2021/ 04/ xm dsi g- nor e#xnmss- sha2- 20- 192 3.3.13
2021/ 04/ xm dsi g- nor e#xnmss- sha2- 20- 256 3.3.13
2021/ 04/ xm dsi g- nmor e#xnmss- sha2- 20- 512 3.3.13
2021/ 04/ xm dsi g- nor e#xnmes- shake- 10- 256 3. 3. 13
2021/ 04/ xm dsi g- nor e#xnmss- shake-10-512 3. 3. 13
2021/ 04/ xm dsi g- nor e#xmss- shake- 16- 256 3. 3. 13
2021/ 04/ xm dsi g- nor e#xmss- shake-16-512 3. 3.13
2021/ 04/ xm dsi g- nmor e#xmss- shake- 20- 256 3. 3. 13
2021/ 04/ xm dsi g- nmor e#xmes- shake- 20-512 3. 3. 13
2021/ 04/ xm dsi g- nor e#xnmes- shake256- 10- 192 3. 3
2021/ 04/ xm dsi g- nor e#xnmes- shake256- 10- 256 3. 3
2021/ 04/ xm dsi g- nor e#xmss- shake256- 16- 192 3. 3
2021/ 04/ xm dsi g- nor e#xnmss- shake256- 16- 256 3. 3
2021/ 04/ xm dsi g- nmor e#xmss- shake256- 20- 192 3. 3
2021/ 04/ xm dsi g- nmor e#xnmes- shake256- 20- 256 3. 3

2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 20- 2- 192
2021/ 04/ xm dsi g- nor e#xmssnt - sha2- 20- 2- 256

ww
ww
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Agr eenent Met hod
Agr eenent Met hod

Generic Hybrid
Generic Hybrid
Generic Hybrid

Encrypti onMet hod
Encrypti onMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
KeyDerivation

Si gnat ur eMet hod
Si gnat ur eMet hod
Agr eenent Met hod
Agr eenent Met hod

Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod

Si gnat ur eMet hod
Si gnat ur eMet hod
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2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 20- 2- 512
2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 20- 4- 192
2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 20- 4- 256
2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 20- 4- 512
2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 40- 2- 192
2021/ 04/ xm dsi g- nor e#xmssnt - sha2- 40- 2- 256
2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 40- 2- 512
2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 40- 4- 192
2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 40- 4- 256
2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 40- 4- 512
2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 40- 8- 192
2021/ 04/ xm dsi g- nor e#xmssnt - sha2- 40- 8- 256
2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 40- 8- 512
2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 60- 3- 192
2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 60- 3- 256
2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 60- 3- 512
2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 60- 6- 192
2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 60- 6- 256

W W W LW WWLWWWWWwwowowwwww

2021/ 04/ xm dsi g- nor e#xnssnt - sha2- 60- 6- 512

2021/ 04/ xm dsi g- mor e#xmssnt - sha2- 60- 12- 192 3.3
2021/ 04/ xm dsi g- nmor e#xmssnt - sha2- 60- 12- 256 3. 3
2021/ 04/ xm dsi g- nor e#xnmesnt - sha2- 60- 12-512 3. 3

2021/ 04/ xm dsi g- nor e#xmssnt - shake- 20- 2- 256
2021/ 04/ xm dsi g- nor e#xnssnt - shake- 20- 2-512
2021/ 04/ xm dsi g- nor e#xnssnt - shake- 20- 4- 256
2021/ 04/ xm dsi g- nor e#xnssnt - shake- 20- 4- 512
2021/ 04/ xm dsi g- nor e#xnesnt - shake- 40- 2- 256
2021/ 04/ xm dsi g- nor e#xnssnt - shake- 40- 2-512
2021/ 04/ xm dsi g- nor e#xnssnt - shake- 40- 4- 256
2021/ 04/ xm dsi g- nor e#xnssnt - shake- 40- 4-512
2021/ 04/ xm dsi g- nor e#xnssnt - shake- 40- 8- 256
2021/ 04/ xm dsi g- nor e#xnssnt - shake- 40- 8- 512
2021/ 04/ xm dsi g- nor e#xnssnt - shake- 60- 3- 256
2021/ 04/ xm dsi g- nor e#xnssnt - shake- 60- 3-512
2021/ 04/ xm dsi g- nor e#xnesnt - shake- 60- 6- 256
2021/ 04/ xm dsi g- nor e#xmssnt - shake- 60- 6- 512

W00 WWwWwwwwwww
WWWWWWWWwWwwWwwwww

.13
.13
.13
.13
.13
.13
.13
.13
.13
.13
.13
.13
.13
.13
.13
.13
.13
.13
.13

.13
.13
.13

.13
.13
.13
.13
.13
.13
.13
.13
.13
.13
.13
.13
.13

.13

Novenber 2025

Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod

Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod

2021/ 04/ xm dsi g- nmor e#xnmssnt - shake- 60- 12- 256 3 3 13 Si gnat ur eMet hod
2021/ 04/ xm dsi g- nor e#xnssnt - shake- 60- 12-512 3. 3. 13 Si gnat ur eMet hod

2021/ 04/ xm dsi g- nor e#xnmesnt - shake256- 20- 2- 192

2021/ 04/ xm dsi g- mor e#xnssnt - shake256- 20- g.- gSés
2021/04/xn1dsig-nore#xnssnt-shake256-2o-il§§;3
2021/ 04/ xm dsi g- nor e#xnssnt - shake256- 20- 21.— ES%Z
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Si gnat ur eMet hod
Si gnat ur eMet hod
Si gnat ur eMet hod

Si gnat ur eMet hod
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2021/ 04/ xm dsi g- nmor e#xmssnt - shake256- 40- 2- 192

3.3.13 Si gnat ur eMet hod
2021/ 04/ xm dsi g- nmor e#xmssnt - shake256- 40- 2- 256

3.3.13 Si gnat ur eMet hod
2021/ 04/ xm dsi g- nor e#xnmesnt - shake256- 40- 4- 192

3.3.13 Si gnat ur eMet hod
2021/ 04/ xm dsi g- nor e#xmssnt - shake256- 40- 4- 256

3.3.13 Si gnat ur eMet hod
2021/ 04/ xm dsi g- nmor e#xmssnt - shake256- 40- 8- 192

3.3.13 Si gnat ur eMet hod
2021/ 04/ xm dsi g- nor e#xnmesnt - shake256- 40- 8- 256

3.3.13 Si gnat ur eMet hod
2021/ 04/ xm dsi g- nmor e#xmssnt - shake256- 60- 3- 192

3.3.13 Si gnat ur eMet hod
2021/ 04/ xm dsi g- nmor e#xmssnt - shake256- 60- 3- 256

3.3.13 Si gnat ur eMet hod
2021/ 04/ xm dsi g- nor e#xnmsesnt - shake256- 60- 6- 192

3.3.13 Si gnat ur eMet hod
2021/ 04/ xm dsi g- nor e#xmssnt - shake256- 60- 6- 256

3.3.13 Si gnat ur eMet hod
2021/ 04/ xm dsi g- nmor e#xmesnt - shake256- 60- 12- 192

3.3.13 Si gnat ur eMet hod
2021/ 04/ xm dsi g- nor e#xnmesnt - shake256- 60- 12- 256

3.3.13 Si gnat ur eMet hod

TR/ 1999/ REC- xpat h-19991116 [ XPATH] Transform
TR/ 1999/ REC- xsl t - 19991116 [ XSLT] Transform
TR/ 2001/ 10/ xml - exc- cl4n# [ XCANON] Canoni cal i zati on
TR/ 2001/ 10/ xm - exc- c14n#W t hConment s [ XCANON| Canoni cal i zati on
TR/ 2001/ REC- xm - ¢c14n- 20010315 [ CANON10] Canoni cal i zati on
TR/ 2001/ REC- xm - ¢c14n- 20010315#W t hComment s

[ CANONL1O] Canoni cal i zati on
TR/ 2001/ REC- xm schema- 1- 20010502 [ SCHEMA] Transform

UR Sec/ Doc Type

The initial "http://ww. w3.0rg/" part of the URl is not included
above. "{Bad}" indicates a Bad value that was accidentally included
in RFC 6931. Inplenentati ons SHOULD only generate the correct URI
but SHOULD understand both the correct and erroneous URI.

6. Allocation Considerations

WBC and | ANA al | ocation considerations are given bel ow.
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6.1. WBC Allocation Considerations

As it is easy for people to construct their own unique URl s [ RFC3986]
and, if appropriate, to obtain a URI fromthe WBC, additional URI
specification under the foll owing XMLSEC URI prefixes is prohibited

as shown:

| URI | Status |
[ e sy e U
| http://ww. w3. org/ 2000/ 09/ xm dsi g# | Frozen by WBC |
o m e e e e e e e e e e e e e e e e eeoe—o - e e e e e oo +
| http://ww. w3. org/ 2001/ 04/ xm dsi g-nore# | Frozen with RFC 4051.

o e e e e e e e e e e e e e e e e e e e e memao o o e e e e e a oo +
| http://ww. w3. org/ 2007/ 05/ xm dsi g-nore# | Frozen with RFC 6931.
T o e e e e e e oo oo oo +
| http://ww. w3.org/ 2021/ 04/ xm dsi g-nore# | Frozen with [ RFC9231].

o m e e e e e e e e e e e e e e e e eeoe—o - e e e e e oo +

Table 2

The WBC has assigned <http://ww.w3.org/tbd#> for additional new URIs
specified in this docunent.

There are al so occurrences in this docunent of
<http://ww. w3. org/ 2010/ xm sec- ghc#> due to the inclusion of some
algorithms from[GENERI C] for convenience.

An "xm dsi g-nore" URI does not inply any official WBC or |ETF status
for these algorithms or identifiers nor does it inply that they are
only useful in digital signatures. Currently, dereferencing such
URIs may or may not produce a temporary pl acehol der docunent.

Perm ssion to use these URI prefixes has been given by the WBC

6.2. | ANA Consi derations

| ANA has established a registry entitled "XML Security URIs". |ANA
is requested to update its contents to correspond to Section 5.2 of
this document with each section nunber in the "Sec/Doc" col um
augnented with a reference to this RFC (for exanple, "3.6.4" neans
"[this docunent], Section 3.6.4"). |1ANA is requested to update all
references to [RFC9231] in that registry to [this docunent].
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New entries, including new Types, will be added based on

Speci fication Required [ RFC8126]. Criteria for the designated expert
for inclusion are (1) docunentation sufficient for interoperability
of the algorithmor data type and the XML syntax for its
representation and use and (2) sufficient inportance as nornally

i ndi cated by inclusion in (2a) an approved WBC Note, Proposed
Recomendati on, or Recommendation, or (2b) an approved RFC

Typically, the registry will reference a WBC or | ETF docunent

speci fying such XM. syntax; that document will either contain a nore
detail ed description of the algorithmor data type or reference

anot her docunment with a nore detail ed description.

7. Security Considerations

This RFC is concerned with docunenting the URI's that designate

al gorithms and sone data types used in connection with XM. security.
The security considerations vary widely with the particul ar

al gorithms, and the general security considerations for XM security
are outside of the scope of this document but appear in [ XM.DSIGL1],
[ XMLENC11], [CANON10], [CANON11l], and [ CGENERI C].

[ RFC6151] shoul d be consulted before considering the use of M5 as a
Di gest Met hod or the use of HVAC-MD5 or RSA-MD5 as a SignatureMet hod.

See [ RFC6194] for SHA-1 security considerations.

Addi tional security considerations are given in connection with the
description of sone algorithns in the body of this docunent.

I mpl enenters should be aware that cryptographic algorithnms becone
weaker with time. As new cryptoanal ysis techni ques are devel oped and
computi ng performance inproves, the work factor to break a particul ar
cryptographic algorithmw Il decrease. Therefore, cryptographic

i mpl ement ati ons shoul d be nodul ar, allow ng new algorithns to be
readily inserted. That is, inplenmenters should be prepared for the
set of mandatory-to-inplenent algorithns for any particular use to
change over tine. This is sometinmes referred to as "algorithm
agility" [RFC7696].

8. Normmtive References

[ FI PS180- 4]
National Institute of Standards and Technol ogy (N ST),
"Secure Hash Standard (SHS)", DA 10.6028/ N ST. FI PS. 180- 4,
FI PS 180-4, August 2015,
<htt ps:// nvl pubs. ni st. gov/ ni st pubs/ FI PS/
NI ST. FI PS. 180- 4. pdf >.
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[ FI PS186- 4]
National Institute of Standards and Technol ogy (N ST),
"Digital Signature Standard (DSS)", FIPS 186-4,
DO 10. 6028/ NI ST. FI PS. 186-4, July 2013,
<htt ps://nvl pubs. ni st. gov/ ni st pubs/ FI PS/
NI ST. FI PS. 186- 4. pdf >.

[ FI PS202] National Institute of Standards and Technol ogy (N ST),
"SHA- 3 St andard: Permutation-Based Hash and Ext endabl e-
Qut put Functions", FIPS 202, DO 10.6028/ N ST. FI PS. 202,
August 2015, <https://nvl pubs. ni st. gov/ ni stpubs/Fl PS/
NI ST. FI PS. 202. pdf >.

[ FI PS203] National Institute of Standards and Technol ogy (N ST),
"Mbdul e- Latti ce- Based Key-Encapsul ati on Mechani sm
Standard", FIPS 203, DO 10.6028/ NI ST. FI PS. 203, 13 August
2024, <https://nvl pubs. ni st. gov/ ni st pubs/ Fl PS/
NI ST. FI PS. 203. pdf >.

[ FI PS204] National Institute of Standards and Technol ogy (N ST),
"Mbdul e-Lattice-Based Digital Signature Standard",
FI PS 204, DA 10.6028/ NI ST. FI PS. 204, 13 August 2024,
<htt ps://nvl pubs. ni st. gov/ ni st pubs/ FI PS/
NI ST. FI PS. 204. pdf >.

[ FI PS205] National Institute of Standards and Technol ogy (N ST),
"Mbdul e-Lattice-Based Digital Signature Standard",
FI PS 205, DA 10.6028/ NI ST. FI PS. 205, 13 August 2024,
<htt ps://nvl pubs. ni st. gov/ ni st pubs/ FI PS/
NI ST. FI PS. 205. pdf >.

[ | EEEP1363a]
Institute of Electrical and El ectronics Engi neers, "I|EEE
St andard Specifications for Public-Key Cryptography -
Amendnent 1: Additional Techniques", |EEE Std 1363a-2004,
2004.

[1SO 10118- 3]
SO, "Information technology -- Security techni ques --
Hash-functions -- Part 3: Dedicated hash-functions", |SQ
| EC 10118-3: 2004, 2004.

[1 SO 18033- 2]
1 SO, "Information technology -- Security techni ques
--Encryption algorithms -- Part 3: Asymretric ciphers”,
| SO'| EC 18033-2: 2010, 2010.
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[ NI ST800- 208]
National Institute of Standards and Technol ogy (N ST),
"Recommendati on for Stateful Hash-Based Signature
Schemes", NI ST 800-208, DA 10.6028/ N ST. SP. 800- 208,
Cct ober 2020,
<htt ps://nvl pubs. ni st. gov/ ni st pubs/ Speci al Publ i cati ons/
NI ST. SP. 800- 208. pdf >.

[ RC4] Schneier, B., "Applied Cryptography: Protocols,
Al gorithns, and Source Code in C, Second Edition", John
Wl ey and Sons, New York, NY , 1996.

[ RFC1321] Rivest, R, "The MD5 Message-Digest Algorithni, RFC 1321,
DA 10.17487/ RFC1321, April 1992,
<https://www.rfc-editor.org/info/rfcl321>.

[ RFC2104] Krawczyk, H., Bellare, M, and R Canetti, "HVAC. Keyed-
Hashi ng for Message Authentication", RFC 2104,
DO 10.17487/ RFC2104, February 1997,
<https://www.rfc-editor.org/info/rfc2104>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
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Appendi x A.  Changes from RFC 9231

The foll owi ng changes have been made in [ RFC9231] to produce this
docunent .

*

Move XMS and XMSSMI from the SignatureMethod MAC Al gorithmns
section to the SignatureMethod Public Key Signature Al gorithns
secti on.

Del et ed Appendi x on Changes from RFC 6931, since they were already
included in [ RFC9231], and renpve reference to RFC 6931 and to the
Errata agai nst RFC 6931.

Corrected URIs as foll ows:

OLD => CORRECTED

2001/ 06/ xm - exc-cl4n# => 2001/ 10/ xm - exc- cl4n#

2001/ 06/ xml - exc- c14n#W t hComrent s => 2001/ 10/ xnl - exc-
cl4n#W t hConment s

2006/ 12/ xm c14nl11# => 2006/ 12/ xm -c14n11$
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2006/ 12/ xm c14n11#W t hComments => 2006/ 12/ xm - c14n11#W t hConment s

* Added the follow ng al gorithns:

* Fi xed mnor typos and

Appendi x B.

[ ety g o
| Section | Algorithm(s) |
E e e e
| 3.3.14 | HSS/LMS |
F---- - - - I i T +
| 3.3.15 | M.-DSA |
L I +
| 3.3.16 | SLHDSA |
Fo-m e - - i I +
| 3.6.9 | M-KEM |
F---- - - - I i T +
Table 3

XML Schema for

added editorial changes.

htt p: // www. w3. or g/ 2001/ 04/ xm dsi g- nor e#

The foll owing XM. schena summarizes the XM. el enments and types in the

http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e# nanespace.

<?xm version="1.0" encodi ng="UTF-8"?>

<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"

<l-- Added in section 4.1 of this specification -->

xm ns:vc="http://ww. w3. or g/ 2007/ XM_.Schenma- ver si oni ng"
el enment For mDef aul t =" qual i fi ed"
vc: m nVersion="1.1"
xm ns:rfc4051="htt p://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#"

t ar get Nanespace="htt p: / / www. w3. or g/ 2001/ 04/ xm dsi g- nor e#" >

<xs: el enent name="PKCS7si gnedDat a" type="xs: base64Bi nary"/ >

</ xs: schena>

Appendi x C.

XML Schenmma f or

https://ww. w3. or g/ 2007/ 05/ xm dsi g- nor e#

The following XM. schena sunmarizes the XML el ements and types in the

https://ww. w3. org/ 2007/ 05/ xm dsi g- nor e# nanespace.
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<?xm version="1. 0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns:ve="http://ww. w3. org/ 2007/ XM_Schenma- ver si oni ng"
el ement For nDef aul t =" qual i fi ed"
vc: m nVersion="1.1"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns:rfc6931="htt p://ww. w3. or g/ 2007/ 05/ xm dsi g- nor e#"
t ar get Nanespace="htt p: / / wwwv. w3. or g/ 2007/ 05/ xm dsi g- nor e#" >

<xs:inport namespace="http://ww. w3. org/ 2001/ XM_Schema"
schemalLocat i on=
"https://ww. w3. or g/ 2009/ XM_LSchema/ XM_Schena. xsd"/ >

<xs:inport namespace="http://ww. w3. org/ 2000/ 09/ xnm dsi g#"
schemaLocati on=
"http://ww.w3. org/ TR/ 2008/ REC- xm dsi g- cor e-

20080610/ xnl dsi g- cor e- schenma. xsd"
/>

<!-- Added in section 3.3.9 -->

<xs: el enent nanme=" RSAPSSPar ans" type="rfc6931: RSAPSSPar ansType" >
<xs:annot ati on>
<xs: docunent ati on>Top | evel elenment that can be used in
Xs:any nanmespace="#other" wi |l dcard of ds:SignatureMt hod
content. </xs:docunentation>
</ xs: annot ati on>

</ xs: el ement >

<xs: conpl exType name="RSAPSSPar ansType" >
<Xs:sequence>
<xs: el enent ref="ds: D gest Met hod" m nCccurs="0"/>
<xs: el enent nanme="MaskGener ati onFuncti on”
type="rfc6931: MaskCGener ati onFuncti onType"
m nCccurs="0"/>
<xs: el enent
nane="Sal t Lengt h" type="xs:int" mnCccurs="0"/>
<xs: el enent
nanme="Trail erField" type="xs:int" mnCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nanme="MaskCener ati onFuncti onType" >
<Xs:sequence>
<xs: el enent ref="ds: D gest Met hod" m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nanme="Al gorithni type="xs:anyURl"
defaul t="http://ww. w3. org/ 2007/ 05/ xm dsi g- nor e#MaF1"/ >
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</ xs: conpl exType>
</ xs: schema>
Appendi x D. XM. Schema for http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#

The following XM. schena sunmarizes the XM. el ements and types in the
http://ww. w3. or g/ 2021/ 04/ xm dsi g- nor e# nanespace.
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<?xm version="1. 0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns:vc=
"http://ww. w3. org/ 2007/ XM_Schena- ver si oni ng"
el enment For mDef aul t =" qual i fi ed"
vc: m nVersion="1.1"
xm ns:rfc9231="http://ww. w3. org/ 2021/ 04/ xm dsi g- nor e#"
xm ns: xencll="http://ww. w3. or g/ 2009/ xm enc11#"
t ar get Nanespace="htt p: / / wwwv. w3. or g/ 2021/ 04/ xm dsi g- nor e#" >

<xs:inport namespace="http://ww. w3. org/ 2001/ XM_Schema"
schenmalLocati on="https://ww. w3. or g/ 2009/ XM_Scherma/ XM_Schena. xsd"/ >

<xs:inport namespace="http://ww. w3. org/ 2009/ xm encl1#"
schemaLocati on=
"https://ww.w3. org/ TR/ xm enc- corel/ xenc-schema- 11. xsd"/ >

<!-- Needed for 3.6.7 -->

<xs: el enent name="Nonce" type="xs:hexBi nary"/>
<xs: el enent nanme="Counter" type="xs: hexBi nary"/>

<!-- Needed for 3.6.8 -->

<xs: el enent name="ADD' type="xs:string"/>

<!-- Added in section 3.8.1 -->

<xs: el enent nanme="HKDFPar ans" type="rfc9231: HKDFPar ansType"/ >

<xs: conpl exType nanme="HKDFPar ansType" >
<Xs:sequence>
<xs: el enent nanme="PRF"
type="xencll: PRFAl gorithm dentifierType"/>
<xs:el ement name="Salt" m nCccurs="0" nmaxCccurs="1"
type="xs: base64Bi nary"/ >
<xs: el enent name="Info" mi nCccurs="0" maxCccurs="1"
type="xs: base64Bi nary"/ >
<xs: el enent name="KeyLength" m nCccurs="0" maxCccurs="1"
type="xs: positivel nteger"/>
</ xs: sequence>
</ xs: conpl exType>

</ xs: schena>
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