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Abst r act

| EEE 802 has defined a nunber of protocols which can operate between
adj acent Ethernet stations at Layer 2, including bridges, and may be
useful between Layer 3 aware stations such as IP routers and hosts.
An exanple is the Link Layer Di scover Protocol (IEEE Std 802. 1AB,
LLDP). This docunent specifies a MAC address that can be used for
this purpose for interoperability despite intervening bridges.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 13 Decenber 2025
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

| EEE 802 [I| EEE802] has defined a nunber of protocols which operate
bet ween adj acent Ethernet stations at Layer 2, including bridges,

~NOOTOTOTOTWNN

such as the Link Layer Discover Protocol ([|EEE802.1AB] LLDP) and the

Li nk Aggregation Control Protocol ([|EEE802.1AX] LACP). LLDP and
ot her such protocols may be useful between adjacent Layer 3 [ISO

aware stations such as IP routers and hosts. This docunment specifies

a MAC address that can be used for that purpose despite intervening
bri dges.

1.1. Notations Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in BCP

14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

In this docurment the terms/acronynms |isted bel ow have the indicated
meani ng:

"LACP" Link Aggregation Control Protocol [|EEE802.1AX].
"Layer 2" Layer 2 in the |SO nodel [ISQ.

"Layer 3" Layer 3 in the |ISO nodel [ISQ.

"LLDP" Link Layer Discovery Protocol [|EEE802.1AB].

"MAC' Media Access Control [RFC9542] (not Message Authentication
Code) .

"PDU' Protocol Data Unit.
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Net wor k Layers and MAC Addresses

LLDP [ 1 EEE802. 1AB] is a Layer 2 [I1SO protocol providing for the
unacknowl edged announcenent of information by an Ethernet station to
other stations on the sane Ethernet link. There are proposals for
the use of LLDP between L3 aware stations such as between a host and
its first hop P router or between |P adjacent routers. Exanples are
[ LLDP1] [LLDP2] [LLDP3].

As illustrated in the figure below, uses of LLDP and simlar
protocol s between Ethernet stations have a scope of adjacency
controlled by the nulticast destination MAC address [RFC9542] of the
Et hernet frame used to transmit the LLDP PDU

* Customrer bridges use 0x0180C2000000 for LLDP and the |ike. Franes
sent to that address are transparently forwarded through any | ower
| evel bridges, such as the provider bridges shown below. On the
other hand, IP routers do not forward franes sent to unknown
mul ti cast addresses unless configured to do so. Thus, frames sent
to this address by the customer bridge shown near the bottom of
the figure will not reach either of the custonmer bridges shown
hi gher up in the figure due to the intervening |IP router

* Provider bridges use 0x0180C2000008 for LLDP. Franes sent to that
address are transparently forwarded by | ower |evel bridges (not
shown in the figure) and are bl ocked by higher |evel bridges, such
as customer bridges. They are also bl ocked as described in the
previous point by IP routers.

LLDP or simlar Ethernet franes intended to be between adjacent IP
routers or between a host and its first hop IP router need to avoid
use of a destination MAC address that m ght be intercepted by any
intervening bridge. The nulticast destination MAC addresses used by
bridges are the bl ock from 0x0180C2000000 to 0x0180C200003F but it
woul d be best to be conservative and avoid all addresses from
0x0180C2000000 to Ox0180C2FFFFFF. An address neeting this criterion
is specified in Section 3 below and its use i s RECOVMENDED.
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Fi gure 1: Geneve Header

Not e: The above figure is sinplified. For exanple, where one or
two custonmer bridges or provider bridges are shown, there could be
zero or sone larger nunber. There could also be one or nore

bri dges between the host shown at the top of the figure and its
first hop IP router. Only two levels of bridge are shown
(customer and provider) but [|IEEE802.1(Q specifies additiona

| evel s of bridges.
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3.

| ANA Consi der ati ons

I ANA is requested to assign a 48-bit multicast MAC address

[ 0OXO0O000E900004 suggested] under the 1ANA QUI for use with Link Layer
Di scovery Protocol and simlar protocols between Layer 3 routers as
per the request in Appendix A The entry in the "I ANA Mul ticast
48-bit MAC Addresses" registry is as foll ows:

Addr esses Usage Ref er ence

[t bd] Layer 3 LLDP and the like [this docunent]

(Alternatively, there could be nore than on MAC address assigned for
different L3 or higher layer [ISQ purposes.)

Security Considerations
TBD
Nor mat i ve Ref erences

[ | EEE802. 1AB]
802, |EEE., "IEEE Standard for Local and netropolitan area
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[ LLDP1] Li ndem A., Patel, K, Zandi, S., Haas, J., and X Xu,
"BGP Logical Link Discovery Protocol (LLDP) Peer
Di scovery", Work in progress,
<https://datatracker.ietf.org/doc/draft-acee-idr-I1dp-
peer -di scovery/ >.

[ LLDP2] Congdon, P. and P. Bottorff, "LSVR | ETF Organizationally
Specific TLVs for |EEE Std 802. 1AB (LLDP)", work
in progress, <https://datatracker.ietf.org/doc/draft-
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Appendi x A, EU -48 Assignnent Request

(not yet submtted)

Appl i cant Name: Donald E. Eastlake II1

Applicant Email: d3e3e3@nmil.com

Appl i cant Tel ephone: +1-508-333-2270

Use Name: L3-LLDP

Docurent: [this docunent]

Speci fy whether this is an application for EU -48 or EU -64
identifiers: EUl -48

Si ze of Block requested: 1

Speci fy multicast, unicast, or both: multicast
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Aut hor’ s Addr ess

Donal d E. Eastl| ake 3rd

I ndependent

2386 Panoramic Circle
Apopka, Florida 32703
United States of Anerica
Phone: +1-508-333-2270
Emai | : d3e3e3@mail . com
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