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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent specifies use of the Domain Name System (DNS) SIG
Resource Record (RR) to provide a public key based method to

aut henticate DNS requests and transactions. Such a resource record,
because it has a "type covered" field of zero, is frequently called a
"SI 0)". This docunent obsol etes [ RFC2931].

1.1. Term nol ogy

General familiarity with DNS term nol ogy [ RFC9499] is assunmed in this
docunent .
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Sl 0) Design Rationale and Use

SIG(0) provides authentication and integrity protection for DNS
transactions and requests that is not provided by the DNSSEC RRSI G RR
specified in [RFC4034]. The authenticated data origin services of
DNSSEC [ RFC4035] either provide protected data resource records (RRs)
or authenticatable denial of their existence. Those services provide
no protection for

* glue records,

* DNS requests,

* the DNS nessage headers on requests or responses, and

* the overall integrity of a transaction, that is to say, that the

response was issued in response to the request sent and neither
was tanpered with.

Transaction authentication provi des sone cryptographi c assurance to a
resolver that it is at least getting the DNS response nessage from
the server and that the received nmessage is in response to the
request it sent. This is acconplished by adding either a TSIG RR

[ RFC8945] or, as specified herein, a SIG0) RR at the end of the
additional information section of the response which authenticates
the concatenation of the correspondi ng resol ver request and the
server’'s response

Requests can al so be authenticated by including a SIG0) RR at the
end of the request’s additional information section. Authenticating
requests served little purpose in DNS servers before the
specification of dynam c update except to enable nore rigorous
enforcement of restrictions on which resolvers can nake what requests
of the server. The nmethod of signing requests specified hereinis
primarily intended for authenticating dynam c update requests

[ RFC3007], TKEY requests [rfc2930bis], or other requests specified in
the future that require authentication

SIG0) is extensively used in [ RFC9665].
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Dependi ng on the request authority it is sought to establish, the
private keys used in public key based request security belong to the
host conposi ng the DNS request nessage or other entity conposing the
request or to a zone to be affected by the request. The

correspondi ng public key(s) can be stored in and retrieved fromthe
DNS for verification as KEY RRs with a protocol byte of 3 or 255

(ANY) .
3. Differences Between TSI G and Sl 4 0)

A TSI G [ RFC8945] RR can al so be used for request and transaction
authentication. There are significant differences between TSI G and

SI G 0).

Because TSI G invol ves secret keys available at both the requester and
server the presence of such a key can inply that the other party
understands TSI G and |likely has the sane key installed. Furthernore,
TSI G uses keyed hash authentication codes which are relatively

i nexpensive to conpute. Thus, it is conmon to authenticate requests
with TSIG and to authenticate responses with TSIGif the

correspondi ng request is authenticated.

SIG0) on the other hand, uses public key authentication, where the
public keys can be stored in DNS as KEY RRs and a private key is
stored at the signer. Existence of such a KEY RR does not
necessarily inmply that SIGO0) is inmplenented or enabled. In
addition, SIG0) involves relatively expensive public key

crypt ographi c operations that should be mninmzed and the
verification of a SIG0) involves obtaining and verifying the
correspondi ng KEY whi ch can be an expensive operation. Indeed, a
policy of using SI0) on all requests and verifying it before
respondi ng woul d, for some configurations, |lead to a deadly enbrace
with the attenpt to obtain and verify the KEY needed to authenticate
the request SIG0) resulting in additional requests acconpani ed by a
SIG0) leading to further requests acconpanied by a SIG0), etc.
Furthernmore, onmitting SIG 0)s when not required on requests hal ves
the nunber of public key operations required by the transaction.

For these reasons, SI G 0)s SHOULD only be used on requests when
necessary to authenticate that the requester has sone required
privilege or identity. SIGE0)s on transactions are defined in such a
way as to not require a SI0) on the correspondi ng request and still
provi de transaction protection. Wich SIG0)s are authenticated by
the server or required to be authenticated by the requester SHOULD be
a |l ocal configuration option.
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4.

A request or response may have either a TSIG or one or nore Sl 0)
RRs. It MJST NOT have both a TSIG and a SI0) and a request with
both MJST be rejected with FORMERR A response with both is ignored.

| Both DNS transaction security and DNSSEC data security

| originally used the SIG (type = 24) and KEY (type = 25) RRs.

| DNSSEC was changed to use the RRSIG (type = 46) and DNSKEY

| (type = 48) RRs [RFC4034]; however, transaction security,

| including TKEY [rfc2930bis] and SIG0), continue to use the SIG
| and KEY RRs.

The SI (0) Resource Record

The structure of SIG resource records (RRs) is the sane as the
structure of the RRSIG RR in [ RFC4034] Section 4 except as provided
bel ow.

The type of the SSGRRis 24. For SIJ0) RRs, the owner nane, class,
TTL, and original TTL, and Labels fields are neaningless. The TTL
fields and Labels field MJUST be zero, the CLASS field MJST be 255
(ANY), and these fields are ignored on receipt. A TTL of zero
decreases the risk that a DNS i npl enentati on that does not understand
SIG0) will cache such an RR  To conserve space, the owner nane
SHOULD be root (a single zero octet).

The inception and expiration times in SIG0)s are for the purpose of
limting replay attacks. They should be set to forma tinme bracket
such that nessages received outside that bracket are ignored. In IP
networks, this tine bracket should not nornmally extend further than 5
m nutes into the past and 5 ninutes into the future.

For all transaction SIG0)s, there MIST be a KEY RR associated with
the signer nanme with the public key corresponding to the private key
used to calculate the signature. For general transaction
authentication and integrity, the signer field is a nanme of the
originating host; for exanple, the host domain nane used may be the
i nverse | P address mapping nanme for an | P address of the host if the
rel evant KEY is stored there. For SIG0)s on requests requiring

aut hentication, the signer relates to the authority being requested
such as authority to update a zone.
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When SI (0) authentication on a response is desired, the SIG0) MJST
be considered the highest priority of any additional information for
inclusion in the response. |If the SIG0) RR cannot be added without
causi ng the message to be truncated, the server MJIST alter the
response so that a SIG 0) can be included, set the TC bit, and return
RCODE 0 (NOERROR). The client should at this point retry the request
usi ng an avail abl e transport that does not have UDP packet size
restrictions.

4.1. EDNS Option Structure

SI G(0) does not provide for an Original IDfield as provided in TSI G
[ RFC8945], which is needed to validate the SIG0) on a forwarded
request (see Section 6.1), and does not provide an error field as
provided in the TSI G and TKEY [rfc2930bis] RRs. These can be carried
in an EDNS(0) RR option [RFC6891] with option code TBD.

This EDNS(0) option may occur nultiple tines if there are nultiple
SI 3 0)s.

+0 (VSB) +1 (LSB)
T T S T S o T g S
0: | OPTI ON- CODE = TBD |
R T e e e e e e e o
2. | OPTI ON- LENGTH = 6 |
T T T e S T T TN S S
4: | Key 1D |
T T S T S o T g S
6: | Oiginal ID |
e T e e e R e e o Eh
8: | Error |

T S T T ST e T e i
Figure 1: SIG0) Oiginal IDand Error Return EDNS Option

The Key ID field is used to tie each EDNS option to the correspondi ng
SI0) RR Keylds are not guaranteed to be unique, so it is the
responsibility of the SIG0) creator to not use nultiple keys with
the same Keyl d.

The Error field, in responses, is an unsigned 16-bit integer

contai ning the extended RCODE covering Sl (0) processing. In
requests, this MJST be zero.
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5.

Cal cul ati ng Request and Transaction SI 3 0)s

A DNS request may be optionally signed by including one or nore
SIG0) RRs at the end of the request additional information section.
They are calculated for and sign the "data" consisting of the

fol |l owi ng:

1. the SIG0)’'s RDATA section omtting the signature subfield
itself, not just zeroing its value, and

2. the DNS request nessage, including DNS header, but not the UDP/IP
header and before any SI G 0) RR has been added so that, for
exanpl e, counts have not yet been adjusted for SIG0) inclusion.

That is
data = (SIG0) RDATA) | (request without SIGO0)s)

where "|" is concatenation and RDATA is the RDATA of the SI G 0) being
calculated omtting the signature itself.

Simlarly, a SIG0) can be used to secure a response and the request
that produced it. Such a transaction signature is calcul ated by
using a "data" consisting of

1. the SIG0)'s RDATA section omtting (not just zeroing) the
signature itself,

2. the entire DNS request nmessage that produced this response,
including the request’s DNS header and any SIG0)s that were
present but not its UDP/IP header, and

3. the entire DNS response nessage, including DNS header but not the
UDP/ | P header and before any Sl G 0)s have been added so that, for
exanpl e, response RR counts have not yet been adjusted for Sl G 0)
i ncl usi on.

data =
(SIG0) RDATA) | full request | (response wthout SIG0))

where "|" is concatenation and RDATA is the RDATA of the SI0) being
calculated |l ess the signature itself.

Successful verification of a response SI0) by the requesting

resol ver shows that the query and response were not tanpered with in
transit, that the response corresponds to the intended query, and
that the response comes fromthe queried server.

In the case of a DNS nessage via a streamtransport (e.g. TCP, DoT,
etc.), a SIF0) on the first data packet is calculated with "data" as
above and for each subsequent packet, it is calculated as follows:
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data = (SIG0) RDATA) | (DNS payload without SIG0)) | previous packet

where "|" is concatenations, RDATA is as above, and previ ous packet
is the previous DNS payl oad including DNS header and SI G 0) but not
the TCP/ I P header.

Except where needed to authenticate an update, TKEY, or simlar
privil eged request, servers are not required to check a request

SI ¢ 0).
6. Processing SI G 0) RRs and Responses

If one or nore SIG RRs are at the end of the additional information
section of a response and have a type covered of zero, they are
transacti on signatures covering the response and the request that
produced t he response.

If the time when a SIG0) on a request is received is outside the
interval indicated by the inception and expiration times in the
SIG0), the BADTIME error is returned.

If a response’s SI G 0) check succeeds, such a transaction

aut hentication SI G does NOT directly authenticate the validity of any
data RRs in the nmessage. However, it authenticates that they were
sent by the queried server and have not been altered in transit.
(Only an RRSI G RR [ RFC4034] signed by the zone or a key tracing its
authority to the zone or to resolver configuration can directly

aut henticate data RRs, depending on resolver policy.) |If a resolver
or server does not inplenent transaction and/or request SIGO0)s, it
MUST ignore them w thout error where they are optional and treat them
as failing where they are required.

6.1. Special Considerations for Forwardi ng Servers

A server acting as a forwarding server of a DNS nessage SHOULD check
for the existence of a SIG0) record. |If it cannot verify the
SIG0), the server MIST forward the nmessage unchanged i ncl udi ng the
SIG0) and the correspondi ng EDNS(0) option if one is present. |If
the SI G 0) passes all checks and verifies, the forwardi ng server
MUST, if possible, add a SIG0) of its owm to the destination or the
next forwarder. |If no transaction security is available to the
destination and the nessage is a request, and if the correspondi ng
response has the AD flag (see [ RFC4035]) set, the forwarder MJST
clear the AD flag before adding the SIG0) to the response and
returning the result to the systemfromwhich it received the
request.
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9.

A forwarded SIG0) is not verifiable unless the original transaction
IDis preserved by, for exanple,

* using TCP and naintaining a separate |ID space for that TCP
connection between the forwarder and the server or next forwarder
or

* by forwarding the EDNS option specified in Section 4. 1.
Security Considerations

Private keys used to create SIG0) RRs are very sensitive information
and all avail abl e steps should be taken to protect them on every host
on which they are stored. Such hosts may need to be physically
protected. |If they are multi-user machi nes, great care should be
taken so that unprivileged users have no access to private keying
material .

The inclusion of the SIG0) inception and expiration time under the
signature inproves resistance to replay attacks.

| ANA Consi der ati ons

I ANA i s requested to assign an EDNS OPT nunber in the "DNS EDNSO
Option Codes (OPT)" Registry as foll ows:

B bt ooty ety oo st

| Value | Nane | Status | Reference |

) ettty ey s —_—_——" p——p—p——_———(————————— o

| TBD | SIGZERO | Standard | [this docunent] |

+----- - Fo-m e - - I s +
Table 1
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Appendi x A, Changes from [ RFC2931]

1. Add section on considerations for forwardi ng servers.
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Pwn

Renove statenent that TCP support for SIG0) is OPTI ONAL.

Allow nultiple SIG0)s in a DNS request/response.

Specify an EDNS option to convey the original ID and return an
extended error code.

Editorial changes including updates to neet current Internet
draft format requirements. Update references. Convert source to
XM_v 3.

Appendi x B. Change History

RFC Editor: Please delete this section before publication.

B. 1.

g

B. 2.

B. 3.

B. 4.

From [ RFC2931] to -00

Change to require KEY RRs used in connection with SIG0) to have
a protocol byte of 255 (ANY). ([RFC2931] also permts a protocol
byte of 3.

Change i npl enentation requirenment for the TTL and CLASS field of
SI §0) RRs from SHOULD be zero and 255, respectively, to MJST
have those val ues and are ignored on receipt.

Add section on considerations for forwardi ng servers.

Renove statenent that TCP support for SIG0) is OPTI ONAL.
Specify an EDNS option to convey the original ID and return an
extended error code.

Editorial changes including updates to neet current Internet
draft format requirements. Update references. Convert source to
XMLv 3.

From-00 to -01

Add section on error return via EDNS and add | ANA request for an
EDNS OPT nunber.

Clarify that a SIG0) public key can be associated with a zone or
ot herwi se indicate authorization.

Add aut hor.

Editorial Changes.

From-01 to -02

Permt nmultiple SIE0)s.

Back out change requiring protocol 255 in SIG0)s and again
permt protocol 3 or 255.

Add reference to SIG0) usage in SRP.

Editori al Changes.

From-02 to -03
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1. GCeneralize TCP references to include nmentions of other stream
pr ot ocol s.

2. Update reference to DNSSD SRP fromdraft to [ RFC9665].
3. Editorial Changes.
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