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Abst ract

A met hod of encoding quality of comrunication service (QS)
requirenents in a Domain Name System (DNS) query is specified through
inclusion of the requirenents in one or nore |abels of the nanme being
queried. This enables DNS responses including addressi ng and packet

| abeling information that is dependent on such requirenents w thout
changes in the format of DNS protocol nessages or DNS application
programinterfaces (APIS).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 March 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

The Domai n Nanme System (DNS, [RFCL1034] [RFCL035]) is a distributed
dat abase that stores data under hierarchical domain nanes and
supports redundant servers, data caching, and security features. The
data is formatted into resource records (RRs) whose content type and
structure are indicated by the RR Type field. A typical use of DNS
is that, by inplenenting the DNS protocol, a host can retrieve IP
addresses stored at a domain nane from DNS servers through that
host’s DNS resolver. Many other types of data besides | P addresses
can be stored in and returned by the DNS
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There are instances where different DNS answers are desired depending
on the type of destination service to be connected to and/or the
communi cation protocol to be used for that communication. This can
be indicated in a query through the use of designated initial |abels
begi nning with the underscore codepoint (" ", Ox5F). This was
initially specified for the SRV RR Type [ RFC2782]. For exanple, a
query for type SRV to DNS name _|dap._tcp. exanpl e.comrequests

i nformati on on connecting to the exanpl e.com LDAP service with the
TCP transport. This underscore |abel prefix nethod has been extended
with additional types of |eading-underscore |abels for use with the
TLSA, URI, TXT, and other RR Types [ RFC8552].

Similarly, there is a need to encode different comunication service
quality requirements in DNS queries. Then different DNS answers can
be returned dependi ng, for exanple, on whether high bandwi dth or | ow
delay is the nost inportant factor in the comunication. Different
answers coul d cause packets to be handl ed, constructed, or addressed
differently which in turn could affect the path taken and/or the
behavi or of network sw tches al ong the conmuni cations path so as be
to nore likely to satisfy the desired communi cati on service
requirenents.

Such encoding into the nane being queried ensures that requirenents
will be forwarded by any recursive DNS servers between the querying
resol ver and the responding authoritative server. It also avoids any
change in DNS protocol messages or application programinterfaces
(APl s)

Thi s docunent specifies how quality of comrunication service

requi renents may be encoded in DNS queries through inclusion of the
requi renents in one or nore | abels of the name being queried enabling
an authoritative server to take such requirements into account in
determining its answers.

1.1. Termnol ogy and Acronyns

The foll owing term nol ogy and acronyns are used in this docunent.
General familiarity with DNS term nol ogy [ RFC9499] is assuned.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al

capital s, as shown here

ABNF - Augrent ed Backus- Naur Form [ RFC5234].

APl - Application ProgramInterface.
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DNS - Donmmin Name System
LDH - Letters, Digits, and Hyphen (DNS | abel) [RFC5890].
R-LDH - Restricted LDH (DNS | abel ) [ RFC5890].
RR - Resource Record [RFC9499]. Ths unit of data stored in the DNS
TLV - Type, Length, Val ue.
2. Including Service Requirenents in DNS Queries

This section specifies howto encode quality of comruni cation service
requirenents in one or nore domai n nanme | abels and di scusses why sone
alternatives nmethods of including requirements in a DNS query are

| ess desirable.

2.1. Including Information in DNS Queries

There exi st nethods to include information in a DNS request that are
conveyed only froma resolver to a server, that is, one DNS hop.
These are primarily through the inclusion of "meta-RRs" in the

Addi tional Information section of a DNS request [RFC1035] incl uding
the OPT neta-RR [ RFC6891] which can carry an extensible set of
options. These nmethods are generally not suitable to use for the

i nclusion of QoS requirenments for two reasons:

* Typical APls do not provide for neta-RRs to be specified on a
query or retrieved froma response.

* Because neta-RRs designate transient data associated with a
particul ar DNS nessage. Thus, if a query is forwarded by a
recursive DNS server, such requirements will be |ost.

O her nmethods of including information in a DNS query that are
preserved when a query is forwarded are the Nane, O ass, and RR Type.

Class is an additional dinension of DNS data besi des Name and RR
Type. However, only the "IN or Internet C ass has significant

depl oynent or utilization and DNS nessages specifying other C asses
are frequently bl ocked by m ddl e-boxes. Thus this dinension is not
useful in practice.

RR Type is only 16-bits and is already used to indicate the type of
RRs bei ng request ed.

This | eaves only the nanme being queried for the encodi ng of service
requi renent as specified bel ow.
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2.2. Encoding Service Requirements in DNS Nanes

Domai n names consi st of a sequence of labels, with |abels further to
the right being a higher level in the name hierarchy and |l abels to
the left of a particular |abel identifying nodes in the hierarchica
tree below that particular |abel. Each label is linmted to 63 octets
in length and the zero length null label is reserved to identify the
root node. In a conplete, valid domain name, the sum of the |length
of each label in the name plus one octet of overhead per |abe
(including the termnating null |abel) cannot exceed 255 octets.

Communi cation service requirenents are encoded into names bei ng
queried. This is done by including a QS |abel, constructed as
described below, in the name, usually as the left nost |label. A QS
| abel consists of a special prefix foll owed by a sequence of one or
nmore encoded TLVs indicating the QS requirenents. The use of such a
special prefix, which affects the interpretation of the renai nder of
the label, is simlar to the use of the "xn--" prefix to indicate

i nternationalized domai n names [ RFC5890].

2.2.1. Service Requirenment TLV Encodi ng

Each TLV expressing a service requirenment can be thought of as being
binarily encoded as shown in Figure 1 although the specified encoding
below in a DNS | abel is nore readable.

0 1 2 3 4 5 6 7
T e R e
| Type | Length |
T L T e
| Value (Length Bytes Long)

Figure 1: Service Requirement TLV Structure

Type: 4-bit unsigned integer indicating the type of service
requirenent.

Length: 4-bit unsigned integer indicating the I ength of the val ue
associ ated with the service requirenent in bytes. The presence of
an explicit length makes it possible to skip unknown /
uni npl enent ed service requirements

Val ue: The value, if any, associated with the service requirenent.
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Al t hough the DNS does not constraint the octet values within a | abel,
for ease of use and due to user interface restrictions, |abel octets
are commonly limted to a subset of printing ASCI1 [ RFC0020]
character values. Furthernore, for nane matchi ng purposes, the DNS
does not distinguish between octets having the upper case and | ower
case codes for an ASCII letter and in sone cases the storage of a

|l abel in the DNS and/or its later retrieval may change the val ue of
an octet in that |abel between the values for upper and | ower case
version of an ASCII letter [RFC4343].

To avoid possible problenms with this DNS case insensitivity or

possi bly probl enatic byte values such as zero, the TLV or sequence of
TLVs is included in the DNS nane | abel in hexadecimal notation with
one hex digit per byte using ASCII [RFC0020]. For "A" through "F",

ei ther upper or |ower case may be used. Although there are nore
conpact encodi ng that avoid nost of these problens, for exanple as a
custom zati on of Bootstring simlar to Punycode [ RFC3492] or Base32

[ RFC4648], hexdecinmal is used for sinplicity, to nake the encoding
into nanes nore easily readabl e for debuggi ng and ot her purposes, and
to provide anple reserved code points for future extensions.

Such future extensions MJST use the sane four prefix bytes and be
structured as TLVs but nmamy assign neaning to Type byte val ues
reserved in this document and may extend the meaning of the Length to
acconodate | onger values by allowing letters "G' through "Z" (or "g"
through "z") indicating Value I ength of 17 through 36 bytes. Length
byte MJUST NOT be any value than "0" through "9", "A" through "Z", or
"a" through "z" and if such a prohibited value ocurrs, that TLV and
the ream nder of he |abel MJST be ignored.

2.2.2. Requirenents Types and Val ue Encodi ng

The followi ng types of QS requirenents are initially defined. |If
nore than one requirenents TLV of the same type occurs in a DNS nane,
all but the first (leftnost) occurrance MJST be ignored.

Coarse: A general indication of the npst inportant service being
sought encoded as a one byte integer patterned after the |IPv4d ToS
(Type of Service) value specified in [RFCL1349]. (This is "coarse"
in contrast with the nore precise service requirenents defined
further below.) The follow ng coarse val ues are defi ned:

0x00 - Nornml service

0x01 M nimze cost.

0x02 Maxi m ze reliability.
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0x04 - Maxini ze throughput.
0x08 - M nimze del ay.
0x10 - Mnimze jitter

Bandwi dt h: The bandw dth requirenment is encoded as a fl oat 32
(32-bit IEEE floating point format [ieee754] number). The unit is
bits per second.

Del ay: The delay requirement is encoded in 24-bit integer fornat.
The unit is nicroseconds.

Jitter: The jitter (i.e., delay variation) is encoded in 24-bit
integer format. The unit is mcroseconds.

Loss Rate: This lost rate (i.e., the percentage of packet loss) is
encoded in 24-bit integer format. The basic unit is 0.000001%
(i.e., one packet drop per 100 million packets), where (2724 - 2)
= 16.777214%is the |l argest loss rate defined, 2"24-1 neans no

| oss rate requirenent, and O means the drop rate should be smaller
t han 0. 000001%

Using | EEE 32-bit floating point for the values when appropriate
provi des a compact notation that can encode up to approximately 10738
and down to approximtely 107-38 with 6 to 9 significant digits of
preci sion [ieee754].

2.2.3. Conplete QS DNS Nanes
The on-the-wire encodi ng of a domain nanme beginning with a service

requi renent | abel would be as shown in Figure 2 below. (In the DNS
wi re encodi ng, each label is preceded by a byte that indicates its

| ength.)

Fomm o - Fomm o - +o-m o - + +o-m o - o m e e e e e e i e e ee oo +
|length |prefix |TLV1 |...|TLVn | Encoded Renmi nder of Donmain Nane|
N N Fomm - - + Fomm - - o m e e e e e e e e e +

Figure 2: Name Wre Encoding Style 1

Al ternatively, service requirenments could split anong a sequence of
two or nore labels in a DNS name to be queried, as shown in Figure 3.

fome oo RO 4o+ fome oo RO o +
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Figure 3: Name Encoding Style 2
A display presentation of a DNS nane requesting a coarse QS
requirenent for mninmumdelay for conmunication with exanpl e.com
woul d be as shown in Figure 4.
gqs-- Prefix
1 TLV Type
1 TLV Length
08 TLV Val ue
exanpl e. com Renmi nder of dommi n nane
gs--1108. exanpl e.com  Conpl ete domai n name
Figure 4: Exanpl e DNS Name
3. Security Considerations
TBD
4. |1 ANA Consi derations
This section conforns to [ RFC3126].
I ANA is requested to create the followi ng registries.
4.1. Restricted LDH Label Prefixes
LDH | abel s are specified in [ RFC5890] as consisting of letters,
digits, and hyphen but not beginning or ending with a hyphen. That
is, strings of length from21 through 63 that match the ABNF
(Augnent ed Backus- Naur Form [ RFC5234]) expression for LDH bel ow
* LD=( a-z [/ 0-9) ;letter or digit (case insensitive)
* HYPH = %2D ; hyphen / m nus
* LDH = LD/ HYPH
* LDH LABEL = LD/ LD 0*61LDH LD
R-LDH (Restricted LDH) | abels are specified in [ RFC5890] as the
subset of LDH LABELs that begin with two letters/digits foll owed by
two hyphens. That is, they are LDH LABELs that match the ABNF
regul ar expression [ RFC5234] bel ow.

* R-LDH LABEL = 2LD HYPH HYPH 0*58LDH LD

East | ake & Song Expires 11 March 2026 [ Page 8]



I nternet-Draft QS Requirenments in DNS Queries Sept enber 2025

4. 1.

R-LDH Regi stry

IANA is requested to create a registry on the Domai n Name System
(DNS) Paraneters webpage as foll ows:

Nane: DNS Restricted LDH (R-LDH) Label Prefixes

Regi stration Procedure: Expert Review

Ref erence: [this docunent]

4. 1.

[ oo oo et oo
| Prefix | Description | Reference |
[ el sl s ool )
| qgs-- | QoS Requirenents | [this docunment] |
+-------- R I i T +
| xn-- | I'nternationalization | [RFC5890] |
F----- - - I i I I I I +

Table 1

R-LDH Expert Gui dance

In reviewi ng applications for the assignnent of an R-LDH prefix, the
Expert should keep in mind the foll ow ng gui dance:

1.

The use of labels with the requested prefix nmust be docunented in
an Internet Draft or RFC,

not significantly duplicate the use of any other R LDH prefix,

not require any changes to DNS protocol nmessages or DNS
mechani sms such as the handling of CNAVE or DNAME RRs or
wi | dcards, and

provi de a substanial additional capability.

Prefixes where the first or second character is any of the digits
"0", "1", and "5" or the letters "O', "I", and "L" should not be
assigned, due to the possibilities of confusion, unless there are
strong reasons to use these characters.

Assi gnment of more than one R-LDH for a purpose is prohibited.
The remai nder of an R-LDH | abel MJUST include an appropriate

ext ensi on mechani sm such as a version nunber or nultiple

unassi gned code points such that |ater versions or extensions can
be accodated without the assignnent of a new RRLDH label. If it
is necessary to distinguish sub-uses under an R-LDH prefix, this
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shoul d be done by encoding within the R LDH | abel after the

prefix or by a further |abel or |abels before and/or after the

R-LDH | abel, such as a | abel beginning wi th underscore ("_").
4.2. Requirenents Label Type Codes

I ANA is requested to create a registry on the Dormai n Nanme System
(DNS) Paraneters webpage as foll ows:

Nanme: DNS QoS Requi renents Label Type Codes
Regi stration Procedure: Expert review

Ref erence: [this docunent]

[ el s fums e pugut e oo gl s fu g pu s po s pj—p—j—r o
| Code | Hex | Description | Reference |
E el e oo et e e oo el e e
| - | 0x00-0x2F | reserved | |
B S, o m e e e - o e e e e oo o o e e e e e o +
| 0 | 0x30 | reserved | |
E M S R +
| 1| 0x31 | Coarse QS | [this docunent] |
S S S Fom e +
| 2 | 0x32 | Bandwi dth | [this docurment] |
B S, o m e e e - o e e e e oo o o e e e e e o +
| 3 0x33 | Del ay | [this docunment] |
E M S R +
| 4 | 0x34 | Jitter | [this docunent] |
S S S Fom e +
| 5 0x35 | Loss Rate | [this docurment] |
B S, o m e e e - o e e e e oo o o e e e e e o +
| 6-9 | 0x33-0x39 | unassigned | |
E M S R +
| - | Ox3A-0x40 | reserved | |
S S S Fom e +
| 10-15 | 0x41-0x46 | unassigned | |
B S, o m e e e - o e e e e oo o o e e e e e o +
| - | 0x47-0x60 | reserved | |
E M S R +
| 10-15 | Ox61-0x66 | unassigned | |
S S S Fom e +
| - | Ox67-0xFF | reserved | |
B S, o m e e e - o e e e e oo o o e e e e e o +
Table 2
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4.

5.

6.

2.1. Coarse Requirements Label Val ues

IANA is requested to create a sub-registry on the Domain Nanme System
(DNS) Paraneters webpage under the Requirenents Label Type Codes
registry as foll ows:

Nane: DNS QoS Coarse Requirenents Label Val ues

Regi stration Procedure: Expert review

Ref erence: [this docunent]

| Val ue | Descri ption | Ref erence |
[ ooy s oo oo oo ey o}
| 0x00 | Nornmal service | [this docunent] |
oo Fom e Fom oo +
| 0x01 | Mnimze cost | [this docunment] |
oo Fom e Fom e +
| 0x02 | Maxim ze reliability | [this docunent] |
o e e - T o e e e oo +
| 0x04 | Maxim ze throughput | [this docunment] |
oo Fom oo Fom oo +
| 0x08 | M nimze del ay | [this docunment] |
oo Fom e Fom e +
| 0x10 | Mnimze jitter | [this docurment] |
o e e - T o e e e oo +
| O&ther Values | unassigned | |
oo Fom e Fom e +
Tabl e 3
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