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Abst ract

There are an increasing nunber of |Pv6 hop-by-hop options specified
but such I Pv6 options are poorly handled, particularly by high-speed
routers in the core Internet where packets having options nmay be

di scarded. This docunment proposes a sinple nethod of transiently

hi di ng such options for part of a packet’'s path to protect the packet
fromdi scard or mi shandli ng.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 10 Decenber 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roduction

As discussed in [Options3] there are an increasing nunber of |Pv6
hop- by-hop options being specified. But such |Pv6 options, are
poorly handl ed, particularly by high-speed routers in the core

I nternet where packets having options rmay be discarded. This
docunent proposes a sinple nethod of transiently hiding such options
for part of a packet’s path to protect the packet from di scard or

m shandl i ng.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
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Ter ns:
ASIC - Application Specific Integrated Circuit.

field - an area of one or nore contiguous bits within a |larger data
structure.

2. P Options and Option Handling Probl ens

This Section is informational and intended to provide background
i nformation.

In the early days of the Internet, much of the traffic was text,
transm ssi on speeds were slow, and IP routers were conmonly snal
gener al - purpose conputers. Under these conditions, parsing IP
headers with various options or conbinations of options, handling
variable I ength options, etc., was relatively easy.

However, as time passed, the Internet increased in size, bandw dth
grew i ncl udi ng nmore vol um nous medi a such as vi deo, transm ssion
speeds increased enornously, and | atency/responsiveness requirenments
becane nore stringent. These requirenents have led to IP routers,
especially in the core of the Internet, becomng | ess flexible and
nmore specialized. To be able to handle data faster and nore
efficiently, such core IP routers are divided into a forwardi ng pl ane
and a control plane where the forwardi ng plan handl es the usual data
forwarding while the control plan handles routing control nessages
and ot her packets that the data plane cannot handle. 1In some IP
routers, the forwarding plane is inplenented with Application
Specific Integrated Circuits (ASICs) that are inflexible and may need
fields they exanine in an | P packet header to be at a fixed of fset
fromthe begi nning of the packet. Meanwhile, the control plane may
be inpl emented t hrough a general - purpose conputer which can only
handle a limted nunber of packets per unit tine.

For these reasons, many | P routers do not inplenent nany or any types
of I Pv6 Hop-by-Hop options (or |Pv4 [RFCO791] header options) except
through the control plane which has linmted capacity. Sending
packets with such options to the control plane can overwhel mthe
control plane and interfere with routing control nessages or other
critical functions. Very often, particularly for IP routers handling
a large volunme of traffic, a strategy is adopted of dropping IP
packets with such header options or ignoring the header options.

See [Options3] for a further discussion of these option handling
probl ens.
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2.1. 1Pv6e Options

Figure 1 shows the 1 Pv6 header [ RFC8200]. The initial 4-bit Version
field indicates the I P version nunber and woul d be 0b0110 to indicate
t he val ue 6.
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Figure 1: |Pv6 Header

The value of the 8-bit Next Header field specifies the type and
format of information i mediately followi ng the header. For exanple,
a value of 17 in the Next Header field indicates that the header is

i medi ately foll owed by a User Datagram Protocol (UDP) nessage and a
val ue of 6 would indicate the header is followed by a Transni ssion
Control Protocol (TCP) nessage. In sone cases, the data i mediately
after the 1 Pv6 header can be a header that itself includes a Next
Header field for the type of data following it and so on as shown in
Figure 2. Such headers, after the initial |IPv6 header and before the
mai n payl oad, are called Extension Headers and can be viewed as
extensions to the I Pv6 header. At this tine specified extension
headers include the six listed bel ow, additional extension headers
have been proposed, and |likely nore extension headers will be
proposed and specified in the future.

Speci fi ed extensi on headers:
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*  Hop-by-Hop Options

*  Fragnment

* Destination Options

* Routing

* Aut hentication

* Encapsul ating Security Payl oad

In the two "options" types of extension header, the "Hop-by-Hop
Options" and "Destination Options", the extension header content is
further structured into options each of which, except for a one byte
"padl" option, is an 8-bit type followed by an 8-bit option |ength,
foll owed by the option value. Hop-by-Hop options were initially
specified to require that every router pay attention to them \Wile
this has been relaxed in the nost recent |Pv6 specification, they are
still sometines viewed as inposing a burden on every |P router

t hrough whi ch they pass.

0 1 2 3

01234567890123456789012345678901
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| Next Header | Hdr Ext Len | |
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Figure 2: I Pv6 Option Extension Header
3. Overview of a Solution

Figure 3 shows a sinmplified high-level view of a network path between
two hosts within |l ocal networks through the Internet core. In
reality there are likely to be nore levels with a | ocal network,

whet her a hone, office, data center, or whatever, usually connected
through one or nore levels of |ower tier service provider before
connecting to a Tier 1 provider that connects to the Internet core,

al so known as the default free zone.

East | ake & Dong Expi res 10 Decenber 2025 [ Page 5]



I nternet-Draft Hi ding I P Options June 2025

Net wor k 1 . . Core | nternet

+--m - o - + +---+ +---+ +---+
| Host Al ---|R1O|-...-|R19|------------------ | ROO|
S R + +---+ +---+ . +---+
[ |
Net wor k 2 .:::.
. . | |
+--m - - - + +---+ +---+ . +---+
| Host B|---|R20|-...-|R29|------------------ | RO9
S R + +---+ +---+ . +---+

Figure 3: Hi gh Level View of an Internet Path

There are efforts to inprove and stream ine handling of |IPv6 Hop-by-
Hop options such as the nethods in [Optionsl] and [ Options2].
However, even if such a nmethod were popul ar and depl oyed in sone
network areas, there is likely to be significant delay before it
woul d be deployed in nost of the Internet core. VWhile sone Internet
core routers may ignore options, others discard packets with options
and, as long as there is a significant chance of such discard,
options are rendered essentially usel ess on paths through the core.

A solution is to hide options before | P packets arrive at the core.
Thi s docunent specifies a method so that this hiding is done in an
easily detectabl e and reversible fashion and thus options can be
easily unhi dden after |eaving the core. |Pv6 Hop-by-Hop options so
hi dden mi ght not be effective in the core but the situation can be an
i mprovenent over the traffic using such options being di scarded.

This solution requires destination support but that should be
knowabl e i n many cases such as traffic between branches of the sane
conpany or between a custoner and a data center

To obtain nore uniform handling of packets in a flow, it may be
desirable to treat all packet in the flow as if they had such options
in that the packet would be transforned to hide and unhi de options
even if there were none. Alternatively, this transformation could be
applied to all packets starting with the first having a problematic
opti on.
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3.1. Transiently Hding I Pv6 Options

| Pv6 Hop-by-Hop options are hidden by replacing the zero Next Header
field in the | Pv6 Header by the opaque |IP protocol nunber TBD. This
is a very sinple nodification of one 8-bit field in a fixed | ocation
that has no effect of the size of the packet and | eaves the Traffic
Cl ass, Flow Label, Hop Linit, etc., unchanged. They are unhi dden by
changing this opaque |IP protocol nunber in the |Pv6 header back to
zero. The points of hiding and unhiding in the packet’s path (or
paths if nulticast) should be chosen to maximze the routers at the
begi nning and end of the path (Figure 3) that inplenent the options
whil e minimnzing the chance of unwanted packet discard or other
damagi ng behavi or.

3.2. Evolution to Geater Option Support

This solution supports the evolution of the Internet toward nore
wi despread support or beneficent handling of hop-by-hop options as
fol | ows:

* As acceptable option handling is nore widely inplenmented, probably
starting at | ower bandwi dth routers nearer the edge, the
boundari es at which options are hidden and unhi dden can mgrate
closer to the core

If scattered core routers inprove to provide acceptabl e option
handl i ng, they can recogni ze the opaque protocol nunber and
performoptions, perhaps in a limted way, on packets where those
options are hidden to uninproved routers.

4. | ANA Consi derati ons

I ANA is requested to assign a nunmber fromthe "Assigned |nternet
Prot ocol Nunbers" registry as foll ows:

[ e oo oo e ey
| Decimal | Keyword | Protocol | IPv6 Ex Hdr | Ref erence |
[ oo oo ool e e e oo oo el °)
| TBD | Opaque | Opaque | | [this docurment] |
+---- - - - +---- - - - F--- - - i i I i T +

Table 1
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5

7

Security Considerations

The use of the opaque IP Protocol to mask options is intended to

di sabl e normal analysis of the follow ng packet content, specifically
hop- by-hop options in the I P header. This would nake firewalls, deep
packet analysis, and the like |less effective. However, such nethods
are less likely to be present in the network core where packets m ght
be obscured. Furthermore, firewalls tend to only admt packets with
known perm ssible values in protocol header fields such as the IP
protocol field. The rejection by a firewall of a packet with the
opaque | P protocol value will protect the nodes behind that firewall
from possi bl e danage due to the recei pt of a packet nodified as
specified in this docunent. |If the firewall does know the opaque IP
Protocol value, it should be configured to treat packets with that

val ue safely, possibly by reversing the option hiding transformation

Perform ng the specified option hiding header nodification only for
packets with options would reveal which packets have that
characteristic and m ght cause re-ordering of those packets with
respect to other packets in the same flow. Thus, it may be
beneficial to performthe specified nodification on all packets in an
order sensitive flow

Shoul d an |1 Pv6 packet nodified to hide options get through to a host
that does not understand this nodification, it would likely be
di scarded due to having an unknown | P Prot ocol

[More to be added ?]
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Appendi x A.  Revision H story
RFC Editor: Please delete this appendi x before publication.
Al -00to -01

M nor editorial changes. Add nore Security Considerations. Add
Acknowl edgenent s secti on.

A 2. -01to -02

Delete IPv4 material. It was a bit conplex and al nost no one really
cares about 1Pv4 options. Also, mnor editorial changes.

A3. -02to -03to -04

M nor changes.
A 4. -04to -05

Convert to XMLv3. Add aut hor.
A5, -05to -06 to -07

M nor changes.
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