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Abst ract

Thi s docunent describes an update to "DNS Catal og Zones" ([ RFC9432])
that facilitates a nethod to signal DNSSEC policy to DNSSEC si gners
for menber zone(s) using information contained within a catal og zone.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 27 October 2025
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent is a conpanion to draft-dyson-primary-zonefile-
initialisation in that between them and in conjunction with "DNS
Cat al og Zones" ([RFC9432]) and "Dynanmic Updates in the Donain Nane
System (DNS UPDATE)" ([ RFC2136]), it becones possible to conplete the
end to end initialisation of the provisioning, distribution, signing
and serving of a new zone using standards-defined nechani sns.

The key steps covered are:

* Dynamcally add a new zone to a catal og ("DNS Dynam ¢ Updat es"
([ RFC2136]), "DNS Catal og Zones" ([RFC9432]))

* Have a designated prinmary server initialise the zone and serve it
(draft-dyson-primary-zonefile-initialisation)

* Have secondary servers autonatically add and transfer the zone
("DNS Catal og Zones" ([RFC9432]))

Dyson Expi res 27 COctober 2025 [ Page 2]



I nternet-Draft Initialisation of DNSSEC Policy for DNS April 2025

* Have desi gnated DNSSEC signer(s) initialise keys and signing
policy for the zone (this docunent)

Qperators of |arge scale DNS systens may want to be able to signa

the creation of keys as well as key lifetine and ot her DNSSEC rel at ed
policy paranmeters as part of an end-to-end automated mechani sm
Further, they may want to avoid the need or overhead of engineering a
bespoke solution with the ongoing need to support and maintain it.

Thi s docunent defines a vendor-independent nechani sm of signalling
DNSSEC policy paraneters to DNSSEC signer(s) consum ng a catal og
zone.

Br oader provisioning of the base nameserver configuration is beyond
the scope of this docunent.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

The following is in addition to the conventions and definitions as
defined in "DNS Catal og Zones" ([ RFC9432]).

The use of parenthesis in the exanples is as described in "Domain
Nanes - |nplenentation and Specification" ([RFCL035]) Section 5.1

3. Catal og Zone Properties

Thi s section specifies new Catal og Zone | evel properties, additiona
to those defined in "DNS Catal og Zones" ([RFC9432]).

3.1. Schema Version (version property)

For this nmeno, the value of the version.$CATZ TXT resource record is
unchanged.

"DNS Cat al og Zones" ([RFC9432]) Section 3 is clear that "Catal og
consunmers MJST ignore any RRs in the catal og zone for which no
processing is specified or which are otherw se not supported by the
i mpl ementation.” and as such the addition of the records outlined in
this document will be ignored by inplementations that do not
recogni se them
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3.2. DNSSEC (dnssec property)
If the catal og zone consuner is configured to be a signer of the
menber zone being processed, the server MJST apply the policy in the
catalog. This action does not have to be constrained to the point at
whi ch a nenber zone is newWwy added to the catalog zone. |If a catal og
zone is re-configured such that signing is added or updated, the
policy MJST be applied to existing menbers zones within the catal og.
If the server consumng the catal og zone is not configured to be a
signer for the nenber zones in the catalog, records within the
bailiw ck of the dnssec property record MJST be ignored.

The "dnssec" property and labels within that bailiw ck are OPTI ONAL
and if absent then no special processing relating to DNSSEC shoul d
occur.

A nunber of sub-properties, expressed as |labels within the bailiw ck
of the "dnssec" |abel, define the initialisation paraneters.

3.2.1. Enabling Signing (enabled property)

The "enabl ed" property is used to signal whether zones shoul d be
si gned.

It is OPTIONAL and if absent, defaults to "1".
This can be configured at both the catal og zone level, as well as at
the nmenber zone level. As such, it facilitates the ability to set
policy paraneters at the catal og | evel, and then override that
setting on a per nenber zone |evel

3.2.1.1. Paraneters

The only paraneter is a boolean, stored as a character-string in the
RDATA of a TXT resource record

3.2.1.2. Exanples
Signing is disabled by default for nenber zones:
enabl ed. dnssec. $CATZ I N TXT "0"
Signing is enabled by default for menber zones:

enabl ed. dnssec. $CATZ I N TXT "1"
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3.2.2. Policy (policy property)

If the inplenmentation has the concept of pre-configured DNSSEC
policy, the "policy" property can be used to indicate the nane of
such a policy.

The "policy" property is OPTIONAL. |If present, then its val ue takes
priority over policy defined in the catal og.

If the naned policy is not configured on the designated signing
server, then an error SHOULD be | ogged. DNSSEC rel ated processing
MAY continue if the other dnssec properties are present and correct.
O herw se, processing SHOULD continue as if the entire dnssec
property section was absent.
Note that the nenber zone section permts the catal og zone |eve
settings to be overridden. A global policy can be overridden with
either a different policy, or with key details at the nmenber zone
| evel (see Section 4).

3.2.2.1. Paraneters

The only paraneter is a character-string in the RDATA of a TXT
resource record containing name of the pre-configured policy.

3.2.2.2. Exanple
policy. dnssec. $CATZ I N TXT "sone-dnssec- pol i cy-nane"
3.2.3. Keys (key property)

The "key" property is used to configure keys that will be applied to
the menber zone(s) in the catal og.

In the case of a single conbined key (type csk), at |east one key
MUST be defi ned.

In the case of split keys (types zsk, ksk), at |east one key of each
type MJUST be defi ned.

If paraneters are onmitted, such as key sizes or timng paraneters,
sensi bl e defaults follow ng the gui dance of "DNSSEC Operationa
Practices, Version 2" ([RFC6781]) MJST be used.

3.2.3.1. type paraneter

The "type" paranmeter MJST be present, and is used to convey the key
type. It MJIST be one of csk, zsk or ksk
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3.2.3.2. alg paraneter
The "al g" paraneter MJST be present, and is used to convey the key
algorithm Algorithns can be specified by nane or nunber (see | ANA
Regi stry "DNS Security Al gorithm Nunbers").

3.2.3.3. bits paraneter

The "bits" parameter is OPTIONAL, depending on whether this is
rel evant to the al gorithm being used.

3.2.3.4. lifetinme paraneter

The "lifetime" paraneter is OPTIONAL and is used to specify how | ong
the key shoul d be published for before being roll ed.

A value of zero (0) is used to indicate "unlimted" whereby the key
will not be rolled. This is also the default if unspecified.

3.2.3.5. Exanples
Conbi ned Key
key. dnskey. $CATZ I N TXT "type=csk al g=RSASHA256 bits=2048 |ifeti ne=0"
Split Key. The KSK will have unlinmted lifetime due to the omtted
lifetime parameter defaulting to zero (0). The ZSK will have a

lifetime of 90 days.

key. dnssec. $CATZ I N TXT "type=ksk al g=ECDSAP256SHA256"
key. dnssec. $CATZ I N TXT "type=zsk al g=ECDSAP256SHA256 |i feti me=90D"

3.2.4. Non Existence (nsec property)

The nsec paraneter is OPTI ONAL.

If absent, it defaults to the val ue "nsec"
3.2.4.1. Paraneters

The only paraneter is a character-string in the RDATA of a TXT
resource record containing the preferred NSEC nechani sm

If the desired nechanismis NSEC3, the NSEC3 paraneters MAY be
supplied i medi ately after, separated by a space. |If supplied, they
MUST be conpliant with "DNSSEC Security (DNSSEC) Hashed Authenti cated
Deni al of Existence" ([RFC5155]) Section 3.3.
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If the value is set to "nsec3" and the NSEC3 paraneters are omitted,
the values MUST default to "1 0 O -" as per "Cuidance for NSEC3
Paranmeter Setting" ([BCP236]) Section 3.1

3.2.4.2. Exanples
NSEC
nsec. dnssec. $CATZ I N TXT "nsec"
NSEC3 with defaults from [ BCP236]
nsec. dnssec. $CATZ I N TXT "nsec3"
NSEC3 with supplied parameters
nsec. dnssec. $CATZ IN TXT "nsec3 1 1 0 aabbccdd"

4. Menber Zone Properties
The default properties outlined above can be overridden per nemnber
zone. |If properties are specified in a nore specific scope than the
defaults, the npst specific scope MIST be used.
A subset MAY be specified in a nore specific scope, for exanple, the
SQA coul d be omitted, and just the NS records or DNSSEC parameters

speci fi ed.

The omitted properties would be inherited fromthe catal og | eve
val ues.

Simlarly, if parameters for a property are defined at the catal og
zone level, and only some paraneters are overridden at the nmenber
zone level, the other paraneters SHOULD be inherited fromthe catal og
zone | evel

<uni que- N>. zones. $CATZ 0 PTR exanpl e. com

enabl ed. dnssec. <uni que- N>. zones. $CATZ I N TXT "1"

key. dnssec. <uni que- N>. zones. $CATZ I N TXT ( "type=csk"
"al g=ECDSAP256SHA256" )

nsec. dnssec. <uni que- N>. zones. $CATZ I N TXT "nsec3"

4.1. Change O Oamnership (coo property)
There is no change to the coo property; if the menber zone changes

ownership to another catal og, fundanentally, the zone's naster file
al ready exists.
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The scope of this docunent is solely concerned with the
initialisation of a new zone's master file, and so in the case of the
zone changi ng ownership, the initialisation paraneters MJST NOT be
processed.
Noting that the primary server for a given catal og’'s nmenber zones may
not be the primary server for the catalog zone itself, nor the
primary server for another catal og’s nmember zones, operators should
consider their inplementation s configuration when planning a change
of ownership operation

5. Nane Server Behavi our

5.1. Ceneral Behaviour

5.2. Menber Zone Renoval
If the nmenber zone is renoved fromthe catal og zone, then any data or
configuration related to the DNSSEC signing of the zone MUST al so be
renoved unl ess the inplenmentation provides a configuration option
that facilitates retention

5.3. Zone-Associ ated State Reset
In the event of a zone state reset being carried out, the state of
the zone’s naster file MJST be reset as if the file was being
initialised for the first tine per this docunent.

6. Inplenentation and Operational Notes
When configuring the use of catal og zones, inplenmentations shoul d
give the operator the ability to indicate whether the catal og zone
consumer is a DNSSEC signer of the catal og’s nmenber zones.

7. Security Considerations

Thi s docunent does not alter the security considerations outlined in
"DNS Cat al og Zones" ([RFC9432]).

8. | ANA Consi derations
IANA is requested to add the following entries to the registry:
Regi stry Name: DNS Cat al og Zones Properties

Ref erence: this document
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| Property Prefix | Description | Status | Reference |
[ e ———————— Ll ——————————————_—_ Ll ——_———————————— Ll —p—p—(—(———r L
| dnssec | DNSSEC Properties | Standards | this |
| | | Track | document |
R RIS R - +
| enabl ed. dnssec | Enabl e/ Di sabl e | Standards | this |
| | DNSSEC Si gni ng | Track | document |
o e e e oo o e e e o o e e e oo R +
| policy.dnssec | DNSSEC Pol i cy | Standards | this |
| | | Track | document |
R RIS R - +
| key.dnssec | DNSSEC Keys | Standards | this |
| | | Track | document |
o e e e oo o e e e o o e e e oo R +
| nsec. dnssec | DNSSEC Proof of | Standards | this |
| | Non Existence | Track | document |
R RIS R - +

Table 1: DNS Catal og Zones Properies Registry

Fi el d nmeani ngs are unchanged fromthe definitions in "DNS Catal og
Zones" ([ RFC9432]).

9. Normative References

[ BCP236] Best Current Practice 236,
<https://ww.rfc-editor.org/info/bcp236>.
At the time of witing, this BCP conprises the foll ow ng:

Har daker, W and V. Dukhovni, "QGuidance for NSEC3
Par amet er Settings", BCP 236, RFC 9276,

DA 10.17487/ RFC9276, August 2022,
<https://ww.rfc-editor.org/info/rfc9276>.

[ RFC1035] Mbckapetris, P., "Donmin names - inplenmentation and
speci fication", STD 13, RFC 1035, DA 10.17487/RFC1035,
Novenber 1987, <https://ww. rfc-editor.org/rfc/rfcl035>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/rfc/rfc2119>.

[ RFC2136] Vixie, P., Ed., Thomson, S., Rekhter, Y., and J. Bound,
"Dynam c Updates in the Domai n Name System (DNS UPDATE) ",
RFC 2136, DO 10. 17487/ RFC2136, April 1997,
<https://www. rfc-editor.org/rfc/rfc2136>.
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[ RFC5155] Laurie, B., Sisson, G, Arends, R, and D. Blacka, "DNS
Security (DNSSEC) Hashed Aut henticated Denial of
Exi stence", RFC 5155, DO 10. 17487/ RFC5155, March 2008,
<https://www. rfc-editor.org/rfc/rfc5155>.

[ RFC6781] Kol kman, O., Mekking, W, and R G eben, "DNSSEC
Qperational Practices, Version 2", RFC 6781,
DO 10.17487/ RFC6781, Decenber 2012,
<https://www. rfc-editor.org/rfc/rfc6781>.
[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.
[ RFC9432] van Dijk, P., Peltan, L., Sur®, Q, Toorop, W,
Monshouwer, C. R, Thomassen, P., and A Sargsyan, "DNS
Cat al og Zones", RFC 9432, DO 10.17487/ RFC9432, July 2023,
<https://www. rfc-editor.org/rfc/rfc9432>.
Appendi x A.  Exanpl es
A. 1. Catal og Zone Exanpl e

The following is an exanpl e catal og zone showi ng sone of the
addi tional properties and paraneters as outlined in this docunent.

By default, zones are signed wth ECDSAP256SHA256, and NSEC i s used
for proof of non existence.

The exanpl e.com zone is not signed at all.
The exanpl e.org zone is signed with RSASHA256 with 2048 bit keys.

The exanpl e.net zone is signed with NSEC3 with OptQut set.
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catz.invalid. 0 SOA invalid. invalid. (
1 3600 600 2419200 3600 )

catz.invalid. 0 NS invalid.
enabl ed. dnssec. cat z. i nval i d. 0 TXT "1"
key. dnssec. catz.invalid. 0 TXT ( "type=zsk"

"al g=ECDSAP256SHA256" )
key. dnssec.catz.invalid. 0 TXT ( "type=ksk"
"al g=ECDSAP256SHA256" )

nsec. dnssec. catz.invali d. 0 TXT "nsec”

kahdkh6f . zones. cat z. i nval i d. 0 PTR exanpl e. com
haj hsj ha. zones. catz. i nvalid. 0 PTR exanpl e. net.
ytrytryt.zones.catz.invalid. 0 PTR exanpl e. org.

enabl ed. dnssec. kahdkh6f . zones. catz.invalid. 0 TXT "0"

key. dnssec.ytrytryt.zones.catz.invalid. 0 TXT ( "type=zsk
"al g=RSASHA256 bits=2048" )

key. dnssec.ytrytryt.zones.catz.invalid. 0 TXT ( "type=ksk
"al g=RSASHA256 bits=2048" )

nsec. haj hsj ha. zones.catz.invalid. 0 TXT "nsec3 1 10 -"

Appendi x B.  Aut hor Not es/ Thoughts
_NB: To be renpbved by the RFC Editor prior to publication. _

More paraneters can be added to support timings, TTLs, etc, but
wanted to circul ate the broad idea for feedback first before refining
the detail.

Not sure referring to BCP236 by section is correct as if the BCP is
updated to refer to another RFC, the section reference nmay be
incorrect... suspect | should renove the section reference..

I"ve stated that at |east one key of each type MJST be confi gured,
1xCSK or (1xZSK + 1xKSK) however, this doesn't permt for the
scenari o where the operator keeps their KSK offline and only
periodically signs and re-inserts the keyset signature into the
zone. ..

It may also be nice to be able to say "type=none" so that if the zone
received is already signed, it can be unsigned... see other operator/
transition thought below. ..

I"mmndful of this being useful, but also not overly conplex. It's
out side of the scope of this docunment, for exanple, as to the
updating of the DS in the parent. There are other nechani sns, such
as RFC9615 that deal with this.
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I"malso mndful that 3.2 says that if the policy changes, it nust be
applied to nenber zones - this feels like it is open to causing

mayhem unl ess the operator is very careful. 1°d like to include
sonething like the word "gracefully" ('the policy MJST be gracefully
applied ) but this feels too wooly and unclear. |'d welone thoughts
her e.

I"ve stated that if defined, the name of a pre-defined (in the

i mpl ementation’s config, such as BIND9's dnssec-policy) policy name
shoul d override policy defined in the catal og, but then pernitted
keys to be defined at a nenber zone level. This may be confusing.
I"mthinking about revising/renoving this.

I"m thinking about defining named policy in the catal og and then
setting a default named policy at the catal og | evel and just
specifying the policy nane at the meber zone level if there's a
desire to override

so, sonething like:

key. dnssec. nypol i cy. policies.dnssec.catz.invalid. 0 TXT ( "type=csk"
"al g=13" )

nsec. dnssec. nypolicy. policies.dnssec.catz.invalid. 0 TXT "nsec3"

key. dnssec. ot herpolicy. policies.dnssec.catz.invalid. 0 TXT ( "type=csk"
"al g=8 bits 2048" )

nsec. dnssec. ot herpolicy. policies.dnssec.catz.invalid. 0 TXT "nsec3 1 1 0 -

enabl ed. dnssec.catz.invalid. 0 TXT "1"

policy.dnssec.catz.invalid. 0 TXT "nypolicy"
pol i cy. dnssec. <uni que- N>. zones. catz.invalid. 0 TXT "otherpolicy"

An operator may want to be able to transition zones from ot her
operators w t hout breaki ng DNSSEC, secondary the given zone fromthe
exi sting provider, unsign it whilst post-publishing the incunbent’s
key(s) and re-sign with their own key(s) (all as part of a wi der
process). This feels quite niche and custom though, but is a use
case |’ m consi deri ng.

Appendi x C. Change Log

_NB: To be renpved by the RFC Editor prior to publication.
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