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Abst ract
Thi s docunent specifies a |ightweight authentication
mechani sm (Keyl D, anti-replay, algorithns, truncation, and
keying) intended to be reused by nultiple protocol profiles.
Concrete profiles define where the authentication data is
carried and the exact coverage rules for header fields.

Status of this Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet

Engi neering Task Force (IETF), its areas, and its working
groups. Note that other groups may al so distribute working
docunents as Internet-Drafts.

Internet-Drafts are draft docunents valid for a nmaxi mum of
six nonths and may be updated, replaced, or obsol eted by
ot her docunents at any time. It is inappropriate to use
Internet-Drafts as reference naterial or to cite them other
than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1id-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed
at http://ww.ietf.org/shadow htm

This Internet-Draft will expire on Dec 20, 2020.
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1.

I ntroduction

Many enterprises interconnect sites over the public Internet
and provider clouds using encrypted tunnels (typically IPsec
ESP). In "multi-segnment” deploynents, traffic enters a

provi der’ s backbone at one gateway and exits at another.
Because ESP hides the payload fromthe backbone, these
intermedi ate "cloud gateways" still need a small anount of
per - packet steering information (e.g., which egress, class,
or path) to forward packets correctly and at |line rate.

That steering information is conveyed in an outer
encapsul ati on header placed outside ESP. Exanpl es include a
GENEVE header (RFC 8926) as described in [ MILTI - SEG SDWAN] ,
an | Pv6 Segnent Routing Header (SRH, RFC 8754) when used for
steering, or UDP options used to carry netadata. Gateways
read only this outer header to make a forwardi ng deci sion;
they do not decrypt or re-encrypt the payl oad.

Because the outer encapsul ation header is not protected by
ESP, it is susceptible to on-path nodification. Unauthorized
or accidental changes can misroute traffic, bypass policy, or
degrade service. Ensuring forwarding integrity therefore
requires authenticating the relevant fields of this outer
header .

Thi s docunent specifies a |lightweight nethod to authenticate
encapsul ati on headers. The nethod uses a conpact integrity
check, keyed via the control plane, that covers only non-
mut abl e steering fields, adds m ni mal per-packet overhead,
and avoi ds payl oad decryption. It is applicable to GENEVE
SRH used for multi-segnent steering, UDP-option-based
headers, and simlar encapsul ations.

By authenticating only the necessary outer-header fields,
networ ks can enforce policy and protect forwarding integrity
whi | e mai ntai ni ng hi gh perfornmance when steering encrypted
traffic across cloud backbones and between segments. The
mechani sm conpl enents ESP: ESP continues to provide
confidentiality and integrity for the payl oad, while the

I'i ght wei ght authenticator protects the steering information
carried outside ESP.
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2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", " SHOULD', "SHOULD NOT", "RECOMMENDED', " NOT
RECOMVENDED', " MAY", and "OPTIONAL" in this docunent are to
be interpreted as described in BCP14 [RFC2119] [ RFC8174]
when, and only when, they appear in all capitals, as shown
her e.

The foll owi ng acronyns and terns are used in this docunent:
AES Advanced Encryption Standard
Cl oud DC: O f-Prem ses Data Center, managed by the third

party, that hosts applications, services, and
wor kl oad for different organizations or tenants.

CPE: Cust omer (Edge) Prem ses Equi pnent.

OnPrem On Premises data centers and branch offices.
RR Route Refl ector.

SD- WAN An overlay connectivity service that optinizes

transport of | P Packets over one or nore Underl ay
Connectivity Services by recogni zing applications
(Application Flows) and determ ning forwarding

behavi or by applying Policies to them [MEF-70.1]

VPN Virtual Private Network.

3. Use Cases
3.1. Miulti-segnent SD-WAN connected by d oud Backbone

In [ MULTI - SEG SDWAN], GENEVE encapsul ation is used to carry
| Psec-encrypted packets between CPEs via Coud GA, enabling
the C oud Backbone to steer traffic wi thout decrypting and
re-encrypting payl oads. To protect against malicious
alteration of routing netadata, the GENEVE header in this
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encapsul ati on SHOULD be aut henticated so that only authorized
entities can nodify or insert header information

This requirenment applies symetrically to both sides. For
exanple, CPEl to GM and CPE10 to GA2 each require

aut henti cation when their connectivity to the C oud GW
traverses the Internet. The authentication protects the
encapsul ati on header rather than the al ready-encrypted

payl oad. However, if the CPE-to-C oud GWNsegment is

i nherently secure, for example, a single Ethernet link or
private line, then additional authentication of the

encapsul ati on header is not required.
(AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA)

( Cl oud Backbone )
( +----- + +----+ +----- +)
+ --- (l CEdgel ==| GWMl==================== G2 | )
Direct | (+----- + H--\+ +--|--+)
Cbnnect | ( AAAAAAA/AAAA\AAAAAAAAAAAAAAAAAAAAAlAAAA)
{-+---} / \ |
{ VPN } / \ +-am - - +
{-+--} / | Psec Tunnel | CPE10|
S SIS (R + \ +- - - - - +
|/ | \ 192. 0. 2.128/ 25
++-- -+ | +--\-+ 198.51.100.128/25
| CPE1| +- - +CPE2|
+----+ +----+
Client Route: 192.0.2.0/26 192. 0. 2. 64/ 26

198. 51. 100. 0/ 26 198. 51. 100. 64/ 26
Figure 1 Miulti-Segnent SD-WAN via C oud Backbone

3.2. Metadata in UDP Aut hentication

[ MEDI A- HDR- W RELESS] descri bes how netadata can be carried in
a packet’s UDP Option Header [ UDP-OPTI ON-HDR] between

wi rel ess network nodes and application servers. Wile the IP
packet payload is encrypted, the netadata in the UDP Option
Header remai ns exposed in transit. Authenticating this
metadata is essential to ensure its integrity and prevent
unaut hori zed nodification that coul d mislead application

| ogi ¢ or disrupt service behavior
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UDP payl oad + net adata UDP payl oad + net adata
o e e e e oo oo + Tt +
/ \ lF \
;b \ ( ) \
/ ( ) +o--V---- 4 ( ) \
Y (Wrel ess) | Wrel ess| ( I P ) +----0----- +
| dient +--( Network )--+ Node +--( Network )--+ Server |
B + ( ) B + ( ) Fomm e e e oo +
(UDP dest) (. ) ( ) (UDP source)
(____ )
Wrel ess Provider App Provi der

Figure 2: Media Payl oad and Metadata in UDP Packet

The authentication described here focuses specifically on the
nmet adata carried in the UDP Option Header, rather than the
entire packet payload. This differs from Section 11.9

(Aut henti cation) of [UDP-OPTION-HDR], which applies

aut hentication to the full payload. Since the user payload is
al ready encrypted, authenticating it again is unnecessary,;
protecting the appended netadata alone is sufficient to
ensure integrity. The nethod proposed in this docunment is
intentionally lightweight, targeting only the appended

met adata to reduce processing overhead while still ensuring
its integrity.

4. Header Authentication Methods Anal ysis

Several methods can be used to authenticate encapsul ation
headers wi thout processing the entire packet payl oad. The
choi ce depends on bal anci ng security strength, processing
over head, and depl oynment conplexity.

- HVAC- based authentication provides strong integrity
protection and is widely supported. It uses shared keys
bet ween endpoi nts and renai ns effective even when outer
| P addresses or encapsul ati on headers change in transit.

- Aut hentication Header (AH) [RFC 4302] authenticates IP
headers but fails when any address or nutable field is
nmodi fied en route, such as by NAT, |oad bal ancers, or re-
encapsul ation. This limtation makes AH unsuitable for
mul ti-segnment or cloud-backbone environments. HMAC, by
protecting only non-nutable steering fields and
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tol erating address changes, provides a nore flexible and
robust sol ution.

- Li ghtwei ght checksunms (e.g., CRC or Fletcher) offer
m ni mal overhead but do not protect against intentiona
tanpering and are only suitable for environments with | ow
security risk.

- Digital signatures ensure strong, non-repudiabl e
integrity but add significant conputational cost and
packet size, making theminpractical for high-throughput
scenari os.

The net hods described here are intended for authenticating
only the encapsul ati on header (e.g., GENEVE, SRH, UDP Option)
whil e | eaving the al ready-encrypted payl oad untouched. This
targeted authentication reduces processi ng overhead conpared
to full-packet authentication, while still preventing
tanmpering with critical steering or nmetadata infornation.

5. Encodi ng of Header Authentication Val ue
5.1. Analysis of HMAC Val ue

Wil e a 32-byte HVAC val ue is recommended for strong security
[ NI ST- SP-800- 107], appending this to every packet can

i ncrease the packet size enough to cause MIU exceedance,
fragnmentation, and hi gher transm ssion over head.

A practical conpromise is to use a shorter HVAC, such as 4
bytes (32 bits) or 8 bytes (64 bits), when the primary goa
is integrity and authenticity verification w thout heavy
performance inmpact. Truncating the HVAC conserves bandw dth
reduces processing tinme, and is especially beneficial in

hi gh- speed or resource-constrai ned environnents.

As noted in [RFC2104], authentication tags may be truncated
(e.g., to 128 bits or less) to balance security with
efficiency. Wile shorter tags reduce the cryptographic
strength conpared to full-length values, they can stil
provi de adequate protection agai nst comon threats in the

i ntended use cases.
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5.2. Consideration in Generating the Authentication Val ue

HVAC- SHA- 256 [ RFC4868] [ RFC6234] produces a 32-byte (256-bit)
out put by default. For scenarios requiring shorter

aut henti cation val ues, such as 4 bytes (32 bits) or 8 bytes
(64 bits), the foll owi ng nethods can be used:

- Direct Truncation: Select the first n bytes fromthe HVAC
output. This is sinple, efficient, and the approach
recomended by [ RFC2104].

- Secondary Hash: Apply a separate hash function to the
full 32-byte HVAC output to derive the desired shorter
val ue.

Direct truncation is generally preferred for its sinplicity
and m ni mal processing overhead, especially in high-speed or
resour ce-constrai ned environments.

5.3. Authentication Value Encodi ng

The HVAC- Aut h- VAL Sub-TLV carries the HVAC aut hentication
val ue used to validate the encapsul ati on header. It MJST be
the last Sub-TLV in the encapsul ation header. The HVAC i s
conmput ed over the entire encapsul ati on header excluding the
HVAC- Aut h- VAL Sub-TLV itself, using a pre-configured

al gorithm

01234567890123456789012345678901
i s T S i i T S A b e ok
| HVAC- Aut h-Val | length | Key I ndex | Reserved |
i e e R e i o i S i ik i S I N S T
| Sequence nunber |
B i s T T i i o S o T Ji I
I
+-

HVAC Aut hentication Val ue |
I i i T i S S S -
Fi gure 3 HVAC Sub-TLV

- HVAC- Auth-Val (8 bits): Type value = 6 (assigned by
[ MULTI - SEG SDWAN] ) .

- Length (8 bits): Total length of the Value field,
excluding the Type and Length fields. This is equal to
the HVAC I ength plus 4 bytes for sequence nunber, 1 byte
Key I ndex, and 1 reserved byte. Default is 10 bytes, but
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| onger val ues may be used in deployments with higher
security requirenments

- Key Index (8 bits): Index of the key used for HVAC
cal cul ation, enabling key rotati on and nmanagenent. The
key set is pre-shared and agreed upon between sender and
receiver.

- Sequence nunber (32 bits): Unsigned, network-byte-order
counter scoped per {sender, receiver, Key Index}. The
sender MJST initialize it on key activation and increnent
by 1 for each packet; reuse within the sane Key Index is
forbi dden. The receiver MJST enforce anti-replay with a
sliding wi ndow and drop stal e/ duplicate val ues.

- HVAC Aut hentication Value: The conputed HVAC out put,
based on the encapsul ati on header (excluding this Sub-

TLV) .
5.4. Sel ective Packet Header Authentication

Sel ective Packet Header Authentication (SPHA) enables

recei ving nodes to authenticate only a subset of flows, as
determ ned by control -plane instructions froma controller or
managenent system Every packet includes an Authentication
TLV in its encapsul ati on header, but only packets of
selective flows carry a genui ne authentication value; others
contai n dunmy val ues. This design ensures that an observer
cannot di stingui sh which packets are actually authenti cated,
reducing the risk of targeted tanpering.

The netadata in each CENEVE or other encapsul ation header is
al ways valid and current. The control plane deternines the
aut henti cation frequency, or which flows to be authenti cated.
On receipt, nodes verify only the packets of designated flows
according to pre-configured policy, thereby reducing
processing | oad while maintaining protection agai nst header
mani pul ati on.

SPHA is particularly valuable in environments where

aut henti cating every packet header is conputationally
expensi ve, such as on resource-constrai ned devices. It
optim zes the bal ance between security and perfornance,
ensuring that the integrity of critical flows is protected
wi t hout i nposing unnecessary overhead on all traffic.
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6. Authentication Key Distribution

The |ightwei ght authentication nmethods in this docunment apply
to environments where | Psec tunnels connect SD-WAN CPEs to
Cloud GM. When traffic froma CPE is destined for services
in the Coud Data Center, the Coud GNdecrypts the |Psec
traffic. When traffic is routed through the C oud Backbone to
reach remote CPEs, the |ightweight authentication nmethod is
appl i ed without decryption at the C oud GAs.

6.1. Key Distribution Via Secure Control Plane

When a secure control channel exists-such as between two
organi zations for interconnection, or between a network
controller and its CPEs-authentication keys can be exchanged
over this channel

Pre-shared keys are preferred for their sinplicity and

ef ficiency. For deploynents requiring stronger security, keys
shoul d be generated using a cryptographically secure random
nunber generator to avoid predictability, and key lifetines
shoul d be kept short.

In a [ MILTI - SEG SDWAN] environnment, the Coud Controller can
own the authentication keys and securely distribute them
such as via TLS, to the enterprise’s SD-WAN controller. In a
[ MEDI A- HDR- W RELESS] envi ronnent, the application controller
can simlarly distribute keys securely to the wrel ess
provider’s controller or nmanagenent system

To mai ntain ongoi ng security, keys should be rotated
periodically, and versioning information should be included
so both ends al ways use the correct and current keys.

6.2. Key Distribution Via Secure Data Pl ane Tunne

In environments where | Psec tunnels connect SD-WAN CPEs to
Cloud G, the I Psec tunnel itself provides a secure channe
for transmtting authentication keys, protecting themfrom
eavesdroppi ng or tanpering during distribution

The existing | Psec session keys can al so serve as input to a

key derivation function (KDF), producing dedicated

aut henti cation keys that are cryptographically linked to the

| Psec keys but never directly exposed. This approach ensures

both strong security and operational efficiency by |everaging
al r eady- est abl i shed secure channel s.
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7. Dynam c Authentication Policy Contro

The sel ection and frequency of flows to be fully

aut henticated are determ ned by the network controller
through a secure nmanagenent channel with the edge nodes. This
policy can target specific flows or, for exanple, only the
first packet of those flows.

VWhen a network segment is deened at higher risk of security
threats, such as man-in-the-mddle (MTM attacks, the
controll er can dynam cally adjust the policy to:

- Increase the proportion of flows subject to ful
aut henti cati on.

- Apply additional header encryption between CPEs and C oud
Gs.

- Use stronger encryption algorithns (e.g., AES-256).

The secure managenent channel enables real-tinme adaptation to
changi ng network conditions and threat |evels, ensuring that
aut hentication renmains both efficient and effective. By

adj usting authentication scope and strength as needed, the
system can detect and deter malicious attenpts to inject or
mani pul ate traffic, maintaining the integrity of the data
flow

8. Packet Loss Handli ng

In environments using Sel ective Packet Header Authentication
(SPHA), packet |oss can reduce the number of authenticated
packets available for integrity verification, which my
tenmporarily weaken header-tanpering detection. In non-SPHA
depl oynents where every packet is authenticated, |oss
directly inpacts both integrity verification and delivery
reliability.

Therefore, nechanisns to mtigate the effects of packet |oss

are inportant in both SPHA and non- SPHA environnents, but are
especially critical in SPHA when authentication frequency is

al ready reduced.

M tigation Techni ques

Several conpl enmentary nmethods can be applied to mninize the

security and operational inpact of |ost packets:
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- Retransmi ssion Requests: Allow receivers to securely
request retransm ssion of |ost packets that were expected to
carry valid authentication data.

- Forward Error Correction (FEC): Send additional error-

correcting codes to enable reconstruction of |ost packets

wi t hout retransm ssion, which is useful in high-Iatency or
unrel i abl e networks.

- Sequence Nunbering: Assign sequence nunbers to all packets
so that m ssing packets can be detected quickly and trigger
alerts or retransm ssions.

- Heartbeat Messages: Periodically send control or status
packets summari zi ng aut henti cated packet sequences to speed
| oss detection.

- Milti-Path Transm ssion: Transnit duplicates of critica
packets over multiple network paths to increase delivery
success probability.

- Adaptive Authentication Thresholds: Dynamically increase
aut henti cation frequency when packet |loss is detected,
ensuring enough aut henti cated packets reach the receiver to
mai ntain integrity guarantees.

- Time-based Reconciliation: Periodically conpare packet
headers received over a given interval to identify gaps and
det ect possi bl e tanpering.

Each of these methods can be tailored to fit the specific
needs and constraints of the network, allow ng for an

ef fecti ve bal ance between security, performance, and
reliability in the face of packet |oss challenges.

9. Mechanismto Handl e Repl ay

Repl ay attacks-where an attacker resends previously captured
packets to disrupt or mslead the network-nust be addressed
in both SPHA and non- SPHA environnents, but the mtigation
approach differs.

I n non- SPHA environments, where every packet is

aut henticated, replay protection is typically inplenented
usi ng per-packet identifiers such as sequence nunbers,
nonces, or timestanps. This nakes detecting and rejecting
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10.

repl ays straightforward, provided the anti-replay w ndow and
state tracking are properly managed.

In SPHA environnents, where authentication is applied to

sel ected flows rather than every packet, replay protection
must still ensure that packets within authenticated flows are
uniquely identifiable and time-bound. Wthout this, attackers
coul d replay unaut henti cated packets froman existing flow or
reuse authenticated packets within the replay w ndow. Flow

| evel authentication therefore requires suppl enenta

measur es, such as per-packet sequence nunbers or tinestanps,
to maintain protection agai nst replays.

Conmon techniques for mitigating replay attacks include:

- Sequence Nunbers: Ensure each packet has a nonotonically
increasing identifier to detect duplicates or out-of-order
arrival s.

- Nonce Val ues: Add unpredictable values to each packet to
guar ant ee freshness.

- Session Keys with Rotation: Change keys periodically so
captured packets cannot be reused after a key update.

- Packet Expiry Information: Set validity wi ndows so old
packets are automatically rejected.

- Stateful Inspection: Maintain connection state to identify
packets that fall outside expected patterns.

These neasures, used individually or in conbination, ensure
that replay attenpts are detected and bl ocked, preserving the
integrity of both SPHA and non- SPHA depl oynents.

Security Considerations

The effectiveness of HVAC based aut henticati on depends on the
strength of the shared key, the robustness of the hash

al gorithm and sound key nanagenent practices. Deploynents
shoul d select algorithns and key lifetinmes that match their
specific security requirenents.

While a 32-bit signature can reduce processing and bandwi dth
over head, especially valuable in resource-constrained
environnments, it provides |ower cryptographic strength.
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11.

12.

13.

13.

Operators nust eval uate whether this trade-off nmeets their
ri sk tol erance.

For environments concerned about possible HVAC key
conprom se, an additional integrity layer such as |Psec AH

[ RFC4301] or ESP-NULL [ RFC2410] [ RFC6071] nmay be applied on
top of existing I Psec encryption between CPEs. These net hods
require pairw se | Psec key managenent between C oud GM and
CPEs and introduce additional processing |oad. AH al so has
the limtation of being inconpatible with NAT traversal due
to changes in outer |P headers.

Manageabi |l ity Consi derations

Ef fecti ve managenment of HVAC key configurations between SD
WAN edges and Cloud GM is critical for maintaining

aut henti cation consi stency. The nmanagenent system nust
support secure key generation, protected distribution, and
periodic key rotation. It should al so include clear
procedures for rapid key revocation and repl acenment in the
event of conprom se or other security incidents, ensuring
m ni mal disruption to operations.

| ANA Consi der ati ons

Thi s docunent nakes no | ANA requests. It reuses the HVAC
Aut h- Val Sub-TLV Type defined in [ MILTI.SEG SDWAN] .
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