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1. Introduction
[ MULTI - SEG SDWAN] descri bes scenari os and net hods where an
addi ti onal header (GENEVE Encapsul ati on [ RFC8926]) is added
to the encrypted payl oad to steer packets through underl ay
networks. In these scenarios, the underlay network edge nodes
do not decrypt and re-encrypt the payl oads. The header
information is used for optim zing packet forwarding in
underl ay networks and, therefore, resides outside the |Psec
ESP header. Authenticating these additional headers is
inmportant in certain environments to prevent malicious actors
fromtanpering with header information
Thi s docunent outlines |ightweight nethods to authenticate
encapsul ati on headers, ainmng to reduce the conputationa
resources needed for this process while ensuring security.
These net hods can be applied to authenticate GENEVE and SRH
headers used by [ MIULTI - SEG SDWAN], RFC8754, UDP option
headers [ MEDI A- HDR- W RELESS], [ UDP-OPTI ON-HDR], and ot her
encapsul ati on headers.

2. Conventions used in this document
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", " SHOULD', "SHOULD NOT", "RECOMMENDED', " NOT
RECOMVENDED", "MAY", and "OPTIONAL" in this docunent are to
be interpreted as described in BCP14 [RFC2119] [ RFC8174]
when, and only when, they appear in all capitals, as shown
her e.

The foll owing acronyns and terns are used in this docunent:

AES Advanced Encryption Standard

Cl oud DC. Of-Prem ses Data Center, nmanaged by the third
party, that hosts applications, services, and
wor kl oad for different organizations or tenants.

CPE: Cust omer (Edge) Prem ses Equi pnent.

OnPrem On Prem ses data centers and branch offices
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RR Rout e Refl ector.

SD- VAN An overlay connectivity service that optimzes
transport of | P Packets over one or nore Underl ay
Connectivity Services by recogni zing applications
(Application Flows) and determ ning forwarding
behavi or by applying Policies to them [MEF-70.1]

VPN Virtual Private Network.

3. Use Cases

3.1. Miulti-segnent SD-WAN connected by C oud Backbone

[ MULTI - SEG SDWAN] descri bes the net hod of using GENEVE Header
to encapsul ate the | Psec encrypted packets for Coud GNto
steer the packets through the C oud backbone without the
Cloud GM to decrypt and re-encrypt the payl oad, as shown in
the figure below. It is necessary to authenticate the GENEVE
Header to prevent anyone fromtanpering with the informtion
in the GENEVE header.

( NANNNNNNNNNNNNNN

( d oud )
( +----+ +----+ ) +- - - - - +
+ - - -(-l Edgel == G/\]_l ========—========= G2 |
Direct | ( +----+ +/--\+ ) +--]--+
Connect | (/\/\/\/\/\/\/\/ ANNN\ /\) |
{-+--1} / \ I
{ VPN } / \ oo +
{-+--} / | Psec Tunnel | CPE10|
S R S + \ +----- +
| / | \ 10.2.1.x
++/ - -+ | H---+ 20.2.1.x
| CPE1| +- - - - +CPE2| 30.2.1.x
F--- -+ F--- -+
Cient Route: 11.1.1.X 10.1.1.x
21.1.1.x 20.1.1.x
30.1.1.x
Figure 1 Multi-Segnment SD-WAN via C oud Backbone
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3.2. Metadata in UDP Aut hentication

[ MEDI A- HDR- W RELESS] descri bes the scenario and net hod of
carrying netadata in a packet’s UDP Option Header [ UDP-
OPTI ON- HDR] bet ween wirel ess network nodes and the
application servers. The | P packet payload is already
encrypted. It is necessary to authenticate the nmetadata to
prevent anyone fromtanpering with it.

UDP payl oad + net adata UDP payl oad + net adata
o e e e oo + S +
/ \ lb \
lF \ ( ) \

/ ( ) +o--V---- 4t ( ) \
+---V---- 4 (Wrel ess) | Wrel ess| ( I P ) +----0----- +
| dient +--( Network )--+ Node +--( Network )--+ Server |
E - + ( ) E - + ( ) - +
(UDP dest) (. ) ( ) (UDP source)

( )
Wrel ess Provider App Provi der

Fi gure 2: Media Payl oad and Metadata in UDP Packet

The descri bed header authentication focuses solely on

aut henticating the appended netadata in the UDP Option
Header. This approach differs from Section 11.9

(Aut henti cation) of [UDP-OPTION-HDR], which authenticates the
entire payload. It's inportant to note that the

aut hentication method outlined in this docunent is designed
to be Iightweight.

4. Header Authentication Methods Anal ysis
4.1. Justification for Header Authentication
Aut henticating | P packet encapsul ati on headers is essenti al
for safeguarding against a variety of nmalicious activities,
in particular:
Integrity Assurance:
Tamper Detection: Any unauthorized nodification or

tanpering of the headers can be detected, indicating
potential malicious activity.
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4.

Security in Overlay Networks
Overlay Network Protection: GENEVE or VXLAN are comonly
used in overlay networks, where security is paranmount.
Aut henti cating encapsul ati on headers hel ps secure the
overlay network by preventing attackers from nmanipul ating
routing information or injecting nmalicious packets into the
net wor k.

Preventing Spoofing and Injection Attacks:
Source Address Verification: Authentication ensures that
the source address in the encapsul ati on header is genui ne.
Thi s hel ps prevent address spoofing, ensuring that the
sender’s identity is verified and not nani pul ated by
mal i ci ous actors attenpting to inject unauthorized traffic.

Protecti on Agai nst Man-in-the-M ddle Attacks:
Routi ng Mani pul ation Prevention: In the case of SRv6, which
i nvol ves source routing, authenticating headers prevents
unaut hori zed changes to the routing information. This
guards agai nst man-in-the-mddle attacks where an attacker
could alter the routing path of the packet.

Preventing Deni al - of -Service (DoS) Attacks:
Header Fl ooding Protection: Authentication adds a |ayer of
protection agai nst DoS attacks that flood the network with
mani pul ated or maliciously crafted encapsul ati on headers.
By verifying the authenticity of headers, the network can
reject unauthorized or suspicious traffic.

HVAC- Based Aut henticati on Met hod

HVAC uses hash functions |ike SHA-256 [ RFC4868], which are
computationally efficient and can be processed quickly by
bot h software and hardware. This ensures m ninmal inpact on
networ k performance, even at high data rates, naking HVAC an
efficient choice for authenticating |IP encapsul ati on packet
headers, such as GENEVE or UDP option headers. [RFC2104]
descri bes the general construction of HVAC and guides its
use.

Here's are the steps:

Key Establishnent:
Need a secure channel for network edges to share a secret
key. This could be done manual configuration or through a
secure key exchange protocol
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4. 3.

4. 4.

Addi ti onal Header Field:

Need to add a new field in the packet header, e.g., "HVAC
Auth-Vval" field, to store the HVAC val ue. Before sending
the packet, the edge node conmputes the HVAC of the entire
header (excluding the HVAC Auth-Val field) using the shared
secret key.

Aut henti cati on Process:

VWhen a packet is received, the recipient recal cul ates
the HVAC of the received header using the shared key.
Conpare the conmputed HVAC with the value in the received
"HVAC- Aut h-Vval " field.

If the values match, the header is considered authentic
and has not been tanpered wth.

Thi s nethod provides a |ightweight approach for ensuring the
authenticity and integrity of |IP encapsul ati on packet headers
wi t hout addi ng significant overhead.

Di gital Signatures

Digital signatures, while effective for providing
authenticity and integrity of data, have severa
limtations when it conmes to authenticating IP
encapsul ati on headers or UDP option headers. Here are sone
key reasons why digital signatures are not ideal for this
pur pose:

Conplexity: Digital signatures involve cryptographic
operations such as hashing and asymmetric encryption, which
require significant conputational resources.

Frequent Changes: |P encapsul ati on headers and UDP option
headers often contain fields that change frequently as the
packet traverses the network. Digital signatures would need
to be recalculated for each change, which is inpractical.

O her Authentication Methods

There are several alternatives to HVAC for nessage

aut henti cation, including CMAC (G pher-based Message

Aut henti cation Code) [ RFC4493], GVAC (Gl oi s/ Counter Mode
Message Aut hentication Code) [RFC4106], Pol y1305 [ RFC8439],
S| PHASH [ RFC8968], BLAKE2 [ RFC7693], and KMAC (Keccak
Message Aut hentication Code) [ RFC8702]. CVMAC is based on
AES . Advanced Encryption Standard. [RFC3826] and offers
strong security in hardware-accel erated environnments, while
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GVAC provi des high performance and is often used with AES-
GCM for authenticated encryption. Polyl1305, known for its
speed, pairs well wth ChaCha20, and SIPHASH is optim zed
for short inputs, making it ideal for hash table | ookups.
BLAKE2 is faster than traditional hash functions and offers
bot h hashi ng and keyed MAC capabilities. KMAC, based on the
SHA- 3 sponge function, provides flexibility with vari abl e-

| ength keys and tags. Despite these alternatives, HVAC
remains a preferred choice due to its w despread support,
robust security, and efficient perfornmance across diverse
hardware and software environnents, naking it a reliable
and wel | -understood option for authenticating IP
encapsul ati on packet headers.

5. Encodi ng of Header Authentication Val ue
5.1. Analysis of HMAC Val ue

Wil e the ideal HVAC val ue size might be 32 bytes for robust
security [N ST-SP-800-107], adding an extra 32 bytes to each
| P packet can significantly inpact the overall packet size,
potentially | eading to exceeding the underlay network’ MIU
(Maxi mum Transm ssion Unit), fragnentation, and increased
transm ssi on over head.

To address this chall enge, a judicious conprom se can be made
by enploying a smaller, yet still secure, shorter HMAC size,
such as 4 bytes (32 bits) or 8 hytes (64 bits can be

consi dered to append the packet header (or UDP Option
Header). Shortening the HVAC reduces the packet size,
conservi ng bandwi dth and reducing processing time, which is
crucial in high-speed networks and resource-constrai ned
environments. VWiile a truncated HVAC offers | ess security
than a full-length HVAC, the shorter length still provides
sufficient protection against comobn threats in scenarios
where the primary goal is to ensure data integrity and
authenticity without inposing significant performance
penalties. Additionally, the use of a shorter HMAC is often a
pragmatic choice in environments where packets are frequently
nodi fied, as it mnimzes the need for recalculating the

aut henti cati on code.

As stated in the [RFC2104], the authentication tag may be
truncated (e.g., to 128 bits or less) as a nmeans of reducing
the packet overhead and still provide adequate security,
dependi ng on the application
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5.2. Consideration in Generating the Authentication Val ue

HVAC- SHA- 256 [ RFC4868] [ RFC6234] produces a 32-byte (256-bit)
output by default. Here are sone nethods to generate a 4-byte
(32-bit) or 8-byte (64-bits) HWMAC val ue,

- Direct Truncation: Sinply take the first 4 bytes of the
HVAC out put .

- Hash function output: apply another hash function on the
32 bytes value fromthe HVAC SHA-256 to derive 4 bytes
val ue.

[ RFC2104] suggests using the Direct Truncation nethod.
5.3. Authentication Val ue Encodi ng

HVAC- Aut h- VAL Sub-TLV specified in this section can be
appended to the | P header for the header authentication
pur pose.

The HVAC- Aut h- VAL Sub-TLV is to carry the HVAC aut henti cati on
val ue. The HVAC Sub- TLV nust be appended as the | ast Sub-TLV
in the encapsul ati on header. The entire encapsul ati on header,
excl uding the HVAC Sub-TLV, is included in conputing the HVAC
aut henti cati on val ue based on the pre-configured algorithm
The detailed Sub-TLV is specified bel ow

01234567890123456789012345678901
R e s T o T S R El ok i R e e S S e o o s
| HMAC- Auth-Val | length | K | Reserved |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
|
+-

HVAC Aut henti cation Val ue |
T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR
Fi gure 1 HVAC Sub-TLV

HVAC- Aut h-Val (8 bits): HVAC Authentication Value Type = 6
(assigned by [ MILTI - SEG SDVWAN] ) .

Length (8 bits): total length of the value field, which is
the length of the HVAC Aut hentication Value in bytes plus 2
Reserved bytes. It is 6 bytes by default. However, in sone
depl oynents where security requirenments are high, a |onger
aut henti cati on val ue can be consi dered.
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K Flag (2 bits): indicates the index of the key used for
computing the HVAC Aut hentication Value present in the TLW.
This flag allows the recipient to identify which key froma
predefined set is used to generate the HVAC, facilitating key
rotati on and managenent. The key set is assunmed to be shared
and agreed upon by both the sender and the receiver prior to
conmuni cati on.

HVAC Aut hentication Value: is computed including the entire
encapsul ati on header, excluding the HVAC aut h-Val Sub-TLV,
based on a pre-configured al gorithm

5.4. Sel ective Packet Header Authentication

Sel ective Packet Header Authentication (SPHA) enpl oys a
strategi c nethod, where receiving nodes selectively

aut henticate a subset of packets, guided by control nessages
fromtheir controller or managenent systens. Each packet
features an Authentication Type-Length-Value (TLV), but only
speci fic packets or flows undergo full authentication

Aut hent i cat ed packets contain a genui ne authentication val ue
in the TLV Value field of the encapsul ati on header, while
others hold dumry authentication values. However, it should
be noted that the nmetadata itself in each GCENEVE or other
encapsul ation is actual/new informati on. The control plane
determ nes the frequency of authentication or selective flows
for authentication, and the presence of an Authentication TLV
on every packet conceal s which packets are authentically
val i dated. This obfuscation enhances security by preventing
intermediaries fromtanpering with or identifying the

aut henti c authentication val ues.

On the receiving end, nodes verify the authentication of
headers based on a pre-configured policy, choosing only
speci fic packets or flows for authentication. This nmethod of
sel ectively applying authentication effectively bal ances
security with operational efficiency. It optimzes resource
usage whil e maintaining robust protection agai nst header
mani pul ation, making it an econom cal choice for securing
network traffic against nman-in-the-mddle attacks.

Furthernmore, for packets that are not authenticated, the
receiver can still nonitor for integrity by conparing their
headers, such as the flowidentifier, with those of

aut henti cated packets. This conparison hel ps detect

unaut hori zed nodifications, even if the packet itself was not
aut henti cat ed.
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This selective authentication nethod is particularly
beneficial in environments where the computational cost of
aut henti cating every packet header is prohibitively high,
such as on small 10T devices. Mreover, in contexts where
packet payl oads are already encrypted, the main concern
shifts to ensuring the integrity of the packet headers. The
use of HVAC or Digital-Sig Sub-TLVs in SPHA provides a robust
measur e agai nst header tanpering by potential malicious
intermedi aries, thereby maintaining the integrity of packet
headers.

Overall, SPHA offers a sophisticated and dynani c approach to
packet authentication, effectively balancing security with
efficiency and scalability.

6. Authentication Key Distribution

The |ightwei ght authentication methods proposed in this
docunent are for environnents where there are |Psec tunnels
bet ween SD-WAN CPEs and the Cloud GN For traffic originating
from SD-WAN CPEs and terminating within the Coud Data Center
(DC), the Cloud GWdecrypts the IPsec traffic. For traffic
that needs to be routed via the C oud Backbone to renote
CPEs, the proposed |ightwei ght authentication nethod is used.

6.1. Key Distribution Via Secure Control PlIane Channe

The proposed depl oynent environnent assunes the presence of a
secure channel between the two organi zations for key
exchange. It al so assunes a secure channel exists between the
network controller and the CPEs. O her scenarios are out of
the scope of this docunent.

Pre-shared keys are preferred over dynam ¢ key exchange for
simplicity and efficiency when possible. In scenarios
demandi ng a hi gher security posture, authentication keys can
be generated using a cryptographically secure random numnber
generator to mitigate predictability and opt for shorter key
lifetimes.

In the case of [ MILTI-SEG SDWAN], the Coud Controller can
own the authentication key and securely distribute it to the
enterprise’s SD-WAN control |l er through a secure channel, such
as TLS. In the case of [MEDI A-HDR-W RELESS], the application
controller can own the authentication key and securely
distribute it to the wireless provider’s controller (or
managenment system.
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To enhance security, it is inperative to periodically rotate
the aut hentication keys and incorporate key versioning
informati on. This ensures that both the Coud Operator’s
Controller and the enterprise’s SD-WAN controller utilize the
correct and up-to-date keys.

6.2. Key Distribution Via Secure Data Pl ane Tunne

For environments with | Psec tunnel s between SD-WAN CPEs and
the Cloud GN the IPsec tunnel provides a secure channel for
transmitting authentication keys, ensuring protection against
eavesdroppi ng or tanpering during distribution

Additionally, the existing |IPsec keys can be used as input to
a key derivation function (KDF). The KDF generates unique

aut hentication keys that are cryptographically linked to the
| Psec keys but not directly exposed.

7. Control Plane Mechani sm
The configuration for the frequency and sel ecti on of packets
or flows that undergo real authentication is managed through
a secure nanagenent channel between edge nodes and the
network controller
Options i nclude:
- Specific flows,
- the first packet of specific flows or every 'N packets.
When a network segnent is detected to have a higher than
usual probability of security risks, such as man-in-the-
mddle (MTM attacks, several actions can be taken to
mtigate these risks. For exanple:

- Increase the frequency of packets or flows to be fully
aut henti cat ed,

- Mve towards conprehensive authentication where all packet
headers are authenticated, rather than just selective flows.

- Adding another layer of encryption for the header between
CPEs and O oud GW.
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- Use Stronger Encryption Al gorithns: Ensure that the
encryption algorithns used for securing data are strong
(e.g., AES-256).

The secure managenent channel facilitates dynam c adjustnents
to the authentication process, accommodating varyi ng networKk
condi tions and security needs efficiently.

Thi s approach al so enhances security by enabling the
detection of malicious actors injecting traffic into the
flow This capability not only ensures the integrity and
security of data flow but also acts as a deterrent against
man-in-the-middl e attacks, providing a robust defense
mechani sm agai nst unaut hori zed data mani pul ati on

8. Franes Loss Handl i ng

Here are sone nethods that can be effectively integrated with
SPHA to mitigate the inpact of packet |oss:

- Retransm ssion Requests: |nplenent a nechani smwhere
recei ving nodes can request the retransm ssion of |ost
packets. This is particularly useful for packets that were
supposed to carry valid authentication but were lost in
transit. Ensuring that these packets can be retransnmitted
securely is crucial

- Forward Error Correction (FEC): Use FEC techniques to send
additional error-correcting code with the packets. This

all ows the receiver to reconstruct |ost packets without
needi ng a retransni ssion, which is especially useful in high-
| atency or unreliable network environments.

- Sequence Nunbering: Assign sequence nunbers to each packet
as they are sent. This allows receiving nodes to detect

m ssing packets (gaps in the sequence nunbers) and can be
used to trigger alerts or retransm ssion requests.

-  Heartbeat Messages: Regul arly send heartbeat or status
messages that can help in identifying packet |oss quickly.
These nessages can carry summary infornation about the
sequence of authenticated packets, allowing for faster
detection and recovery from packet | oss.

- Milti-Path Transm ssion: Use nultiple network paths to

send duplicates of critical packets. This redundancy
increases the likelihood that at | east one copy of the packet
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reaches its destination, which is useful in networks where
packet |loss is frequent.

- Adaptive Authentication Thresholds: Dynam cally adjust the
frequency of authentication based on network conditions. If
packet loss is detected, the systemcould increase the

aut henti cation frequency to ensure that enough authenticated
packets are received to maintain security.

- Tinme-based Reconciliation: Inplenent a system where
packets are periodically reconciled based on their
timestanps. This can help in identifying mssing packets over
a specific interval and ensure that data integrity is

mai nt ai ned over tine.

Each of these nethods can be tailored to fit the specific
needs and constraints of the network, allowi ng for an

ef fective bal ance between security, performance, and
reliability in the face of packet | oss challenges.

9. Mechanismto Handl e Repl ay

Handl i ng replay attacks, where a man-in-the-m ddl e resends
previously captured packet franmes to disrupt or mslead the
network, is crucial in maintaining the security of a network
usi ng Sel ective Packet Header Authentication (SPHA). Here are
several strategies that can be enployed to mtigate the risk
of replay attacks:

- Tinmestanps: Include precise tinestanps in each packet’'s
header. Receiving nodes can then check these tinestanps
against a permissible time windowto ensure that packets are
not being replayed outside of this wi ndow This approach
requi res synchroni zed cl ocks between the sender and the
receiver.

- Sequence Nunbers: Use uni que sequence nunbers for each
packet. This allows the receiving nodes to detect out-of-
order or repeated sequences, which are indicative of replay
attacks. Sequence nunbers should be sufficiently large to
prevent rollover during a session.

- Nonce Val ues: Incorporate a random or pseudo-random numnber
(nonce) in each packet that cannot be predicted by attackers.
Thi s nonce can be verified by the receiver to ensure that
each packet is fresh and not a replay.
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10.

10.

- Chal | enge- Response Mechani sns: | npl ement a chal |l enge-
response system where the receiver sends a challenge to the
sender, and the sender nust include a response in subsequent
packets. |If a packet |acks the correct response, it can be
assuned to be a replay.

- Session Keys: Use session-specific keys that change
periodically or each tine a new connection is established.
Even if a packet is captured, it will beconme usel ess once the
sessi on key changes.

- Packet Expiry Information: Enbed expiry information wthin
packets to define how long they are valid. This can prevent

ol der packets from being accepted by the receiver long after
their intended |ifespan.

- Stateful Inspection: Uilize stateful inspection at the
receiving end to track the state of network connections and
val i date that incom ng packets conformto the expected state.
This can hel p detect and bl ock packets that are anonmalies or
repl ays based on previ ous conmuni cati ons.

Each of these nmethods can be used alone or in conbination to
provi de robust defense nechani sns agai nst replay attacks,
enhanci ng the security of comrunications in networks using
SPHA.

Security Considerations

The HVAC provided security relies on the strength of the
shared key and the effectiveness of the algorithnms. Each
depl oynent nust adjust the hash al gorithm and key nmanagenent
based on specific security requirements and consi derati ons.

Wiile a 32-bit signature offers efficiency advantages,
especially in resource-constrained environnments, it cones
with security trade-offs. It is essential to carefully

consi der the specific security requirenments of the depl oynent
to assess whether the reduced security strength is
accept abl e.

1. AH based Integrity and Authentication

For enterprises or Cloud providers worryi ng about secret HVAC
keys being comprom sed, they can add anot her |ayer of AH
encryption [ RFC4301] or ESP-NULL [ RFC2410] [ RFC6071] on top
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of the IPsec encryption between the two CPEs. Both AH and
ESP-NULL | Psec encryption require pairw se | Psec key
managenent between Cl oud GA and the CPEs, therefore
requiring nore processing on Cloud G and CPEs. In addition,
the AH encrypted packets can't traverse NAT because of outer
| P address changes.

11. Manageability Considerations

A robust managenent systemis essential for handling HVAC key
configurations between SD-WAN edges and C oud GNto ensure
consi stency and streamine the managenent of authentication
settings. It is inperative to guarantee the secure
generation, distribution, and periodi c updating of HVAC keys.
Additionally, inplenenting a well-defined process for
pronptly revoki ng and repl aci ng HVAC keys in response to
conprom ses or other security incidents is necessary.

12. | ANA Consi derati ons
I ANA is requested to assign the values for the foll owi ng Sub-
TLV types that can append to | P Header for Authentication
Pur pose:

- HVAC Aut h-Val Sub-TLV Type: The HMAC Sub-TLV is to carry
t he HVAC aut henti cati on val ue.
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