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Abstract

Thi s docunent specifies a receiver-driven _Metadata Subscription_
(MDS) nmechanismfor BGP. A BGP speaker uses the new MDS NLRI to
subscribe to specific service netadata attri butes.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 6 June 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Service nmetadata can be attached to BGP UPDATEs to enabl e path

sel ection not only based on traditional routing cost but also on the
runni ng conditions of edge-hosted services as described in
[I-D.ietf-idr-5g-edge-service-netadata]. These attributes may vary
per service and change rapidly; distributing all such netadata to all
i ngress nodes can be overwhel m ng especially when sone devi ces have
limted processing capability, or when not all routes require

consi deration of both network cost and edge-environnment cost to
determ ne the optimal path.

I'n common i BGP topol ogies with Route Reflectors (RRs), advertising

edge nodes attach service netadata to UPDATEs wi t hout know ng which
i ngress nodes will receive and use the information. To enable
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sel ective delivery, this docunent specifies a _Metadata Subscription
(MDS) _ nechani sm by which an ingress node explicitly signals, via a
new MDS NLRI, the netadata types, and optionally the set of Route
Targets (RTs), it wishes to receive. RRs renove netadata attributes
when reflecting an UPDATE to a peer that has not subscribed. Wen
the receiving peer has an active subscription, the Metadata Path
Attribute is propagated accordingly. Peers w thout a subscription do
not receive netadata, while reachability remai n unchanged.

Unlike static filtering, MDS is dynam c: subscriptions can be
installed, refined, and withdrawn as service placenent or consunption
needs evolve. This subscription-driven nodel linmts control-plane
churn and processing overhead while preserving nornmal BGP
reachability senmantics.

2. Conventions used in this document

The reader is expected to be familiar with the term nol ogy defined in
[1-D.ietf-idr-5g-edge-service-netadata].

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

3. Sunmary of QOperation

An ingress node that wi shes to receive service netadata for routes
tagged with particular Route Targets (RTs) signals its interest by
advertising one or more MDS NLRI (AFI=I Pv4/1Pv6, SAFI=TBD- MDS) t hat
identify the relevant RTs. Nodes that do not advertise MDS NLRI are
treated as having no subscription and therefore do not receive

met adat a.

BGP speakers renove netadata attributes when advertising an UPDATE to
a peer that has not subscribed to the RT associated with that UPDATE.
If the peer has subscribed, the metadata is propagated. Route
reachability and other BGP attributes remai n unaffected.

MDS state persists until the corresponding MDS NLRI is withdrawn or
until the BGP session resets, unless configured otherw se.

A RR MAY advertise MDS NLRI on behalf of its clients to facilitate

subscription aggregation, provided that it tracks the client
subscriptions accurately.
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4.

Support for Enhanced Route Refresh [ RFC7313] is RECOMMENDED to
facilitate on-denmand resynchronizati on.

Capabi lity Negotiation

A BGP speaker that is able to receive and process MBS NLRI MJST
advertise the corresponding (AFl, SAFl) pair (AFl = | Pv4 or |Pv6,
SAFI = TBD-MDS) using the Multiprotocol Extensions Capability

[ RFC4760]. A speaker MJUST NOT send MDS NLRI to a peer unless this
capability has been successfully negoti at ed.

Met adat a Subscription (MDS) NLRI For nat

The MDS NLRI is encoded in MP_REACH NLRI and MP_UNREACH NLRI
attributes [RFC4760] with (AFl = IPv4 or |Pv6, SAFI = TBD-MDS). The
Length of Next Hop Network Address MJUST be set to O.

Multiple MDS NLRIs MAY be advertised. Their effects are additive: if
an RT is listed in any active MDS NLRI, the peer is considered
subscribed for that RT. Wthdrawal of an MDS NLRI renoves only the
correspondi ng RT entri es.

The wire format of the MDS NLRI is shown bel ow

0 1 2 3
01234567890123456789012345678901
i ok ST S R TR

| Reserved |

S ek

| RT- Count |

i s i T S e S T T il o S R S S S
I RT[i] . . . |
B i s T T i i o S o T Ji I
| |
+-
I
+-

S I S S S

. |
R e o i i e S S R S R ol i il S S S S R e o T R e
Figure 1: Metadata Subscription (MDS) NLRI For mat

Reserved(1 octet): Reserved for future use and MJST be set to O.

RT- Count (1 octet): This field indicates the nunber of Route Target
entries.

RT[i]: Twelve octetfield containing RT entries encoded identically
to the Route Target nenbership NLRI defined in [ RFC4684].
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6

Error Handling

Mal formed MDS NLRI MJST be treated-as-wi thdraw, as specified in

[ RFC7606]. The BGP session MUST NOT be reset as a result of a

mal formed MDS NLRI. |If errors persist, an inplenentation MAY use the
AFl / SAFI di sabl e procedure described in [ RFC7606] .

If a BGP speaker receives an MDS NLRI for a SAFI it has not
advertised support for, it MJST ignore the NLRI.

Exanpl e

A peer signals “subscribe to netadata for RT = 64500: 100" by
advertising an MDS NLRI listing that RT. The receiving peer wll
propagate service nmetadata for routes carrying RT=64500: 100 t oward
this subscriber. Routes carrying this RT sent to non-subscribed
peers will have netadata renoved, while reachability is stil

pr opagat ed.

Peer subscribes to netadata for RT 64500: 100

UPDATE
Path Attri butes:
ORIAN |IGP

AS _PATH: (i BGP)
MP_REACH NLRI ( AFI =I Pv4, SAFI =TBD- MDS)
NLRI :
MDS NLRI :
RT-Count: 1
RT[ 1] : 64500: 100

Rel ati onship to RTC (RFC 4684)

RTC [ RFC4684] constrains which routes are propagated to a peer based
on the RTs that the peer has expressed interest in. Mtadata
Subscription (MDS) applies a conplenentary control: it determn nes
whet her service netadata is included when those routes are
advertised. Thus, RTC governs propagation of reachability

i nformati on, while MDS governs propagati on of associ ated service

nmet adata. Both nechani sns may be depl oyed toget her
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Manageabi l ity and Operational Guidance

In this specification, Route Targets (RTs) are used to delineate
_service classes_, not nerely VPN nenbership. A group of routes may
carry multiple RTs to identify VPN or custoner groupings, indicate
reachability or constrain nenmbership, or identify routes carrying
particul ar service characteristics. MS then keys on the service
class RTs to control whether netadata is delivered to a given peer.
Nodes that do not subscribe to a service class RT receive
reachability normally but not the correspondi ng net adat a.

1. Service Cass RT Plan

Operators SHOULD define a small, stable set of service classes per
custoner, application, or adm nistrative domain. Advertised routes
may be tagged with both:

* base RT(s)_that identify the VPN or custoner nenbership and
govern reachability, and

* _service class RT(s)_ that identify the class of service whose
routes nay carry service netadata.

Nodes that _use_ netadata subscribe to the appropriate service class
RT(s) via MDS NLRI so that service netadata is propagated. Nodes
that _do not use_ netadata sinply do not subscribe; they stil
receive reachability for the routes but w thout service netadata

att ached.

_Exanple (illustrative): A DC edge node advertises _192.0.2.0/24_
with _RT-VPN=64500: 100_ and _RT-ULL=64500: 200_, attaching service
met adata. An RR advertises the route with_ nmetadata to peers that
have subscribed (using the MDS NLRI) to _RT-ULL (64500: 200) _, and
advertises the sane route without netadata to peers that have not
subscri bed. Reachability remains unchanged.

2. Interplay with RTC and | nport/Export Policy

If multiple RTs are used (as above), RTC SHOULD remain keyed to the
base RT(s) so that reachability distribution is unaffected by MS
usage. The service class RT is used for MDS subscription matching
only.

3. Mgration and Staging

A pragmatic introduction plan is:
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1. _Define service class RTs_ and add themto exporter policy
al ongsi de exi sting RTs.

2. _Enable MDS on RRs_; verify that subscribed peers receive
met adat a unchanged.

3. _For ingress nodes that do not use nmetadata_, sinply omt MDS
subscription; validate that reachability persists and netadata is
not delivered.

4. _Broaden coverage_to additional service classes only as needed;
keep the service class RT set snmall and well docunented.

4. QOperational Telenetry (Recomrended)

Al t hough MDS focuses on RT-based subscription of netadata,

i npl ement ati ons shoul d expose mninmal telenetry for validation and
troubl eshooting. Useful telenetry includes: the nunmber of active MS
entries per peer, the count of UPDATEs where netadata was propagated
or onmtted due to subscription state, and tinmestanps of |ast
subscription change. Visibility into these counters can help
operators verify proper behavior at scale.

| ANA Consi der ati ons

IANA is requested to allocate a new SAFI fromthe “SAFl Val ues”
registry

Nane: Met adat a- Subscri pti on (MDS)
Ref erence: This docunent

No other | ANA actions are requested by this docunent.
Security Considerations

Thi s docunent introduces no new security vulnerabilities beyond those
di scussed in [RFC4684] and [I-D.ietf-idr-5g-edge-service-netadata].

MDS may reveal that a node is interested in service netadata for
particul ar RTs, which could disclose policy intent or service-usage
characteristics. To limt exposure, deploynents should primarily use
MDS within i BGP, and the set of peers permitted to advertise or
recei ve MDS NLRI shoul d be controll ed.

MDS affects only whether netadata is propagated; route reachability
is preserved regardl ess of subscription state. However, receiving
nmet adata may i nfluence path or service instance selection at the
i ngress node [I-D.ietf-idr-5g-edge-service-netadata]. Operators
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12.

therefore should audit subscription policy, and are encouraged to
enabl e change | ogging to track subscription additions and
wi t hdr awal s.

Ignoring MDS NLRI nmay result in receiving service netadata that the
node does not intend to process, possibly consum ng unnecessary
menory or control plane resources. Conversely, msconfiguration that
prevents a node fromreceiving netadata it expects could affect its
service selection decisions. Operators should nonitor subscription
state and associated tel enetry.
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Appendi x A,  Using Metadata-Filter in 5G Environnents

In 5G depl oynments, multiple User Plane Functions (UPFs) or edge

gat eways anchor PDU sessions near users while distributed edge data
centers host application workloads. BGP advertises reachability for
these workl oads, and may carry service netadata so ingress nodes can
consi der service conditions in addition to routing netrics when

sel ecting pat hs.

Service metadata can churn rapidly and inflate UPDATEs if flooded to
all peers. Many ingress nodes (e.g., UPFs handling best-effort
traffic) neither need nor can efficiently process such rapidly
changing attributes. The MDS SAFI allows a receiver to signal its
_interest in netadata associated with specific Route Targets (RTS).
Upon receiving an MDS NLRI, a Route Reflector (RR) propagates the
mat chi ng metadata to that peer.

MDS signaling is dynami c: ingress nodes can add or wi thdraw MDS
entries as service placenent evol ves, allow ng networks to adapt
nmet adat a delivery without inpacting route availability.

T Cloud / Core ----------------- +
I I
| S SRR + S SRR + |
Apps/ Servi ces | | DCA | | DCB | |
(exports routes)| | (RRPE)| | (RRPE)| |
with RTs ---> | e e |
I I I I
R I T |[-------------- +
I I
e +o-H---+
| RR | | RR |
S +-- - - -+
I I
MDS[ RT=ULL] ----> | I
I I
R TR N
|  UPF-1 | | UPF-2 |
S + S +
Figure 2: Illustrative 5G Topol ogy with MDS- Scoped Metadata Delivery

- DC-A/DC-B advertise routes tagged with a base RT (VPN custoner)
and a service class RT (RT=ULL).

Dunbar, et al. Expires 6 June 2026 [ Page 9]



I nt

A 1.

A 2.

A 3.

Dun

ernet-Draft Met adat a Constrai ned Di st Decenber 2025

- UPF-1 sends MDS NLRI for RT=ULL: RR propagates netadata on
routes with RT=ULL when advertising to UPF-1
- UPF-2 does not send MDS: it receives routes w thout netadata.

service class RTs and MDS

Qperators define a snall, stable set of _service class RTs_ to
del i neate which groups of routes may carry service netadata (e.g.
ultra-lowlatency vs. best-effort). Exporters tag routes with both a
base RT (for reachability/ menbership) and a service class RT. MDS
then keys on the service class RT to control netadata delivery, while
RTC (RFC 4684) and nornmal inport/export policy remain keyed to the
base RT so reachability is unaffected

Oper ational Procedure (Exanple)

1. *Define service classes:* Choose a miniml set of RTs
representing classes that may carry netadata (e.g., RT-ULL, RT-
VI D, RT-M.). Document ownership and intended use.

2. *Tag exports:* Data center exporters attach a base RT (VPN
custonmer) and a service class RT to the same NLRI when net adata
may acconpany the route.

3. *Enable MDS on RRs:* RRs support the MDS SAFI and omit netadata
per - peer when no subscription is present.

4. *Ingress selection:* UPFs/ingress nodes that want to use netadata
advertise MDS NLRIs for the relevant service class RTs. Nodes
that don’t need netadata do not send MDS

5. *Adjust dynamically:* As UE placenent or service |location
changes, ingress nodes add/wi thdraw MDS entries to tune netadata
reception over tine.

6. *Telenetry (reconmended):* Expose per-peer MDS entry counts,

“metadata onmitted” counters, and | ast-change tinestanps to
val i dat e behavi or.

Benefits in 5G

* *Control -plane scale:* Linmts fast-changi ng nmetadata propagation
to UPFs and routers directly attached to UPFs, reduci ng UPDATE
size and processing | oad on Route Reflectors and Provi der Edge
routers while preserving full reachability.

* *Service agility:* Supports dynam ¢ changes in netadata
subscription as new UEs (for exanple, drones or autononous
vehicles) roaminto or away from UPFs. When a UE noves to a new
UPF, that UPF can dynamically express interest in receiving
met adat a needed for optinmal path sel ection; when the UE | eaves,
the UPF withdraws its interest, preventing unnecessary netadata
di stribution.
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* *(Qperational safety:* Receiver-driven and RT-scoped; enables

increnmental rollout wthout

peers or service cl asses.
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