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Abst r act
Thi s docunent describes the Agent Attachnent Protocol (AAP),
a network-centric nmechani smthat enabl es aut ononpbus agents to
securely attach to an overlay network infrastructure. The
protocol defines procedures for agent attachnent, identity
val i dation, capability exchange, and secure session
est abli shnent between an agent and its |ocal network edge
node. Once attached, agents can comunicate with renote
agents through the overlay forned by interconnected edge
nodes, wi thout exposing the underlying network topol ogy.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working documents of the Internet

Engi neering Task Force (I ETF), its areas, and its working
groups. Note that other groups may al so distribute working
docunents as Internet-Drafts

Internet-Drafts are draft docunents valid for a maxi num of
six nonths and may be updated, replaced, or obsol eted by

ot her documents at any tinme. It is inappropriate to use
Internet-Drafts as reference material or to cite them other
than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1lid-abstracts.txt
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The list of Internet-Draft Shadow Directories can be accessed
at http://ww.ietf.org/shadow. ht m

This Internet-Draft will expire on August 27, 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as
the docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date
of publication of this docunent. Please review these
docunents carefully, as they describe your rights and
restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent rmust include Sinplified BSD

Li cense text as described in Section 4.e of the Trust Legal
Provi sions and are provided without warranty as described in
the Sinplified BSD License.
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I nt roduction

The Agent Attachnment Protocol (AAP) defines a network centric
mechani smt hat separates agent application |ogic from network
attachnent and forwarding functions. In this architecture,
agents are identified by stable, |ocation independent
identifiers, while network edge nodes provide scal abl e,
policy-controlled forwarding based on those identifiers.
Agents attach to a | ocal edge node, which serves as a donmain
boundary and provi des access to an overlay network forned by
i nt erconnect ed edge nodes.

AAP is limted to the attachment and access pl ane between an
agent and its |ocal network edge node. The protocol specifies
procedures for agent discovery, secure attachnent,

aut henti cation, capability exchange, session establishnent,
keepal i ve, and teardown. Once attached, agents conmunicate
with renote agents via their respective network edge nodes,
whi ch forward nessages based on transport-|ayer identifiers
wi t hout inspecting, interpreting, or nodifying application-

| ayer content.

The protocol is agnostic to the application | ayer nmessagi ng
format (e.g., A2A, MCP, or other frameworks) and does not
mandat e specific end to end security mechani snms between
agents. Agent Gateways operate solely on AAP transport headers
and forwardi ng state, abstracting underlying network topol ogy
whi | e enabling scal able identity-based forwarding.

AAP supports operational requirenents conmon to distributed
agent systens, including nobility, nulti-hom ng, and
capability-based interaction. The protocol allows nmultiple
boot strap nechani sns for Agent to network edge di scovery,

i ncludi ng anycast based di scovery, DHCP based provi si oni ng,
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and DNS based resolution. These discovery nethods serve only
as initial attachnent nechani sns and do not alter the core
attachnent, authentication, and forwardi ng semantics defined
in this docunent.

AAP does not define inter-node overlay control-plane
procedures or application-layer nmessagi ng semantics. Its scope
is strictly limted to secure network attachnent and transport
enabl enent for agent communications in nulti-domain

envi ronments.

2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT" ,
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOVIVENDED',
"MAY", and
"OPTIONAL" in this docunent are to be interpreted as
described in BCP14 [ RFC2119] [RFC8174] when, and only when,
they appear in all
capital s, as shown here

The foll owi ng acronyns and terns are used in this docunent:

Agent: An autononobus software entity identified by an Agent
Identifier.

Agent Gateway (GWN: A network edge node that functions as
messaging routers within the agentic overl ay
networ k that manages the Message Forwardi ng Tabl e
(MFT) and handl es bit-level transport for agents.

Directory Service: A capability registry that maps agent
capabilities to the Agent |D.

Message Forwarding Table (MFT): A forwarding table mapping

Agent I D prefixes to local interfaces or next-hop
Gat eways.
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3. Problem St at enent

The rapi d energence of Al-driven services and aut ononous
software agents has created increasing demand for agent-to-
agent comuni cation across adm nistrative donai ns, cloud
provi ders, and heterogeneous network environnments. These
agents may reside in enterprise networks, edge |locations, or
public cloud infrastructures, and often require secure,
policy-controlled communication with renote agents outside
their | ocal domain.

Exi sting approaches typically rely on direct I P connectivity,
application-layer nmessagi ng systens, or ad hoc overl ay
mechani sms. When agents span multiple domains, these
approaches introduce several operational and architectura
chal l enges. Direct connectivity nodels nmay expose interna
endpoi nt addressing or topology information that operators
prefer to abstract. There is no standardi zed nmechanismto
enforce forwarding or transport policies consistently across
adm ni strative boundaries. As the number of agents grows,

mai ntai ni ng direct connectivity nodel s becones operationally
conplex and difficult to scale. Additionally, current systens
| ack a comon franework for secure agent attachnment, identity
val i dation, and gateway-nedi ated encrypted forwarding.

Thi s docunent considers an architecture in which Agent

Gat eways (Agent GAM) serve as domai n boundary nodes. Agents
attach to a local Agent GN and Agent GM establish secure
connectivity with other Agent GA. Collectively, the

i nterconnected Agent GM form an overlay network that
abstracts the underlying IP infrastructure, simlar in
concept to an SD-WAN overlay. In this nodel, end-to-end agent
messages remain encrypted, while Agent GM forward nessages
based on transport headers and policy controls wthout
requiring visibility into application-layer senantics.

Whil e enmerging industry efforts (e.g., agent conmmunication

f ramewor ks proposed by maj or cl oud and networki ng vendors)
demonstrate growi ng interest in agent-to-agent communi cation
many focus primarily on discovery, directory inquiry, or
application-layer semantics. The problem addressed in this
docunent is different: it focuses on defining a transport
substrate between Agent Gateways. The goal is to provide a
I'i ghtwei ght, secure, and policy-aware overlay nessagi ng
framework forned by Agent GA that enabl es scal abl e
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forwardi ng of encrypted agent-to-agent nessages across
domai ns.

The objective of this work is therefore to define an

i nt eroperabl e overlay transport protocol between Agent

Gat eways that supports secure agent attachment, controlled
message forwarding, and donmi n-level policy enforcenent,

wi t hout nmandati ng application-1ayer behavior or directory
services

4. Architecture Overview

Agent Gateway is a network edge node that functions as
messaging routers within the agentic overlay network. They
forward traffic based solely on information contained in the
cleartext A2G transport header and | ocal forwarding policy.
Agent Gateways do not interpret, inspect, or nodify
application-layer payloads, and are not dependent on the
semantics of the Agent-to-Agent (A2A) or MCP nessagi ng
carried within the transport.

The Agent-to-Gteway (A2G protocol establishes a |ogica
nmessagi ng overlay that decouples an agent’s identity and
advertised capabilities fromits physical network |ocation.
In this nodel, Agents are identified by stable Agentl Ds,

i ndependent of | P addressing. In this nodel and the Agent
Gateway (GWN acts as a specialized Messagi ng Router or
Servi ce Forwarder that anchors the agent’s current network
attachnent and provi des scal abl e, identity-based forwarding
across the overl ay.

The architecture separates capability di scovery from nessage
delivery. A Directory Service provides "yel |l ow pages”
functionality by mapping agent capabilities to stabl e Agent
identifiers (AgentlDs). However, an agent’'s network
attachnent may change over tine due to nobility, multi-

honi ng, policy decisions, or operational conditions, and
therefore cannot be reliably inferred fromcapability

i nformation al one.

To address these dynam cs, the A2G protocol defines a |oca

di scovery and handshake process in which an agent dynanically
di scovers an appropriate Agent Gateway, perforns mnutual

aut henti cation, and establishes a forwarding context. This
attachnent state is mmintained at the Agent Gateway and
reflected in its Message Forwardi ng Table (MFT), enabling
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efficient routing based on Agent| D while keeping di scovery,
identity, and forwarding responsibilities cleanly separated.

o e e e e e oo oo + o e e e e oo +
| DI RECTORY SERVICE | | AGENT GATEWAY (GW |
| (Capability, AgentlDs)| | (Dynami c Attachnent |
| | | Msg Forwardi ng |
Fomm oo - N e e e + N N +

(A | |

Capability) | (B) (O | (D)

I NQUIRY | TARGET Agentl Ds GW DI SCOVER | GW OFFER
S A
| [ AGENT A ] |
o e e e e o e e e e +

I
| (E) ENCRYPTED MESSAGE

| [Header: Target Agentl| D]
v

| FORWARDI NG |
Figure 1. Key Conponents of Agent to GW Transport
Legend:
(A) Agent queries "Wio has Skill X?"
(B) Directory returns "Agent B (Agentl D 456)"

(O Agent initiates an Agent Gateway di scovery process to |ocate an
appropriate |l ocal Agent Gateway that serves as its ingress point to
the agentic overlay network.

(D) An Agent Gateway responds with a GM¥ OFFER, providing connection
paraneters and supported features. The Agent selects a Gateway and
compl etes aut hentication and registration.

(E) Once attached, the Agent sends end-to-end nessages containing a
cleartext transport header with the Target AgentlD and an
application-layer payload. In nost practical deploynents, the A2A
or MCP messaging carried within the payload is expected to be
encrypted; however, this is independent of A2G MIP. The Agent
Gateway performs a |lookup in its Message Forwardi ng Table (MFT) and
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forwards the payl oad, wi thout inspecting or interpreting its
contents, toward the Gateway currently serving the target agent.

The following steps illustrate the high-1evel operation of
the Agent-to-Agent Gateway transport:

0 Capability Discovery:

Agent perforns an out-of-band inquiry to the Directory
Service ((e.g., "find an agent capabl e of JSON-to- XM
translation")). The Directory Service returns one or
nmore Target Agent IDs that satisfy the request. At this
stage, the Agent identifies which agent(s) it intends to
communi cate with, but does not yet have information
about where those agents are currently attached in the
networ k. The mechani smused for this capability inquiry
is outside the scope of this docunent.

0 Gateway Discovery:

After identifying the target Agent 1D(s), the Agent
initiates an Agent Gateway discovery process by sending
a GW DI SCOVER nessage (e.g., via anycast or other
supported bootstrap nmechani sns). One or nore reachabl e
Agent Gateways respond with GMOFFER nessages contai ni ng
the Gateway identifier and connection paraneters (such
as a gRPC endpoi nt and supported features)

0 Handshake and Regi stration

The Agent selects an Agent Gateway and perforns a mnutual
aut henti cati on handshake, providing its Agent ID and
crypt ographi ¢ proof of identity. Upon successfu

val idation, the Agent Gateway establishes an attachnent
context and registers the Agent in its |local Message
Forwar di ng Tabl e (MFT).

o0 Message Forwardi ng and Tabl e Managenent :

Dunbar ,

Once attached, the Agent initiates messagi ng sessions by
sendi ng end-to-end payl oads. Each nmessage includes a
cleartext A2G transport header that carries the Source
Agent | D and Target Agent |ID

Upon receiving a nmessage, the Agent Gateway does not

i nspect the payload. Instead, it performs a | ookup on
the Target Agent IDinits MFT. If a matching entry
exists, the Gateway forwards the nessage to the

et al. Expires Dec 2, 2026 [ Page 8]



I nternet-Draft Agent - At t achnent

appropriate local interface or next-hop Agent Gateway.
If no entry is found, the Gateway may invoke a route-

di scovery procedure (outside the scope of this docunent)
to locate the Gateway currently serving the target
agent .

The MFT is updated dynamically as agents attach, detach,
or move, reflecting the evolving attachment state of the
agentic overlay network.

5. Agent Gateway Discovery and Attachnent

In a dynami c environnent, an Agent cannot assume a static
configuration for its nessaging ingress. An Agent’s network
attachnent may change over tinme due to nobility, multi-

hom ng, policy decisions, or deploynent constraints.
Therefore, A2G MIP defines a Gateway di scovery and attachnent
procedure that allows an Agent to identify an appropriate
Agent Gateway and establish a forwardi ng context.

Thi s docunent supports multiple nechanisns for discovering an
Agent Gateway. These nechanisns are treated as bootstrap
options and do not alter the attachnent, authentication, or
forwardi ng semantics defined in subsequent sections.

5.1. Discovery Mechani sns

An Agent MAY use one or nore of the follow ng nechanisns to
di scover a candi date Agent Gateway:

5.1.1. Anycast-Based Di scovery

An Agent MAY discover a |ocal ingress Gateway by sending a
GW DI SCOVER nessage to a wel | -known routabl e anycast address
The di scovery nessage includes the Agent’s I D and a nonce.

Any Agent Gateway reachable via the anycast address MAY
respond with a GV OFFER nessage. Anycast-based di scovery
enabl es topol ogy-aware sel ection of a nearby Gateway w t hout
requiring pre-configuration
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5.1.2. DHCP-Based Boot strappi ng

I n managed access networks, the Agent Gateway MAY be co-

| ocated with, or designated by, the I P gateway for the
Agent’s access network. In such environnents, DHCP MAY be
used to provide the Agent with unicast bootstrap infornmation
for an Agent Gateway, such as an |IP address, FQDN, or service
endpoi nt ..

DHCP- based i nformati on MUST be treated as advi sory. The Agent

MUST still performthe authentication and registration
procedures defined in Section 4.3 before establishing an
attachnent.

5.1. 3. DNS-Based Di scovery via Directory Service

The Directory Service MAY return a stable Agent Gateway
service identifier (e.g., URL or FQDN) to the Agent as part
of the capability discovery process. The Agent MAY use DNS
resol ution (including anycast or | oad-bal anced DNS) to obtain
a reachabl e Agent Gateway uni cast address.

DNS- based di scovery provi des scal able, nulti-hop reachability
but does not replace the explicit attachment and
aut henti cati on procedures defined by A2G MIP

5.2. Ofer and Sel ection

For discovery nechani sns that involve Gateway responses
(e.g., anycast-based discovery), an Agent Gateway responds
with a G¥ OFFER nessage cont ai ni ng:

0 Gateway identifier
o Transport endpoint (e.g., gRPC URI)
0 Supported transport features

The Agent sel ects one Gateway based on |ocal policy and
proceeds with the attachment procedure.

5. 3. Handshake and Regi stration

The Agent initiates a nutual authentication handshake with
the selected Agent Gateway, providing its Agent |ID and

crypt ographi ¢ proof of identity. Upon successful validation,
the Agent Gateway establishes an attachnment context and
assigns a Session Context, anal ogous to a DHCP | ease.
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The Agent Gateway then registers the Agent in its |oca
Message Forwardi ng Table (MFT), enabling nessage forwarding
for the duration of the attachment.

Regardl ess of the discovery nechani smused, the handshake,
aut henti cation, registration, and forwardi ng behavi or defined
by A2G MIP remain identical

6. Messagi ng Forwardi ng and Routing

The Agent GWserves as the switching and forwardi ng engi ne
for the agentic overlay network. Each Agent Gateway

mai ntains a MFT that maps Agent | Ds (or Agent |D prefixes)
to local attachment or next-hop Agent Gateways. The MFT
reflects the dynam c attachnment state of agents and is
updat ed as agents attach, detach, or nove.

6.1. Transport Header

Each nessage sent by an Agent carries a cleartext A2G
transport header that enables forwarding w thout exposing
application semantics. The transport header includes the
followi ng fields:

o0 Target Agent ID (or prefix)
0 Message ldentifier
o TTL
0 End-to-End Security Context Identifier
In nost depl oynents, application data and hi gher-1| ayer

semantics are encrypted end-to-end between agents and are
opaque to Agent Gateways.

6.2. MFT Lookup and Forwardi ng

I ngress Processing: Wen an Agent sends a nessage, it

i ncludes a cl ear-text A2G Header containing the Target
Agent 1D, which was obtained earlier fromthe capability
di scovery. The encrypted payl oad is encapsul ated w t hout
nodi fi cation by the Agent.

Forwar di ng Logi c: Upon receiving a nessage, the Agent

Gat eway performs an exact-match (or prefix-match, if
supported) | ookup on the Target Agent IDin its MT.
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o If the target is attached to the sane Gateway, the
Gateway forwards the encrypted payload to the
correspondi ng | ocal attachnent.

o lIf the target is attached to a renpte Gateway, the
Gat eway forwards the encrypted payl oad to the next-hop
Agent GW

If no matching MFT entry exists, the Gateway MAY invoke a
rout e-di scovery or resolution procedure to |locate the
Gateway currently serving the target Agent; such procedures
are outside the scope of this docunent.

Payl oad Confidentiality: Agent GW does not inspect,

decrypt, or interpret the nmessage body. The GNonly
forwards messages solely based on the informati on contai ned
in the cleartext transport header

7. Session Mi ntenance and Tear down

The rel ati onshi p between the Agent and the GWN may be st ateful
or stateless (soft state), depending on depl oynent
requirenents and i npl ementation choices. In both cases, the
attachnent is epheneral and reflects the Agent’'s current

net wor k presence.

7.1. Stateful Attachnent Model

In a stateful attachnent nodel, the Agent Gateway maintains
explicit session state for each attached Agent.

Keep- Alives: An attached Agent periodically sends "Heartbeat"
messages to the GWto indicate continued presence. |If
heartbeats are not received within a configured interval, the
GW nmar ks the corresponding MFT entry as Stale and eventually
renove it.

Explicit Rel ease: Wien an Agent finishes its task or intends
to detach, it sends a Session-End signhal to the Gateway. Upon
receipt, the Gateway renoves the Agent’s entry fromits MT
and MAY notify Gateways to tear down the corresponding
forwardi ng state.
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7.2. Stateless (Soft-State) Attachment Model

In a soft-state attachnment nodel, the Gateway does not rely
on explicit session teardown and instead treats attachnent
state as time-bounded.

0 MFT entries are created with a lifetinme and expire
automatically unl ess refreshed.

o Periodic data traffic or |ightweight refresh nmessages
MAY inplicitly renew the attachnent.

0 Absence of traffic or refreshes results in automatic
removal of stale MFT entries without requiring explicit
Sessi on- End si gnal i ng.

The soft-state nodel reduces signaling overhead and is well
suited for large-scale or highly dynam c environnents where
explicit session nanagenent nmay be inpractical

7.3. Interoperability Considerations

Regardl ess of whether a stateful or soft-state nodel is used,
the forwardi ng behavior defined in Section 5 renmains
unchanged. Gateways forward nessages based on current MT
entries and do not depend on application-Ilayer semantics.

I mpl enent ati ons MAY support one or both attachnment nodel s,
provided that stale attachnment state is renoved in a tinely
manner to prevent nis-delivery.

8. End-to-End Security

A2G MIP is agnostic to the application-layer nessaging
protocol used between Agents (e.g., A2A, MCP) and does not
mandat e whet her Agent -t o- Agent conmuni cations are encrypted.
In nmost practical deploynments, such comunications are
expected to be protected using end-to-end encryption.

When end-to-end security is enployed, the sel ected mechani sm
is responsible for providing confidentiality, integrity
protection, replay protection, and sender authentication

bet ween comuni cati ng Agents.

Agent Gateways operate solely on the cleartext A2G transport
header for forwarding decisions. Agent Gateways MJST NOT
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10.

11.

12.

12.

12.

13.

decrypt, inspect, or nodify application |ayer payl oads and
are not participants in application-layer security contexts.

The specific end-to-end security protocol used between Agents
is outside the scope of this docunent. Any sel ected nmechani sm
SHOULD provi de nutual authentication and cryptographic

bi ndi ng between the Agent identity and the protected nessage
content.

Security Considerations
TBD.

Manageabi l ity Consi derations

TBD
I ANA Consi derations

TBD
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