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Abst r act

Static Context Header Conpression and fragnentation (SCHC) franework
provi des both a header conpression nmechani smand an opti onal
fragment ati on nmechani sm

SCHC operation is based on a commpn static Context stored at the two
(or nore) ends of a communication. As the scope of SCHC becones
broader, the static Context needs to evolve towards a nore dynanic
Cont ext .

This purpose of this docunent is to initiate a discussion on the
lifecycle of a Context. It describes the main steps in the lifecycle
of a SCHC Context, and nore broadly, it ainms at docunenting the

rel ated Requirenents and Term nol ogy for the proper use of SCHC
These goals are in line with the Working G oup’s objectives, as set
out in the Charter:

*  "Produce an informational document describing how a carried
protocol can use SCHC',

*  "Produce Standard Track docunments for SCHC Rul e Di scovery and
Par amet er Negoti ati on",

*  "Produce Standard Track docunents for SCHC Rul e Provisioning".
Status of This Menp

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 Novenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

I nt roducti on

The SCHC Working Group is tasked with extending the benefits of the

[ RFC8724] SCHC technol ogy beyond Low Power W de-Area (LPWA) networks
for which it was originally designed. The conpression and
fragnmentati on mechani snms described in [RFC8724] are based on a shared
static Context between entities participating in the sane
communi cat i on.

A Context contains a set of rules that specify how nmessages are to be
conpr essed/ deconpressed and/ or fragnented/reassenbl ed.

The new SCHC roadnmap requires an evolution in the concept of Context,
whi ch nust be able to adapt to a dynam c environnent.

This brings new chal |l enges, in particular maintaini ng Context
synchroni zati on between end-points. Indeed, Context synchronization
is a prerequisite for ensuring proper comunication between two (or
nmore) SCHC end- poi nt s.

Thi s docunent provides a starting point for discussion on howto
manage the various steps in a dynamc Context’'s |ifecycle:

* how a Context is provisionned,
* how to make a Context evol ve over tine,

* how to ensure that a Context keeps synchroni zed anong all end-
poi nt s,

* how to detect and correct possible errors,
* how to manage a context’s end-of-life.

Requi renents Notation
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]
[ RFC8174] when, and only when, they appear in all capitals, as shown
here. and indicate requirenent |evels for conpliant SCHC
i mpl ement ati ons.

Ter m nol ogy

This section defines term nol ogy and abbreviations used in this
docunent. It extends the term nol ogy of [RFC8724].
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Rule : A description of the header fields to be conpressed/
deconpressed or fragmented/reassenbl ed, and the operations to be
performed on the fields.

Context / Set of Rules : A context, also known as Set of Rules,
contains one or nore Rul es of various types such as conpression, no
conpressi on, fragnentation, and nmanagenent.

Profile: A Profile indicates a particular set of parameters. Both
ends of a SCHC conmuni cation nust be provisioned with the sane
Profile information and with the sane Context before the

communi cation starts, so that there is no ambiguity in how they
expect to communicate. Profile parameters are for exanple the RulelD
nunbering scherme (fixed-size or variable-size RulelDs), the
fragmentation-rel ated settings, the list of protocols to be processed
within the present SCHC Session, and the associ ated data nodel (s).

Instance: The SCHC Instance is defined by a Profile and Context pair,
sel ected and paraneterized for a given communication. |In particular,
the Context includes custom zed Target Val ues needed to conpress/
deconpress headers, or to fragnent/reassenbl e a packet.

I nstance Manager: The | nstance Manager is in charge of creating a
SCHC Instance, i.e. loading a Profile and a Context with the
appropriate initial paraneters/values for a given communication.

Session: The SCHC Session is an active relationship between hosts
sharing the sane Instance. The session between two end-poi nts whose
Instances are static is inplicit. QOherwi se, a Session is a dynamc
space with a begi nning and an end.

Cont ext Manager: The Context Manager is in charge of managi ng the
Context within a SCHC Instance, in particular handling Rule
nmodi fi cations during a SCHC Sessi on.

Parser : A parser analyzes and interprets packets. |Its main role is
to break them down into understandabl e and structured el enents such
as fields, allowing for the processing or extraction of rel evant
information. A given protocol can be broken down in different
manner s dependi ng on the Parser used, and/or the underlying data
nodel , potentially leading to different SCHC processing (different
Rul es).

Data Mbdel : A Data Mddel allows a formal description of the format
of packets to be processed with SCHC, as well as a formal description
of Rules. Relying on formal nodels facilitates Context provisioning
and interoperability between SCHC nodes.
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4.

5

SCHC Architecture Reni nder

TODO

* Basic SCHC operation

* SCHC Data Plane and Control Pl ane
SCHC Cont ext Lifecycle Overview

The SCHC Context is the foundati on on which all SCHC operations are
based. In this docunent, we describe the different |ifecycle steps
of a Context, in a static and dynam c environnent, and we aimto
identify the key elenents for the efficient operation of SCHC, in
particular to ensure that the Context remains synchronized between
end-points. W study the interactions of the Context with rel ated
entities (Profile, Data Mddel s) and how t he Context Manager enabl es
updates so the Context renains adapted to the target comunication

1. Relationship between Context, Profile and Data Mde

In this section, we take a closer |ook at the notions of Profile,
Context and Data Mddel, as well as the rel ationships between these
entities.

A SCHC Profile defines the features, scope, and paraneters, of the
SCHC operation for a conmuni cati on between two (or nore) end-points.
The paraneters that are present in the SCHC Profile are for exanple
the Rul el D nunbering schene (fixed-size or variabl e-size RulelDs),
the fragnentation-related settings, the list of protocols to be
processed within the present SCHC Session (scope), and the associ ated
Header Data Mbdel (s). The SCHC Profile then serves as the basis for
setting up an adequate Context, i.e., for selecting and adapting

rel evant Rules for the comunication

The Context contains the Rules that define SCHC operation for a given
conmuni cation. These Rules can be of different natures such as
compressi on, no conpression, fragnentation, and nmanagenent.
Conpression Rules all have the sane format: a Rule is a list of Field
Descriptors

conposed of a Field Identifier (FID), a Field Length (FL), a Field
Position (FP), a Direction Indicator (D), a Target Value (TV), a

Mat chi ng Operator (MJ), and a Conpressi on/ Deconpression Action (CDA)
However, the content of conpression Rules is specific to the
protocols to which conpression applies. Prior to the SCHC operati on,
a protocol Parser identifies the fields encountered in the headers to
be compressed and | abels themwith a Field ID. The way the Parser
anal yzes header fields (e.g. semantic or syntactic) depends on the
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Data Mbdel (s) considered in the Profile and it results in a specific
list of FieldsIDs. Wthin a Rule, Field Descriptors are listed in
the order in which fields are returned by the Parser, and indicate
their length and position, the functions to be applied to these
fields for conpression and deconpression, etc.

Data Mobdels are an inportant part of the SCHC ecosystem to ensure
interoperability between SCHC end-points, in particular the
compatibility of Parsing at both ends of the comunication. Data
Model s serve as a comon reference to indicate how the header of a
gi ven protocol should be represented, and consequently the structure
of the associated Rul es.

In addition, [RFC9363] defines a Data Mddel for SCHC Rules. It
allows to check the validity of the format of Rules in a Context.
The nane and version of the Data Mdel s used are provided in the
Profile.

Figure 1 shows the rel ationship between Data Mdel s, Context,
Profile, and how they feed the Parser and the SCHC Engi ne to achieve
the Conpression of incom ng Packets. The targeted protocol stack is
| P/ UDP/ CoAP, we assune that the header structure of each protocol is
described in separate Data Mbdels. This nodularity allow to select
the desired Data Model for each protocol, for exanple a syntactic or
a semantic nmodel for CoAP representation.
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Figure 1: Profile and Context Overvi ew
5.2. Instance Initialization and Context Provisionning

This section explains how a SCHC Instance is initialized before a
conmuni cation is started.
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In the context of LPWANs, the expectation is that SCHC Rul es are
associated with a physical device that is deployed in a network, the
traffic flows to be processed are known in advance. Pre-configured
Profile and Context are | oaded on both end-points (for exanple
statically on the Device side and dynanically on the SCHC gat eway
side), which contain the sane paraneters

I'n an unconstrai ned environment, Profile and Context may be | oaded
either statically or dynamically, e.g. froman online library where
generic or specific Profiles and Contexts are published to a
reachabl e repository, and uniquely identified using Uniform Resource
Nanes and versionned. GCeneric Profiles and Contexts nust be adapted
to the conmunication, in particular by custom zing Target Val ues.

According to the application/comunication needs, the |Instance
Manager of the end-point initiating the conmunication may select a
corresponding Profile and Context. They are obtained either locally
or online, or they can retrieve the Profile and Context directly from
the partner end-point. An end-point can advertise the support of
SCHC, as well as the Profile(s) and Context(s) it owns, and/or
intends to use.

A three-way handshake is perforned, simlarly to the TCP handshake,
in order to synchronize the Profile and Context information.

Fi gure 2 shows the generic steps of this handshake. The first step
consi sts of one end-point sending an advertisenment nmessage with its
SCHC preferences or capabilities. The other end-point may reply with
an acknow edgenent and additional paraneters so that the interlocutor
can fine-tune his Context. Finally, the end-point that initiated the
handshake concl udes the transacti on with an acknow edgenent, then the
SCHC operation can start. The handshake nay include additional steps
corresponding to the | oading of a Context on a given end-point froma
renote | ocation

for exanple froman external repository or directly fromthe other
end-point. This |oading procedure can take place before or during
the advertisenent phase and rmay happen tw ce, once for each end-
poi nt .

In Figure 2, a Profile and a Context have already been | oaded on end-
poi nt A
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| <::::::::::::::::::::::::::::| |
| |
| Acknowl edgenent |

|

|

|

Figure 2: Three-way handshake for Profile and Context initialization

Once the end-points have agreed on the Profile, Context and
paraneters, an identical SCHC Instance exists on both sides. Since
several SCHC Instances can co-exist within the sane end-point, each
i nstance has an I nstance ID

In the case of a static Instance or when an Instance is resuned, the
Instance IDis sent in theadverstisenent. This allows you to check
the validity of an instance without having to send all the Profile
par amet er s

An enpty advertisenment may al so be sent in order to ask for the
capabilities of the second end-point. It responds by sending the
paraneters of its preferred Profile and the associ ated Cont ext
paraneters. Finally, the first end-point concludes the handshake by
sendi ng an Acknow edgenent, and additional parameters if necessary.

5.3. Normal SCHC Operation

Thi s section describes the nornal operation of SCHC when no rule
nmodi fi cation i s needed.
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At the sender side, the Parser anal yzes packets to be sent and
creates a list of fields that is processed by the SCHC Engine, i.e.
the Context is browsed to find matching Rules. Wen several Rules
match the field list, inplenentation nmust choose one (this is not
specified in the standard). The selected matching Rule is used to
conpress and/or fragment the packet, the rule identifier (RulelD) is
transmtted together with the conpression residue or fragments to the
recipient. Wen no Rule matches the field list, the No Conpression
Rule is used (the corresponding RulelD is added in front of the
ori gi nal packet).

Based on the Rulel D and the residue/fragnments received, the recevier
uses the SCHC Deconpressi on or Reassenbly functions to rebuild the
ori gi nal packet and forwards it in its unconpressed formto the
Application or to the next |ayer or next hop

5.4. Context nodification

This section explains how a Context can be nodified to fit the
traffic all along the conmunication process.

A Context should be dynam cally configurable using a network
managenment protocols in order to adapt to in order to adapt to
changing traffic patterns and characteristics. Netconf, Restconf and
Cor econf are candi date nmanagenent protocols, suited for specific use
cases.
Conmon operations on a SCHC Context are:
* Rule addition
* Rule nodification
* Rule deletion
The Context Manager is also responsible for
* Verifying and respecting the rights specified in the related ACLs
* Checking for conpliance with the Data Mde
* Handling errors

- RulelD not found

- Error during deconpression (exanples?)

- No valid Instance

Dumay Expi res 24 Novenber 2025 [ Page 10]



I nternet-Draft Cont ext Lifecycle May 2025

5.

5.

6.

6.

6.

7.

8.

9.

10.

10.

- Detection of Context desynchronization and recovery

Managenent traffic can al so be conpressed with SCHC usi ng OAM Rul es
that are part of the Context (see section Managenent Rul es).

5. SCHC Session end

SCHC Instance (Profile and Context) end-of-life

The end of a SCHC Session can be explicit (by sending a SCHC contr ol
message) or inmplicit (reset nessage received from anot her |ayer,

timeout).

Al data associated with this instance should be del eted on all end-
poi nt s.

6. Mnagenent Rul es

Signaling (control), configuration, and error nessages are exchanged
bet ween SCHC end-points in order to allow proper SCHC operati on.
These nessages may use CORECONF which is based on YANG data nodel s,
uses CoAP for nmessage exchange and CBOR encodi ng.

Specific OAM Sets of Rules should be locally installed on SCHC end-
points or available on an online library, to define how to conpress
the managenent traffic (e.g. CORECONF nmessages).

Use cases

1. Static Instances

2. Dynamic Instance creation and Sessi on managenent using the Context
Manager

I ANA Consi derations
Security Considerations
Acknowl edgenent s
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